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This paper presents the desirr of 3 protection svstem beinr
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implenentaed for fthne THGRES relationzl! dstzs hase manacement svs-
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tional environment, is “irst presented fo provide tne setftine “qr
the protection scheme. Il'echanisms for profectine bpnvsical dats
iles and enforcing sophisticated scceess control rules “or shared
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I. TIUTRODUCTIOCN

Ir [STONT743] 3 proposal was presenfted “or the basis o7 a1 protzo~
tior system to be used phy the INLGRES adats base manaTement svsten

¥
S work was sponsored by Hationzl Sciernce Founcation Grant
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[HELD75,Z00K7(,STOH76]. In this paper we present tha desisn  and

irmplementatior of a comnlete protection system. This
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explanation of fhe desimrn and policy decisions made, includina

LN_—

3 recuirins the notior of 3 dats base adniris-

5) protectinm  pnysiesl relations rather ftnan

nyiswus'" [STCHTS, CHARTS)

¢) not reportinm protection viclations to the

sunportine a sinele dati sublancus-e  stafe-

nent 33 the "stom" of protection.

=y npandline protectior at run fime rather than

T rot supportinm user =supplied proftegtion

routines {such 3s “ornularies [HOFF7C]).

shared relatiors ard mechanisms “or nhysicszl proftection of

sre also descriped. lioreover, 3 protection role Tor a1 speaific

user, callec 3 Datz Base Administrator, DBA, is idertified and
nis power exnlained. The renainder of this piver is oraanized as
2511pus. Sectior TII nrieflv disousses THGRES and fthe environment

orezted bv UNIY [RITC74], the operatir~ system on wunieh it is

. o

wneratiornzl. In Zsetiorn TIT we indicate the nature o rhysicsl

iles containine INCRES cata. Thern, in leo-
uhicn tne DRA goan prokect shared relations is specifiea In Jee-
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tion V. The alecorithm which enforces these prote ctior zftstement

and  its  inplemerntation are sketened in Seotiorn VI. Lastly, in
Jeetion VI, we comment on tnhe compatibilitv 0° the arnroacr o

rrotection faken and the presernt version of TIUNRES,

points ir  commorn  with ata Lanmusce/ALPHA  [CODPD71], . SCOUARE
[BCYC72] anc¢ SECUEL Tooa IYH] ir that it is 3 connlets [CORD72)

SALARY, MNAWMAGER, AGE)
\
1] . .

shess relations indicste, respectively, informatior sbhout emnlov-

Torm:
RLIIGE OF varizpls~list IS relstion-name

The syiibols deelsred in the ran~e =statament are on3lleq TURLT

VARIASLLS. Tne purpose of trnis statement is to speci®y ths rela-



tior over which each variadble ranges.
rorsover, an interaction ineludes ong or mers shztamanin oF tne
form
Command [ﬁesult-name] ( Tarset~list ’
[ JHLRE Ouzlification ]
dere, Command is eitnser RETRIZVE, APPLVNT, FIFLLTT,  or TILIEE.
ror  RETRILVE and APPELE, Fesulterame is fos mans - =-gz prelztion

wricn cuzliving tuples will be retrieved irfc  or  mrmarost O,

for REPLACE and DELDTE, Resulf-name 1s fhs nars o 2 Funle varl-
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kesult-dcmain = Function,...

lere, the Result-doniin ‘s are domain names ir fre -erolc eelation
fne ¢

uhicn are Lo oe assierea tne value oF

RALGE OF L IS CHIPLOYEE
RLTRIEVE THTOQ (BYEAR = 1070 - L.AGE)}
VIEERE EJHANBE = "Jones"

cualification LDJJIAND = "Jores® The result of the cuerv is 3 new
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Lvample 2.2 Fire everyobody on the first “loor

S ENPLOYEE

RANIGE OF £ 1T
OF L IS DEPT
g

EalGE O

DMOLETL o UTLRE F.DOPT = DLTLPT
AR DOFLCOCR# = 1
Here E specifies that the FMPLOYLE relstior is to be nodified.
A1Y tunles are to he removed uwhich have =% value “or DEPT which is
tne s317e a3 tnat 0 some department on the “Tirst Tlcoor.
Examipnle 2.3 Give 3 10 percent raise to Jores if he works or
tne Ffirst floor

RAIIGE OF E I3 EMPLOYEE
BLNGE o® D IS5 DEPT
RLPLACE E(SALARY=1.1 ¥ E5,SALARY)
HERE EL.HALE "Jones" AND
E.DEPT = L.DEPT AID D.FLOCR# = 1

s
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tlere, L.SALAE S to be replaced bv 1.1¥[L,SALARY For those tuples

ir LIJPLCYEL for which the cualificat

e

on is ftrue.

Ir sddition to the above OUEL commands INGRES 3lso supoorts 3

ariety of utility commards. The only ones of interest in 3 pro-

s

sotior context are COPY, PRINT and CREATE. The COPY cornand

tran

n

fers 5 relation to or from a UNIX file | It is 3 "bulk

trans®er" mechanism and therefore nust be protected. PRINT is 3

n

"
- il

le report renerator that writes 3 relat

b

3
ke

onto 3 user s ter-

minal. CKEATE sets up an emntyv relatior and prepares it “or use.

I1T FRCTECTION LANCUAGE

IUGTES mana~es a1 collection of data bases, €ach o° vurich is  nade
up o3 3 set o0f relztions. Eacnh dati pase is associsted witn 3



213owaple DBA s is kept by INGRES which miay only be chanred by 3

o

user who can lor on as IIGRES. This user will be referred to as

)]

tne IHCRLES "super-user".
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Only 4 data base s DRA may creizte shared rels rn that dsats~

tions g¢reated by ofther users are TNArAn nteed private by

e}
w
n
D
.

posh
')}
} o
m

IHCRLS.  Cagn dztz base tains aosrtain relations which are
neyzten oatiloecs". These relations may only be updated by IHGRES

utility routines. Such relatiorns are owned by the DBL, houever,

and ne may erant RETRICVE permission fo portions of the catalons

INGRES maltes zvailable o the DBA the Ffollowines commznd  to

specify access pernmissions for shared relations.

iglist) WHERE qualification

The fields o0° this comnand have the followines meanines:

RELHAME: specifies the name o7 the relztion to be protected.

9]

ORJECT: specifies the object to be controlled. This nmay be
user, 3 teletype, or the keyword ALL, which will! czuse the

restrictionr to apply to 311 users.

COLIIAND:  specified which type of acce iz to be 3llowed. The
types o©f access 3lléowed are RLTRIEVL, APPEND, DESTROY,

TARCLIST: A "4zt 07 donmains oF %he forn ftuple-variabdle.donzin

IDLIST: A liszt o7 domains o’ tne form tunl arizhle . domsin.
wnich o©an  be  isccessed but not updited. These donains miy

b
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sieral, 3lone
, aorlv one

tunle variabls oan be presert in the TARGETLLIST ana TRLIST.
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contairine  any

r:unssr of ftunle variables., It speeifics the subsst of tne
relaftion which mavy 0e z¢eessad hy ar irterasction of the type
znecifisd bpv the command. Thres extensions to zllowsable

Tigations are sunnoried. Fir=t, usinm the lsyvord
CL2CHTTT, the DPRA n3y specifyv a ranse o times durine which
tne nrotesciion 43tz i3 £o he useda (i.e. clockttt>E00  and

elocktb <1500

)
fte

=AC R

. Lastly, # mayv app the cuzli“icst

jote
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to zpecify thne UUIY locon name 07 the user curren
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Tne gata 23se zdanminastrabor ¢an enter an arbiftrary numbgr of pro-

tectiuvrn  =statements sovernins access fo nis relations. [ach pro-
tection statenent is ~iven 3 'micue id =ana steored in theo  PROTIC-

s ®
Relatiorns owrsd bv other ussrs ars cuararitsed rrivate hv  THGRIS.
Thereore orly tne Tif is perrmiftted fthe use 07 the PLHENIT 200~
nand. 3irce systen c¢iatzlors corntiain diats about the dsts hise,

{includirs ftne DBA) is allowed £o update svztem catzlors usines



OUCL. A1l nmodificstions to cataloms zre made ornly by THGRES in
resporise Lo IHGRLS3 commands concernine otner relations. lowever,

RETRILVE nermissiorn to nortiorz of catzloms may be ~ranted fo

aeeess cortrol has Two nmajor acels. The
t

ion of ir“ormation ir tne PROTECTICH

I

relstion. I® data vere stored 3s 3 text strinc, tne strinc vould
or €ach intersactior %to wnicn it

spplies. The overhead of this stratesy 1is considsred unreason-

Consequently 3 protection statement will be parsed vuhen entered

ad stored as 3 tree strueturs in tne FRCTECTICH relation. ilhen
an interaction is to be nodifisq, the cuzlificsftior frees o7 the
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The seo2ond “acet of the implementaftion is the enforcine o0F the
nrotection interactions. This 3is done by ezsertizllv the sane
zl~orithm as that presented in [STONTUR].

1 Jnile ar interactiorn is beinr varsed, ftwe sets of

gomains  are corstructed for each Ltuple varianle ussd. Cne con-

sists 0F domains in the tarcet list, ftne ofther of nomszins in  the
aualification.

va,



tion rame whose id and tiarest lists contszirn the liztzs o t$he

3
G
3
I8
ot
[e]
5
}e
3
1
r
s
=]
ot
)]
in
M
'S
D
‘y
e}
o
e
o}
cr
joy
wm
el
3
3
G
0
[}
o}
2
)
<
"3
<

is aborted due fo lsehk o° permission. This sn®orcees 3 deault to

2 The resulftin~ tunles are then compared. Anvy

uples whose tarret and id liste corntain fthose o an
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Exsnele 5.1 Eacn manager can read salaries of emplovees who

work for ninm.
Protection interaction

KAIGE o® L is EUNPLOYEE
PLRIIT ALL 70 CHPLOYEE FOR RETRIFVE
(ELSALARY: T.UALD

JUERT E.HQLAL?R g %
An r ion pv Jores

NETRI (E. SALARY) YHECRD E. NANT=YSmitnn
would be nodifiea Lo

RETRIEVE (L IALATY)Y YIERD E. NANE="Smitpv

LD B, HNAPAGFER= "Jones®

V. FROTZCTION OF PHYSICAL FILES

Ir order to ernfurce tne protection spe i’i ations, INGRES nust

nations

quarantee thit users cannot subvert the svstem bv machin

utside ol ILGRES. 7o do so INGRLES must make use o operatin~
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nhvsically protect dats that it msnanes.

Te present tns siriateny usad by THGRELS, we must “irst  exnlore =
fev details o tn UNTX envirornment. A proucess in UYIY is an
iddress snsce (HUV nhvtes op Tesgs on 3 PRP-11/40 and 1200 bvies on

1M/85%°s  and  11/707=s) wnich is associsted with a3 user-id and is

the unit of work scheduled by the UNIY scheduler. FEien valid
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user~id is sz=z3ociatea wuitnh 3 lororn rare and ontional’
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585 mav "Fork" subprocesses ;y cornsecuently, 31 parert

nrocess can be  the root of 3 nrocess subiree, Furthsermore, 3

process ean reouest that UHIY execute 3 Tile ir 9 descerdent Nro-—
2ess. UHIY rovides an inferorocess comnmunication faeilitv Tor
suen processes,

'IY supports 3 tres structured “ile system similar +g5  that of
[H{ULTICS. Lach Tile is either 3 directorv (cortainine reerences



*) special execute

£11 @lauses nave an obvious meanin~ except f),  In this case  Lhe
Mle ¢an be execubted and durine execution the user-id ¢ the pro-
cegs ir wniech it runs iz cnanrced to that of fhe owner of fhe

ile. Uporr  termination the user-id is returned to its previous

ftnv Tile car be read (writtern) bv a process onlv i fthe user-id
0° fhe process has reszd {(urite) rnzvmicsion for that file | lMorec-

ver, e&ich process his a "current direchtory" in fthe

To logate a file 3 orocess must apecifv its relative nath Tron

the current directory. 1In order to read (uwrite) 3 “ile fhe pro-

cass  must zlso nave read (writs) permission

snecifyine 3 ¢ te pathr “rom tnhe root o the Tile svstem, Ir

tnis 0388 the 4above rules nonld for =1l nodes alone tne nath, L
proeess may enanees ifte gurrernt directory, but onlv Yo one for

wnicn 1T has reag aceess secordgine to the shove rules

! L]
inern the IHGRLS systen is irnstilled 3t 3 site, 3 spseisl  user



ir 3 dircchoryv of datavbases c¢allec DATARIR, whiceh
TPORES  super-user and only he nay read or write
datanase cortains an sntry for each relatiorn in

Fach prelation is represenfed by 3
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Je turn riow to tne mechanism by which 3 user inritiates tne IHGREC

o

syzten. iinen  IIICGRES

1

s invoked, 1 ccllection o

o

is areated and appropria interprocess conmmurication set uo. The

o

o

nro~ran wnicn accomplishes tnis is stored in 3
ea ov tne irvolkina user., This file nas protacotion status "spe-

rizl execubte, no ofher access" and belonms to fhe super-ussr.

o

“he irvoker of INGRLDS nust also snecifv i data  bHiase which  pro-

vides tne context for anv Surtner intersctions. Tne proaran



the current directory ko tne

T * T s ) -3 o - o~ 3 A ‘v-p
tory. Then the INGRLS nrocesses oehanag thneir usey
of tne involkinT usar.

Trna D' nav szt the proteetion status Tor “iles 00

2y tne File cortairins the relatior mav be set o
euwneyr drite, no other aggessY, Ir tnis o3s

ile. This "ron-shared" mode is spprooriate for s

used for nmaintensnee of tha aats base.
D} Tha AerTaininT the rnelstior mgv be et to
OWrRE? urifte, rnor ounsr read, non owner urite In

1llows ofther user= to shar

under the restricticns discussed in Section TIIL.

lation witn tnis protectior =tatus canrot be £

excernt throuan Lhe use o7 I!GRID obiect co

canrnof sceess it nhscause he nas neifher

-1l

tre user-id of the involkin~ user and

"owurner read,

e this relation
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I1IGRES but can still supply the DBA’s id wnen neeced

A relation witn triz rprotecetior status ean be  scceszzszed by

'y
=]
=

users, out orly by dnvokire TIIGRIE beczuss tne nirner level

airectories only permif INGRES to rezac them. FKowever, the INGRES

%

-

suner-user is not exaluded “rom fanperins with gats “iles usine

otner nrorrans (suen a3 tne UHIY editor) hecsuse ne nas resd  and
urite nerpission for tnhe file and 311 nianer level airectories.
ligrce, this sharec status reouires fthat the 413fa base administra-

tor trust tne TIHCLES supberuser,

iote tnat in botn ¢azes the dista basse adninistrator cannot tamper
witn nis relatiorns other tnhan bv usine INGRES. lience, his powers

stem entirely “rom ftne INGRLS implementatior philosopnv.
VI DI3CUSSICH OF APPROACE TAFEY

€.1 Certralized Tata Dase Aaninis

T
]
'\
ot
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The DBA has the followine nowers not available to ordinary users:

1) the =sbility Lo creiate shared relations and  to specify
or tren

2) tne ability to destroy any relations ir his dats base

This system allows "one level sharirg" in that orly fne DRBLA nas
the above powers snd he cannot delerste them to others (3s ir tne
file systems o most time-sharinc syvstenms)

. This strszte~v was

imnplemented for three reasons:
1) Adacitiornal rererslity would have crested consider:

~15-



jde

provlemns, such 3s making revocation of access privileges non-

friy

ivisl, The bernefits of addiftional penerzlity were not per-
ceived as sufficiernt to warrant the problems created.

2y It seems appropriate to entrust to the PBA the duty (and

ower to resolve the npolicy decision which must be mads wnen
space is sxnausted ana sone relations nust be destroyed (or

arenived). This nolicy decision hecomes much harder (or irmpussi-

o

ple) i7 3 data base iz not in the corntrol o one user.
2, Somfone must be entrusted vith fthe npolicy decision con-

cerrins  wuniecn relstions to phvzicszlly store and which te define

6.2 Protection o Views Versus Protection o Resal FRelsations

Alroritnms for tne suppnort 07 vieys are ~iven in [3TON7%]. Basi-
ea2lly 3 view is 3 virftuzl relatior which could bhe crexted “ronm
gxistins relations but which is not physiesally stored. Views

vill be allowed in TIHIGRES fo sunport proecrans written “or
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sba bisse and
the remsainder of this sectiorn we aistinruisn the INNRES nrotec-

tior schnemne from the view oriented ore in [CHAIT75] and indica

Dy
m

ths raticniale benind ifts use. Consider thne followine two views:

Rahcez OF E IS EMPLOYEE
TOFIVE RLSTRICTION-1 (D.I'ANE, F, SALARY
VPLRE E.LEPT = "toy"

SCFINC RECTRICTICN-2 (CLMANE, EJ.DEPT, E.SALARY)
UHERE E.AGE < 50

and the Tollowins two access corntrol statemen

ot
G}
.

16

[ XY

LIS

K}

-
.~



RANIGE CF E IS ENMPLOYEE
PERNIT ALL TO ENMPLOYEE FOR RETRIEVE (E.MANE, E,SALATY
r AJL.}

PEIRD ELDEPT = "ftov"

?

PERITIT &LL TC EZOPLOYEE FOR RETRIEVE (E.P'ANMD, E.SALARY
E.DEPT)
WHERE EJAGE < 50

(See Section ¥ “or complete explanatiorn of PERHIT con-
mand. )

Ancess control could be based on views 3s suesrested irn  [CHANTS]
and 3 riven uger authorized to use views RESTRICTION-1 ard RES~

re he nmnicht interrocite

TRICTIONI-2. To find the salary of [lard

[

RESTRICTICH~1T as fullous:
RAIIGE OF RE IS RESTRICTIO!N-

RETRIEVE (R.SALARY) UHECRE
R.HANE = "Harding"

Failirns to find Harding in RESTRICTION-1 he would hiave to fLnern

interrocste RESTRICTTIOU=-2. ATter two Gqueries he would be
returred tne appronrizte salary if Hardines was under 50 or ir tne
toy department. Under the INGRES schene the user can issue

RANCGE OF E IS ENPLOYEE
RETRIEVE (E.SALARY) URERE
E.HANE = "Harding®

which will be modified by the 3ccess control slsorithm to

RANGE OF E IS EMPLOYEE
RETRIEVE (E.SALARY) WHERE
E.HANE = "Harding"

AlD
(C.EGE < 50 OR. E.DEPT = "tov")

Irn this detcﬂ the user need rot manually secuence throush his

views fo obtzain desire

0

dats but sutomaticall

-‘T

|+

obt

W

ri

:n

-
- 3

such dats

<

permitted. Hote clearly that the porfior of EIP

-

OYEE to which

the user his 3access (the union of RESTRICTION-1 and HRESTRIC-

-7



TIOI~2) is not a3 relstion and hence cannot be defined 3s 3 single

view.

™
i

i

unmarize, acesss cortrol restrictions are handled automati-

5}
(&

cally by the IHGRES alsoritnn. In 3 view oriented scheme, 3 user

B

must sequence tnrourch his visaus to obtzain allowed in“ormation.

a1

[
o]
"3

& user is simoply allowed to access the portion of 3 relation
which ne is authorized. ifo attempt is made to check if 3 secu-
rity violstion his taken place and ro violatiorn reportins is
decrne. The system could be extendsd to detect violaéions‘and pro-

cess the information in any way desired (with some additional

IIGRES contains no fzcilities to validate fthe suthernticity of
users. Tne designers see rno reason to duplicate existing fzcili-

ties in tne operating system.

£.5 Tne Atom used For Protection

it snouid be noted thst only sinele QUEL statemenfts can be pro-
tected; there 1is no notion of noprotecting 3 sequence of such
statements (i.e. 3 ftransaction). The discussion of the decision
rot fto support transsctions ias an atom of concurrency control

appears in [STOH76]. Supporting them onlyv for pro

t

ectior and not

-

or concurren~v =nnears to be unwise, Hence, no notiorn of 3 tran~

saction exists in THGRES. Consequently, no control over infer-
ences possiple “rom multiple QUEL statements is provided. Sone

control is possible by specifying inesrify constraints on the

16~
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loms

pDEDP

or which

ther

.
ni
nl

is EQU

pav) W

purp

write prorrams in

completely parse

3t

and do r.o

(e.~. tne number of retrieves

dav).

vii an interactive termi-

3llows nin to irput,edit,print and execute NIUE

€ is no "conpile time". Yence, oaquery

nlace at "run time".

£m by wnicnh with TINCRLS

-t

can ake

[ALLI76]. This INGRES

(R

enbeds 31 ¢o° n

0se prorrannnina lancuaze "C"., A uzer is thereby

'3

fthe combired larruarce. It is nossi-~

and perform query orn. (QUEL

the fthe translator it compile

a2t execution time.

currently followed by INGRES which does

a3t run time. This decision is discussed

basically involves the rotior fthat the schems (or

data base description) is not static in INGRES. Hence, it is pos-
sible Ffor the reliations on which 3 QUEL statement scts +to be
created between the time the translsator is run and the time the

sctual program i

it

tion of

in

poss

sl

prorrams

s executed. In this wsy the schems can chanre and

ible Tor the protection 3lcorithm to know whit
t tne time tne EQUEL program is translated.

next version of ECUEL will do querv modifi-

atior time wnenever possible and “orce recompils~-

i® the underlyinz schems chanees.



6.7 User Extensions
There is an obvious desire to 3llow the "BA fo write procedures

to determine 3ccess control or zituszbtions not covared tyv the

for thne
gould be to include suceh proecedures with £he  cuery modi
routines and invoke therm bv 3 subroutine ci3ll. This wpuld "ean
that such a procedure would he runnine in the same process is the

procedure were nalicious

\/2
=

n
ot
[&]
)

icatiorn routines

base or never return,

!.a.
}ot
3
ot
>
]
jo X
4

it could "trasn" 31l relst
There is no way Ffor TIGRES to cuard 3srainst this possibility.
The INIGRES designers have onted rot te frust user supplied pro-

cedures and nence do not accept them into the INGRES rucleus.

6.8 Pefzult Access

As noted in Cectiorn Y4, INGRES defzulfs o “no permission" when no
pernission statement is specified. This policy decisior czauses

-
i

forge

ot

-
-

ulness on the part of the DBA fto deny 3ccess.

VIT CCHPATIBILITY ISSUE

code easily. Thne techniaue of query modification is

N
1t
[
[}
[11]
Q
T
&}

irmplenent integrity constréints [STOH?S], views [STONT75], and to
put irtersctions into conjunctive normal form. DBecause many of
the routines necessary ‘or cquery modificsaticr already exist
implementation o7 the protection scheme deeﬁrwhpd in tnis parer
will bpbe sreatly facilitated. These “ictors contripbute to the esse

with which 3 protesction =ystem of the type described carn be =zdded

~20-~
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to the presert IUGRES implenertation. It is expected ths tnis
code uill he rurnins by the time this paper arpears,

YIII OSECURITY and TRUST

The UMNIYV oreratirns system sunports a3 user f(ofter c3llead tre

"root")  uno nas  tne  power to subthorize and deantherize users

{ireludirs IUCRDS).  Obviouslv, tnis user must be ftrusted ret 0

subvert tne aataibiase system. lioreover, the UNIY operating systen

itsel? rust be trusted to operate in 3 "lezknroo' way. Eeforts

resultins  interaction accurately. Certificsatior o7 the code
wnich modifies tne incomin~ cueries appears feasinle, However,
certification 0f the resultant execution would seem to be consia-
erably nore difficult. To sumnarize, it is implicit ir  the

desirn of tne TLGRES protectior system thst frust is to be pliaced
in the "root" user, in the operatin~m system, and in the v3zlid

operation 0f the database systen,
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