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ABSTRACT

An overview of privacy legislation which regulates computér systems
is presentgd,. The provisions of the most important legislation to date,
the Federal Privacy Act of 1974, are laid out and some early state and ]ocal-
laws are discussed, as are laws covering the private sector. ' Common o
features ofvthese Taws are extracted. _Fina11y, some methédS‘for keeping

track of pending legislation are suggested.
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The intent'of this paper is to give anvovetheW of'the-existing'laWS

' and pend1ng legislation related to the regulation of computer data banks.

Many computer systems dealing with personal 1nformat1on are now Iegally

‘required to take.1nto consideration effects on personal privacy, access

rights of subjects, and safeguards against unauthorized access.
The prob]em of 1nvas1on of privacy has been documented 1n numerous

books and art1c1es and there should be no need to rehash to the computer

,scientist either the general privacy problem or the special problems

computers pose. Reai, jmagined, and feared abuses of computer data banks
have led to the passage of the legislation we shall describe below and
undoubtedly will lead to the passage of still more 1egis]ation.

Whiie concern has been focused in several application areas, notably'

law enforcement, credit reporting, and statistics gathering, more general

'regulat1ons seem to be coming into effect as legislators attempt to strike

a ba]ance between the privacy rights of individuals and the needs of
government and industry for personal information on which to base programs'
and'decisions. "To cite just a few of the many works on the topic, the
interested reader is referred to [1,3,4,6,8,9,11].

The 1970 words in [5] now seem prophetic: “...if any future system
is to_win‘pnb]1C'acceptance, it must offer’persuasive'evidence that it is
quite.serioosly concerned with the rights and interests of those whose

Tives it will record."

HISTORICAL PHASES OF PRIVACY AWARENESS AND ACTION

Westin has observed three phases of awareness ‘and act1on on- the

- pr1vacy/data ‘bank jssue [10]: the early warning phase, the study phase, -

‘ and the regulatory phase.
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In the early warning phase, the first alarms are sounded. During the

eariy warning phase fn the United States (1966-1970) for‘examplé, the con-
tfoversy over whether or not to esfab]ish a National Data Bank for use in .
"statistica1'work'[]] took p1ace. . .
This is fo]]owed by the tudy phase. Here, goVernment or ather
'.'comm1ss1on carry out detailed studies of the prob]em and propose legisla- -
l t1on to curb perce1ved abuses. In the United States, these stud1es 1nc1uded
the,Natienal Academy of Sciences Project on Computer Data Banks [9] and the
',study of the HEW Secretary's Advisory Commission on Automated Personal Data
. Systems [6]. This time (1971-1973) was also marked in the UWited States by
increased'funding for sociological, political, and technical research into
these areas.

F1na11y, the regulatory phase is entered where the results of a11 the

- studies begin to be translated into the law. This is where we are now in

_the Unifed States (1971- ). The laws described later in this chapter
promise,to be just the beginning of a series designed.to protect individual

. privacy As such, they represent design constraints on computer systems

}which techn1cal peop]e must take into consideration, espec1a11y since the

. cost of refurbishing older systems to comply with the laws appears to be
-significant-[Z]. But they also represent design opportunities.

- LAWS OUTSIDE THE UNITED STATES

Other countries have taken legal approaches which somet1mes are s1m11ar
and sometimes not. The 1nterested reader is encouraged to examine particularly
the'laws and committee reports in Great Britain, Sweden, Franee and Germany.
In- these countr1es the controls range from adm1n1strat1ve se1f-regu1at1on |

(1 e., no rea] contro]s) to omn1bus licensing and regu]at1on [10]
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' EXISTING LAWS IN THE UNITED STATES

We shall discuss here only the laws and pend1ng 1eg1slat1on in. the

United States. The reader is cautioned that the author is a computer

scientist, not a lawyer. Appropriate legal expertise should be obtained

when necessary.

'THE FEDERAL PRIVACY ACT OF 1974

By far the most important piece of pr1vacy 1eg1s]at1on enacted at
this writing is that signed by the President on December 31, 1974, Public
Law 93-579. Al personal information systems operated by federal agencies

are covered, with the exception of most law enforcement files and some

| personnel records. In addition, nearly all systems operated by federal

contractors and grantees are covered if they are operating under contracts
or grants signed after September 27, 1975.
While there are certain exceptions, the main provisions of the law

are as follows:

1. Individuals (subjects) must be permitted access to information on them

in the data banks.

2. Individuals may correcf their own records and the agency_must fnvesti-
gate each claim promptly. In the case of a disputed record, an individual
may insert into the record his or her own perception of the.facts.

3. Any individual is allowed to refuse to disclose his or her social

security number (applies only to systems which go into operation after

January 1, 1975).

4, Individuals must be informed of the effects on themselves, if any, of

not providing requested information.

- 5. A data co]]ect1ng agency must obta1n a subJect s consent beforehand ande‘
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must record the date, nature, purpose, and recipient of each "nonroutine"
disclosure.

6. Congress and the Office of Ménagement and Budget must be informed before '
a new records system or a new app]icafion goes into operation. Notice must
be given in the Federal Register and the public must also be given a chance

to object.

1 7. Evéfy}data file must be 1iSted annually by type, génera] contents,

routine uses, and access policies in the Federal Register.

8. Agencies must establish appropriate administrative, technical, and physical

safeguards to insure the security and confidentiality of sensitive records.

9. Agencieé must establish "rules of conduct" for “persons involved in the

- design, development, operation , or maintenance" of any personal records system,

together with an education program which will familiarize these persons with
the rules and penalties for noncompliance.

10. An .agency or contractor employee who willfully discloses or maintains a
record in violation of the law, or anyone who requests or obtains a record in

violation of the law is guilty of a misdemeanor and subject to a fine of $5000.

Civil penalties are provided as well.

11. A Privacy Protection Study Commission established to investigate and

recommend further regulations in this area.
STATE AND LOCAL LAWS
The new fedgra] law promises to be supplemented by state and local
laws, much Tike federal air pollution regulations. The National Association
of State Information Systems (NASIS)* has developed model state legislation in

an attempt to bring some degree of commonality to what otherwise might be

fifty wide]y differing state laws. Highlights of this model legislation,

already énacted in some states, are given in Table 1.

*Iron WOrks Pike, Lexington, KY 40505



Hoffman.

1. Estﬁblishes é‘register of data banks and their,general contents &nd
purposes.’ " | | i

2. AEstéblishés‘ah infbfmafioh'Practiées:BOard to fegu]ate dété.banks;

3. Requires'agehqies to inform individuals 6f'the effect, if any, Qf_not
‘furpishing personal iﬁformatioﬁ for a data bank. :
4. Mhmimwwmkidwememmﬁsmmonmw.

5. Alldﬁs individuals to add their own statements to the records in the '
case of a dispute between the agency and the individual. |

- Table 1. Highlights of NASIS Model Legislation.

~ But already some states and municipalities are in the forefront of
Ieglslat1on to control privacy in computer systems M1nnesota passed the
first omnibus law regulating state and local government data banks in

April 1974. The highlights of this Taw are shown -in Table 2.
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-‘xi"fRegulates a]]‘recordS‘kept'by state cr Tocal 96vernment’ |
2. Mandates a reg1stry of all government data banks on 1nd1v1dua1s ,His
- registry fust spec1fy |
4. a. What informat1on is kept and why
-~ b. A1l uses of the information. ' o
| c;.Pol1c1es and practices regarding data storage, retent1on, and purge
d. Procedures for access and cha11enge by an 1nd1v1dua1
: 3,‘ Requires "reasonable and appropr1ate safeguards“ to assure that the
data is accurate, complete, ‘and correct. Specific emphasis 1s placed on
computer-based files accessed directly via telecommun1cat1ons
-'4. Gwves certain rights of subjects in these data banks:
| 'va. The'right to know the purpose of the intended use of the required
. data.
b. The right to‘know whether supp]ying data is mandatory-or not and“
-the consequences of refusal to supply the data. ,
~C..The r1ght to know whether he or she is a subject 1n a g1ven data
bank. | | o
d.'The right. to know the content and meaning of{the data on himself
~ "or herself at no charge.} o
h 5. Any person who is damaged can sue the state for damages. Exemplary:
-damages are also'recoverable in the case of willful violations. Wi]]fu]

violation is a misdemeanor.

| Table 2. Highlights of the 1974 Minnesota Privacy Law (H.F. No. 1316, Chapter No. 479)
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~ Participants. from 40 states agreed'at a‘seminar cesponsored by the
Counc1l of State Governments and the Domest1c Council Comm1ttee on the
7' R1ght to Pr1vacy in December 1974 that local governments also have a role
to play. Indeed, some have~a1ready started to play this role. In 1974
f the city of Berkeley, California, decided to require a'?soctal impact
statement" for all municipally funded or controlled automated personal
infdrmaticn systems. The provisions of the Berkeley ordinance are

summarized in Table 3.

1. Deals with all systems controlled or tunded by the city.
2.‘ Alieusponly-p1ann1ng until a social impact statement is written.
| 3.. The sqcia] impact statement must address:
a; impact of the system on members of the public
| b. any adverse effects on’privacy |
c. any adverse effects on acquisition or retention of credit,
emp]oyment, or insurance
.d. alternatives to proposed system or system add1t1on, these must
‘ . 1nc1ude the alternative of doing nothing, and its 1mpact
4. Soc1a] 1mpact statement (or summary) must be published in local
newspaper. | | . | 7
. 5. "Social 1mpact statement must be sent to- each member of city council.
6. Soc1a1 1mpact statement must be sent to every person or organization
w1th a stand1ng request on f11e
'_ 7,' A pub11c hearing must be held on the soc1a1 1mpact statement '
8. Slgn1ficant changes or additions to. the system after approval of the B

soc1al impact statement require an add1t1ona] soc1a1 1mpact statement.

Table 3. Highlights of Berkeley Social Impact Statement (Ordinance No. 4732-N.S.)
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Th1s last 1s particu]ar1y 1nteresting because the impact statement
| was- actually mentloned by then Vice-President Gerald Ford in a speech to
' the Nat1ona1 Computer Conference of 1974 A month later, one of his
' princ1pal adv1sors, Ph111p Buchen, suggested in a. speech to the Data
L Processing Management Associatton that -even leg1slation which fails “may
very wel] signal what you as managers of 1nformat1on systems can. expect
in future years“ if the privacy problems addressed by these b1lls are

not otherwise overcome. According to Computerworld of July 3 1974, he

alsa stated_that legislation currently intended for the public sector "may
set patterns for the eventual treatment by law of information systems in

"the private sector."

LAHS AFFECTING THE PRIVATE SECTOR

o The first of these private sector laws has a]ready appeared Ithis..
the-1971 Fair Credit Reporting Act (Public Law 91-508) which regulates
credit:bureaus and similar organizations. Basically, it requires that
consumers be alloneo to see their own records, to contest them, and to
fi]é a7100-nord’statement as part of the record in the case of a disputed

item. .

|OMNIBUS FEDERAL LEGISLATION FOR BOTH PUBLIC AND PRIVATE SECTORS
o A new bill was introduced in Congress in eariy 1975. With the
well-chosen number H. R. 1984, it covers e every public and private manual
"and automated personal 1nformat10n system except government-ma1nta1ned
. criminal 1nformat10n systems, news agency files, and malllng Iists—-prov1ded
hthe'organ1zatjon majntaining,the ma1l1ng list voluntarily removes an

N 1ndividua1's name upon request.
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‘This bill establishes a federal privacy board of five public members
which can inspect'the premises-of any data processing faeility._ This board.
would-be required to be informed three months in aovance by any organization -
plaoning'to use a new.system containing personal data or planning to modify
an existing one. | }

 As with the'FCRA;'any.subject of a data bank'would'be~allowed'to file a
rebuttal (in this case, up to 200 words) of the information in the data |
bank ‘which would then have to be included in subsequent reports. Past
recipients of records wouid be required to be ootified any time. the record
is corrected or purged. |

Each operator of a system would be required to, within two years of

,the bill's enactment, tell every individual whose record is on file what
1nformation the record contains.

The social security number would be{not reqUired for any business

| transaction-or other activity except as required by federal law. And
without "the express authorization of Congress, no organization cao
develop or utilize a universal identifier common to any other personal

information system."

'COMMON FEATURES OF UNITED STATES LEGISLATION
' Having discussed existing and pending,]egislation in the United States,
can we extract any common elements? If, as seem5~1ike1y, this type of
legislation will soon cover most public and private computer systems
containing personal information, the system designer should attempt to
incoroorate the most common features of the legislation into the design
of new systehs at the start to avoid painful retrofits later. Some.of

these common features are shown in Table 4.



1; "indivtdualsoare oermittedwto see'and'chalienge;information'kept'on -
them and to fi]e dissenting statements These statements must'be
vincorporated as part of the record or at least sent out with 1t
20 Security and accuracy safeguards are mandated
| Disc]osure restrictions are institut1onalized
'Socwai Security Number cannot be required in new systems.

Logging of nonroutine disclosures is required.

- LT T
. . . ..

Impact statement or filing of Intent to Operate statement is requ1red
for new systems or significant additions or modificat1ons of old ones.

7. Cr1m1na1 and civil penalties for willful violation are provided.

Table 4. Common Features of Current Legislation.

‘Prov%sions-for handiing<these'common features should:certain1y be designed.-
1nto new systems The system designer may also wish to prov1de some of the
~~.'other privacy and secur1ty features mentioned above in ant1c1pat1on of
| future 1egislat1on _
Lega1 requirements w111 have technological ramificat1ons ~ Special
pr1ntouts data f1e1ds, personne], procedures and logs may be necessary

to comp]ycwmth new laws [7].
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KEEPING TRACK OF PENDING LEGISLATION

There are other federal, state. and local bills pend1ng as wel]--too
numerous to- d1scuss here. By the time this is printed, much of the
1eg1s]ative features described as “pending“ in this paper may well be

the Jaw. Good systems design involves being aware of these,trends and

- taking them into account before they become realities. How can one keep

abreast of current developments in the legislative domain?
At this writing, here are some methods to track pendihg legislation
and its status:
~ 1. The Computer Business and Equipment Manufacturers Association
puts out a monthly status 1ist of legislation concerned with
cOmbuter privacy and security (CBEMA, 1828 L Street N. W.,
: Hash1ngton, D. C. 20036)

2. The Pr1vacy Report and Privacy Journal track pr1vacy issues from a

civil liberties viewpoint. The _ggggg is issued by the Project on
‘Pfivacy ahd Data Collection of the American Civil Liberties Union
Foundation,lzz East 40 Street, New York, N. Y. 10016. Subscrip-
tions afe $15 per year (35 for students) for 12 monthly issues.
The Journal is indépendent. Subscriptions are $15 pér yéar'from
P.0. Box 8844, Washington, D. C. 20003. .

3. Cbmputerwor1d, the trade weekly, has time]y‘COVerage of computér

| 'privacyAissues (Computerworid, 797 Washington St., Newton,:Mass.

'; 02160, - $15 per year for 51 1issues).

n
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‘SUMMARY

This paper has presented an overview of - current and proposed legal Vatf

-[:'eonstraints on data banks. It pointed out that the United States has moved

‘through the early warning and study phases to the regulatory phase, and
 set forth in detail the provisions of the most. important legislation to
.fdate, the Federa] Privacy Act of 1974. . State and local laws -and Taws |

covering the private sector are becoming more numerous, and some of the

early ones were discussed. Common features of nearly all the laws

inc]ode a) an individual's right to challenge records and to fi]e‘dissent-

.ing'statementsa b) prohibition against using the Social Security number;

c) logging of nonroutine disclosures; d) impact statement or intent to

 operate statement filing; e) criminal and civil pena1ties'for'willfu]
‘vio]ation, Finally, some methods of tracking pending legislation were

'}_suggested.»‘
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