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Abstract DDoS attacks have become an increasing problem in the

Internet [23]. They are very hard to defend against because
Denial of service (DoS) attacks are a large and increasingey do not target specific vulnerabilities of systems, but
threat to the Internet community. In this paper, we propos&ther exploit the fact that the target is connected to the net-
using a distributed approach to DoS defense. Our archiork [15]. DDoS attacks take advantage of the hosts on the
tecture leverages the properties of a wide-area overlay ngiternet with poor security. The perpetrators break into such
work to isolate clusters of attackers while denying accesstosts, install slave programs, and at the right time instruct
a minimal amount of legitimate users. This is done by cehousands of these slave programs to attack a particular tar-
laborating with other members of a structured peer-to-peget. Since this attack does not exploit a security problem at
network, which is inherently collaborative. Our results shotie target, no effective mechanism currently exists to defend
that our approach is effective at both detection and suppregyainst such an attack.

sion of a DoS attack. Under normal conditions TCP-like congestion control en-
sures fair use of the available resources. Under a DDoS at-
tack, the arriving packets do not obey end-to-end congestion
control algorithms, and instead bombard the victim, using

the available resources which cause the good flows to back

Denial of service (DoS) attacks are a large and increasi
threat to the Internet community. A recent study [23] dgqg and eventually starve. A large scale DDoS attack not

tected 12,805 attacks on over 5,000 distinct Internet hogpﬁlz causes trouble_ toits intended victim, but also mterferes
with bystander traffic that may happen to use a portion of the

over a three week period. We propose that a distributed ARtwork that is being heavily congested [15]. This happens

proac.h to detecting and suppressing a DoS attack is mgé][e:ause as it nears the target, the attacking communication
effective than a local, centralized approach. The purpos Q

this paper is to study some distributed mechanisms an égs tZrZIentCh point and overwhelms part of the network and

compare these mechanisms to more traditional, local, cen- ]
tralized techniques. Many previous approaches have focused on IP level meth-

There are two general classes of DoS attacks: logic §S {0 attempt to identify and stop attackers. This has many

tacks and flooding attacks. Logic attacks exploit softwaﬁjé"’“’\’b""CkS which stem from a primary cause; IP was de-

flaws to crash remote servers or degrade performance. Maied as a best effort service to send a message to its des-

of these attacks can be prevented by upgrading faulty stipation even |f_ many network connectlon_s_have failed. IP
ware. Flooding attacks send large numbers of illegitima§@S never designed to handle such a malicious attack. Even
requests which prevent a server from serving the legitim&P could be successfully modified, there is still the issue
requests. In this work we are mainly concerned with pd¥ deployment and cooperation among ISPs.
flooding attacks. In recent years, there has been a trend toward deploying
Attackers can mount powerful attacks by leveraging tiferlay networks on top of IP. Overlay networks bring in-
resources of multiple hosts; these attacks are known as @r¢ased resilience, distribution of load, and ease of locating
tributed denial of service (DDoS) attacks. An attacker coflata and services. Also, deployment is not an issue since
promises a set of Internet hosts and installs a small @mmunication between overlay nodes is done by standard
tack daemon on each, producing a group of zombie hosttraffic, making cooperation among ISPs unnecessary.
A DDoS attack follows a hierarchical model, with one or B. Zhao et al. [39] proposed a route-through overlay that
more layers of indirection and able to control hordes tinnels traffic between existing legacy applications through
agents [12]. As a result of readily available tools, DoS a-structured peer-to-peer overlay network. Standard IP traf-
tacks are easy to mount and hard to trace. An effective DidlScan be tunneled through a wide-area overlay efficiently
defense must be able to respond quickly. with Brocade [40]. Once the traffic has been routed inside

1 Introduction



the overlay, we can protect the traffic. R i ot
In this paper we present a novel, distributed approach for ; ;

isolating DoS attacks. A study by Y Chen et al. found

that a distributed object location service (OLS) is more re- Hameder FT—— - Handler

silient to DoS attacks than a centralized OLS [6]. We pro-

pose using a distributed approach to DoS defense in the ger

eral case. Our proposed architecture leverages the propertie | sasm || igemi Aarnt . Agemi | | Agen Agsm

of a wide-area overlay network to isolate clusters of attack- : &

ers while denying access to a minimal amount of legitimate

users. This is done by collaborating with other members of i

a structured peer-to-peer network, which is inherently col- T Wiem T

laborative. This solution is also helpful with flash crowds,

which are sudden increases of legitimate traffic at a partigy re 1:Structure of a DDoS attackOne or more attackers
ular site. Flash crowds result in localized congestive flowgnro| handlers and each handler controls multiple agents.
and cause periods of high delay or loss. They carry many@injers and agents are extra layers introduced to increase
the same signatures of a DDoS, but are legitimate traffic 8 rate of packet traffic as well as to hide the attackers from
are not handled well by other solutions [15]. . view. Each agent can choose the size and type of packets as
This paper makes the following contributions. First, Wge|| a5 the duration of flooding. While the victim may be
propose an enhancement to Brocade [40] (Section 3.1h{9e 10 identify some agents and have them taken off-line,

improve the infrastructure for wide-area overlay routing. Wge attacker can monitor the effects of the attack and create
propose that supernodes publish the identifications of nogdes, agents accordingly.

for which using the secondary overlay would be useful. This
would have the effect of treating the node to be routed to as

an object with the same locality awareness of the overlay )
network. Second, we propose some techniques to detect&ntl  DOS Attack Analysis

suppress a DoS attack. The detection techniques range frgm has b h K d vzing th it
local detection based at the target, to a global analysis, pr€ has been much work done on analyzing the patterns

a distributed approach. The suppression techniques invo?\r/’(gj methodology of DoS attacks.

isolating the attack as close to the source as possible. Third recent study [23] observed 12,805 attacks on more than
we present a simulation environment to model the netw0$|poo_d|snnct Internet hosts in more than 2,000 distinct DNS
and attackers. Most importantly, we present four DoS attaigmains over a three week period. Most attacks are short
scenarios based on real attacks that have occurred in the/Mif? 90% lasting less than an hour. A DoS attack response
ternet. Then we seperately analyze the effectiveness of dA&I§t b€ quick; much quicker than picking up the phone and
technique for detecting and suppressing the attack and &ifing system administrators in autonomous systems.
lyze trade-offs such as the overhead of each technique anRistributed DoS (DDoS) attacks are a flooding attack of
the amount of false positives. Finally, we analyze the overBlgny attacking hosts (agents) with distributed and coordi-
effectiveness of our full system. nated control. Figure 1 shows the structure of a DDoS at-
The rest of this paper is organized as follows. In Sectiori@ck; one or more attackers control handlers and each han-
we discuss related work. In Section 3 we explain the motiv@ler controls multiple agents. Handlers and agents are extra
tion for using a structured peer-to-peer overlay network alsyers introduced to increase the rate of packet traffic as well
how it fits into the world. In Section 4 we provide a detaile@s to hide the attackers from view. Each agent can choose
discussion of our DoS defense architecture. We describe B1& size and type of packets as well as the duration of flood-
simulation environment in Section 5. In Section 6 we and. While the victim may be able to identify some agents
lyze the components of our architecture and then evalugf$l have them taken off-line, the attacker can monitor the
the performance of our full design. In Sections 7 and 8 ve&ects of the attack and create new agents accordingly [12].
analyze the trade-offs and discuss future work. Finally, weJ. Jung, B. Krishnamurthy, and M. Rabinovich analyzed
conclude in Section 9. some signatures that differentiate flash events (FE) (also
called flash crowds) and DoS [16]. During FE, the aver-
age number of requests per client is fairly constant. On the
2 Related Work contrary, during a DoS attack, attacking clients have a much
higher request rate than normal clients. The main difference
The need to protect against and mitigate the effects of Db&ween FE and DoS is that during FE, new clients arrive
attacks has been recognized by both the commercial anddisproportionately from existing clusters of nodes. A cluster
search world for some years. There has been much wisrlan aggregate of nodes belonging to the same administra-
done on detecting attackers and isolating attack streamstive domain, or more loosely defined as group of nodes that




are local to each other in the Internet. This is not true in th€s. Their approach involves both a local mechanism for
case of DoS; the surge in traffic occurs because of new cldstecting and controlling an aggregate at a single router, and
ters joining the attack. FEs do not exhibit any surge in newcooperative pushback mechanism in which a router can ask
cluster arrivals. adjacent routers to control an aggregate upstream [20].

On October 21, 2002, all 13 of the DNS root servers
were the target of a DDoS attack. Roughly two-thirds of .
the servers were disabled or severely hampered by thez8 Overlay Solutions

tack [27, 22]. Defenders count on having time to respond to

an assault. In this case the attack abruptly ended after adBL}pe last few years, there has been some initial work us-

an hour, so any defense that administrators could have' 3¢ overlay networks to dgfend against DoS att.acks. This
Wloék has, so far, not exploited the true collaborative and dis-

tempted was meaningless. This emphasizes the need f Bied ¢ | K
DoS attack response to be swift. tributed power o pger-to-peer overlay netwpr S.
Paul Mochapetris suggests a more replicated DNS as a
solution to an attack on the directory service [22]. Unfor-

2.2 IP Level Solutions tunately, such an approach is still vulnerable and has other

In the past, proposals to defend against DoS attacks focugdyvoacks. Y. Chen et al. investigated the resilience of ob-
on modifying the IP level infrastructure. It is worth reviewl€ct location services (OLS) to DoS attacks [6]. They found

ing some of these proposals to see what insights we carilift a distributed OLS was more resilient than a centralized
draw from them. or even replicated OLS. Also, the locality properties of the

There are some techniques for tracing anonymous padiigiributed OLS, Tapestry, helped maintain performance un-
flooding attacks in the Internet back towards their source &I¢" Severe attacks.
dresses. Savage et al. describe a general purpose tracebdtk Paswani and H. Garcia-Molina were some of the
mechanism based on probabilistic packet marking in the st to begin investigating the effects of DoS on P2P net-
work. This approach allows a victim to identify the network/orks [11]. The P2P network they chose to look at is
path(s) traversed by attack traffic without requiring intefnutella, which is very vulnerable to attack. In their pa-
active operational support from Internet Service Providd?§": they proposed some load balancing to help mitigate the
(ISPs) [31]. Partridge et al. present a hash-based te@f{ects on Gnutella. We chose to look at Tapestry, whose
nique for IP traceback that generates audit trails for trdherent locality properties already mitigate the effects.
fic within the network, and can trace the origin of a single Some solutions are geared toward protecting specific
IP packet delivered by the network in the recent past [21pdes. A. Keromytis, V. Misra, and D. Rubenstein proposed
Bellovin, Leech, and Taylor propose a new ICMP messageSecure Overlay Service (SOS) to protect critical emer-
emitted randomly by routers along the path and sent to @@ncy services from DoS attack [17]. The goal of the SOS is
destination. When forwarding packets, routers can, witf@&allow secure communication between a small number of
low probability, generate a Traceback message that is Seig-approved sources and a particular destination. The SOS
along to the destination. With enough Traceback messagegiects the destination by allowing only secret servlets to
from enough routers along the path, the traffic source a#Rntact the destination.
path can be determined [2]. Song and Perrig present th®&.G. Chun, P. Mehra, and R. Fonseca propose DAM: a
Advanced Marking Scheme and the Authenticated MarkifpS attack mitigation infrastructure [8]. They simply use
Scheme, which allow the victim to trace back the approxa-redirection scheme with only one hop on an overlay net-
mate origin of the spoofed IP packets. In contrast to previowsrk. If a server is attacked, the redirection overlay balances
work, these techniques have significantly higher precisitire load by using multiple server replicas. The basic premise
(lower false positive rate) and lower computation overheafitheir approach is that DoS attacks may be viewed as a re-
for the victim to reconstruct the attack paths under largeurce competition between attackers and content providers;
scale DDoS attacks. Furthermore the Authenticaed Markiig side with greater resources wins the match. Our ap-
Scheme provides efficient authentication of routers’ mankroach differs in that we leverage the structure, locality, and
ings such that even a compromised router cannot forgecolaborative properties of a peer-to-peer network to isolate
tamper markings from other uncompromised routers [33]the DoS attack. These properties will be explained in later

Some techniques have also been developed to suppres3egtions.
tack traffic. loannidis and Bellovin present pushback whichB.Chun, J. Lee, and H. Weatherspoon propose Netbait:
adds functionality to each router to detect and preferentiadlyDistributed Worm Detection Service [7]. Netbait uses a
drop packets that probably belong to an attack. Upstreanilective view of a geographically distributed set of ma-
routers are also notified to drop such packets in order tohtnes to detect Internet worms. Queries in Netbait are
the router’s resources be used to route legitimate traffic [1pfocessed in parallel by distributing them over dynamically
Mahajan et al. discuss mechanisms for detecting and coonstructed query processing trees built over Tapestry. Such
trolling high bandwidth aggregates such as DoS attacks andistributed, global view of the network, where each node



in the tree is the root of its own tree, would also be useful in

detecting and suppressing DoS attacks. JEEE . - Register: o=
’/’/’ ;:Ziiii:}
3 Using an Overlay Network to Pre-
ve nt DOS "\ Control Traffic 277777 Tumneling Traffic 3 Client-end Daemon

In this section, we explain the motivation for using a stru€igure 2:Route-through overlayNode A registers with P1
tured peer-to-peer (P2P) overlay network for defense agaidé node B registers with P2. Messages from A to B are sent
DoS attacks. It is difficult to detect and suppress DDoS éom A to P1 which encapsulates the messages and sends
fectively with traditional IP networks. First, IP was designei@iem to SHA-1(IPB) on the overlay. These messages arrive
as a best effort service and not designed to handle such a@i&22 and are forwarded to node B. Messages are sent from
licious attack. Second, deployment across the wide-area ®illo A in a similar manner.
be stifled by lack of cooperation among ISPs. Third, intra=
ISP recovery with BGP takes too long to be useful in stop-
ping a DoS attack near the source in order to alleviate mgst.1  Route-Through Overlay
legitimate requesters of a service. A wide-area response is
essential. For nodes outside the overlay to leverage the overlay’s prop-
Any service that desires protection from our DoS defengies, a route-through overlay can be used to tunnel traffic
techniques must use an overlay network. An overlay nétrough the overlay with the use of nearby overlay proxies
work must be deployed over the wide-area. Wide-area dEigure 2). First, a node (A) chooses and registers with a
ployment is eased because participation from ISPs is R6@rby overlay node as its proxy. Actually, node (A) does
needed. Nodes can simply be set up troughout the Inter@k even have to know about P1. When (A) tries to access
and used transparently to the ISP because inter-node c8riervice at (B), (B) can install a peice of software on (A)
munication on the overlay is done via standard IP traffi®at directs it towards P1, or P1 can be at the edge of an ISP
An overlay can make the network more resilient because that provides the overlay service and simply picks up the
overlay can adapt within seconds to an event across the Ré@ssages from (A). The proxy node (P1) assigns node (A) a
work, as we will demonstrate later. proxy identifier in the identifier space of P1, such that P1(A)
We assume the majority of nodes in the overlay neg.the closest unassigned identifier to P1 inside its range. For
work can be trusted and that a compromised node canf¥®mple, a Tapestry proxy would assign identifiers begin-
forge or tamper with messages from other uncompromid@iig with P1-1. Under Tapestry routing rules, if no exact
nodes [33]. match can be found, the message is routed to the node with
We follow with an overview of how a route-through overthe next higher nodeld. In this case, messages to P1-1, P1-2,
lay can be used to allow nodes outside of the overlay & would be routed to P1 [39].
leverage its properties. This will give a big picture overview This approach treats a node (A) as an object to be located.
of how our work fits into the world. Then we focus on th&nce a node obtains its proxy identifier, the proxy makes
overlay network with a brief discussion of structured P2pmapping between a hash of the legacy node’s IP address
overlay networks and their basic properties. This is followédd its new proxy identifiec{SHA-1(I P4), P1(A)>) avail-
by a description of the design of Tapestry, the specific PaPle to the entire network. The proxy will either use the put
overlay network that we use in our design. Finally, we f&all on a protocol supporting the DHT interface, or store the
cus in on the properties of structured P2P overlays we uséo@al mapping and use the publish (Section 3.3.2) call on

defend against DoS attacks. a protocol supporting the DOLR [10]. Node (A) can then
begin to send messages to a destination (B) Wity by
3.1 Wide-Area Route-Through Overlay sending standard IP messages to its overlay proxy P1. Node

(B) has similarly registered with a proxy P2 and has been
A route-through overlay will allow nodes outside of thgublished onto the network. Node (B) may even have a ded-
overlay to leverage its properties. This will allow a servideated connection to proxy P2 if node (B) is in the business
to be on any node in the Internet and still access the ovetdelivering a reliable service. When P1 receives the mes-
lay. ISPs can offer the overlay as a value-added servicesages from (A) to (B), P1 encapsulates messagéBoand
their customers who want to deliver a reliable service. Thends them to SHA-I{Pz) on the overlay. These messages
average end user does not even need to know that an oveafalye at P2 and are forwarded to node (B). Messages are
is being used. The overlay can even be deployed on an iseat from (B) to (A) in a similar manner (Figure 2).
lated IP network, eliminating vulnerability to an IP attack. Such a route-through overlay can be used to isolate all
Also, traffic can be tunneled through a wide-area overlay #éfaffic for a server to the overlay. The client sends the name
ficiently with Brocade [40]. resolution request to the proxy which resolves the name in-



ternally to the overlay. Packet filters can also be usedrtodeldsfrom a large identifier space. Application specific
only allow the server to communicate with its proxies. Abjects are assigned unique identifiers called keys, selected
node (B) using a route-through overlay via a proxy nodem the same ID space. For example, Tapestry [41], Pas-
(P2) has the added benefit of being abstracted as an objedtyi30], and Chord [34] use a circular identifier space of n-
the overlay (Section 3.3.2). This allows (B) to be protectdsit integers modul@™ (e.g. n=160 for Chord and Tapestry,
from a direct attack to a node. If a node is under attaci:128 for Pastry).
it can fork off the services it is delivering to another proxy Overlays dynamically map each object key to a unique
node. In the example from Section 3.4.1, directly attackifige node, called its root. These overlays support routing of
nodes 4228 and AA93 would make object 4378 unavailabileessages with a given key to its root node [10], called Key-
Based Routing (KBR). To deliver messages efficiently, each
3.1.2 Wide-Area Overlay Network node maintains a routing table C(_)nsisting of the nodelds and
IP addresses of the nodes to which the local node maintains
To improve point to point routing performance on an ovepverlay links. Messages are forwarded across overlay links
lay across the wide-area Brocade [40] proposes a secondamyodes whose nodelds are progressively closer to the key
overlay on top of the existing infrastructure. The premise the identifier space. Each system defines a function that
is to find nodes which have high bandwidth and fast accesaps keys to nodes. For example, Tapestry maps a key to
to the wide-area network, and tunnel messages throughtt@live node whose nodeld has the longest prefix match. If
overlay composed of these supernodes. By using this sg&igit cannot be matched exactly, the node with the next
ondary overlay, messages would emerge near the local igjher nodeld is chosen.
work of the destination node. Existing protocols all support KBR, but differ signifi-
The work in Brocade lacked an adequate method for lgantly in performance. These protocols carry an overhead
cating a supernode to tunnel the messages on the secongesygciated with the fact that one logical hop on the overlay
overlay. We propose a solution that would approximate thetwork can have multiple IP hops. The ratio of IP hops to
effectiveness of the directed method used in Brocade, ladical hops is known as stretch. These multiple IP hops can
without the drawbacks of state maintenance and supernadd significant delay, especially if they transit the wide-area.
failure susceptibility. Our approach has the simplicity &uch protocols must have some awareness of the structure
the naive approach in Brocade, but has much better perfsirthe underlying network to minimize the overhead. Proto-
mance. We propose that supernodes publish the identifigats such as Pastry and Tapestry minimize latency between
tions of nodes for which using the secondary overlay woulddes when constructing routing tables [5]. With each hop,
be useful. This would have the effect of treating the nodemessage is routed to the node with the lowest network la-
to be routed to as an object with the same locality awatency from all nodes that satisfy the routing constraint. Such
ness (Section 3.3.2 Figure 5). The closer a client is to pioximity neighbor selection results in low stretch (about 2
object, the sooner its message will likely cross paths wigh 5 depending on the topology) and good local route con-
the object’s publish path. The client's message is therefekgrgence. The effect is reduced latency and bandwidth con-
likely to go to the local supernode, which is publishing theumption in the wide-area.
destination node as an object. Even if the message does not
g;:x?nitu?i local supern_od.e, it will I|k_er cross multiple aué_,}3 Tapestry Overview
ystems and is likely to arrive at a supernode tha
is helpful. We chose to use Tapestry [14, 41] as our structured P2P
If an isolated IP network is not feasible for the entire oveverlay because we have an implementation available and
lay network, it can be used for the secondary overlay ondjte familiar with it. Tapestry is one of several recent projects
This would be more practical since the secondary overlayploring the value of wide-area Decentralized Object Lo-
has less redundancy and a greater need for high bandwigittion and Routing (DOLR) services [30, 34, 25]. It en-

and fast access to the wide-area. ables messages to locate objects and route to them across an
arbitrarily-sized network, while using a routing table with
3.2 Structured P2P Overlays size logarithmic to the network size at each node. As a lo-

cation service, Tapestry provides network applications with
A structured peer-to-peer (P2P) network is necessary for efficient routing of messages to locations of named objects.
P2P overlay network (Figure 2). Structured overlays coB8tch functionality in Tapestry and related projects has given
form to a specific graph structure that allows them to locaise to a new class of wide-area applications [19, 29, 3, 42].
objects by exchanging O(log N) messages, where N is théThe key distinction between Tapestry and other DOLR
number of nodes on the overlay [38]. infrastructures is its support for point-to-point routing be-
A node represents an instance of a participant in the oveveen named nodes. Tapestry uses similar mechanisms to
lay (one or more nodes may be hosted by a single physita hashed-suffix mesh introduced by Plaxton, Rajaraman
IP host). Participating nodes are assigned uniform randamd Richa in [24]. Tapestry routes messages between named



L4

When routing, thent® hop shares a prefix of at least
NS length n with the destination ID. To find the next router,
L we look at its(n + 1) level map, and look up the entry
N3 matching the value of the next digit in the destination ID.
L2 Assuming consistent n_eighbor maps, thi; routing methoq
L guarantees that any existing unique node in the system will
L3 be found within at mosfLog, N logical hops, in a system
- with N nodes using IDs of base b. Because every single
@ p N neighbor map at a node assumes that the preceding digits
all match the current node’s prefix, it only needs to keep a
1 L small constant size, b, entries at each route level, yielding a
neighbor map of fixed constant siz€og, N.
Figure 3: Tapestry Routing Exampldiere we see the path . .
taken by a message originating from node 5230 destined?‘o%‘2 Object Location
node 8954 in a Tapestry network using 4 hexadecimal digitserver (with GUID, S) storing an object periodically ad-
names (65536 nodes in namespace). vertises (publishes) this object by routing a publish message
to the objects root (Figure 4) [41]. The object’s root (with
GUID, Og) is the node that would be routed to when routing
nodes across an arbitrarily-sized network using a routitggthe objects GUID@Qc). Each node along the publication
map with size logarithmic to the network size. In practic@ath stores a pointer mappingOc, S>, instead of a copy
Tapestry provides a delivery time within a small factor ¢if the object itself. When there are replicas (copies) of an
the optimal delivery time [41]. Previous work has levePbject on separate servers, each server publishes its copy.
aged Tapestry routing for application-level multicast [4Jjapestry nodes store location mappings for object replicas
and suggested performance enhancements for Wide-areaﬁ@ﬂed in order of network latency from themselves. A client
eration [40]. locates an object (O) by routing a messag@tp(Figure 5).
Each Tapestry node or machine can take on the rofegch node on the path checks whether it has a location map-
of server (where objects are stored), router (which forwaping for O and, if so, it redirects the messages to S. Oth-
messages), and client (origins of requests). We assume &fise, it forwards the message onwardstig which is
Tapestry nodes, especially routers and servers, are waHlaranteed to have a location mapping if the object exists.
connected over high bandwidth links. Nodes in Tapesirycaity awarenessThe closer in network distance a client
have names, Globally Unique IDentifiers (GUIDs), indepefy 14 an object, the sooner its queries will likely cross paths
dent of their location and semantic properties, in the forfl the objects publish path, and the faster they will reach
of random fixed-length bit-sequences represented by a coRs gpject. Since nodes sort object pointers by distance to
mon base (e.g., 40 Hex digits representing 160 bits). Thgmselves, queries are routed to nearby object replicas.
system assumes entries are roughly evenly distributed in the
node ID namespace, which can be achieved by using the
output of secure one-way hashing algorithms, such as SH?Aé"

How the Overlay is Used

1[28]. We now discuss how we use the properties of a structured
peer-to-peer overlay network to defend against DoS attacks.
3.3.1 Prefix-based Routing We leverage the locality, structure, and collaborative prop-

. erties to isolate DoS attacks.
Tapestry uses local routing maps at each node,

called neighbor maps, . to . incremeqtglly routg . overla\\ydh1 Locality

messages to the destination ID digit by digit (e.g.,

8***= > 89**=>895*=>8954 where *s represent wild-If the attack can be traced back to a region of the network,
cards, as shown in Figure 3). This approach is similar aoreplica (copy) can be placed nearby to isolate the attack
longest prefix routing in the CIDR IP address allocaticend protect the rest of the network. Therefore, it is im-
architecture [26]. A node has a neighbor map with multipfeortant to know if an attack will stay local to a particular
levels, where each level represents a matching prefix ngplica (Section 3.3.2). Figure 5 shows that the attack to ob-
to a digit position in the ID. Level-1 edges from a giverect 4378 coming from node 4664 would go to node 4228's
node connect to the 15 nodes closest (in network latenogplica. Nodes 4B4F and 57EC would not be affected since
with different values in the lowest digit of their addresse#heir requests never use the affected region; however, nodes
Level-2 edges connect to the 15 closest nodes that matctvanuld still be vulnerable to direct attacks. The solution to
the lowest digit and have different second digits, etc. this problem is presented in Section 3.1.1.
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Figure 4:Publication in TapestryTo publish objec#378, Figure 5:Routing in TapestryThree different location re-
server39AA sends publication request towards root, leavirgests. For instance, to locate GUA378, query source

a pointer at each hop. ServéR28 publishes its replica 197E routes towards the root, checking for a pointer at each
similarly. Since n@gt378 node exists, obje@378 isrooted step. At nodet361, it encounters a pointer to sen@9AA.

at node4377.

(4378)

&

Replicas in the NetworkIn Tapestry, replicas are dispersederge quickly. The closer two nodes are, they share a greater
throughout the network. Locality properties keep DoS giercentage of the distance to the destination. The proxim-
tack isolated to a certain region, far away from unaffectégt of the nodes is important because it can be exploited
nodes. There are pointers to replicas on every node alongliiean attacker. An attack will affect any legitimate traffic
path from the replicas to the root. It would be very difficufrom nearby nodes to the target (or otherwise sharing the
to knock out all of those nodes to prevent the location of tpath). However, since nearby source nodes will converge
replica [6]. In Pastry [30], Chord [34], and CAN [25] repli-paths quickly, DoS attacks are easier to trace and shut down
cas are stored on neighboring nodes and are still vulnerabiea more aggregate method.

The attack will just overwhelm the backup node(s) once the

root node is overwhelmed. Also, replication of all data on

noc_jes near the_ root is very expensive. In contrast, Tape Y3 Collaborative

arrives at data in a distributed way, as mentioned previously.

Future research should develop replication schemes t0 B¥8p neworks are inherently collaborative for the purpose

vent correlated failures. of locating other users and locating data. This collaboration
can be extended for other goals, such as suppressing DoS
3.4.2 Structure attacks. This lifts the impossible burden from a centralized

location and distributes the duty to all members of the net-
The protocols used have an awareness of the structure of i« participants are responsible for their local area. P2P

underlying network to minimize the overhead. Pastry apdyyorks use local discovery algorithms to discover their

Tapestry minimize latency between nodes when constrygia| nodes [14]. P2P networks can collaborate to defend
ing routing tables [5]. With each hop, a message is rom&&ainst DoS attacks in a similar manner.
to the node with the lowest network latency from all nodes

that satisfy the routing constraint. Such proximity neighbor
selection results in low stretch (about 2 to 5 depending on
the topology) and good local route convergence. The effgft DoS Defense Architectures
is reduced latency and bandwidth consumption in the wide-
area. Another effect is that the overlay structure will mimi|

C . . . . :
the structure of the underlying network. n this section, we describe our techniques to detect and sup-

press a DoS attack. These techniques range from traditional
Path ConvergenceThe convergence properties of the atechniques proposed as IP level solutions to some new pro-
gorithms are important in regard to their effects on a Dg®sals that leverage the properties of structured peer-to-peer
attack. In Pastry [4] and Tapestry [41], when the distan{2P) networks. We explain some trade-offs such as the
between source nodes is small, the paths are likely to comerhead of each technique.



4.1 Detecting the Attack DDoS attack with many attacking hosts from diverse areas.

. , , , . An attacker would have to compromise multiples more sys-
The first step in suppressing a DoS attack is detecting Wi, < t5 make up for not using multiple machines on each
the attackers are and/or detecting the region(s) the attac§3}§tem.

originating from. These detection techniques range from [0-p,4 routing process can be viewed as a tree, with mes-

cal detection based at the target, to a global analysis, 19 a5 from leaf nodes traversing intermediate nodes en route
distributed approach. to the root (Figures 4 and 5). By observing an attack from
a global vantage point, we can identify machines and clus-
4.1.1 Local Detection ters of machines, branches of the tree, that would otherwise
have been difficult to detect, while maintaining service to as
We have implemented a mechanism that has successfi{lny |egitimate requesters as possible. This is illustrated
identified the attackers by keeping running average of theFigures 6 and 7. S is the server which requesters(R) are
request rate. During flash events (FE), the average nump@ihg to access. The request traffic is shown by a dashed
of requests per client is fairly constant. But during a DoS afe. A is the attacker which tries to prevent access to S by
tack, attacking clients have a much higher request rate th@@ding it with request traffic. The attack traffic is shown
the average [16]. Our local detection mechanism keepgyaa hold line. With no defense (Figures 6), the attack traffic
record for each requester. Each requester record keepsyfieoverwhelm the server(S) as well as any link along the
time of the last request and the request rate, stored as dgla from the attacker(A). With our defense scheme, we can
with an initial value of 1000ms. When a new request fromagmyze that the attack is coming from N1 and N3 but not
requester arrives, the delay from the last requestis calculaigd The attack can be isolated at N3 with minimal effect on
from the request record and the request rate is updated¥ffitimate requesters and most of the network (Figures 7).

a low pass filter D=0.9D_,+0.1Dnew). The average re-|n this case, R1 is isolated along with A, but R2-R6 are no
quest rate is periodically updated from the requester recondgger being inhibited by As attack.

If a requester has a major deviation from the average request ] )
rate, we mark that requester as an attacker. Global Clustering Analysis (GCA) _ _

A draw back to local detection is that an attacker could The 9oal is to know everything all the time. Each inter-
simulate a flash event by having many attacking hosts Ztediate node (N) along the path from the source (S) to the
tack at a normal rate. So we need a solution that can obtd§stination (D) will keep track of any S-D pair (Figure 8
information from nodes on the request paths to determmgndHBdestList). Each node N will send periodic heart beat
what region(s) of the network the attack is originating frori1B) messages to each destination to ensure that it has not
Another serious drawback is that the target may be ovBfen overwhelmed by an attack (line 9). If there is a missed
whelmed and cannot initiate the suppression. We therefblf@ from a destination (line 2), the numMissedHB for that

need a solution that pushes out the detection to nodes befiglination is incremented (line 3). If there are too many
the target that are not overwhelmed. missed sequential HBs to a particular destination (line 4) in

a node’s list, then the node will see if it can detect an attack
and try to suppress it (line 5). If a HB from a destination is
4.1.2 Clustering Analysis received the node marks the HB as received (line 7) and the
I number of missed HBs for that destination is reset.
hen D receives a HB, D adds N to a cluster list/graph
with sublists of Ss that each N has (this can be assembled

To address the problems of many attacking hosts andtg
overwhelmed target, one requires a detection architectgé

with global knowledge and a distributed ability to suppremto a graph). D periodically goes through G and checks

an attack. h N's list of Ss t if th ttack Fi 8
Due to how attacking hosts are selected, DoS attacks h‘é\zg s list of Ss o see if they are attackers (Figure

certain properties that can be exploited to detect and su eckClusterGraph). ‘We check for attackers by checking

. . . attack rate, as in local detection, and whether the nodes in a
press the attacks. During FE, new clients come dispropor-

tionately from existing clusters of nodes. This is not true E]artlcular cluster began sending at the same time [16]. Each

} . . in G keeps the percentage of its Ss that are attackers (at
the case of DoS; the surge in traffic occurs because of new : : )

L o each node in the graph) (line 2). If N's percentage of attack-
clusters joining the attack. FEs do not exhibit any surgeelzrpS is too high (line 3), N is notified to suppress the attack
new cluster arrivals (Section 2.1) [16]. 9 ' bp

: . line 4). Although this solution maintains a global view of
An intruder finds one or more systems on the Internet t ﬁ .

; ; . € network, it does not scale well because of the number of
can be compromised and exploited. This is generally a

complished using a stolen account on a system with a Ia%%tes and HB messages [35]

number of users and/or inattentive administrators, pref@istributed Clustering Analysis (DCA)

ably with a high-bandwidth connection to the Internet (many We attempt to approximate GCA using a distributed ap-
such systems can be found on college and university cgmmach with local knowledge (Figure 9).

puses) [18]. It would be much more difficult to mount a Every node (N) continually checks traffic on each incom-



Figure 6:DoS attack with no defensB.is the server which Figure 7:DoS attack with clustering analysis defengéth
requesters(R) are trying to access. The request traffiois defense scheme, we can analyze that the attack is com-
shown by a dashed line. A is the attacker which tries itog from N1 and N3 but not N4. The attack can be isolated
prevent access to S by flooding it with request traffic. Tlae N3 with minimal effect on legitimate requesters and most
attack traffic is shown by a bold line. With no defense, thaf the network. In this case, R1 is isolated along with A, but
attack traffic will overwhelm the server(S) as well as arig2-R6 are no longer being inhibited by A's attack.

link along the path from the attacker(A).

method SENDHBDESTLIST (destlist) 3). The timer in this case is scaled down by a small factor
1 for dest < destlist (line 5). This concept is the same as described in trace-back
2 if!dest.gotHBresponse as described in Section 4.2.1.
3 dest.numMissedHB++
4 if dest.gotHBresponse 3 When the timer expires (CheckForHeavylnLinkTimer)
5 DETECTSUPPRES#TTACK (dest) and the problematic heavy incoming link is still a problem,
6 else the node will suppress the attack on its own (line 3). If a
7 dest.resetGotHB node suppresses the attack, then it must notify the node that
8 dest.resetNumMissedHB notified it (line 4). For example, iV’ suppresses the attack,
9  SeNDHB(dest, SourcesToDest) N’ must notify N so that N will not try to suppress again.

end SENDHBDESTLIST L .
The notifying node (N) will watch for such a message

1”}eth°d CIHE::KCLU?]TERGRAPH(C'“Stergraph) (CheckForHeavyInLinkResponse). Using this method, N
or c € clustergrap builds a map of congested links, with the percent of traf-
2 CAttackers— CHECKPERCENTOFATTACKERS(N) fic that the congested destination(s) uses (line 3). Each node
3 if cCAttackers> AttackerThreshold . -
4 SUPPRESEN) that is part of this map, checks what percent of the requesters
end CHECKCLUSTERGRAPH to congested destinations are att_acke_rs. If t_hg map on a node
shows that the congested incoming links divide in previous
Figure 8: Pseudo-code foGlobal Clustering Analy-  nodes, meaning that heavy traffic is coming in from multiple
sis(GCA). incoming nodes, then that node is considered a convergence
point. The convergence point then suppresses the traffic to
the particular destination GUID.

ing link to see if it passes a certain threshold (CheckTraffi- This approach minimizes the number of states main-

cOnIncomingLink). When N notices a great deal of traffi@ined, while it keeps false positives at a minimum. The

on an incoming link (line 2), it checks if requesters are gtegic behind this approach is to suppress the attack as far

ing disproportionately to a particular destination(s) (line 3yack as it causes a problem.

N uses the back-pointer on the congested link to contact the

previous node to see if it has any congested incoming links

(line 4), and also checks the congested destination(s). In

case the heavy incoming link does not handle the problefn2  Notification of Suppression

either because the node misbehaves or simply does not de-

tect the problem, we set a timer with an appropriate del@yce an attacker or group of attackers has been detected, the

(10000ms) (line 5). attacker(s) must be suppressed. This can be accomplished
That previous node X’) performs as N (Check- by notifying a node on the attack path to suppress the attack.

ForHeavylInLinkMsg) did except with a lower threshold@here are a number of methods to accomplish this notifica-

(c<1), sinceN’ has been notified that it is a problem (lindion.




method CHECKTRAFFICONINCOMINGLINK (AllinLink ) method CHECKMESSAGE$ORATTACKERS
1 for inlink € AllinLink IncomingMessageHandler
2 if (traffic oninlink) > TrafficTreshold if msg.source== attackerGUID
3 CHECKOUTLINK (AllOutLink) if msg.pee== attackerGUID
4 SENDHEAVY INLINK M SG(inlink) SUPPRESHATTACK (attackerGUID
5 HEAVY INLINK TIMER(10000mS) else
end CHECKTRAFFICONINCOMINGL INK SENDTRACEBACKMSG(msg.peer, attackerGUID traceTime}
SUPPRESSION IMER(traceTimej
end CHECKMESSAGE$-ORATTACKERS

~No ok, WN PR

method CHECKFORHEAVY INLINKMSG
1 IncomingMessageHandler

2 if msg.type== HeavylnLinkMsg method CHECKFORTRACEBACKMSG

3 if (traffic oninlink) > (TrafficTresholec) 1 IncomingMessageHandler

4 SENDHEAVY INLINK M SG(inlink) 2 if msg.type== TraceBackMsg

5 HEAVY INLINK TIMER(0.9 * msg.timey 3 attackerGUID= msg.attackerGUID

6 SENDHEAVY INLINK (inlink) 4 traceTimer= 0.9x msg.traceTimer

7 inlink = msg.source 5 CHECKMESSAGES$ORATTACKERS(IncomingMessaggs
end CHECKFORHEAVY INLINKMSG end CHECKFORTRACEBACKMSG
method CHECKFORHEAVY INLINK TIMER Figure 10:Pseudo-code fofrace-Back.

1 IncomingMessageHandler
2 if msg.type== HeavyInLinkTimerMsg
3 SuPPRES$heavyinlink)
4 SENDHEAVY INLINK RESPONSEmMsg.inlink,
getGraph(msg.inlink))
end CHECKFORHEAVY INLINK TIMER

indefinite number of steps. Also, since at each step of the
trace-back there is a shorter round trip from the start of
trace-back to notification of isolation, a shorter timer is

method CHECKFORHEAVY INLINK RESPONSE appropriate. If the timer runs out, keep track of the node
1 IncomingMessageHandler that is non-compliant

2 if msg.type== HeavylInLinkTimerMsg .
3 ADDGRAPH(msg.inlink, msg.graph) Tracking each attacker may not be necessary to stop the
end CHECKFORHEAVY INL INK RESPONSE attack from a particular cluster. If multiple attackers are de-
tected, the trace-backs of attackers from a common router
Figure 9: Pseudo-code foDistributed Clustering  are bundled in a single trace-back message. This will have
Analysis (DCA). the effect of tracing the clusters of attackers. This method
will trace the attack as far as possible. Then the node at the

convergence point suppresses the attack.

4.2.1 Trace-Back

The trace-back code is described in Figure 10. 4.2.2 Cluster Notification

CheckMessagesForAttackers begins by checking incom-
ing messages (line 1) to see if the message source is The target has identified a particular node at a convergence
detected attacker(s) (line 2). If so, we next check to segifint of the attack and directly notifies the node at the con-
the attacker(s) is the next node in the trace-back (line 3).virgence point to suppress the attack. Cluster notification is
the attacker is the next node in the trace-back, we just suped by clustering analysis, or any other detection scheme in
press the attack without waiting for the timer (line 4). If thevhich the target would have some global view of the attack
attacker is not the next node, the current node SendTragigdcture.
BackMsg (line 6) to the next node in the attack path. The
node then sets the SuppressionTimer (line 7), with trace-
Timer initially at 10000ms. 4.2.3 Distributed Notification

Each node is constantly running CheckForTrace-
BackMsg. When the SendTraceBackMsg is received, éen the target has minimal information about the attack-
node sets the attackerGUID and traceTimer. The node vy nodes and their locations a distributed suppression noti-
then run CheckMessagesForAttackers (line 5). This wiitation is needed. This means that all nodes in the network
proceed following the trace-back path until the attackerase responsible for monitoring the traffic that passes through
reached or the SuppressionTimer expires. Since one diesn. Any node that detects an attack must notify the appro-
not know the number of steps the trace-back will takpriate node to suppress the attack or suppress the attack on
decreasing by a specific number will not work. The beié$ own. This would be the expected form of notification for
choice is to decrease by a multiple (0.9) at each step (listributed clustering analysis, which is an inherently dis-
4). This works because it allows the trace-back to go &ibuted detection method.
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4.3 Suppression M M M M

Once the attackers have been detected and the appropric | | | || | | |
node to suppress the attack has been notified, the attack mt p ) 3p
be suppressed. Since a DoS attack stays local to the neare_.

replica (Section 3.3.2), the attack will be suppressed in thgyre 11: Timeline of attack stream from each attacker.

region. In a DDoS attack, this technique can be used pRch attacker sends repeated bursts of M requests every P

each of the attacking clusters. We evaluated two method$§fiiseconds. P is small enough to approximate a continu-

suppression: ous attack. Also, M/P is a sufficient attack rate to overwhelm
the target.

4.3.1 Simple Cut-off

The most simple, traditional method of suppressing a DoS

attack is to drop messages to targeted destinations froffj SYSEM uses a main thread which hands off tasks to in-
identified attackers or offending incoming links. The su lividual task-handling threads, which step through all the

pressing node is notified to either drop messages to a paﬁF@—ges of p_rocessmg that task. _
ular destination/object or outgoing link. Each major software component (e.g. dynamic node man-
agement, router, DoSdefense) is a self-contained, event-
] driven stage. Stages communicate via an efficient pub-
4.3.2 Isolation lish/subscribe message dispatcher. Developers or admin-

One can exploit the locality properties of a structured pFprators can add new stages to quickly add functionality.

network (Section 3.3.2) to isolate the attack to the source Y&€ implemented our DoS defense as one stage with mod-

gion. Placing a replica near the source of the attack will pfi¢ations to the router stage. The DoSdefense and Router

vent nodes far away from being affected. The suppressfijg9€S required a couple of request/response message pairs

node can suppress messages to a particular object or difommunicating with each other. In total, the system con-
of approximately 4000 lines of Java and a few addi-

nation (if destinations are treated as objects as discusse?ﬁFF k ’ | c X
Section 3.1). tl_onal files _and scripts for testing. It was designed, built, and
This approach has the added benefit of being able toSf@ulated in about 9 months.
used for data replication in a wide-area distributed storage/Vithin our DoSdefense stage, we created 5 types of par-
system. For the purposes of the evaluation, any requégg)ants: node, requester, server, attacker, and master.
from legitimate requesters that go to a replica published byA node is similar to a normal Tapestry node except that it
a suppressing node will be counted as false positives, evé participate in DoS defense as described in Section 4.
though the replica can be real instead of fake. A requester is like a standard client. A requester sends a
LocateObject message for a particular object onto the net-
work and logs the time. When the object arrives at the
5 Simulation Environment requester, the requester calculates the request latency and
stores it. The requester then sends another LocateObject
The study of algorithms to address such problems often inessage and so on. To keep from overwhelming the mas-
volves simulation or analysis using a model of the actual n&gr node, which collects all information, and to smooth out
work structure and applications [37]. Itis generally more ethe request latency, the requester calculates an average re-
ficient to assess solutions using analysis or simulation, peguest latency every C requests. This average is sent to the
vided the model is a good abstraction of the real netwamaster node. C can be varied to suit the simulation.
and the participants. A server responds to requests for objects. When a server
receives a LocateObject message, it checks if it has the ob-
ject and, if so, sends the object to whoever requested it.
We simulate computation time and queuing delays at servers
We built our DoS defense mechanisms as a component\dih a delay ofy seconds for each message.
Tapestry nodes. Tapestry is implemented in Java, for portaAn attacker sends a large amount of requests for objects
bility and ease of prototyping. Internally, Tapestry nodegith the intention of overwhelming the server and making
employ a staged event-driven architecture [36]. A statiee object unavailable. An attacker node can individually
is an independent, contained entity with its own incomirge turned on and off and the attack rate can be varied. For
event queue. In an event-driven architecture the processsigplicity of implementation, each attacker sends repeated
of each task is implemented as a finite state machine, whieuests of M requests every P milliseconds. M and P can
transitions between states in the FSM are triggered by exteg-varied. P is small enough to approximate a continuous
nal events. In the more traditional thread-driven approaatiack. This implementation also allows for the flexibility

5.1 Simulation Framework
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domain comprises a set of backbone nodes, which are typ-
ically highly connected to each other. In a transit domain
each backbone node also connects to nodes in a number of
== stub domains. A stub domain usually has one or more gate-
- way nodes, which have links to the transit domains. Stub
domains can be further classified as single or multi-homed.

Transit . . .
Domains Multi-homed stub domains have connections to more than
r/&{ one other domain. Single-homed stubs connect to only one
Domains transit domain. In addition to this general layout, there are
Physical Links = = = Overlay Edges interdomain edges and several inter-stub domain edges in

each graph. We augment the GT-ITM model with band-
Figure 12:A Transit-Stub GraphThis topology mimics the width numbers as follows. All stub to stub edges are 100
structure of large networks observed in nature. Shown aMb/s, all stub to transit edges are 1.5 Mb/s, and all transit
is an overlay network which minimizes the number of irte transit edges are 45 Mb/s. These values were chosen to
terdomain edge crossings. Such overlays allow the topolaggdel Fast Ethernet, T1, and T3 connections, respectively.
discovery properties of the source filtering algorithm to min- Our simulations use transit-stub graphs with six transit
imize interdomain bandwidth consumption. See Section Bl@mains of ten nodes each. Each transit node has seven stub
for details. domains of an average of twelve nodes each, yielding a to-
tal of 5,100 nodes per graph. The transit domains are fully
connected to each other, and each pair of nodes internal to a
. . ._domain are connected with probability 0.6. Each pair of stub
tq modify the attack _rate as needed. We illustrate this Nddes within a stub domain are connected with probability
Figure 11. Also, M/P is a sufficient attack rate to overwhel61_3_ We used GT-ITM to generate seven graphs given these
the target. parameters to insure that our results were not dependent on

The master nod_e contro_ls the requestgrs and attf"‘CkerS’tﬁeq)articularities of any one graph.

collects all of the information in a centralized location. On top of this physical network, we built a Tapestry over-

lay network as follows (Figure 12). We chose 700 of the to-
5.2 Network Topology tal nodes in the graph uniformly at random without replgce—

ment and made them Tapestry servers. We then assigned
Our simulator models the physical network as a graph, eamde-IDs to these servers at random. While the Tapestry in-
edge of which has two values associated withvitet and frastructure includes algorithms for dynamically building a
Onet. To send a message along an edge takgs+ sfnet network, we assume in this work that the graph is built at the
seconds, wherenet is the time it takes one byte to cros®eginning of our simulation and does not change.
an edge Anet is the time to transfer one byte onto an edge,
and s is the size of the message in bytes. To send a mSs  Attacker Model
sage along a path of more than one hop takgs + sfhet
seconds, wherey,g¢ is the sum of thewnet values for ev- There have been many analyses of DDoS attack methodol-
ery edge along the path, amlq is the largespet value ogy and the tools used in the attacks. The most prevalent
of any edge along the path. Our simulator does not simulatedel is one in which a master node controls and coordi-
queuing delay in the network due to cross traffic on an edgetes groups of attackers. This is demonstrated by specific
We simulate computation time and queuing delays at serversls used in DDoS attacks [12]. A master node controls
with a delay ofy seconds for each message. handlers and each handler controls multiple attacking hosts.

Using this simulator, we constructed a physical netwofhe handler layer exists to protect the identity of the master

topology using theéransit-stubmodel of GT-ITM [37]. The node. In our simulations, a master node coordinates the at-
Internet today can be viewed as a collection of intercotacker(s), as in real attacks. For simplicity, our master node
nected routing domains [9], which are groups of nodes tlthtectly controls the attacker(s).
are under a common administration and share routing inforWe outline 4 attack scenarios to analyze how our detec-
mation. A primary characteristic of these domains is routen schemes respond to different situations. In each of these
ing locality: the path between any two nodes in a domascenarios there is one predetermined target in the network
stays entirely within the domain. Each routing domain imhich is under attack. Once the network starts up, 40 re-
the Internet can be classified as either a stub domain ajueesters begin requesting an object from the target and send
transit domain [37]. An example transit-stub graph is showime request latency to the master node every 5 requests. The
in Figure 12. The purpose of transit domains is to intercomaster node will then send a message to each of the attack-
nect stub domains efficiently; without them, every pair @frs telling them to begin their attack. For the simulations
stub domains would need to be directly connected. A tranisitSection 6.1 we are only interested in the performance of
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is the possibility of that one of these worms could be used to
set off a DD0S attack at a particular time to allow for a criti-
cal mass of nodes to be infected. To see how well we handle
such an attack, our fourth attack scenario (D) will have at-
tackers that are dispersed through the network instead of in
clusters.

5.4 Experiment Descriptions

In our experiments, we place an object to locate on a server,
which all requesters will try to access. We distribute 40
requesters uniformly throughout the network and each re-
quester will request the object. A requester will request the
object and wait for a response from the server. When the
response arrives, the requester calculates the request latency
nd resends the request. Every 5 requests, the requester will
ke an average of the request latency and send this average
ethe master node which logs the data. We do not simu-
e cross traffic in the network because our simulator is not
le to accurately model the queuing delay caused by cross
% ic at links in the network.
n our experiments for Section 4, we analyze the effec-
eness of each of the components of our design. Each of
our analyses is performed under all 4 attack scenarios. We
first do a quantitative analysis of our detection methods by
evaluating the percent of attackers detected and the percent
the detection and suppression techniques during the attaghegitimate requesters that are falsely identified as attack-
In Section 6.2, we are interested in comparing the lateng) (false positives). Second, we do a qualitative analysis of
before and after the start of the attack. So, in Section %\/ fine grained the notification is for the purpose of sup-
the attack will begin 20 seconds after the requests in orgieessing the detected attackers. Third, we do a quantitative
to establish a baseline. analysis of our suppression methods by evaluating the per-
The first attack scenario (A) consists of one attacker. cent of identified attackers that are successfully suppressed
In our second scenario (B), we grouped the attackers iagd the percent of legitimate requesters that are falsely sup-
clusters. We illustrate this in Figure 13. We distributgressed (false positives).
groups of attackers (rectangles) throughout the networkin our experiments for Section 6, we analyze the effective-
Each group of attackers is in the same stub domain. In @jgiss of our full system at detecting and suppressing a DDoS
simulations, we used 4 groups of 5 attackers each. The magack. We evaluate the request latency under no defense
ter node will send a message to each of the attackers atghg three defense schemes: the three detection schemes with
same time, instructing them to start attacking the target (Gleir corresponding notification scheme (local-trace, global-
cle). The target is located in a stub domain different froBjuster, distributed-distributed) each under the isolation sup-
the attackers. pression scheme. After a period of time (20 seconds), used
Our third attack scenario (C) is identical to attack B eXp establish a non-attack baseline for the object request la-
cept that attack C is dynamic and clusters of attackers g#ficy, the master node notifies the attackers to begin flood-
turned on and off every few seconds during the attack. iy object requests. Once the attack begins, the network will
our simulation, we used 4 groups of 5 attackers. The figglact appropriately under the defense scheme in use. All

group is turned on at 20 seconds. After 5 seconds the fiiata for each node is logged to a local file. All data used in
group is turned off and the second group is turned on. Afiglir results is logged by the master node.

5 more seconds, the second group is turned off and the third

group is turned on, and so on. After the fourth group, we cy-

cle to the first group. This is identical to real DDoS attackd  Simulation
(Section 2.1) [12].

An attacker may use a virus to distribute the slave préfe evaluated our system as described in Section 5. In our
gram [32]. Recently there has been a number of sedfmulations, we used seven different topologies; our graphs
propagating Internet worms [1] that have been able to infesttow the median value with error bars showing the mini-
a great number of systems before they were stopped. Tharan and maximum values. Our results show that a dis-

Figure 13:Example of network layout of attack sceanio E?
We distribute groups of attackers (rectangles) throughout{
network. Each group of attackers is in the same stub dom
In our simulations, we used 4 groups of 5 attackers ea
The master node will send a message to each of the attac%
at the same time, instructing them to start attacking the targe
(circle). The target is located in a stub domain different from
the attackers.
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Figure 14:Detection Evaluation% of Attackers Detected. Figure 15:Detection Evaluation% of False Positives. Lo-
Local detection fails under attack scenario D because it lva$ detection is susceptible to more dispersed attacks be-
no sense of the network topology. Global detection succesatse it lacks awareness of network topology. Global de-
fully detected all attackers under all 4 attack scenarios. Disetion has knowledge of the entire network topology and is
tributed detection is nearly as effective as global at detectitngrefore able to have no false positives. Distributed detec-
attackers. tion also has knowledge of the network topology, but on a
local level. As a result, distributed detection is able to min-
imize false positives when the attack is concentrated from
certain regions of the network. Unfortunately, distributed
€détection does not operate as well under a highly distributed

tributed approach with local knowledge is almost as eff
tive as a global approach.

attack.
6.1 Analysis of Components Notification Schneme [A [B|[C|[D
_ _ Trace-back + 10| - | -
6.1.1 Detection Evaluation Cluster Notification + |+ 0|+
Distributed Notification| + | + | + | O

To evaluate the effectiveness of our detection methods, we
analyzed two properties: percent of attackers detected (Figble 1:Notification EvaluationThis is a quantitative anal-
ure 14) and percent of false positives (Figure 15). ysis of the notification methods under the 4 attack scenarios.

Detecting attackers is important in order to suppress thd€ + 0, and - stand for good, acceptable, and poor respec-
and keep resources available for legitimate requesters. fi¥ely. We evaluate the notification scheme in terms of ef-
cal detection fails under attack scenario D because it hag@fgfiveness and feasibility. A more detailed explanation of
sense of the network topology. Global clustering analy$f¥ reasoning can be found in Section 6.1.2.

(GCA) successfully detected all attackers under all 4 attack

scenarios. Distributed clustering analysis (DCA) is nearly

as effective as GCA at detecting attackers. DCA is on§y1.2 Tracing Attackers Evaluation

slightly less effective than GCA but the state that must be

maintained and messages passed are minimal. This is a quantitative analysis of the notification methods

Minimizing the number of false positives is essential s§1der the 4 attack scenarios (Table 1).
that legitimate requesters are not alienated. Once againlrace-back attempts to trace each individual attacker from
local detection is susceptible to more dispersed attacks e target, along the attack path, back to the attacker. Such
cause it lacks awareness of network topology. The local @emethod would only be effective against one or at most a
tection false positive rate is unacceptably high. GCA higited number of attackers. Because of the delay in trace-
knowledge of the entire network topology and is therefoléck, this method would not be effective against dynamic
able to have no false positives. DCA also has knowledg#ackers. The overhead involved with tracing each individ-
of the network topology, but on a local level. As a resulial attacker would make tracing widely dispersed attackers
DCA is able to minimize false positives with a manageablfeasible.
amount of state and messages when the attack is conce&luster notification would be highly effective against
trated from certain regions of the network. Unfortunatelypost attack scenarios, except a situation where the attack-
DCA does not operate as well under a highly distributed &s are dynamic. In the dynamic case, cluster notification
tack. must first go through a centralized detection process and no-
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Isolation performs only slightly worse than Cut-off under P L L I L
attack scenario D. Distribued J F

800 - 90
tification of the cluster each time there is a change, which 3 700 1 &
could be on the order of seconds. Distributed notification, 3 Leo §
on the other hand, could detect a change locally and respondg s
locally. " o | s
Distributed notification would be highly effective under
all scenarios except for the scenario with widely distributed 400 470
attackers. Distributed notification relies on an attack reach- 5o
ing a convergence point where it can be detected locally. In 300 - (BN PR
the distributed attacker scenario, an attack cannot be sup-
pressed close to the source. 20 e . »m om0l
Time (s)

6.1.3 Suppression Evaluation Figure 17:Performance of defense under attack scenario A.

The attack begins at 20 seconds. As the request queue at
Both Cut-off and Isolation suppress all of the intended traffiee server fills, the legitimate requesters face an increasing
under all 4 attack scenarios. The more distributed an attaighay. With no defense, a server will become overwhelmed
is the more likely that a legitimate requester will interseatithin seconds. Isolation can be observed when the request
with an attacker and so the more likely that a requesteldsency reaches a peak and begins to drop. Global and Dis-
traffic will be suppressed along with the attackers’ traffitributed defenses isolate the attack after approximately 2
Isolation performs only slightly worse than Cut-off undeseconds. Local isolates the attack after approximately 3 sec-
attack scenario D (Figure 16). The Cut-off and Isolatiamnds. After the attack has been isolated, the server receives
publish are on the attack path. With the Isolation publishp more messages from the attacker and the request latency
any requesters that intersect the publish path after the préitrns to the pre-attack level after approximately 2 more
lish will increase the number of false positives. These resuitsconds.
show that Isolation is a viable alternative to Cut-off.

6.2 Full System Simulation

We did full system simulations as described in Section 5.4.
The left axis is the average latency of all requesters. We
chose to show the latency for the median without error bars
for the other topologies because they follow the same trend
and the chart would be too difficult to see. The right axis
is the percentage of legitimate requesters that have not been
suppressed with the attacker(s) and are still requesting. This
data is collected every 5 seconds.
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The result under attack scenario A is illustrated in Fig-
ure 17. The attack begins at 20 seconds. As the request DoS Defense A Near
gueue at the server fills, the legitimate requesters face an 4y, w w w 100
increasing delay. With no defense, a server will become NoDefense
overwhelmed within seconds. All of the defense schemes o0} &% 770 i
take some initial time to detect that an attack is occurring. Distributed
Then the notification must be sent to the node which must 800 |
isolate. Isolation can be observed when the request latency
reaches a peak and begins to drop. Global and Distributed;
defenses isolate the attack after approximately 2 seconds<
Local defense isolates the attack after approximately 3 sec—é
onds. Global and Distributed defenses isolate slightly faster ~
than Local defense. This is because Global detection and
isolation notification of the offending cluster is done by the 400
target, while Local defense must do the natification hop-
by-hop. Distributed defense is approximately the same as 300
Global defense. Distributed defense is very slightly faster
than Global defense since the detection and isolation com- 200 - - p p po po s
mand is closer to the attacker. The main advantage of Dis- Time (s)
tributed defense over Global defense is that much less state
must be maintained and less messages are passed, afdosge 18:Performance of the half of the requesters nearest
Distributed defense scales better. After the attack has b&&H€ object requested, under attack scenaridie post-
isolated, the server receives no more messages from thdsgjation latency is the same as the pre-attack level. There
tacker and the request latency returns to the pre-attack |é& No legitimate requesters isolated because no isolation oc-
after approximately 2 more seconds. Also, in this cagairred near the server.
the one attackers is easily detected and the false positives
are low, meaning the legitimate requesters after isolation is
still high. You may notice that the latency after isolation
is slightly lower than the latency before the attack began. DoS Defense A Far
The reason for this can be understood by observing the re- : : :

90

80

% of Requesters

70

i,
Ty T
L Py gl i)

1000 +—————— 100
questers near and far from the server separately. Nobefense N
To clearly illustrate the effect, we placed the attacker far /1~ Local —— \\ i
away from the server. For the half of requesters nearest Distributed -~ l l
to the object requested on the server (Figure 18), the post- 90

isolation latency is the same as the pre-attack level. There
are no legitimate requesters isolated because no isolation oc-_
curred near the server. The far requesters (Figure 19), which&
in this case are nearer to the attacker, contained all of the iso—g
lated legitimate requesters. In fact, the requesters that wereS
isolated were the ones nearest to the attacker and farthest
from the server, making their latency higher. Since they
were isolated with the attacker, their latency is not included
in the average, resulting in a lower post-isolation latency.

The result under attack scenario B is illustrated in Fig-
ure 20. The result is almost identical to attack scenario A, 200 ‘ ‘ ‘ ‘ ‘ 60
except that the peak of the latency is slightly higher. Also, oo 20 . nfj(s) k4
since there are 4 locations from which attacks are coming
from, there are more legitimate requesters that are isolaFégure 19: Performance of the half of the requesters far-
along with the attackers. Even if every attacker is not diwest from the object requested, under attack scenario A.
tected, a beneficial side effect of isolation is that nearby a@he requesters that were isolated were the ones nearest to
tackers will also be isolated. In this attack scenario, eaitte attacker and farthest from the server, making their la-
of the attack clusters, or at least one attacker from eachteiscy higher. Their latency is not included in the average,
detected and each cluster is isolated. resulting in a lower post-isolation latency.

The result under attack scenario C is illustrated in Fig-=
ure 21. The end result is identical to attack scenario B be-

% of Requesters

400 b e R i e 70
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Figure 22:Performance of defense under attack scenario D.

Figure 20:Performance of defense under attack scenario Bocal detection is not able to identify all attackers and there-
The result is almost identical to attack scenario A, excef€ does notisolate all of the attack. Global and distributed
that the peak of the latency is slightly higher. Also, sin@etection manage to isolate all attackers even though they
there are 4 locations from which attacks are coming frofP not detect all attackers. Some attackers are not noticed
there are more legitimate requesters that are isolated aldR§l others are isolated, hence the longer time to isolate.

with the attackers.
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cause the same attack clusters were used. The only differ-
ence is that in attack scenario B, the 4 attack clusters were
all activated at once, while in attack C, we cycle through
the 4 attack clusters one at a time. The defense successfully
isolates each attack cluster as it appears, and the attackers
stay suppressed even after that first attack cluster reactivates
after the fourth. Intuitively one might think that the amount

of legitimate requesters isolated would increase by the same
amount after each cluster of attackers is activated. In fact
there is some overlap. Some of the requesters that would
have been isolated while isolating a later attack cluster were
isolated while isolating an earlier attack cluster.

The result under attack scenario D is illustrated in Fig-
ure 22. Under all detection methods, it takes longer to iso-
late the attack. This attack scenario is more difficult to detect
and isolate because it does not come from a focused point.
If an attacker is detected and isolated, that will not isolate
many other attackers as a side effect. Each attacker must

Figure 21: Performance of defense under attack scenarig detected and isolated individually. Some attackers are
C. The only difference from attack scenario B is that Wgot noticed until others are isolated, hence the longer time
cycle through the 4 attack clusters one at a time. The defegsgolate. Local detection is not able to identify all attack-

successfully isolates each attack cluster as it appears.

ers and therefore does not isolate all of the attack. Global
and distributed detection manage to isolate all attackers even
though they do not detect all attackers.

17



7 Discussion positives; most likely because the detection technique can
detect very close to the attack. While isolation did have
Many previous approaches have focused on IP level meslightly higher false positives, a beneficial side effect was
ods to attempt to identify and stop attackers. IP was dhRat some of the false positives were attackers. This benefit
signed as a best effort service and was never designedotoost was highest in cases where attackers were near each
handle such a malicious attack. In recent years, there béser in the network.
been a trend toward deploying overlay networks on top ofin this paper we make a number of contributions. First,
IP. Overlay networks bring increased resilience, distributigfe explain that an overlay network is necessary to defend
of load, and ease of locating data and services. A rouigrainst DoS because standard IP is incapable. We then
through overlay will allow nodes outside of the overlay tshow how an overlay network can be used in the Internet
leverage its properties. Once people route through the ovgttay through the use of a route-through overlay network.
lay, we can automatically detect and suppress a DoS attagle propose an enhancement to such a route-through over-

We believe that our DoS defense architecture will defefgl to improve the infrastructure for wide-area overlay rout-
against the most prevalent DoS attack scenarios. Theserg: We propose some techniques to detect and suppress
sults suggest that using a distributed approach with logaboS attack in a distributed manner by leveraging the in-
knowledge is effective in suppressing an attack. These herent collaborative properties of peer-to-peer overlay net-
sults rely on synthetic benchmarks running on an artificiabrks. Also, we present a simulation environment to model
topology. While both were designed for a degree of reahe network and attackers. Most importantly, we present
ism, the behavior of our approach should be examined ifoar DoS attack scenarios based on real attacks that have
global-scale network with real users providing the workloadecurred in the Internet.

The benchmark we use as the ideal solution is Globalwe hope that this work will refocus efforts on an impor-
Clustering Analysis (GCA). GCA knows everything, everytant research topicand make the case for how services should
where, at all times in a centralized location and therefase delivered in the future. This work emphasizes the great
allows for highly effective detection (perfect in our simulapromise of peer-to-peer overlay networks in the future of
tions). Our goal was to approach the effectiveness of GGArvice delivery.
in a distributed manner with only local knowledge. If an
attack comes from a concentrated location, the distributed
approach is highly effective. The more distributed an atta8 Future Work
is, the less effective a distributed approach is. We use very
simple detection based upon a deviation from average trahere are several different directions this work can take in
fic. More effective heuristics could, perhaps, improve tlibe near future.
effectiveness. While our transit-stub topology is fairly realistic, there are

The distributed detection is able to detect most of the abme new simulation topologies, such as power-law degree
tackers, even in the more distributed attack. Under attawdtworks, which better approximate the nature of the inter-
A the attack comes from one location. Under attacksrigt. Also, our current simulator does not effectively simu-
and C, the attack comes from a few concentrated locatiolage cross-traffic in the network because it does not simulate
As a result, there are not many requesters near the attqo&ing delay on a network edge. We simulate computation
source(s) whose requests will converge paths with the titie and queuing delays at servers to approximate such de-
tack traffic. But under the distributed attack (D), the attaclays as much as possible. While it is reasonable to expect
ers are dispersed throughout the requester population. Akat isolating the attack as close to the source of the attack as
result, many requesters converge with the attack traffic gmksible would mitigate the effect on the cross-traffic from
are grouped with attackers once they have converged enosgders and requesters not associated with the attack, this
to be detected. should be measured in a quantitative way. Ultimately, the

Unfortunately, our distributed approach is not as succetsie behavior or our approach should be examined in a true,
ful against the emerging threat of highly distributed DoS agtobal-scale network with real users providing the workload.
tacks. As we described in Section 5.3, attack scenario D isAside from the application to DoS defense, the most ex-
intended to emulate a totally distributed attack. While thisting application of our detection and suppression tech-
is not the most prevalent form of attack, it offers benefits toques is replication on demand. Analyzing which regions
the attacker; namely easier takeover of hosts and many mafréhe network requests for a service are coming from, will
distributed attacking hosts. allow the service to handle flash events. These techniques

The evaluation of our two suppression techniques is cooan be used to determine the placement of replicas for data
parable. Even under a highly distributed attack, isolatioeplication in a wide-area distributed storage system [13] to
is almost as effective simple cut-off. Under both suppreisandle load balancing in general.
sion techniques, all of the detected attackers are suppresse@ur route-through overlay can be on an isolated IP net-
Also, both suppression techniques have relatively low falserk. This will protect us from any attack at the IP level.
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This will also allow us to provide certain assurances to hekpsearch should take. Collaborating with other members of
the overlay. The IP network can provide certain informatianstructured peer-to-peer network can provide a solution to
to the overlay so that the overlay can better perform its pattany problems in the Internet today. We hope that this work
selection. The IP network can provide a certain level of Q@8ll encourage more research into peer-to-peer networks to
to the overlay. Also, intelligent peering points between ISRddress DoS attacks and other issues with service delivery.

can provide a smart market which provides aggregate QoS,
pricing, security, etc. information about different ISPs an
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9 Conclusion

We have built a system for suppressing a DoS attack. Th[é;]
system uses a distributed approach with local knowledge to
isolate an attack to its originating region.

Overlay networks bring increased resilience, distributiofs;
of load, and ease of locating data and services. A route-
through overlay will allow nodes outside of the overlay to
leverage its properties. We can then automatically detect
and suppress a DoS attack. Previous work using overlay
networks to defend against DoS attacks has taken the sim-
plistic approach of a redirection layer. Our system leverages
the collaborative and distributed power of peer-to-peer over-
lay networks to detect and suppress DoS attacks. It also
relies upon DoS attacks having some kind of concentratidm]
to certain regions of the network.
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