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Abstract

Existing peer-to-peer systems that aim to provide anonymity to its users are based on networks with unstruc-
tured or loosely-structured routing algorithms. Structured routing offers performance and robustness guarantees that
these systems are unable to achieve. We therefore investigate adding anonymity support to structured peer-to-peer
networks. We apply an entropy-based anonymity metric to Chord [SMK+01] and use this metric to quantify the im-
provements in anonymity afforded by several possible extensions. We identify particular properties of Chord that have
the strongest effect on anonymity and propose a routing extension that allows a general trade-off between anonymity
and performance. Our results should be applicable to other structured peer-to-peer systems.

1 Introduction

Preserving the privacy of computer users is a growing concern. In recent years we have seen various organizations
make frequent demands for the records of users’ activity, in the name of defending themselves from piracy, whistle-
blowing, trade secret leaks, and so on. While some of the demands are supported by judicial review, others are obtained
through intimidation, opening up avenues for abuse.

There have been several efforts to deploy privacy enhancing, and specifically anonymity, technologies on the
Internet. Most of the robust technologies rely on forming an overlay network of nodes to forward messages such that
the identity of the originator is masked. However, most systems have suffered from low popularity; this is detrimental
to the systems’ success, as the ability to preserve privacy relies on having a large number of participants.

Scalable peer-to-peer networks are a promising platform for anonymity technologies: the systems already contain
mechanisms for forming and maintaining overlay networks, and the benefits of peer-to-peer technologies have been
responsible for rapid adoption of several peer-to-peer systems on the Internet, sometimes reaching user populations of
several million.

Several existing anonymous systems use a scalable peer-to-peer design [BG03, CSWH00]; however, they rely on
a form of restricted flooding for routing. Recent research in the peer-to-peer community has focused onstructured
peer-to-peer networks, built around invariants that are able to guarantee bounds on path length, state management
overhead, number of inter-node connections, etc., and ensure delivery to any node in a network. In this paper, we
study the feasibility of using such structured networks to build anonymous systems.

Most of the structured networks implement an abstract interface called adistributed hash table; we thus focus
on performing the basic operations of this abstraction — “get” and “put” — anonymously. Further, each operation
involves two endpoints: the client requesting the operation and the node actually performing the hash table lookup or
store. The location of the latter endpoint is highly restricted by the structure of the network and is therefore hard to
anonymize; therefore, we study how to hide the initiator of the operation, or so-calledsource-anonymity.

We base our study on the Chord [SMK+01] network; however, many of our results should be applicable to other
types of structured networks as they rely on graph properties of the Chord network that exist in other systems as well.
We perform our analysis using an information-theoretic entropy metric, first applying it to the unmodified version of
Chord routing and then to several potential modifications. We also attempt to identify the variables that affect the
anonymity metric and use them to form general conclusions about anonymity in structured networks.

The rest of the paper is organized as follows. Section 2 reviews other relevant research in anonymous systems;
Section 3 explains the anonymity metric that we use and our methodology. In Section 4 we perform a qualitative
analysis of the factors behind anonymity in Chord, as well as a simple modification using randomized choice. Section
5 performs a quantitative comparison of several potential routing extensions. In Section 6 we explore a modification
to the underlying Chord structure, enable a new anonymous routing algorithm avoiding some of the pitfalls common
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to the methods that use the regular Chord network. Section 7 discusses some further research directions, and Section
8 concludes.

2 Related Work

Preserving anonymity has been a topic of much study in the literature. One of the earliest proposals for how to achieve
anonymity was Chaum’s Mixes [Cha81]. It suggested forwarding messages through a chain of nodes, using layered
encryption to ensure that each node can only know its predecessor and successor in the chain. This idea was used
in many anonymous routing designs [Dai96, STRL00, BGS01, FM02], several of which were deployed and used to
route Internet traffic. However, the mix system requires every mix node to send cover traffic to every other mix node,
limiting scalability to few (usually under 100) nodes.

This limitation comes from the fact that mixes are designed to resist a very powerful adversary who is able to
monitor every link in the network and perform traffic analysis to correlate messages. Other systems have relaxed this
assumption, limiting the attacker to monitoring only a subset of links. MorphMix [RP02] justifies this assumption by
supporting networks of very large number of nodes, where a global adversary is infeasible. To enable such scaling,
each node only keeps track of a limited number of nodes and relies on its neighbors to discover other nodes to use
for building mix chains. This method becomes ineffective when some of the neighbors are attackers; to avoid this
problem, MorphMix uses a complicated scheme to detect colluding attackers and also constantly evolves the state of
the network to limit exposure. Some other work restricted-topology mix networks has been on Mix Cascades [DS02],
designed to resist very powerful adversaries who control all but one mix nodes, and the use of expander graphs [Dan03]
to reduce the amount of cover traffic while stile maintaining some anonymity guarantees.

Another focus of research is on anonymous publishing and reading of data, rather than anonymous routing.
The anonymous publication problem has attracted the attention of the file sharing community; the designers of
Gnutella [HB] aimed to provide anonymity, though their protocol anonymizes only queries and not data transfers. [Cle]
Freenet [CSWH00] and GNUnet [BG03] avoid this problem by forwarding data transfers through the network, the
same as queries and responses. None of these networks have a rigid structure and therefore employ some form of
flooding (directed in the case of Freenet) to route queries.

There has been some study into building anonymity into structured peer-to-peer networks; AChord [HW02] pro-
poses a modification to Chord that keeps the location of a predecessor node for an ID secret, except from its neighbors
in the Chord ring. Kumar and Bansal [KB02] studied modifications to Chord routing to improve source anonymity;
their work is the most closely related to ours. However, their analysis was based on probability of identification and
not the information-theoretic metric we used.

We discuss the use of metrics in comparative studies of systems in the following section. Another method of
formal analysis of anonymity systems is defined by the predecessor attack [WALS02, WALS03], which explains how
anonymity of a system degrades over time. We do not analyze our modifications to Chord routing using the predecessor
attack, but rather leave that as future work; One reason for this is that the results of the predecessor attack must be
interpreted in the context of how often different paths are chosen to route to the same destination; this context would
only become more apparent in a more concrete system design.

3 Measuring Anonymity

We aim to employ rigorous analysis as much as possible in our explorations of anonymity. In taking this approach, we
need to develop models of the systems we analyze, and the usual tension arises: the models must be simultaneously
simple enough to analyze, general enough to apply broadly, and detailed enough to capture all relevant factors. Here
we discuss and give some justification for our choice of model.

3.1 General Model

Situations where anonymity is relevant can usually be framed in an adversarial manner: there is anattackerwho
wishes to learn the identity of a particular participant among a crowdΩ of participants.

We choose to sacrifice a little bit of generality by focusing onsource anonymity. That is, the attacker attempts to
learn the identity of the participant based on some active behavior on the part of the participant. Thus, in referring to
this particular participant, we will call her theinitiator, and her relevant behavior anevent.
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The attacker observes some information that is probabilistically related to the event, and from that information,
possibly learns something about the identity of the initiator. Our concept of anonymity is exactly the attacker’suncer-
taintywith respect to the identity of the initiator of the event based on the observation.

Notice that we allow the attacker to actively participate in the process of identifying the initiator (insofar as the
particular model allows the attacker to influence the system), but we do not concern ourselves with what the attacker
can learn in the absence of an event caused by an initiator. In concrete terms, we do allow an attacker who also
participates in a network to deviate from the usual routing protocol and make routing decisions that may help him
learn the initiator’s identity, but we do not care that an attacker may learn the identity of whoever is responsible for a
particular location in the hash table (thus, we do not considerdestination anonymity, since a destination has basically
a passive role).

Finally, we note that this model can handle multiple events by treating them as a single product event.

3.1.1 Definitions and Notation

Formally, we have a random variablesS andF .1 The initiator (or source) is indicated byS, and is distributed uniformly
onΩ, soPr[S = s] = 1

|Ω| for all s ∈ Ω.
We assume the source initiates some event, and the attacker observes some effect of this event; the set of possible

observations isF , and the random variableF indicates which effect is observed. The two random variables have a
joint distributionp : Ω × F → [0, 1), wherep(s, f) ≡ Pr[S = s ∧ F = f ]. We overload this notation by referring
to the marginal distributionsp : Ω → [0, 1) andp : F → [0, 1).

Intuitively, the correlation of these two random variablesS andF is related to how much the attacker learns about
the identity of the initiator. We now must decide how to quantify this correlation in a way that helps us determine the
overall anonymity-preserving properties of a system.

3.2 Anonymity Sets

Anonymity sets capture the intuitive notion of blending in with a crowd. The idea is that the attacker learns about the
initiator’s identity by using his observed information to rule out other potential initiators.

3.2.1 Definition of the Anonymity Set Metric

The anonymity set is the subset ofΩ that contains exactly those who could have possibly initiated the event observed by
the attacker. In our notation, if the attacker observes outcomeF = f , then the anonymity set is{s ∈ Ω | p(s, f) > 0}.
We letA be the random variable indicating the anonymity set deduced by the attacker from observingF .

To interpret the anonymity set as a metric, we consider the expected size of the anonymity setE[|A|] and normalize
that by the best possible value,|Ω|. Using anonymity sets as a metric, one would then quantify the anonymity of a
system by computing:

E[|A|]
|Ω|

,

where the score ranges from1|Ω| (guaranteed identification) to 1 (guaranteed perfect anonymity).

3.2.2 Example

Suppose the attacker stands blindfolded in the middle of a room with|Ω| = 10 other people: 5 to his left and 5 to his
right. The initiator, chosen at random, snaps her fingers once. The attacker observes the direction of the sound and
nothing else, soF = {LEFT, RIGHT} andF is perfectly correlated with which half of the room the initiator is in. The
anonymity set metric assigns to this system a value of:

E[|A|]
|Ω|

=
5
10

=
1
2
.

1Our choice ofF as a name of this random variable comes from our analysis of Chord. The reason will be clear in later sections.
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3.2.3 Problems with Anonymity Sets

There are two major problems with the anonymity set metric. One is that it is defined in terms ofexpectation. On its
own, all it gives is the average anonymity while saying nothing about variance. Thus, a middle-of-the-road score 1/2
could either mean that participants always retain half their anonymity or that they are completely identified roughly
half of the time and remain completely anonymous otherwise. A guaranteed degree of less anonymity (but better than
certain identification) might be psychologically more satisfying to the participants.

Another serious problem stems form the definition of the anonymity set, on which the metric is based. By including
all of Ω that could havepossiblyinduced the observed effect, we ignore that the attacker may have enough information
to identify the the initiator (or at least a smaller set of possible initiators) with high probability.

For example, supposeΩ = {0, . . . , 9} andF = {f0, . . . , f9}, and that:

p(s, fy) =

{
.091 if s = y,

.001 if s 6= y.

This implies the conditional distributions

p(s|fy) =

{
.91 if s = y,

.01 if s 6= y.
.

Thus the attacker, after observingF = Fy, can be 91% certain thaty was the initiator. All other initiators are
possible, however, soA = Ω with probability 1, and the anonymity set metric dubiously assigns the value 1 to this
system.

3.3 Entropy

Anonymity sets then fail because they do not consider attackers that have a probabilistic advantage in identifying
initiators. We need to employ some measurement that also quantifies the difference between the induced distribution
and the ideal uniform distribution. This need is well-acknowledged, and multiple researchers [DSCP02, SD02] have
independently come up with the approach discussed here.

3.3.1 Definition of the Entropy Metric

Observing that anonymity sets are too coarse for the analysis of systems that frequently result in non-uniform condi-
tional distributionsPr[S = s|F = f ], it is natural to consider the expectedentropyor the distribution onS givenF .
This quantity is known as theconditional entropyand is denotedH(S|F ). The formula for condition entropy is:

H(S|F ) ≡
∑
f∈F

Pr[F = f ]H(S|F = f),

where the quantityH(S|F = f) is defined as:

H(S|F = f) ≡ −
∑
s∈Ω

Pr[S = s|F = f ] log2 Pr[S = s|F = f ]

= −
∑
s∈Ω

p(s, f)
p(f)

log2

p(s, f)
p(f)

.

Although the formula is more complicated, the interpretation is almost as simple as that of the anonymity set. It
answers the question:On average, how many more bits of information does the attacker need to identify an initiator?
or, alternatively,On average, how many bits of anonymity does an initiator give up?

As in the anonymity set case, in order to compare systems with various sizes of|Ω|, we define the entropy
anonymity metric as the conditional entropy normalized by the best possible value,log2 |Ω|. Then the entropy metric
for a particular system is calculated:

H(S|F )
log2 |Ω|

,

where the values range from 0 (guaranteed identification) to 1 (guaranteed perfect anonymity).
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3.3.2 Example

Consider again the problematic example from Section 3.2. While the anonymity set metric gave a value 1 to this
system, the entropy metric gives:

H(S|F )
log2 |Ω|

= − (.91 log2 .91 + .09 log2 .01) / log2 10

≈ .1314,

with the interpretation that, on average, only about 13% of the bits of the initiator’s identity are kept hidden from the
attacker.

3.3.3 Problems with the Entropy Metric

The entropy metric shares the problem with the anonymity set that it is based on expectation: a particular expected
entropy could either mean that all induced distributions are good or that some are really good and others are really
bad.

In addition, conditional entropy can be somewhat harder to analyze than anonymity sets. In a large system,
computing the probability of the distribution of events given an observation requires analysis of a large number of
random variables; non-uniform distribution of these variables greatly complicates the analysis. The metrics have been
most successfully applied to to fully symmetric networks, such as Onion Routing [STRL00] and Crowds [RR98],
while complicated networks like Freenet [CSWH00] have thus far resisted analysis. In this paper, we develop an
empirical, simulation-based methodology to overcome such difficulties.

3.4 Empirical Entropy Measurement

If we were able to compute the probabilityP (S = s|F = f) for every pair of events and observations(s, f), we
would be able to compute the entropy metric following its defining formula. We can use a simulation of a system to
estimate these probabilities. Given a state of a system, we can generate an events and then simulate the system, noting
all the relevant attacker observationsf in a log: L = L ∪ (s, f). If we repeat this process for every possible evenf ,
we can proceed to estimateP (S = s|F = f) using the log:

P (S = s|F = f) ≈ |{(e, o) ∈ L|e = s, o = f}|
|{(e, o) ∈ L|o = f}|

Notice that if the system is deterministic, our computation will be exact: ifs results inf , the probability will be1/|A|
whereA is the anonymity set corresponding tof . Otherwise, the probability will be 0. In a non-deterministic system,
the value we compute will depend on the choices made in the simulation. We can improve the estimate by iterating this
process, generating an events multiple times and each time recording the observations that got made in the log. We
need to change the computation to use multisets, but otherwise the same formula applies. In effect, we are sampling
the distributionP (S|F = f), so as the number of iterations increases, our estimate will become more precise.

The main disadvantage of this approach is that the computed distribution is dependent on an initial state of the
system. It may be the case that other initial states produce different distributions. We can check whether this is the
case by testing several states, and resort to computing the average distribution based on the states. Also, if there is a
strong dependence on the initial state, the entropy metric will overestimate the information available to the attacker.
The probability calculated is actuallyP (S = s|F = f, I = i) wherei is the initial state. If the attacker does not know
i, he may not be able to turn an observationf into an attack, even if the computed entropy is very low.

A lesser problem is that the distribution is sampled, rather than computed. We argue that in most cases, this will
also lead to the entropy metric being conservative, as sampling will tend to overestimate high-probability figures and
underestimate low-probability ones. (In many of our tests, we used an extension that computes exact probabilities
rather than sampling; we found that in most cases, there was no significant difference in the computed entropies using
two methods.) Nonetheless, the empirical metric is useful, as it is a rigorous, if conservative, estimate that can be
applied to many complex systems. Most importantly, it can account for attacks not thought of in informal analysis.
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4 Anonymity in Chord

Having defined the anonymity metric and our methodology for computing it, we proceed to apply this metric to
Chord [SMK+01] routing and a randomized modification. The results will be used to motivate the choice of other
routing algorithms we will study below.

4.1 Routing Algorithm

The unmodified version Chord routing can be used to provide some amount of source-anonymity if we userecursive
routing and avoid explicitly revealing the source. In recursive routing, each intermediate node has the responsibility
of forwarding the message to the next node along the route; in contrast, initerative routing the originator contacts
successive nodes along the route in order to determine who the next node should be, eventually reaching the destination
and sending the message to it directly. [SM02] While iterative routing is clearly incompatible with source-anonymity,
recursive routing can help hide the identity of the sender, given that the identity is not included in the message itself.
If a response to a message is desired, it must be forwarded back along the routing path; in the simplest version, this
can be accomplished by each node keeping a record of messages it has routed and from which node they arrived,
indexed by message or flow identifiers. This method is susceptible to denial of service attacks, since each message
sent requires each forwarder to keep state about the message, thus an attacker could cause a node to use up all of its
resources by sending messages. One way to avoid such problems is to store the state in the message itself and include
it in the response, using encryption to avoid revealing the entire path to the destination.

4.2 Measuring Anonymity

We will begin our analysis by measuring the entropy achieved by such routing in Chord. We built a simulator that
constructs a random Chord network withN nodes and make each node an attacker with probabilityc. It then simulates
the path that a message sent from an arbitrary node would take being routed to destination of 0.0. (Since the network is
randomly generated, we can fix this arbitrary destination without loss of generality). If a message hits an attacker node,
we record which finger was used to arrive there, and stop routing the message further. In a real network, attackers
may wish to still faithfully forward incoming messages in order to avoid detection; however, doing so reveals no new
information to the group of attackers, therefore we drop the messages in our model. After calculating the paths from
each honest node, we use the attacker logs to compute the conditional probability distribution of the sources given the
observed event of a message arriving at a finger (in this case,1/k for each node mentioned in the log, and 0 for others,
wherek is the number of records in the log for a finger). This probability distribution is then used to compute the
conditional entropy metric, as described in the previous section, representing the expected amount of uncertainty the
attacker has after a single message is sent.

Figure 1 plots the results for various values ofn andc. As we expect, the entropy metric falls as the number of
attackers decreases. One trend we can notice is that theproportionof attackers (c) is better correlated with the entropy
than the absolute number (Nc). We consider this a positive result, since as a network grows in popularity, the number
of cooperating attackers necessary to achieve equivalent results grows linearly. Another thing to notice is that the
variance of the measured entropy (computed over 20 runs) is quite high. To find out the source of this variance, we
built a visualization tool to track the paths taken by messages and the information gathered by attackers.

4.3 Explaining Variance

The tool, shown in Figure 2, displays the Chord nodes arranged in a circle according to their ID. To aid visualization,
we only ran the tool on networks of size 128; the data from Figure 1 suggests that even this small network size is
reasonably representative. One immediately apparent effect is that the nodes are not evenly distributed along the
circle; there are some clusters of many nodes tightly packed together and some large gaps containing no nodes. This
distribution affects theindegreeof nodes, i.e. the number of fingers pointing to a node: nodes within a cluster have
few incoming fingers, while nodes following a large gap have many. In our networks of 128 nodes, the indegree of
some nodes was only 1 node (the successor link required by Chord), while some other nodes had an indegree of over
32. Intuitively, an attacker with a large indegree is going to have more impact on the network than one with incoming
links, because it can see more messages.
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Figure 1: Anonymity Results for 100, 1000, 10000, and 100000 node networks.

4.4 Effects of Attacker Placement

To confirm this intuition, we had our tool color the attacker nodes based on how much information each attacker was
providing. We approximate the information from each attacker by the following formula:

I(A) =
∑

f∈Fingers(A)

P (F = f)H(S|F = f) +

1−
∑

f∈Fingers(A)

P (F = f)


whereFingers(A) is the set of fingers that points to attackerA. The formula approximates the entropy metric based on
the information only from attackerA,2 and is closely related to the per-attacker component in the total entropy metric
calculation. We did, in fact, observe that attackers with more information tended to have a larger indegree. We also
noticed another effect, namely that attackers closer closer to the destination were contributing more information than
those further away. Once again, this is because attackers closer to the destination are able to intercept more messages.

These observations show the importance of attacker placement. We ran some simulations where attackers were
placed such that they would have the largest possible indegree, and would be closer to the destination. We observed
that picking only 10 attackers out of 1000 in this way produced an average entropy metric of 0.84, which is worse than
50 randomly chosen attackers. Picking the worst 100 attackers produced an average of 0.33, more than 3 standard
deviations away from the mean obtained with 100 random attackers! This shows that if attackers are able to choose
their place in the network, they can dramatically decrease the achieved anonymity. Hence, schemes limiting the
freedom of the attackers to choose their position in the network, such as tying it to their IP address, can be of great
help when trying to design anonymous routing.

4.4.1 Honest Node Variance

Just as not all attackers contribute the same amount of information, not all honest nodes are able to achieve the same
level of anonymity. Some nodes’ messages reach the destination without ever getting intercepted, others will attempt

2The reason it is an approximation is that an observed incoming message atA implies that the message did not take a path through another
attackerA′, as the probability distribution discounts such paths.
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Figure 3: CDF of the probability of identification for
3 different 1000-node networks.

to route through an attacker mid-way on a path, and others still might chose an attacker as their first hop. We would like
to compute the per-node exposure for a given network scenario; the formula we use is theprobability of identification:

Pident(s) =
∑

f

P (S = s, F = f)P (S = s|F = f) +
1
|S|

1−
∑

f

P (S = s, F = f)


The first term in the formula is the expected probability the attackers assign to the true source whenever the source’s
message reaches an attacker, and the second represents a random guess on the part of the attackers as to the source in
the case the message is not intercepted. (This term ensures thatPident(s) ≥ 1/|S|.)

Figure 3 plots the cumulative distribution of the probability of identification of honest nodes for 3 different net-
works of size 1000, with 100 attackers. In the case of the top two lines, the majority of the nodes has a very low
probability of identification, as their messages do not get intercepted. However, other nodes have a significantly
higher probability of identification, with several at the extreme of 0.5. The bottom plot shows a network where several
attackers are close to the destination and intercept most of the messages.

What causes this irregularity? It turns out that the same network properties that are responsible for the variance
in attacker nodes are at play here. The nodes with the highest probability of identification are those with the lowest
indegree and those furthest away from the destination. In other words, the same situation that is good for an attacker
is good for an honest node. This can be explained by the fact that a node achieves anonymity through forwarding the
messages of other nodes, by hiding its own messages among those it forwards. [BG03] A node can maintain anonymity
in this way even if all its fingers point to attackers. That being said, having attackers for neighbors is detrimental to
anonymity in general, because there is less of a chance of your messages getting further mixed with those of nodes
closer to the destination.

4.5 Randomized Routing

So far we have looked at results for the standard routing algorithm of Chord. A primary feature of this algorithm is
that it is deterministic: the path taken by a message is completely determined by the destination Chord. When we
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1000-node network.
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Routing Dist Indegree Num Attackers
Chord 0.01 0.004 0.11
Random 0.09 0.09 0.40
Regular 0.30 0 0.46

Table 1: Correlations of potential factors influencing probability of identification.

look at some possible modifications to the routing algorithm, we will add some random choices to the path selection.
Before we compare such algorithms, we would like to know how non-determinism affects the anonymity behavior of
a network. To answer this question, we study one of the simpler random routing algorithms.

In standard Chord routing, to forward a message a node chooses the longest finger that brings it closer to the
destination. In our random routing modification, we relax this requirement and chooseany finger, as long as that
finger ensures progress towards the destination. A message is still guaranteed to arrive at the destination eventually,
but the path to get there can be significantly longer. This algorithm represents the least restrictive choice of routes
while staying within the original Chord network structure and maintaining the invariant of making progress at each
step.

Figure 4 plots the entropy for random routing in a 1000-node network. Compared to the graph in Figure 1, we
notice not only that the entropy metric is higher, but that the variance is much smaller. We must conclude that some of
the effects that caused the variance in the static routing case must be diminished. In random routing, there are many
more possible paths that a message may take through the network. In particular, both high- and low-indegree nodes
can potentially route messages from any preceding node, and hence the disparity between the nodes is diminished.
The increase of the size of the anonymity set is reflected in higher values in the entropy metric.

Figure 5 plots the cumulative distribution of the probability of identification for honest nodes, for three different
network scenarios. Unlike Figure 3, the three lines are much more similar; we can also see that the nodes are much
more evenly distributed in the CDF. Once again, randomization seems to move nodes away from the extremes: few
nodes have the minimal probability of identification, but as a result, few nodes have a really high probability either.

However, our experiments with the visualization tool show that the indegree and the position in the network still
affect the probability of identification. In fact, these factors prove to bebetter indicators of the exposure of a node
than in the deterministic routing case. Table 1 shows the correlation coefficient of a least squares fitting relating the
factors to the probability of identification, for both the random and deterministic routing cases. We also computed the
correlation coefficients for random routing on a “regular” Chord network, where all of the nodes are evenly spaced and
observed that the distance correlation is much stronger in this case. We conjecture that there must be some secondary
effects of irregular network structure that are not captured by the indegree computation which are responsible for some
of the variance seen in the random routing; perhaps relating to the shape of the network connection graph of nodes
closer to the destination than the node. This last conjecture is supported by the fact that the number of fingers that
point to attackers, shown in the last column, is the strongest indicator of the probability of identification for all cases.
If a finger points to an attacker, the structure of the network beyond that becomes irrelevant as the message will not be
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forwarded within our attacker model.
Finally, we observe that attacker placement remains an important consideration even when random routing is used.

Applying the same strategy to placing attackers as in the deterministic case, we computed an average entropy metric of
0.61 for 100 attackers, as compared to an average of 0.83 for randomly placed attackers. This is particularly impressive
as the standard deviation for randomly placed attackers is only 0.018.

5 Alternative Routing Algorithms

While the random routing algorithm presented in the previous section achieves better values of the anonymity metric
than Chord routing, it does so at the cost of increased path length. The expected path length in Chord routing is
(log2 N)/2, and the worst case isO(log2 N). However, with random routing the expected path length increase to
(log2 N)2, with a worst case ofO(N). In this section, we consider some other choices routing algorithms and examine
their path lengths and the anonymity they achieve.

One simple modification to improve the expected path length is to preferentially choose larger fingers when choos-
ing a random finger for forwarding. For example, we can pick the best finger with probability1/2, the next best finger
with probability1/4, and so on. The expected path length for this algorithm is only twice as long as in regular Chord
routing,log2 N , though the worst case is stillO(N).

Kumar and Bansal [KB02] suggest another method of picking fingers for anonymous routing. At any node, they
compute the distance between the destination and the current noded′ (i.e. d′ = 1− d whered is the distance between
the node and the destination). Then they find the longest finger that makes progress towards the destination with the
restriction that it is no longer thand′. The routing then picks between that finger and the nextk smallest fingers at
random. This method is motivated by the fact that nodes who are further away from the destination (larged) are more
likely to be identified, so the smaller hops are taken to ensure better mixing of node paths in that case. The expected
path length here is once again about that of Chord, for small values ofk: for d′ ∈ [0, 0.5), the hops taken will look
like a backwards Chord route, as larger and larger hops are taken each time. Ford′ ∈ [0.5, 1), normal Chord routing
is used. They call this method “random-finger-k.”

Figure 6 plots the entropy metric computed for these routing algorithms. We created 10 networks of size 1000
and set a random 100 of them to be attackers, and ran a routing simulation for each of the routing algorithms on each
network. We plot the measured entropy metric for the 10 runs in order from worst to best for ease of readability. As we
expect, random routing outperforms all other algorithms; it also has the smallest variance. Weighted random performs
nearly as well, which suggests that it may be a suitable compromise between performance and anonymity. Random-
finger-2 produces significantly worse results, sometimes performing worse than unmodified Chord. We conjecture this
is because the number of paths tried by this algorithm is still very restricted, thus the uncertainty of the attackers is not
increased very much; however, the average paths are longer, and hence there is more of a chance of a message being
intercepted by some attacker.

We also looked at the distribution of the probability of identification produced by each of these routing algorithms;
the cumulative distribution is shown in Figure 7. As we expect, the randomized algorithms are more evenly distributed
than the regular Chord routing, and the random-finger-2 algorithm most closely corresponds to the Chord distribution.
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An important thing to note is that both of the new algorithms introduced in this section have a longer tail than random
routing; this means that there is a larger population of nodes who are receiving low anonymity benefits. Unfortunately,
whether a node belongs to this population is influenced by factors beyond most node’s control: distance from the
destination, indegree, and number of neighbors that are attackers. Further, the best indicator — proximity of attackers
— is one that cannot be measured by the node. Hence a user cautious about his privacy will be reluctant to use these
networks for fear of falling inside the poor anonymity section of the distribution. In the next section, we propose a
modification to the Chord structure that attempts to overcome this problem.

6 Indirect Routing

As we saw above, even algorithms that produce high values of the entropy metric leave some nodes with a high
probability of identification. A system that could offer some degree of anonymity toall nodesrather than just guarantee
good anonymityon average, is appealing.3

The factors responsible for high probability of identification include a node’s indegree, proximity of attackers, and
the distance from the destination, all factors that are difficult to change. The last factor could be changed by altering the
destination, but that would affect the semantics of the routing. Another approach would be to use a different destination
as an intermediate point for delivering a message to the true destination. Choosing the intermediary at random would
introduce another random factor, meaning that each nodes will have a high expected level of anonymity, though some
messages will be less anonymous with low probability, rather than a few nodes obtaining a low level anonymity at all
times.

6.1 Naive Method

Let us consider a naive method for routing through an intermediary. Assume nodes wishes to look up addressd. To
do this through an intermediary, he picks a random IDr ∈ [0, 1) and routes a request of the form(r, d), which is
interpreted as “tor, please queryd for me.” When the node responsible forr, the intermediary, receives this request,
it queriesd normally and returns the result.

Ideally, we would like to take advantage of the fact that there are essentially two queries — from the originator
to the intermediary and from the intermediary to the destination — and require the attacker to intercept both to link
the originator and the destination. However, since the destination is included in the first query, an attacker on the first
path can simply parse message to extract it. In particular, attackers close to the source still have a high probability of
linking the source and destination together.

6.2 Split Routing

It is not necessary to reveal the destination to the nodes along the path to the intermediary in order for them to be able
to forward the message, so we consider using cryptography to hide it from them. However to encrypt a message so
that onlyr can read it, the originator needs to obtain some keyKr; doing this securely is difficult as each node only
maintains local knowledge, and does not know the identity ofr. Instead, we use a much simpler cryptographic tool
that requires no key material, in a method we callsplit routing. The idea is to send off severalsharesof the routing
request to the intermediary, such that:

1. the shares are built using anm-of-n secret-sharing scheme:m shares must be captured (ofn sent) in order to
reconstruct the the true destination, and any collection fewer than this number of shares revealsno information
about the destination.

2. the shares take paths that are not likely to converge except at the intermediary.

If these conditions can be achieved, the attacker’s task of learning the true destination is greatly complicated. To
directly learn the true destination from the routing request, he must intercept the required number of shares on their
way to the intermediary. Since we attempt to route along paths that are as disjoint as possible, the attacker has to get
lucky and be positioned well on several paths.

We show in the following sections how a simple version of split routing (using 2-of-2 sharing) can be accomplished
in Chord.

3Of course, a node hasonlyattackers for neighbors is hopeless.
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6.2.1 Message Splitting

A 2-of-2 split is simple to produce. Given the original routing request(r, d), we wish to split it into two messages,
(r, c0) and(r, c1) such that with both, it is possible to determined, but without both, nothing aboutd is learned.

The source simply picks amaskm ∈ [0, 1) at random and setsc0 = m andc1 = m ⊕ d. Sincec0 ⊕ c1 = d, it
is certainly possible for the intermediary to recover the true destination. On the other hand, both valuesc0 andc1 are
independent ofd, so nothing is learned aboutd by knowing just one or the other.

6.2.2 Bidirectional Routing

All that is left is for the source to route the two messages
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Figure 8: Bidirectional Chord.

(r, c0) and(r, c1) to r along paths that are highly unlikely to
converge — ideally, they should meet only at the node respon-
sible forr.

There is an obvious (and somewhat arbitrary) asymmetry
in Chord that suggests an extension with guaranteed disjoint
paths. Standard Chord routes clockwise (CW), where it is as-
sumed that the address space increases in the clockwise direc-
tion. If the source node has ids, his CW fingers point to nodes
responsible for addressess + 1

2 , s + 1
4 , . . . , s + 1

2i , . . ., where
it is assumed that the addition “wraps around” back to[0, 1).

We can augment Chord with counterclockwise (CCW) fin-
gers. Again, ifs is the ID of the source node, his CCW fingers
point to those nodes responsible for the addressess − 1

2 , s −
1
4 , . . . , s− 1

2i , . . ., where it is assumed that the subtraction op-
eration “wraps around” back to[0, 1). Figure 8 depicts some of the CW and CCW fingers of nodes.

With both CW and CCW fingers, it is possible to route messages along paths that do not converge until they get
to the destination. Thus the source can send the routing request shares(r, c0) and(r, c1) to r along the CW and CCW
fingers, respectively.

6.3 Analysis of Bidirectional Routing

To analyze split routing, we first identify the kinds of observations that are helpful to the attacker. We only consider
the case when the attacker is able to recover the true destination, and treat other messages as background traffic, since
the aim of the attackers is to identify who is communicating with the destination. In particular, if an attacker were to
intercept only one share on its way to the intermediary, it would not be able to draw any inference since the destination
remains hidden. Similarly, intercepting only the message from the intermediary to the destination is not helpful, since
even if the intermediary is completely identified, its identity reveals no information about the source since it was picked
at random.

Thus, the attacker only gains information if it can intercept the message along two of the three paths. If one of the
paths is the path to the true destination, the attacker must still correlate the messages on the two paths, either by using
timing analysis or by looking at those messages that are likely to have come fromr (since the final message is routed
recursively and hence does not directly revealr’s identity) and reaching a probabilistic conclusion. Both of these tasks
are much harder to do if many messages are being routed through the network. We thus focus on the case that the two
intercepted messages lie on the two disjoint paths between the originator andr.

In this case, the originator can immediately deduce the true destination (just as he could by intercepting a single
message in standard routing), but he also gets twocorroboratingobservable events indicating the true source. This
is quite different from the standard routing case where an intercept is not necessarily so devastating. A split intercept
will typically induce a very low entropy conditional distribution on the possible sources. This is especially true with
larger numbers of shares — more shares means the source is less likely to be detected, but if it is detected, its identity
is almost surely revealed. Therefore, split routing is really an all-or-nothing game, the rule isdon’t get intercepted!.
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6.3.1 When Split Routing Wins

Since split routing squares4 the probability of intercept, split routing really does best where there are relatively few
attackers. For example, in a network saturated with attackers, suppose the probability of an intercept along a routing
path isp = .99 (as a typical node in a network with. Split routing reduces this probability top2 = (.99)2 ≈ .98, which
not really an improvement – and now an intercept means more likely identification, to boot! On the other hand, in a
network with relatively few attackers, the intercept probability may be more likep = .1, and split routing will drive
this down top2 = .01.

What is the benefit of split routing then if the probability of intercept is already low? Our experiments show that it,
in addition to reducing overall entropy loss, it also improves the worst-case probability of identification for nodes that
are in a poor position in a network. For these nodes, their individual level of anonymity with direct routing is much
lower than average, and thus they are most affected by the reduced probability. They also benefit because the random
choice of an intermediary will affect their probability of identification and they will only experience the worst-case
values for a small fraction of the messages they send.

The final benefit of split routing is that it gives the participants some control over their anonymity. Users desiring
higher anonymity can use split routing with a greater number of shares. Even though it will not possible to route them
all along disjoint paths, the probability of an attacker intercepting all shares does decrease with a larger number of
shares, assuming they is some random choice involved in what routes they take. (For example, a node can give a share
to each of its neighbors and ask them to forward it to the intermediary.) A chained scheme with several intermediaries
can also be used, though the details of splitting shares become more complicated.

7 Future Directions

7.1 Analyzing Entropy

While the entropy metric we used has a nice interpretation and captures an important aspect of anonymity (that is,
non-uniform probability distributions), it can be difficult to apply to complex, dynamic systems. We use an empirical
approach, described in Section 3.4, to compute the entropy metric. We use two methods to calculate the underlying
probability distributions: sampling and non-deterministic simulation. The former can produce imprecise results, while
the latter is quite expensive and does not scale well to large-sized networks. Research into other more efficient or
precise methods of approximating the entropy can help expand the range of systems and scenarios that can be analyzed
using our empirical methodology.

Furthermore, we need to better the understand how to combine the entropy computed for single observations to
obtain results for a set of observations. Our empirical methodology is unable to consider sets of more than a few
observations as the number of possible combinations grows exponentially. An analytical way of combining entropies
would allow us to analyze more complex situations, as well as study the longitudinal anonymity of a system.

7.2 Other Metrics

As discussed in Section 3.3, entropy is a measurement that talks aboutexpectation, and thus only describes the average
anonymity characteristics. Indeed, in Section 4 we saw that the metric was unable to capture all of the behavior that
was relevant to our analysis of anonymity, such as the existence of particular nodes that are relatively exposed despite
a good overall entropy. An entropy metric that better corresponds to the real requirements people might place on
anonymity systems would be helpful for performing more meaningful analyses.

7.3 Other Structured Peer-to-Peer Networks

We studied Chord since it is relatively simple to analyze, yet still exhibits a rich variety of interesting properties with
respect to anonymity. Fortunately, many of these properties (e.g., irregular indegree, small outdegree) are shared with
other structured peer-to-peer networks, so it should be possible to generalize our analyses to these networks. Most
of our modifications rely on having a choice of paths to use in routing. Different routing geometries provide varying
amounts of flexibility in path choice [GGG+03]; our modifications would apply best to those networks that have a lot
of choice. Analyzing other networks, more could be learned about not only the properties of the particular networks

4Here we assume 2-2 share split routing, but the discussion generalizes.
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with respect to anonymity, but also perhaps anonymity properties common to all structured peer-to-peer networks. An
interesting question is whether other structures are better suited for anonymity than Chord.

7.4 Unstructured Peer-to-Peer Networks

Although our privacy-enhancing modifications be harder to apply to unstructured networks such as Freenet [CSWH00]
and GNUnet [BG03], it would certainly be worthwhile to apply our methods for calculating the entropy metric to these
networks. A uniform measure of anonymity that is also easy to calculate on arbitrary networks would be enormously
helpful for purposes of comparing all peer-to-peer networks.

7.5 Performance and Anonymity

It is commonly held that there is a trade-off between performance and anonymity; certainly, in our study, the algo-
rithms that provided best anonymity came with an associated performance cost. An important question is how various
performance optimizations, such as locality-aware routing, affect anonymity. Modeling locality information intro-
duces a lot of complexity to the analysis; however, our empirical approach to measure entropy is a promising way to
avoid this complexity through simulation. Understanding the trade-off between performance and anonymity will be
vital to the design of future efficient anonymous systems.

8 Conclusion

We found that Chord, and probably most structured peer-to-peer networks in general, have particular properties that
are quite relevant to the anonymity of participants in these networks. We identified some of these properties (indegree,
proximity to attackers, proximity to destination, etc.) and proposed ways (such as randomization during routing)
to ameliorate the negative effects while accentuating the good effects. What we learned will be useful not only in
designing new peer-to-peer networks with an eye on anonymity, but also in employing a universal metric for objectively
comparing existing systems.
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