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Abstract

Maximizing available spectrum for cognitive radios
by
Shridhar Mubaraq Mishra
Doctor of Philosophy in Engineering—Electrical Engineering and Computer Sciences
University of California, Berkeley
Professor Robert W. Brodersen, Chair

Cognitive radios have been proposed to address the dual problem of spectrum under-
utilization and the need for vast swathes of new spectrum in the 0-3GHz band for wireless
data services. Previous research in the area of cognitive radios has concentrated on signal
processing (SP) innovations for improved detection with a limited number of samples (a.k.a
detection sensitivity). However the SP perspective alone is unable to recover much unused
spectrum. In this thesis we focus on two fronts to maximize the recovery of unused spectrum.
First, we take a spatial perspective on spectrum usage. Second, we will look at advanced
algorithms which use other radios and frequencies to aid the detection process.

The spatial perspective is necessitated by the FCC’s decision to open up TV bands for
‘white space’/opportunistic spectrum use. Examination of the FCC’s choice of parameters
reveals the political and engineering tradeoffs made by the FCC. The FCC’s rules applied
to the database of TV transmitters and the population density of the United States as per
the census of 2000 reveal that the geo-location rules enable an average of 9 white space
channels per person. This number does not change significantly even if the secondaries take
a purely selfish approach and operate only where the pollution from TV transmitters is low.
The corresponding political tradeoff sacrifices 1 people-channel for broadcast use to gain 8
people-channels for white space use. Spectrum sensing is another mechanism to recover the
available opportunity. Here, the FCC’s sensing rule of -114dBm is very conservative and
yields only a average of I white space channel per person.

This spatial analysis points to the inability of traditional detection metrics to predict the
spatial performance of sensing. To overcome this problem, we propose the twin metrics of
Fear of Harmful Interference (F ) and Weighted Probability of Area Recovered (W PAR)
to quantify the performance of sensing relative to geo-location. Fear of Harmful interference
Fy, captures the safety to the primary users and is largely the fading-aware probability of
missed detection with modifications to allow easier incorporation of system-level uncertainty:.
Weighted Probability of Area Recovered W PAR, captures the performance of spectrum sens-
ing by appropriately weighting the probability of false alarm (Pr4) across different spatial
locations. These metrics give a unifying framework in which to compare different spectrum-



sensing algorithms. Reasonable parameters for these metrics (most crucially, something
which can be interpreted as a spatial discount factor) are obtained from the TV database
and US population data.

Cooperative Sensing, in which secondaries use sensing results from multiple nearby ra-
dios to decide on whether the band is free to use, has been proposed as a mechanism to
improve the performance over a single radio. However, the motivation for using cooperative
sensing is different for recovering a temporal as opposed to recovering a spatial hole. For a
temporal hole, cooperative sensing is used to gather as much energy in the primary signal as
possible, thus maximizing the gap between the means of the signal present and signal absent
hypotheses. For a spatial hole there is a mapping between the nominal signal strength at a
given distance from the transmitter and the distance itself. By cooperating the hope is to
converge to this nominal signal level. This difference has major implications on the choice of
cooperation rule for different scenarios. A median rule is proposed as a robust cooperation
rule for spatial holes. This rule can be implemented as a hard combining rule and is robust
to uncertainties in the fading models and untrusted radio behavior.

Unfortunately all cooperation suffers when there is a loss in spatial diversity. To combat
shadowing correlation across space, assisted/calibrated detection in the form of multiband
sensing is proposed. In multiband sensing, detection results from nearby frequencies are used
to aid detection in the channel of interest. Cooperation across multiband radios is robust
against channel correlation and provides gains by weeding out radios afflicted by adverse
propagation environments. A mobile, wideband testbed was designed and used to capture
TV signals in the 500-700MHz band at various locations in Berkeley, CA. Analysis of these
measurements reveals high shadowing and multipath spread correlation across frequencies.
These new insights into the spectral environment are used to design detectors that perform
better than a single band detector.

The ability to coexist with primaries of different scales (high power TV transmitters and
low power wireless microphones) is an important requirement for a cognitive radio system.
When sensing a large scale primary, a small scale secondary user can make its own decision
about transmission based on the sensing results from its neighborhood. This assumption
fails when the scale of the primary is comparable to the scale of the secondary user. In this
scenario, we need to decouple sensing from admission control — a sensor network is required
to perform the sensing and localize the primary. For small primaries, the environment
over which the sensing results are valid is small which imposes certain minimum density
requirements for sensor nodes. Location information of the primary and secondary users is
key for such an admission control algorithm to operate successfully.
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Chapter 1

Introduction

1.1 Motivation: The apparent scarcity problem

Wireless systems have reached a point where the next big gains in capacity will come from
improving the utilization of allocated spectrum. This fact is best understood by contrasting
the allocation view of spectrum to the usage view. Figure 1.1(a) shows the spectrum allo-
cation chart of the Federal Communications Commission (FCC). All frequencies have been
allocated — spectrum seems to be fully utilized and additional spectrum is hard to come by.
The scarcity view of spectrum is further reinforced by the 19 billion dollar auction in the
700MHz [1]. However, Figure 1.1(b) shows the spectrum usage measured at the Berkeley
Wireless Research Center over a period of ten minutes. The usage is concentrated in the
cellular, ISM and TV bands. Similar measurements made at different locations in the world
( [2-5]) shows extremely low levels of utilization (a range of 1% utilization to 17% utiliza-
tion across different locations). The gap between allocation and usage is real and must be
addressed.

So what is the reason for the large gap between allocation and use? Spectrum allocation
occurs on a scale of years and continents. In order to ensure acceptable interference to
wireless systems, regulators have to keep large frequency (guard bands) and spatial buffers
between systems. Furthermore, since regulators do not have a mechanism to control fine
grained temporal access to spectrum, spectrum is allocated for multiple years to a single
entity (company/government). These buffers are overheads that have to be sacrificed to
ensure that individual systems can be designed without concern for the presence of other
systems — interference is controlled by design. These temporal, frequency and spatial buffers
appear as unutilized spectrum. The essential problem is that the buffer overhead consumes
a large portion of the available spectrum?.

!This is akin to a Medium Access Layer (MAC) where the signalling overhead is 95%!
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Figure 1.1: FCC spectrum allocation and the measured usage at the Berkeley Wireless
Research Center. The measurements were performed in the 0-2.5GHz frequencies over a
period of 10 minutes. Source: Dr. Ada Poon

1.2 Mechanisms to solve the scarcity problem

Clearly the current command and control regulatory regime over-provisions spectrum and
needs to be changed. There are a number of mechanisms to bridge the gap between allocation
and use, all of which aim to enable spectrum sharing between the primary owners of the
spectrum? and secondary users who want to use the spectrum.

Market Mechanism: Spectrum is auctioned by the primary users. Secondaries bid for
spectrum and are guaranteed access to the spectrum as per the terms of the auction. For
this mechanism to work the primaries have to be willing to auction their spectrum and the
auction mechanism has to be fairly automated to enable fine-grained reuse.

Joint design of primary and secondary waveforms: The primary and secondary
jointly design their waveforms to ensure that the primary receives appropriate quality of
service while the secondary can gain some data rate. This mechanism is good for new
primary users — legacy primaries may not be willing to redesign their systems.

Opportunistic spectrum use by secondaries: The secondary user can reuse the
spectrum when the primary is not using the spectrum (temporal reuse) or when the secondary
user is far enough from the primary (spatial reuse) to ensure that it will not interfere with
the primary. The primary does not explicitly know of the presence of the secondary unless

2A primary user of the spectrum has been allocated the spectrum by the concerned regulatory authority
(the Federal Communications Commission (FCC) in the United States).
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it suffers interference from the secondary.

For any of these mechanisms to be implementable in practice, flexible, frequency-agile
hardware is required. Such hardware must be able to operate in multiple frequency bands
and employ flexible waveform generation [6].

In this thesis we will focus on opportunistic spectrum reuse. If all technical challenges are
solved, this mechanism will enable us to reuse spectrum on a fine-grained level. Furthermore,
this is the only mechanism that offers a purely technical solution to the ‘apparent spectrum
scarcity problem’ without the need to redesign existing primary systems.

1.3 A historical perspective on Opportunistic Spec-
trum Access

In 2000, in his PhD thesis, Mitola envisioned cognitive radios as being capable of reason-
ing about their environment and user needs [7]. Cognitive radios should be able to “detect
user communications needs as a function of use context” and “provide radio resources and
wireless services most appropriate to those needs”. Thus a cognitive radio is able to select
the best /cheapest service for a radio transmission and is even able to delay or bring forward
certain transmissions depending on the currently available resources.

In 2002, the FCC spectrum Policy Task Force Report reported low spectral utilization
and identified cognitive radios as a candidate to sense usage in primary user bands — the
task force’s definition of cognitive radios was limited to spectral awareness [8]. As a con-
sequence of the task force report the FCC proposed the opening up of the TV bands for
opportunistic spectrum use (following the DTV transition in February, 2009) and issued a
Notice of Proposed Rule making to that effect [9].

At around the same time DARPA embarked on the XG project which aimed to address
the problem of having radios with regulable kernels, which can be controlled via policy rules.
This allows radios to transcend regulatory borders with simple policy changes. XG radios are
capable of sensing the environment to determine unused spectrum (opportunity awareness),
use policy constraints to allocate these channels (opportunity allocation) among a group
of radios that together form an XG-domain and to determine mechanisms for using those
channels (opportunity use) [10,11].

Finally, on November 4", 2009, the FCC issued a notice and order to allow opportunistic
spectrum usage in the TV bands [12].
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1.4 Defining a spectrum hole

For opportunistic spectrum reuse to work, a secondary user must be able to reliably identify
a spectrum hole. A spectrum hole is defined as a {time, location, frequency band} tuple
that a secondary user can use while keeping interference to all primary systems that use the
specified frequency band within an acceptable level (we will make the notion of acceptable
interference precise in the subsequent chapters). Figure 1.2 figure shows the operation of
two primary users (on the same frequency band) over time and space (the depiction of
space is restricted to the line joining the two primary users). Both grey and yellow are
time-space regions that the primaries can use when secondary users are not present. To
accommodate secondary transmission the primaries need to sacrifice some time and space
usage. This region is shown in yellow. The green and light blue regions together are a
potential spectrum hole of which the light blue region is the one that can be recovered by
the secondaries. The region in green is lost due to usage characteristics of the secondary
and imperfection/budgets in the secondary’s ability to reliably identify the presence of the
primary?.

The emphasis of this thesis is two fold: firstly, we examine ways to specify the extent
of the yellow/grey region in Figure 1.2 and secondly we will examine advanced sensing
techniques to recover the region in green and light blue. A major focus of this thesis is on
recovering spatial domain holes even though we shall present multiple techniques to recover
temporal domain holes as well. A purely spatial domain hole occurs when the primary is
always transmitting. There are a number of reasons to focus extensively on spatial domain
holes:

e The first bands to be opened up by the FCC for opportunistic reuse are the Digital
TV bands [12]. Digital TV are always ‘on’ transmitters hence only spatial spectrum
holes are possible. This is further discussed in Chapter 2 and Chapter 3.

e Most research has concentrated on temporal holes since they lend themselves well to
classical detection theory. Spatial holes have been left unexamined.

e Even when dealing with time domain primaries (primaries which are transmitting a
fraction of the time) we need to determine the appropriate detection threshold which
allows us to recover a majority of the time-space hole that is available. This viewpoint
is discussed in Chapter 4 and Chapter 5.

e When the transmitting primary (which we aim to identify) and the object of a sec-
ondary’s interference is the same device (on the same frequency band), we can utilize

30ne can imagine a hypothetical database mechanism which accurately predicts a primary’s temporal
usage at every point of time and hence reduces the temporal green region to zero. Note that the spatial
green region can never be reduced to zero since the secondary must aways maintain a buffer between its
transmitter and the primary receiver.
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Figure 1.2: This figure shows the operation of two primary users (on the same frequency
band) over time and space (the depiction of space is restricted to the line joining the two
primary users). Both grey and yellow are time-space regions that the primaries can use when
secondary users are not present. To accommodate secondary transmission the primaries
need to sacrifice some time and space usage. This region is shown in yellow. The green
and light blue regions together are a potential spectrum hole of which the region in light
blue is the one that can be recovered by the secondaries. The region in green is lost due to
usage characteristics of the secondary and imperfection/budgets in the secondary’s ability
to reliably identify the presence of the primary.
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propagation reciprocity and deal with a simplified problem. However, in most real
world problems (reusing Digital TV bands is a classic case) we need to sense the
transmitter but are concerned with not interfering with primary receivers that are not
co-located with the primary transmitters and may be passive listeners. Furthermore
these interference and sensing regions depend on the relative scales of the secondary
and primary systems, respectively. In such cases the spatial perspective emphasized in
this thesis (especially Chapter 6) becomes important.

1.5 Organization of this thesis

The remainder of this thesis is organized as follows:

In Chapter 2 we will formally define a spatial spectrum hole and evaluate the ‘amount’
of spatial spectral holes available in the Digital TV bands using actual DTV transmitter
location information. We first start by considering the more classical communication theory
viewpoint which we call the ‘pollution’ viewpoint. The pollution viewpoint reflects the cog-
nitive radios’ perspective: where is interference from the primary tolerable? The primary
user’s viewpoint (which is the viewpoint of concern in this thesis) is called the protection
viewpoint: where can a secondary operate without generating excessive ‘harmful interfer-
ence’? The final available spatial spectrum hole is the intersection of these viewpoints. We
will also evaluate the size of the spatial spectrum hole (or ‘white space’) resulting from the
FCC’s rulings [12] (‘white space’ is the term used by the FCC for spatial spectrum holes).
The interplay of these two perspectives is discussed in this chapter. Finally, this chapter
also quantifies the political tradeoff between person-channels gained for potential secondary
use versus person-channels lost for primary users as we vary the protection advanced to the
primary users. The calculations used to arrive at the results of this chapter are presented in
Appendix A. This chapter is based on papers [13,14] and [15]. The paper [16] extends this
work to calculate the resulting white space capacity available per person. The Matlab code
to produce the figures in [13] is available in [17].

Chapter 2 makes us realize that a single radio spectrum sensing is unable to recover
large swathes of the available spatial spectrum hole as compared to a geo-location detector.
We need a mechanism to capture this loss without having to perform extensive simulations.
In Chapter 3 we start by discussing the temporal spectrum hole metrics of Probability of
False Alarm (Ppa), Probability of Missed Detection (Pyp) and sample complexity. We
see how these metrics fail to predict a single radio’s inability to recover spatial spectrum
holes. Furthermore these metrics miss some important tradeoffs between detectors. To
overcome these drawbacks we propose two new metrics to capture the spectrum hole recovery
potential of a detection algorithm. The first metric, namely the Fear of Harmful Interference
Fyr captures the safety to the primary users. This is largely the fading-aware probability
of missed detection, with some modifications to allow easier incorporation of system-level
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uncertainty. The second metric, namely the Weighted Probability of Area Recovered W PAR,
captures the performance of spectrum sensing by appropriately weighting the Prs across
different spatial locations. These metrics give a unifying framework to compare different
spectrum sensing algorithms. We show how to obtain reasonable parameters for specifying
these metrics (most crucially, something which can be interpreted as a spatial discount
factor) from real-world data. These metrics are used to capture the performance of an
energy detector with and without noise uncertainty. Furthermore, the performance of the
FCC’s spectrum sensing rules relative to geo-location is predicted by these metrics to a
reasonable degree. This chapter is based on the paper [18] and overlaps partially with [19].

To overcome the issues with single radio sensing we can use cooperative sensing. In
cooperative sensing, results from multiple radios are combined to make a common decision
about whether to transmit or not. In Chapter 4 we will first discuss cooperative sensing
using the traditional metrics. Multiple combining rules are presented — these rules differ
in whether they exploit diversity or gather energy. We examine experimental data from
measurements we performed in Berkeley, CA in the Digital TV band to evaluate how these
rules work in practice. For recovering spatial spectrum holes, the secondary user of the
spectrum must ensure that it meets the target Fear of Harmful Interference (Fp) even with
uncertainties in deployment, fading, and radio behavior. We examine our experimental data
to determine the impact of shadowing correlation uncertainty on cooperative gains. We
also examine the impact of incomplete knowledge about the fading distribution — we may
only know the fading distribution to a few quantiles. The final uncertainty of concern is
unpredictable radio behavior (used to model malicious/unreliable/unmodeled radios). The
uncertainty aims to encompass all radio/fading behavior for which we don’t have an explicit
model. This chapter is based on the papers [18,20,21] and [22].

Chapter 2 teaches us the pitfalls of a static sensing threshold. Ideally, we would like to
change the sensing threshold dynamically based on secondary’s fading environment. Chap-
ter 5 shows us how. We start with a simple example of assisted detection where two trans-
mitters (on different frequencies) are mounted on the same tower — one is an anchor and is
always transmitting while the other may or may not be transmitting (this is the frequency
that the secondary wishes to reuse). In this example we show the gains from sensing on two
bands (called multiband sensing) to overcome the SNR wall*. These gains seen in this toy
example rely on the fact that shadowing is highly correlated across frequencies. Simple OR
rule cooperation among radios performing multiband sensing can help weed out ‘unreliable’
radios and improve the secondary system’s performance. These gains are achievable even
if we remove the assumption of an anchor node — we replace the anchor node by multiple
primaries some of which may be ‘on’ or ‘off’. Next, we examine experimental data to de-
termine exciting attributes of the Digital TV spectral environment - that shadowing and

4In [23] the author has shown that the presence of noise uncertainty limits the SNR of the signal that
can be detected reliably. This SNR is called the SNR wall.
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multipath spread is highly correlated across frequencies. We use these attributes to design
detectors that perform much better than singleband detectors. This chapter is based on the
papers [24] and [25].

In Chapter 6 we discuss the problem of co-existing with small scale primaries (Wire-
less microphones are a good example though many low power, low height repeaters also
exist). In the presence of noise uncertainty, the detection footprint of these transmitters
is limited while the interference footprint of the secondaries can be large. Taking into ac-
count asymmetric fading and propagation uncertainties requires the secondary to be orders
of magnitude lower in power than the primary user. When sensing a large scale primary,
a small scale secondary user can make its own decision about transmission based on the
sensing results from its neighborhood. This assumption fails when the scale of the primary
is comparable to the scale of the secondary user. In this scenario, we need to decouple
sensing from admission control - a sensor network is required to perform sensing. For small
primaries, the environment over which the sensing results are valid is small which imposes
certain minimum density requirements for sensor nodes. Collective sensing is used to localize
the primary while a separate admission control algorithm decides on which secondaries can
safely transmit. Location information of the primary and secondary users is key for such an
admission control algorithm to operate successfully. In the case of a large primary, location
uncertainty did not impact results significantly since decisions are made about a primary
that is very far as compared to the inter sensor distances. This is no longer valid for a small
primary and hence exact location information is paramount. With location uncertainty of
primary and secondary users, the effective primary user footprint can increase significantly.
This chapter is based on the paper [26].

Finally, in Chapter 7 we recapitulate the main themes of the thesis and discuss future
steps to enhance upon the insights developed in this thesis. Appendix A uses a simple
example of the KCNS tower is San Francisco to illustrate the calculations used in Chapter 2.
Appendix B discusses the architecture and design of the mobile, wideband testbed that was
developed to measure DTV signals in the 500-700MHz bands.



Chapter 2

Spatial spectrum hole/White space:
Definition and evaluation

In this chapter we will make precise the notion of a spatial spectrum hole. We will start by
defining spatial spectrum holes using the classical communication theory viewpoint (which
we refer to as the ‘pollution’ viewpoint). Using this viewpoint we will evaluate the size of
a spatial spectrum hole in the Digital Television (DTV) bands. The DTV bands are of
particular interest since the Federal Communication Commission (FCC), in its notice and
order issued on November 14, 2008, has decided to open up these bands for the operation of
secondary devices [12]).

Following that, we shall define a spatial spectrum hole using the ‘protection’ viewpoint.
The ‘protection’ viewpoint stipulates that a secondary radio can only operate in locations
where it cannot generate harmful interference to the primary system). As with the pollution
viewpoint we shall use the protection viewpoint to evaluate the size of the spatial spectrum
hole in the DTV bands. Both viewpoints exclude regions around a transmitter and the
actual size of the spatial spectrum hole or ‘white space’ is the intersection of the spatial
holes from these two viewpoints.

To quantify the white space available under the ‘pollution’ viewpoint, we can set limits on
the amount of acceptable interference (above noise level) that a secondary can tolerate. For
the protection viewpoint, we need a similar (and consistent) notion of ‘harmful interference’
and the protection that we guarantee to the primary system. The notion advanced in this
chapter is the idea of an ‘eroded fading margin’ (or protection margin) that parallels the
concept of interference temperature [27]. At every distance from the primary transmitter
there exists a fading margin which protects the receivers from bad fading events. Once a
secondary starts transmission, it raises the noise floor and hence erodes some of that fading
margin.

"'White space is the term used for a spatial spectrum hole in FCC parlance. In the remainder of this
chapter the terms white space and spatial spectrum hole shall be used interchangeably.
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Next we propose a principled way for regulators to choose the eroded fading margin
(protection margin) for primaries that can be eroded by secondary operation. This approach
quantifies the political tradeoff between person-channels gained for potential white-space us-
age versus person-channels lost for broadcasters in the DTV bands as we vary the protection
margin. A person-channel is defined as one person being able to use one TV channel for

broadcast or for whitespace operations. If person i can see N; broadcast channels then the
P

total number of person-channels available for broadcast use in the United States is Y N,
=1
where P is the number of people in the United States. ’

We will also evaluate the resulting white space from fixed threshold sensing rules (these
will be explained in the chapter). The conservatism of fixed threshold rules for white-space
detection will be revealed. This chapter is based on papers [13,14] and [15]. The paper [16]
extends this work to calculate the resulting white space capacity available per person. The
Matlab code to produce the figures in [13] is available in [17].

The main concepts and results presented in this chapter are three-fold:

e The actual white space available in the continental United States is estimated based on
the ‘pollution’ viewpoint in Section 2.2 and the ‘protection’ viewpoint in Section 2.3.
In defining the notion of a spatial spectrum hole under the ‘protection’ viewpoint we
will introduce the concept of eroded fading margin. We also evaluate the available
white space using a variety of detection approaches and with respect to the actual
population density?. Furthermore, we also look at white space availability as the scale
(tower-height /power) of the primary is varied. In doing so we negatively answer the
question: “Is there enough white space for another IMW DTV transmitter?”

e Section 2.4 proposes a principled way for regulators to make the essentially political
choice of the protection margin. This method is based on examining the tradeoff
between the number of person-channels gained for potential white space use and those
lost for potential broadcast use as the protection margin is varied. Based on estimates
of broadcast use and projections for white-space market penetration, regulators can
choose the appropriate margin. We will also discuss a framework to generate tradeoff
plots using different models of towers/population density, propagation and detector
performance.

e Section 2.5 evaluates the FCC’s sensing specification of -114dBm for ATSC signals
and show how a ‘one size fits all’ rule of this nature has to be conservative and cannot
recover most white space. Unfortunately there is no ‘correct’ setting for the detection
sensitivity. As argued in Chapter 3, detection sensitivity is the wrong metric for
capturing an algorithm’s ability to recover white space.

2All data files, Matlab code and automated scripts to generate the tables and graphs in this chapter can
be found at [17].

10
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2.1 Prior work in estimating available white space

There has been prior work in estimating the amount of white space available. The general
problem is that both the language and methodology used by previous work does not properly
distinguish between the pollution and protection viewpoints and this is the source of much
confusion. In [28], the author estimates the average amount of white space available per
person to be 214MHz. This is based on the fact that the FCC estimates that the average
American can receive 13.3 channels (~80MHz). Hence the authors contend that remaining
spectrum is white space (~214MHz). This line of reasoning tends to overestimate white
space availability. For example, the FCC website [29] reveals that Berkeley, CA (Zip Code
94704) can receive 23 DTV channels. This would imply that the remaining 24 channels
are available for white space usage. However, if we calculate the available white space in
Berkeley, CA, only 5 channels are available for white space use when the FCC’s white space
rules are applied. This is because of multiple reasons: the FCC rules extend protection to
adjacent channels and requires a no-talk radius which is larger than the Grade-B protected
contour [12]. Furthermore, [29] only consider the high power DTV stations; low power TV
stations and TV booster stations are ignored, but these must also be protected.

In [30], the authors claim to use the actual population data to quantify the amount
of white space available under different scenarios. The authors extract transmitter details
from the FCC database (they did not use the High Power DTV transmitter list available
from the FCC) as was done to prepare the plots in [31]. However, the authors assume
that all locations beyond a station’s Grade B contour can be used as white space. The
authors have estimated the amount of white space under different scenarios. For scenario
X (all DTV, Class A stations and TV translators; co-channel rules only) [30] estimates the
median bandwidth to be ~180MHz while our estimate of the median bandwidth per person
is 126MHz . Similarly for scenario Z (all DTV, Class A stations and TV translators; co-
channel and adjacent channel rules) [30] estimates the median bandwidth to be ~78MHz
while our estimate of the median bandwidth is ~36MHz. This major discrepancy can be
best understood by a deeper inspection of the author’s use of population density data. The
authors estimate the size of each census block to be around 16 square miles. Each census
block contains an average of 1300 people. For each transmitter the number of people in its
Grade B region can be estimated by taking the number of census blocks that fit into its Grade
B contour times 1300. While this may sound reasonable, the effective consequence is that
the author’s analysis assumes a uniform population density across the United States! For a
uniform population density, for scenario X (all DTV, Class A stations and TV translators;
co-channel rules only) our estimate of the median bandwidth per person is ~186MHz while
that for scenario Z (all DTV, Class A stations and TV translators; co-channel and adjacent
channel rules) it is ~102MHz. These numbers closely resemble the results in [30] (the slight
discrepancy in this case is due to the fact that [30] uses the FCC database which yields a
much higher number of towers — 12339 versus 8071).

11
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New America Foundation has also estimated the amount of white space available in major
cities [32]. This study also, overestimates the amount of white space available (for example,
they assume that 19 white space channels will be available in San Francisco). Since the
methodology for computing available white space has not been described, we cannot explain
the discrepancy between our work and [32].

2.2 White space using the pollution viewpoint

The pollution-oriented view of white space takes the perspective of a rational self-interested
cognitive radio — a band is attractive when it has a low noise-floor. Implicit in this view is
the idea that primary user transmissions are considered as raising the noise floor from the
point of view of the secondary user. Each television tower can thus be viewed as having
a pollution radius around it in which the band is unattractive for secondary use. It must
be pointed out that there exist theoretical approaches where a secondary transmitter would
prefer to be closer to the primary transmitter so as to decode the primary signal and use
dirty-paper-coding techniques (DPC) and simultaneously boost the primary signal in the
direction of interference [33,34]. However, it has also been shown that this approach is
not robust since simple phase uncertainty can significantly lower the performance of such
schemes [35]. Knowledge of the primary user’s codebook is useful if the secondary receiver
can actually decode the primary signal and use multiuser detection. Otherwise, it has been
shown that the secondary system is forced to treat the primary transmission as noise [36].

To calculate the available white space using the pollution viewpoint, we used the FCC’s
transmitter databases which list the latitude, longitude, effective radiated power (ERP) and
transmitter height above sea level for all licensed high power and low power transmitters [37,
38]. These databases were combined with the ITU-R recommendations on propagation (ITU-
R P-1536-3) to calculate the values of the pollution radius for all towers.

Appendix A uses the example of the KCNS transmitter on TV channel 39 to illustrate
the procedure used to calculate the value for the pollution radius. A location is considered
available for white space operation in a given TV channel if it does not fall within the
pollution radius of any transmitter of that channel. Table 2.1 quantifies the available white
space as the average number of white space channels available per location for various values
of the acceptable pollution level. The 15dB pollution level was inferred from current IEEE
802.11g systems; a survey of IEEE 802.11g systems shows that raising the interference level
to 15dB above noise only deteriorates the data rate from 54MBps to 12MBps [39]. The 5dB

pollution level was calculated by analyzing the business case for Wireless ISPs for rural areas
3

3Estimated annual costs for each wireless ISP tower is $22000. For a 50% profit margin per tower and
a monthly subscription rate of $25 per month we need ~ 147 installations (($44000/12)/$25). The average
rural population density in the US is around 6.6 people per km? [40]. Assuming 4 people per family and

12
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Table 2.1 breaks down the TV channels into four frequency bands: Low VHF (LVHF? -
channels 2, 5 and 6), High VHF (HVHF - channels 7 to 13), Low UHF (LUHF - channels
14 to 51) and High UHF (HUHF - channels 52 to 69). As a fraction of the total number of
channels in a band, there is significant white space available in the low VHF bands which
runs counter to our intuition that propagation at low frequencies is rather good. The main
reason for this is the remarkably low number of DTV stations in the low VHF bands — after
the DTV transition, there will be only 31 high power DTV stations in channels 2, 5 and
6. Similarly, there is significant white space in the high UHF bands since there are no high
power TV stations in these bands. However, these bands cannot be used for white space
devices since they have been reallocated to uses other than television. From a white space
recovery standpoint, the main band of interest is the low UHF band — for these channels
and a tolerable interference level of 5dB, the average number of white space channels per
location is ~ 16 which is substantial.

2.2.1 Adjacent channel considerations in the pollution viewpoint

Another consideration for secondary operation is interference received from TV transmitters
on adjacent channels. For example, if a secondary device operates on channel 39, it would not
want to be too close to TV transmitters in channels 38 and 40. The amount of interference
that can be tolerated on adjacent channels depends on the characteristics of the secondary
user’s receiver (receiver filter etc). As an illustration, suppose that the channel-select filter
can attenuate adjacent channels by 20dB or 40dB. The impact can be seen in Table 2.1. For
the lower UHF channels, with a tolerable adjacent channel pollution level of 45dB above noise
and a tolerable co-channel pollution of 5dB, the average number of white space channels per
location drops from 16.2 (assuming perfect channel-select filters) to 15.6.

2.2.2 White space calculations using actual population density

Another way to evaluate available white space is to consider the number of people that
are potential users of white space devices. This number is more valuable for businesses
to determine revenue potential and also for regulators interested in the public good. To
calculate available white space in terms of population, we used the US Census data of 2000
which lists the population density per zip code [41]. Furthermore, the region occupied by a
zip code is specified as a polygon [42]. Using this data we can determine the average number
of white space channels available per person. For low UHF channels and a tolerable pollution
level of 5dB, the average number of white space channels is ~ 9 which is roughly half of

a 50% penetration, we need to service a area of 178km? i.e. service radius 7.5 km. At this distance, the
secondary received power is -94dBm. For a minimum of 1MBps service the operational SNR for 802.11g is
7dB, hence we can tolerate -101dBm of interference which is 5dB above the noise floor.

43 and 4 are excluded because people use them to connect their VCRs to their televisions. [12]

13
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the number assuming a uniform population density across the country. This is because TV
transmitters are constructed to serve areas of high population density and hence excluding
areas around TV towers significantly reduces the population that can be served by white
space devices. This observation, however, is not true for the low VHF channels. For the low
VHF channels the amount of white space increases as we move from a uniform population
density assumption to the actual population density. This is because the high power DTV
stations (after the June ’09 transition) in channels 2, 5 and 6 are located in areas of low
population density — the actual population density around these regions is almost half the
uniform population density.

The impact for the UHF channels is even more severe when interference from adjacent
channels is considered — for a main channel tolerable pollution level of 5dB and an adjacent
channel pollution level of 45dB, the average number of white space channels per person is
5.75. This is a third (15.6 to 5.75) of the numbers obtained assuming a uniform population
density.

2.2.3 Limitations of this evaluation

There are a few limitations of this study that should be pointed out. Firstly, to calculate
the available white space we assumed that the all the licensed transmitters in the FCC high
power DTV transmitters database [37] and the master low power transmitter database are
all transmitting [38] and neglected some of the clauses from the FCC ruling °. If some
of the transmitters are off, then sensing rules can help reclaim the additional white space.
Secondly, we assume that the I'TU propagation models predict the reality on the ground to a
fair degree [43]. Thirdly, we are overestimating the number of people served by broadcasters
today by assuming that everyone in the noise-limited contour can and does receive a TV
signal.

2.3 White space using the protection viewpoint

In the previous section we have seen a spatial spectrum hole defined using the pollution
viewpoint. In this section we will define a spatial spectrum hole using the protection view-
point.

SWe neglected the more stringent emission requirements for the 602-620MHz bands (Section 15.709 [12]).
We also neglected the locations of cable headends, fixed broadcast auxiliary service (BAS) links, and
PLMRS/CMRS devices (Section 15.712 [12]). We believe that the clauses we are neglecting will result
in only a minor change in the results.

14
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Interference level above noise By Area By Population
LVHF | HVHF | LUHF | HUHF | LVHF | HVHF | LUHF | HUHF

5dB Main channel only 1.69 1.74 16.3 15.9 1.83 1 8.71 15.5

5dB Main channel and 1.54 1.02 11.9 14.9 1.55 0.355 | 3.88 13.5

25dB adjacent channels

5dB Main channel and 1.64 1.49 14.9 15.7 1.69 0.61 5.75 14.4

45dB adjacent channels

10dB Main channel only 1.94 2.59 20 16.4 2.08 1.68 11.8 16

10dB Main channel and 1.8 1.69 15.5 15.7 1.83 0.67 5.87 14.2

30dB adjacent channels

10dB Main channel and 1.9 2.3 18.6 16.3 1.96 1.09 8.24 15.1

50dB adjacent channels

15dB Main channel only 2.16 3.43 23.3 16.8 2.29 2.42 15 16.3

15dB Main channel and 2.04 2.5 19.1 16.3 2.07 1.07 8.18 14.7

35dB adjacent channels

15dB Main channel and 2.13 3.17 22.2 16.7 2.17 1.65 11.2 15.6

55dB adjacent channels

Table 2.1: Comparison of available white space based on tolerable pollution levels for various frequency bands (Low VHF (LVHF -
channels 2, 5 and 6), High VHF (HVHF - channels 7 to 13), Low UHF (LUHF - channels 14 to 51) and High VHF (HVHF - channels
52 to 69)). White space is measured as the average number of white space channels available per location/person in the continental
United States.
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2.3.1 Defining white space for the protection viewpoint
Co-located primary transmitter/receiver, TDD mode

First, let us start with a very simple case: the secondary radio wishes to coexist with a
primary system consisting of a co-located transmitter-receiver pair operating on the same
frequency (for example, a cellular system in Time Division Duplex (TDD) mode) and a
second transmitter-receiver pair located at a certain distance away. Without fading the
noise limited radius r,; is the maximum distance between the communicating pair at which
the target (0) SINR is maintained at the receivers i.e. for all distances r < r,

Pt—lpp(r)_NO >0

where P; is the transmit power in dBm, [,,(r) is the nominal path loss between the primary
transmitter and the primary receiver separated by a distance r (in dB), Ny is the noise level
in dBm and ¢ is the target SINR in dB.

At every distance between the communicating pair, there exists a fading margin (¢ (7))
which ‘protects’ the receivers from bad fading events.

U(r) = B = lpp(r) — No =6 (2.1)

Once a secondary user starts transmission it raises the noise floor. Regulators/system
designers must decide the amount of the protection margin v, that they are willing to
erode to enable secondary operation. However, corresponding to the selection of 1, is a
protected distance 7, where the original fading margin was equal to ;. With cognitive radio
transmission, this margin is reduced to zero but if the communicating pair keep within 7,
they can still communicate.

The cognitive radio can transmit if it does not degrade the SINR below 4. If P, is the
transmit power of the secondary, then the secondary can transmit at a distance r from the
primary receiver if:

Ps—lsp(r) No
P — Ly(r,) — 10 logy, (10710 +101—o) > (2.2)
Ps—lsp(r) No (a’)
e+ No — 10 logyg (10 0 410 ) > 0 (2.3)

where P is the secondary transmit power, [g,(r) is the path loss from the secondary
transmitter to the primary receiver. Inequality (a) results from the application of (2.1) and
by replacing ¢(r,) by ¢». How does a cognitive radio determine the value of /s,(r)? In this
particular case channel reciprocity comes to the rescue. The path loss between the primary
transmitter and the secondary receiver is the same as the path loss between the secondary
transmitter and the primary receiver i.e. lg,(r) = l,s(r). If the secondary knows the power
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of the primary transmitter (P,) and can reliably estimate the primary’s received power P,

then it can calculate l,; as P, — P,. The final spatial spectrum hole or white space consists

of are all location where equation 2.3 is true for both receivers in the communicating pair.
Three interesting aspects emerge in the above example:

e A gspatial spectrum hole is defined completely on the basis of signal powers — the
secondary does not need to know the actual distance from the transmitters.

e Sensing/detection of the primary signal is naturally required in this definition of a
spectrum hole.

e If signal reciprocity holds, interference at the receivers can be accurately calculated by
estimating the received primary power at the cognitive radio.

Co-located primary transmitter/receiver, FDD mode

If the system is Frequency Division Duplexed (FDD) (the two transmitter-receiver links op-
erate on different frequencies) then [,(r) cannot be estimated completely from [,,(r) and
we must budget for differences in fading between the two frequencies. In such a setup sens-
ing/detection can still be performed but interference can only be guaranteed probabilistically.

Non co-located primary transmitter/receiver

Finally we arrive at the case where receivers are not co-located with the transmitters and their
locations are unknown. This is the setup in Digital TVs. Figure 2.1 illustrates this scenario.
The noise limited (r,;) coverage area is the broadcast coverage area with no interference
from other transmissions. Within this area, the nominal TV SNR is greater than the target
SINR (0), i.e. for all distances r < r,; (P, —1,,(r) — Ny > ). As in the previous scenario, at
every distance from the TV transmitter there exists a fading margin (¢(r)) which ‘protects’
the TV receiver from bad fading events (1(r) = P, — l,,(r) — Ny — d). As described earlier,
corresponding to the selection of 1 is a protected radius r, where the original fading margin
was equal to ;. With cognitive radio transmission, this margin is reduced to zero but all
TV receivers within 7, are still nominally protected — they can still receive the TV signal by
positioning their antennas appropriately.

rp =L (P — b — No — 6)

It is important to note that there is very little correlation between [, and [, in this case.
Since we don’t know the position of the receivers we have to assume that a receiver can exist
at any location within 7, (in the worse case all receivers are at 7,). The protected radius
together with the transmit power/height of the secondary transmitter can then be used to
calculate the no-talk radius for cognitive radio operation (r,). The cognitive radio can only
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transmit if it is outside the no-talk area of the primary transmitter in question. To calculate
this we must first calculate the value of 7, —r, i.e. the distance beyond the protected radius
where the secondary can safely transmit. In other words we need to determine the distance
rp, such that a transmission from r,, results in a SINR of § at r,. We started by calculating
the allowable interference level at r, (I,,) as:

Pi—lpp(rp)—35 Ng

I, =10 log,, (10~ T —1070) (2.4)

Next we calculate 7, — 7, as:

T —Tp = l;pl(Ps -1I,)

where P, is the transmit power (in dBm) of the secondary user, ,, is the maximum toler-
ated interference power (in dBm) from (2.4) and [,(r) is the optimistic path loss from the
secondary to the primary.

For each 6MHz TV channel, ‘white space’ can be defined as all area that is not within
any relevant tower’s no-talk radius. Note that the lack of location information of the re-
ceivers forces us to adopt a distance based definition of a spatial spectrum hole where sens-
ing/detection of the transmitter power does not play any role (except in acting as a proxy
for distance as discussed later).

Extra no-
talk area

Protected Spectrum
area white space

Figure 2.1: Definition of spectrum ‘white space’ from a primary protection perspective. The
‘extra no-talk area’ is the extra space where there are no protected primary users and yet
secondary users are not permitted to transmit.

It is worth noting that the idea of the eroded fading margin is in line with the idea of

interference temperature proposed in [8,27,44]. Any such approach requires a propagation
model from the secondary transmitter to the primary receiver. The difference here is that
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the original interference temperature idea sought to limit the amount of extra interference
at all primary receivers while the eroded fading margin here is also used to determine which
receivers are deemed protected. The key difference is that for receivers that are not protected,
we are permitted to raise the potential interference as high as we would like. Notice however
that moving from the eroded margin to the protected receivers requires us to know more
about the primary users’ characteristics: we must know the propagation model between
the primary transmitters and receivers (i.e. deployment model), the height/power of the
primary transmitter, and the minimal required SINR ¢ (i.e. modulation characteristics) for
the primary system. It is this additional knowledge about the primary users that makes this
whitespace approach to cognitive spectrum use possible.

2.3.2 Calculating the available white space from the protection
viewpoint

As in Section 2.2, we used the FCC’s transmitter databases and the I'TU propagation curves
to calculate the white space [43,45]. Appendix A.2 uses the example of the KCNS transmitter
on channel 39 to illustrate the procedure used to calculate the values for r,. We assumed
that the primary transmitter to primary receiver path loss (I,,(r)) is the ITU’s F(50, 90)
path loss i.e. the protection radius (r,) is the distance where the SNR is § for 50% of the
locations, 90% of the time. To determine the maximum possible white space available we
assumed a hypothetical ‘zero Watt’ transmitter which only causes harmful interference if it
is right next to a TV receiver ¢.e. for this hypothetical transmitter r,, — r, is defined to be
zero. Table 2.2 shows the white space available for such a transmitter for various values of
the eroded fading margin ¢,. About 19 channels per person are available on average for white
space use in the lower UHF bands even with a erosion of ~ 1dB of protection margin. (A
1dB erosion in protection margin translates into an effective 20% reduction in the transmit
power from the link-margin perspective of a primary user.)

Next, Table 2.3 calculates the white space for a 4W% with a height above average ter-
rain (HAAT) of 30m: both are the maximum allowed by the FCC for fixed white space
devices [12]. For this secondary user, the value of r, — r, is calculated using the procedure
outlined in Appendix A.3. We assume that the optimistic path loss between the secondary
transmitter and the primary receiver (I5,(r)) is the ITU’s F(50, 10) path loss i.e. the sec-
ondary has to be at a distance (r, — r,) beyond the protection radius to ensure that the
signal would be higher than I, for 50% of the locations only 10% of the time. This ensures
that secondary users beyond r, only interfere for at most 10% of the time. With this scale
of a secondary user, the average number of white space channels per person is reduced by 4
to 14.9.

6 [12] actually specify a 1W maximum transmit power with a 6dBi antenna which translates (in a worst
case scenario) into 4W transmit power towards the primary.
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By Area By Population
Margin | Detection Scheme LVHF | HVHF | LUHF | HUHF | LVHF | HVHF | LUHF | HUHF
2,5,6 | 7-13 14-51 | 52-69 | 25,6 | 7-13 14-51 | 52-69

0.1dB Geolocation 2.5 4.67 26.7 16.9 2.55 3.64 18.3 16.4
Geolocation 2.24 2.58 16.6 15.1 2.22 1.16 6.39 13.6
with adjacent channels

1dB Geolocation 2.52 4.75 27 17 2.56 3.71 18.7 16.4
Geolocation 2.26 2.69 17.1 15.3 2.24 1.22 6.74 13.7
with adjacent channels

9 794B Geolocation 2.55 4.9 27.8 17.1 2.58 3.84 194 16.5
Geolocation 2.31 2.89 18.2 15.5 2.28 1.35 7.43 13.9
with adjacent channels

Table 2.2: Maximum possible white space using a hypothetical “zero Watt” transmitter for various values of the protection margin
that is eroded. The 1dB (2.73dB) protection margin is the average (maximum) protection margin eroded across all towers using the
FCC’s definition of harmful interference. For adjacent channels, it is assumed that the acceptable interference level is 27dB more than

what is acceptable co-channel.
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By Area By Population
Environment | Detection Scheme LVHF | HVHF | LUHF | HUHF | LVHF | HVHF | LUHF | HUHF
2,5,6 | 7-13 14-51 | 52-69 | 2,56 | 7-13 14-51 | 52-69

No Geolocation 1.52 2.85 224 16.2 1.71 2.11 14.9 15.8
Multipath Geolocation 1.39 1.55 14.1 14.5 1.46 0.64 5.37 13.2

with adjacent channels

Geolocation 1.56 2.73 21.9 16.1 1.75 2 14.4 15.8
Multipath Geolocation 1.42 1.47 13.8 14.4 1.48 0.609 | 5.2 13.2

with adjacent channels

Table 2.3: Comparison of the average number of white space channels available per user in various environments and frequency
bands for a 4W secondary transmitter with a HAAT of 30m and a 1dB erosion of the fading margin of primary receivers.
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2.3.3 Impact of Secondary power on white space availability

As seen earlier, the available white space is determined by the power control rule selected
by the secondary — we lose 4 white space channels as we go from a hypothetical ‘zero watt’
transmitter to a 30m high 4W transmitter. How does white space availability scale with the
transmit power of the secondary? Figure 2.2 helps us answer this question. If we assume that
the secondaries are IMW transmitters (90dBm), then there is not much white space available
to accommodate them. On the other hand, portable (100mW) and fixed white space devices
(4W) have plenty of white space available. All calculations assumed a transmitter HAAT of
30m. The white space availability is significantly less at higher transmit powers if we assume
that transmitter height scales with the transmit power (a IMW transmitter would sit on a
higher tower).

2.3.4 Available white space considering adjacent channels

The FCC is concerned that the operation of cognitive radios in a given band will significantly
impact TV receivers in adjacent bands. Hence they require that a cognitive radio should
only transmit in a given band if TV receivers in the channel and in the adjacent channels
can be protected. Consider a TV receiver on channel 39 attempting to receive the KCNS
transmission from Sutro tower. Assume channel 40 is empty and being used by the secondary
user. The first source of concern is that the secondary signal’s ‘skirts’ falling in channel 39
itself will harm the TV receiver. This can be dealt with by engineering the secondary
transmission ‘skirts’ to an acceptable level.

The second source of concern is that the secondary’s transmission in channel 40 itself
will impact the TV receiver. Each TV receiver has a requirement for the interference level in
adjacent bands which depends on the characteristics (receive filter, etc.) of the TV receiver.
This cannot be altered and hence must be budgeted for. To determine the impact of this
rule on available white space, we first determined the no-talk radius for adjacent bands (this
procedure is detailed in Appendix A.4). We considered a location/person to be available
for white space operation in a given TV channel only if it is out of the no-talk area of all
transmitters in its channel as well as out of the adjusted no-talk area of all transmitters in
adjacent channels. This rule significantly reduces the available white space as can be seen
in Tables 2.2,2.3 and 2.4. For example, for the low UHF bands the maximum number of
average white space channels per person drops from around 19 to around 7 assuming a 1dB
tolerable erosion, dropping further to only about 5 for a 4W transmitter at 30m HAAT.

A way to avoid the problem of adjacent channels is to position the secondary transmission
away from the channel boundary. This can be achieved by finding contiguous bands of open
channels and then positioning the transmission in the center of this contiguous frequency
band. Figure 2.3 shows the fraction of the population that can harness contiguous channels
of a given length. It is interesting to note that the fraction of people that can find two
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Figure 2.2: Impact of the power control rule for the secondary user. If we assume secondary
users are 1MW transmitters (90dBm), then there is not much white space available to
accommodate them. On the other hand small scale primaries (4W) have plenty of white
space available. (all calculations assumed a transmitter HAAT of 30m). The maximum
number of channels is 47 (channels 2 to 51 excluding 3,4 and 37).
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free contiguous channels (without concerns for adjacent channels) is higher than the fraction
that finds a single free channel while considering adjacent channels (See Figure 2.3 — the
fraction of the population that can find 2 contiguous empty channels with only co-channel
considerations is 0.97 while only 94% of the population can use one channel with adjacent
channel considerations.). This suggests that it may be worthwhile to search for 2 contiguous
channels and then create a waveform in the center of the 12MHz band.
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10°

Figure 2.3: Investigation of the number of contiguous channels available in different frequency
bands (Lower VHF, Higher VHF, and Lower UHF) using different protection rules (a) Co-
channel interference only (b) Considering adjacent channels as well.

2.3.5 Available white space considering multipath fading

The ITU-R propagation model does not incorporate multipath fading. To study the im-
pact of multipath we created new path loss tables for different multipath scenarios (See
Appendix A.7). To remain conservative we neglected multipath for calculating r,. For cal-
culating r, —r, we assumed Rayleigh fading. The impact of multipath is to increase r, —r,
which reduces the available white space.

2.4 A principled way to choose the protection margin

As we add the potential for using white-space devices for some people, we potentially sacrifice
the utility for other people who have been watching over-the-air broadcast television. This
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tradeoff can be changed by modifying the protection margin offered to TV users (¢), but
it is essentially a political tradeoff since it involves weighing and balancing the interests
across different parties. As we adjust the margin we change the protection radius r, and
the no-talk radius r,. Figure 2.4(a) shows the average number of channels available for
white space usage per user as the erosion margin is varied. With zero eroded margin, there
is no white space. However, a zero margin also does not mean that all users can view all
possible broadcast television channels — the average number of reliable broadcast channels
per person is limited to 23 channels. As we increase the eroded margin, the number of
broadcast channels diminishes slightly but there is a huge gain in the number of white space
channels per user.

This tradeoff is better studied by examining the cumulative and marginal (instantaneous)
gain-loss tradeoff curves. Let P! be the average number of person-channels” available for
white space usage at an eroded margin of m dB. Similarly let PZ be the number of person-
channels available for broadcast television usage at a margin of m dB. Then the red and
blue curves in Figure 2.4(a) are the values of PV and PP respectively for different values of

. . pwv_pw . . .
m. For a given margin, 25— represents the cumulative gain-loss tradeoff for each margin
m~— 10

setting. The values assuming a uniform population distribution and the actual population
density are shown in Figure 2.4(b) as the solid and dotted black curves respectively. Further,
Zﬁ’g //j:; is the marginal (instantaneous) gain-loss tradeoff at an eroded margin of m dB. The
values assuming a uniform population distribution and the actual population density are
shown in Figure 2.4(b) as the solid and dotted red curves respectively. These instantaneous
tradeoff curves tell us the number of person-channels gained for potential white space use
versus those lost for broadcast television viewing by varying the erosion margin settings
around m.

At small erosion margin (~ .1dB) the tradeoff is skewed towards white space usage —
we gain a lot of white space person-channels for a few broadcast person-channels lost. For
instance, if we increase the erosion margin infinitesimally beyond 0.1dB, we gain 20 white
space person-channels for every broadcast person-channel lost. This unequivocally provides
not just the motivation for allowing white space usage, but also provides regulators with a
way to choose the tradeoff point by using estimates of social utility and market penetration.

We can repeat this exercise by considering the margin of protection as a fraction of
the original noise-limited broadcast area that we are giving up. Let r,; represent the noise
limited radius of operation and r, be the protected radius of operation, then we can measure
the area margin eroded as the fraction 1 — (;%)?. With this definition of the margin we can

retrace the trade-off curves as shown in Figures 2.4(c-d).®

7If the total population is P and N, is the number of channels that can be received by person p, then
% 211;1 N, is the average number of person-channels available per person.

8The marginal (instantaneous) person-channels gained versus those lost shown in Figure 2.4(d) is a
polynomial fitted version of the actual. This fitting procedure is robust for r, > 0.02.
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Due to variations in tower power and height, a single erosion margin translates into a
range of protected radius values. The range spread and medians (across towers) of the area
lost can be seen in Figure 2.5. The histogram of r, values shows a bimodal distribution
whose median increases with the margin. The spread in the area lost also increases with the
margin as can be seen from the divergence of the 90" and 10" percentiles.

2.4.1 Impact of adjacent channels

Figure 2.6(a), shows the impact of adjacent channels on the average number of white space
channels per person. Broadcast use does not change but the number of white space chan-
nels available is much lower when adjacent channels are considered. However as shown in
Figure 2.6(b), the increase in the number of white space channels per margin increase is
much larger when adjacent channels are considered. This is because increasing the margin
reduces the protected radius of co-and-adjacent channels which greatly increases the number
of people able to utilize a particular channel for white space use.

2.4.2 Opportunistic spectrum use versus reallocation

At this point we can ask the question, it is better to facilitate white space use using op-
portunistic spectrum use (where the secondary senses for the presence of the primary) or
to reallocate spectrum between broadcast and white space use. Figure 2.7 compares the
engineering and political tradeoffs of opportunistic spectrum access to those of a spectrum
reallocation scheme. In the reallocation scheme, we assign channels to white space use in
increasing order of their current broadcast use (i.e. channels with the lowest broadcast use
are reassigned first). In Figure 2.7(a) the average number of broadcast channels per person
is plotted against the average number of white space channels per person. The total number
of channels per person (broadcast+white space) is higher when using opportunistic access
than reallocation up to the point of 12 (72MHz) white space channels (this cross over point
can be extended by using a hybrid scheme where we reallocate 2-3 channels and make the
rest available for opportunistic use). A similar trend is visible in Figure 2.7(b) where we plot
the the number of people-channels gained for white space use per every person-channel lost
for broadcast use against the average number of white space channels available per person.
At the FCC’s operating point of 9 white space channels per person, opportunistic access
gives a gain-loss ratio of 7:1 while reallocation gives a ratio of 4:1 (the discrepancy between
the gain-loss predicted by using the eroded protection margin in Figure 2.6(b) and here (11
versus 7) is due to the fact that we are using the median protection margin as a representa-
tive number which is dominated by the UHF channels. For VHF channels the actual margin
is closer to 2.7dB which would reduce the tradeoff considerably).
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Figure 2.4: (a) Average number of channels available for white space/broadcast usage per
person as the protection margin (in dB) is varied. (b) The cumulative/marginal (instanta-
neous) gain-loss tradeoff as the protection margin is changed. (c¢) Average number of channels
available for white space/broadcast usage per person as the margin in terms of relative area
lost is varied (d) The cumulative/marginal (instantaneous) gain-loss tradeoff for white space
usage as the relative area lost is varied. The light blue and dark blue lines at the top of (b)
and (d) represents the range of margins achievable under a combined pollution/protection
viewpoint.
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Figure 2.7: The engineering and political tradeoff of opportunistic access is compared to a
spectrum reallocation scheme. In the reallocation scheme, we assign channels to white space
in increasing order of their current broadcast use (i.e. channels with the lowest broadcast
use are reassigned first). In (a) the average number of broadcast channels per person (using
the actual population density) is plotted against the average number of white space channels
per person while in (b) the number of people-channels gained for white space use per every
person-channel lost for broadcast use is plotted against the average number of white space
channels per person. To provide less than 12 white space channels per person (72MHz of
spectrum) opportunistic communications is preferred.
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2.4.3 Impact of the pollution viewpoint

The combined impact of the protection and pollution perspective is studied in Figure 2.4.
Depending on the chosen value for the erodible margin and the tolerable pollution level,
the perspective that dominates white space availability can change. In Figure 2.4(a) the
average number of channels per person for white space usage increases as the erosion mar-
gin is increased, but saturates after a certain point where the pollution viewpoint starts to
dominate. Physically, this means that the additional white-space opened up is not consid-
ered to be worth using. The same goes when we consider the margin in terms of relative
broadcast area lost (Figure 2.4(c)). This limit on the achievable tradeoff can also be viewed
in Figures 2.4(b) and (d) where the tradeoff points achievable by the pollution viewpoint are
marked out. Increasing the erosion/area margin beyond these points is not advisable since
the additional white space recovered is too polluted to be worthwhile.

Since the pollution viewpoint tends to limit the number of usable white space channels,
there is an optimal margin beyond which increasing the margin leads to diminishing returns.
Figure 2.8 shows the number of useful channels (white space + broadcast) minus the number
initial broadcast channels (broadcast channels per person at a margin of 0) for various values
of the margin. This quantity attains a maximum at a particular margin setting which is a
function of the amount of pollution that the white space device can tolerate.

Another way to determine the impact of the pollution viewpoint is to consider the over-
head (in terms of channels unutilized) due to pollution and protection as the margin is
varied. Figure 2.9(a) and 2.9(b) show this overhead for a tolerable interference of 15dB
above noise and 5dB above noise, respectively. The co-channel protection overhead is the
value of 7,-r, which shrinks rapidly as the margin is increased. The co-channel pollution
overhead increases with the margin since the area outside r,, cannot be used due to pollution
requirements. The overhead due to adjacent channels works in the other way. In this case
the protection overhead has a larger impact than the pollution overhead.

2.5 Impact of FCC rules on white space availability

The FCC has developed a slightly different approach to determine the no-talk radius around
a tower. They assume that the protected radius is the same as the Grade B contour and
the interference level at the protected radius should be 23dB lower than the signal level.
Furthermore, the FCC specifies the value of r, — r, as a distance that should be used
irrespective of the channel frequency (See Section 15.712 in [12]). The details of using this
methodology to calculate available white space is given in Appendix A.5. Table 2.4 shows the
white space available using the FCC style definition of the no talk radius. These calculations
were performed for a 4W, 30m (HAAT) secondary transmitter. Comparing Table 2.4 with
Table 2.3 we can see that the FCC style rules predict very similar white space values for
the lower UHF bands but not for the VHF bands. For the values of r,, and r, calculated
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settings which is a function of the amount of pollution that the white space device can
tolerate.
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For a tolerable interference of 15dB above noise (b) For a tolerable interference of 5dB above
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using the FCC method, the average margin eroded in the low VHF bands is ~2.73dB while
for the high VHF bands it is ~2.3dB?. Since white space increases with increasing margin
(See Table 2.2) the FCC method shows more white space in these bands as compared to the
margin method. For the low UHF bands the margins used in both methods are comparable
and hence the white space numbers are similar.

Figure 2.10 shows the number of white space channels at each location (as per the FCC’s
rules) in the continental United States using a color coded system. The color black is used
for locations where no white space channels exist. Interestingly these are locations on hill
tops where multiple transmitters and relays are mounted. The color red is used to denote
locations where are single white space channel exists while yellow denotes areas with two
white space channels. Most metros see between 3-8 white space channels (these areas are
marked in shades of blue).

2.5.1 Spectrum sensing: SNR as a proxy for distance

For the discussion in Section 2.3, we see that one of main tasks of the secondary system is to
determine its position with respect to the primary transmitter and to start transmission only
if it is reasonably sure that it is outside the no-talk radius (7,). One of the methods that the
secondary can use for determining its distance from the primary is to estimate the primary’s
received signal strength and use it as a proxy for distance from the primary transmitter. So
the problem becomes: at what level (the detection sensitivity) must the secondary detect
the primary system to be reasonably sure that it is outside the no-talk radius? If P, is the
transmit power of the primary and « is the attenuation exponent, then the secondary can
transmit if the received power from the primary at the secondary is less than Pr @ i.e.

don'tuse
pP. =z Pr (2.5)
use
where P, is the received primary power at the secondary radio.
The above analysis assumed that if a system can detect the received power with enough
certainty, then it can deterministically determine its position and recover all the area beyond
the no-talk radius. In reality there are uncertainties that make this task difficult:

e Multipath: Multipath occurs because of the constructive/destructive addition of dif-
ferent paths of the transmitted wave. A radio within the no-talk may experience
destructive multipath which may cause it to see a weak signal and wrongly infer that

9Tt should be noted that the FCC did not set the rules by first setting the margin to be eroded. The rules
were set in good faith to ensure that TV receivers were protected as before (i.e. at the grade B contour).
Furthermore, the FCC intended the additional interference there to be below the noise floor. 3dB would
have been at the thermal noise floor.
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Ge

By Area By Population
Environment | Detection Scheme LVHF | HVHF | LUHF | HUHF | LVHF | HVHF | LUHF | HUHF
256 | 7-13 14-51 | 52-69 | 2,56 | 7-13 14-51 | 52-69
Geolocation 2.4 4.13 23.8 16.4 2.5 3.24 16.1 15.9
( [12] Section 15.712)
Geolocation 2.17 2.35 14.9 14.7 2.21 1.1 5.82 13.3
No . .
Multipath with adjagent channels
( [12] Section 15.712)
Geolocation 1.87 3.35 22.4 16.1 2.08 2.54 14.8 15.7
Geolocation 1.71 1.89 14.1 14.4 1.81 0.82 5.36 13.1
with adjacent channels
-114dBm rule 0.985 | 0.409 | 7.7 13.8 1.13 0.167 | 2.57 13.6
-114dBm rule 0.631 | 0.0505 | 2.63 9.83 0.639 | 0.004 | 0.284 | 8.87
with adjacent channels
Geolocation 1.86 3.2 21.9 16 2.07 2.42 14.4 15.6
Geolocation 1.7 1.8 13.8 14.3 1.8 0.775 | 5.18 13
Multipath with adjacent channels
-114dBm rule 1.09 0.524 | 8.85 14.3 1.25 0.225 3.29 14
-114dBm rule 0.73 0.0705 | 3.19 104 0.74 0.008 | 0.38 9.46
with adjacent channels

Table 2.4: Comparison of the average number of white space channels available per user in various environments, frequency bands
and the methodology specified in the FCC report for a 4W 30m tall transmitter. LVHF denotes the lower VHF TV bands (channels
2-6), HVHF denotes the higher VHF TV bands (channels 7-13), LUHF denotes the lower UHF TV bands (channels 14-51) and HVHF
denotes the higher VHF TV bands (channels 52-69) using the FCC’s definition of white space. The top two rows use the definition
of r,, —r, from Section 15.712 in [12] while the next two rows calculate r,, — rp as per Appendix A. The -114dBm sensing rule for

co-channels translates into a -110dBm rule for adjacent channels.
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Figure 2.10: Visual representation of the available white space are all locations in the con-
tinental United States (as per the FCC’s rules) The color black is used for locations where
no white space channels exist. Interestingly these are locations on hill tops where multiple
transmitters and relays are mounted. The color red is used to denote locations where are
single white space channel exists while yellow denotes areas with two white space channels.
Most metros see between 3-8 white space channels (these areas are marked in shades of blue).
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it is outside the no-talk. Multipath is well modeled and hence we have some hope to
incorporate its effects into the analysis.

e Shadowing: Shadowing occurs because of attenuation from obstacles in the path
between the transmitter and the receiver. Shadowing could be very large (imagine a
radio that is in a basement and hence sees a very weak signal). Shadowing is not well
modeled and hence we need to budget for it.

One way to deal with shadowing and multipath is to budget for them explicitly — incorpo-
rate them into our decision rule. Let A (in dB) be our budget for shadowing and multipath,
then rule (2.5) becomes:

don’tuse _A
pP. =z Pr, 101 (2.6)

In Equation (2.6), the value of A impacts the secondaries ability to guarantee non-
interference to the primary as well as to recover area for its own operation. If A is large
then the secondary acts conservatively and only declares a location usable when the signal
is very weak. In normal circumstances such a weak signal will occur very far from the TV
transmitter and the secondary is unable to recover much area (See Figure 2.11) but it is
able to ensure non-interference to the primary. If A is small then there is a chance that the
secondary will not see the weak signal and will declare the location usable. In this case the
secondary will be interfering with the primary more often even though it gets to use a major
portion of the area (See Figure 2.11).

In its ruling the FCC has also proposed a detection sensitivity of -114dBm for ATSC
signals. Given that the nominal signal level at the no-talk radius (r,) is around -96dBm,
this detection level means that the FCC has chosen a A of 18dB. To evaluate the amount of
white space recovered by the -114dBm rule we determined the distance at which the signal
dropped to the -114dBm level for 50% of the locations, 50% of the time (F (50, 50) rule).
Ideally a cognitive radio user can be expected to adjust his/her sensing antenna so as to
catch the worst fades (remember: if the signal decays below -114dBm the user can use the
channel). But such manoeuvering cannot be performed for all transmitters and channels
simultaneously. Hence considering the F(50, 50) propagation model is reasonable. From
Table 2.4 it is clear that the -114dBm rule reduces the available white space by a factor of
three. This effect is even more dramatic when white space by population is considered. In
this case the available white space is reduced by a factor of five.

The impact of the -114dBm rule is visible in Figures 2.12(a) and (b) which visually depict
the available white spaces for various rules for channel 7 and channel 39. For both channels,
the -114dBm style rules with adjacent channel considerations knocks out a considerable
amount of area. For co-channel considerations, the pollution viewpoint is more restrictive
while for adjacent channel considerations the protection viewpoint is more restrictive.
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Figure 2.11: If the budget for multipath and shadowing is small (A small), then the secondary
can recover a majority of the area outside the no talk area. If the budget for multipath and
shadowing is large (A large), then the secondary cannot use a lot of the area outside the no
talk.
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Figure 2.12: (a) Visual representation of the available white space for channel 5 using various
usage guidelines. (b) Visual representation of the available white space for channel 40 using
various usage guidelines. (c) Legend for th8%isual representation. Notice that pollution
dominates protection within the channel while it is the other way around for adjacent-channel
considerations.
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The inability of the -114dBm rule to recover any area in the west and east coasts of the
continental USA is shown in Figure 2.13 by plotting the number of white space channels
that are available (according to FCC rules) on a hypothetical trip from Berkeley, CA to
Washington, D.C. along Interstate 80.

8 Recovered by the ~114dBm rule coﬁsidering adjécent channels Actually available consiﬁering adjacént channels'
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Figure 2.13: Number of channels available on a trip from Berkeley, CA to Washington,
D.C. The availability of white spaces is greatly reduced at the two coasts where most of the
population lives. The analysis uses the FCC’s rules and neglects the pollution viewpoint.

This contrast is also visible in Figure 2.14 which contrasts the average channels per
location per the FCC’s sensing rules (as seen in Figure 2.10) with the sensing rules. Sensing
leads to may areas with high population density seeing no white space channels

Figure 2.15 shows the probability of getting at least a given number of white space
channels using various detection and inference rules. This plot enables one to determine the
quality of service that can be offered to white space users. For example, if we need 5 channels
available, then we can only ensure this for 26% of the population using the -114dBm rule.

The tradeoff analysis using person-channels gained versus those lost can be extended
to fixed threshold (eg. -114dBm) rules. As seen earlier, setting the threshold rule in a
conservative manner results in a significant loss of area. For every setting of the threshold
rule, we gain white space for people outside the region where the signal falls below the
threshold for 50% of the locations, 50% of the time (the F(50, 50) point). A secondary
at such a location will cause the primary receiver to see degradation in its SINR. Areas
around the primary where the SINR is still above the target SINR will be able to receive a
DTV signal but regions close to the noise limited radius will not. By varying the detection
threshold we can examine the tradeoff between person-channels gained for white space versus
those lost for broadcast. Figure 2.16(a) shows the average number of channels available for
broadcast television usage as the threshold is varied.
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Figure 2.14: Average number of white space channels per location as per the FCC geo-
location (above) and sensing (below) rules. The contrast between the two images visually
drives home the point that the FCC’s sensing rules are unable to capture vast swathes of
the available white space.
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Figure 2.15: Probability of getting at least a given number of channels using FCC style
geolocation and fixed threshold (-114dBm) rules for uniform and actual population densities.
(a) Adjacent channels are ignored. (b) Adjacent channels are considered
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The reasonable interpretation of the -114dBm rule is that it represents the fear of the FCC
— that the -114dBm rule is really a -94dBm rule (for instance) with a 10dB sensing margin
for deep fading events. In other words, for mobile secondary users, the FCC cannot trust
the placement and hence assumes that there will exist a secondary radio which nominally
receives a signal of -94dBm but ends up seeing a 10dB fading event when trying to sense it.
This is rational because the assumption is that there are many such mobile devices deployed
and any one of them could transmit and harm TV receivers. On the other hand, any
particular secondary user cannot assume deep fading events and hence under the -114dBm
rule is unable to access vast amounts of white space.

The average number of broadcast channels resulting from this viewpoint can be seen
in Figure 2.16(a) for sensing fading margins of 0dB, 10dB and 20dB. For a 0dB fading
margin, the average number of broadcast users remains relatively flat for a range of detection
thresholds (-120dBm to -100dBm). This is because the secondary interference from these
distant locations is still much lower than the DTV noise floor. Since the -114dBm rule
corresponds to large distances, the tradeoff point is much higher ( 500-1000 person-channels
gained to 1 lost - see Figure 2.16(b)) for a fading margin of 0dB. For sensing fading margins
of 10dB and 20dB, the tradeoff curves plummet considerably before they rise again. This is
because low population densities in rural areas result in few white space users being added.
However the broadcasters’ fear of deep fading events means that they expect a large number
of suburban broadcast users to lose service.

Figures 2.17(a) and (b) shows how ‘one size fits all’ style rules like the -114dBm style rule
do not yield consistent area loss across towers. Figures 2.17(a) and (b) show the histogram
and median/percentiles of the relative area lost as we change the threshold rule. The wide
spread in the 10" and 90*" rules show the problem with fixed threshold rules — they effect
different towers in a vastly different manner.

2.6 Discussion

2.6.1 Impact of wireless Microphones

Wireless microphones also need protection from secondary interference [12]. One way to
protect wireless microphones would be to identify all concert halls, indoor arenas and opera
houses in the United States and to exclude a region around them that is equivalent to a
-114dBm sensing rule. According to Wikipedia ( [46]), there are 177 major concert halls,
1030 indoor arenas and 46 Opera houses. Excluding these venues would exclude a total
of 1.4% of the total area of the United States (this assumes that all wireless microphones
occupy the same 6MHz channel).
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Figure 2.16: (a) Average number of channels available for white space/broadcast usage per
person as the detection sensitivity (in dBm) and the assumed sensing fading margin (in dB)
is changed. (b) The cumulative/incremental gain-loss tradeoff as the detection sensitivity (in
dBm) and sensing fading margin (in dB) is varied. These plots are for the actual population
density.
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Figure 2.17: Relative area lost for a range of sensing threshold rules
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2.6.2 Towards a framework to generate tradeoff plots

The tradeoff analysis in Sections 2.4 and 2.5 was performed with the actual locations and
heights of the transmitters, the actual population density (accurate to the granularity of a
zip code), the ITU propagation models ( [43]), and a geo-location (Section 2.4) or sensing
(2.5) detector. Models for the three constituents of this analysis (model of towers/population
density, propagation and detector performance) can be changed (simplified /complexified) to
get different tradeoff curve. For example we could change the detector type to that of a
energy detector with a finite number of samples. Instead of using using the location of all
towers and population density we could use a representative tower and have an exponentially
decaying model for the population density. Similarly, we could use a simple polynomial signal
decay model for path loss. Such a methodology is described further in Chapter 3.

2.7 Summary

In this chapter we discussed the notion of a spatial spectrum hole using the ‘pollution’ (stay
away from the primary to avoid its interference) and ‘protection’ (stay away from the primary
to avoid interference to it). We saw how the lack of knowledge of the receiver’s locations
leads us to a definition of a spatial spectrum hole based solely on distance. For the case of
Digital TVs as primaries, we quantify the amount of white space (name given to a spatial
spectrum hole by the FCC) that is actually available for secondary use. The FCC’s high
and low power databases gave details of all licensed TV (digital and analog) stations and
their latitude, longitude, effective radiated power (ERP) and transmitter heights above sea
level. The ITU-R recommendations on propagation (ITU-R P-1536-3) and the US Census
data of 2000 which lists the population density per zip code were used to get the white space
availability per location/person. We compared the amount of white space resulting from the
pollution and protection viewpoints. Engineering intuition suggests that the erosion margin
should be set such that white space resulting from the two viewpoints is matched.

Quantifying white space as the average number of white space channels per location, we
have shown that the main channels of relevance are the lower UHF channels (channels 14-51)
in which we could get ~ 15 channels per person. However this number drops significantly (to
~ 5) when adjacent channels also have to be protected. Furthermore, the amount of white
space is a function of the scale of the secondary. While we could get almost twenty-two
channels per person (even without the upper UHF bands) for a hypothetical ‘zero Watts’
secondary, the number of white space channels for a 1MW secondary is almost zero.

Fixed threshold rules (for example the -114dBm rule proposed by the FCC for ATSC
signals) need to be very conservative to protect the primary and hence result in almost
no channels per person (especially when adjacent channels are considered). Under these
observations, while geo-location may seem to be the way to go, sensing can be used to
complement geo-location to determine ‘off” channels.
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Lastly, we set forth a principled way to set the erosion margin. This principled approach
considers the person-channels gained for white space use versus those lost from broadcast
use. Based on the relative weighing of white space person-channels and broadcast person-
channels, regulators can set forth the appropriate protection margin to be sacrificed for
secondary use. Using the FCC’s report, we have “reverse engineered” the tolerable erosion
margin as around 1dB. This will allow the community to propose new sensing strategies to
follow the spirit of this margin while not being as conservative as the —114dBm rule.
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Metrics

In Chapter 2 we witnessed the poor performance of sensing with respect to geo-location
in recovering white space. This was the result of conservatism is setting the value of the
sensing threshold (or detection sensitivity). The traditional view of detection is focussed
on obtaining good detection sensitivity with a given number of samples; hence the large
literature on novel sensing algorithms. The problem with detection sensitivity is that it
does not take into account fading and is unable to predict the performance of algorithms in
recovering spatial spectrum holes.

In this chapter we shall introduce new metrics which capture the impact of fading and can
predict the performance of sensing with respect to geo-location. These metrics are required to
expedite research into algorithms that perform well with spatial spectrum holes — with these
metrics we have a mechanism to compare algorithms without having to perform extensive
Monte Carlo simulations as we did in Chapter 2. Chronologically though, the metrics grew
out of the need to showcase the performance gains of cooperative sensing to an IEEE 802.22
audience deeply set in the ‘detection sensitivity’ paradigm (I worked with Gerald Chouinard
on performance evaluation of cooperative sensing [47]). The only way to market cooperative
sensing was to examine its role in reducing false positives (or false alarms). What was missed
in that analysis was that for spatial spectrum holes (unlike temporal spectrum holes) false
positives do not result from noise triggering the detection threshold — false positive also
involve the primary signal at a lower level.

This chapter is organized as follows: First, in Section 3.1 the traditional binary hypoth-
esis testing story is recapitulated with the conceptually central role being played by the
traditional detection metric of sensitivity®. It is well known that the sensitivity of detectors
can be improved by increasing the sensing time and so the sample complexity gives us a
natural way to compare different spectrum sensors.

Next in Section 3.2 we look at how fading affects different detectors. This reveals that a
head-to-head comparison of the sensitivity of two detectors can be misleading. Instead, the

IThe sensitivity of a detector is the lowest SNR. for which a given target probability of error can be met.
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possibility of fading has to be incorporated into the “signal present” hypothesis itself. The
logical tradeoff is then between the effective probability of missed detection (it matters not
whether the miss is due to an unfortunate fade or a quirk in the noise realization) and the
sample complexity. Here, we show a surprising example. Whereas traditionally, the coherent
detection of a pilot tone is considered to have better asymptotic sample complexity than an
energy detector, this need not be true when fading is considered. The coherence bandwidth
matters. If the primary signal is sufficiently wideband, then the simple energy detector can
have better asymptotic sample-complexity behavior than a coherent pilot-tone detector!

The bigger conceptual challenge comes in trying to understand “false alarms.” The
traditional hypothesis-testing formulation would say that a false alarm consists of when the
detector says that we should not use the channel when the primary is truly absent. But this
is not the problem actually facing a cognitive radio. It wants to avoid saying that we are
close to the primary when we are indeed far enough away. The “signal absent” hypothesis
needs to be modified in some reasonable way.

At this point, a spatial perspective is essential and while the resulting formulation can
fit into the traditional binary hypothesis testing framework, it is useful to reconceptualize
the problem in terms of two new metrics, first introduced in [18]. These new metrics are
presented in Sections 3.3 and 3.4. The first metric, namely the Fear of Harmful interference
Fy, captures the safety to the primary users. This is largely the fading-aware probability of
missed detection introduced earlier, with some modifications to allow easier incorporation of
system-level uncertainty. The second metric, namely the Weighted Probability of Area Re-
covered (W PAR), captures the performance of spectrum sensing by appropriately weighting
the probability of false alarm (Pg4) across different spatial locations. These metrics give a
unifying framework in which to compare different spectrum-sensing algorithms. We show
how to obtain reasonable metric parameters (most crucially, something which can be inter-
preted as a spatial discount factor) from real-world data. The tradeoff between W PAR and
Fyr is thus the correct ROC' curve for spectrum sensing. However, the probabilistic uncer-
tainty underlying the hypotheses is non-ergodic and so the tradeoffs are interesting even if
we allow an infinite number of samples. The new metrics show that fading uncertainty forces
the W P AR performance of single-radio sensing algorithms to be very low for desirably small
values of Iy, even with infinite samples. The physical reason for such a poor performance
is that a single radio cannot distinguish whether it is close to the primary user and severely
shadowed, or if it is far away and not shadowed. The new metrics are able to predict the
FCC’s operating point (as determined in Chapter 2) fairly accurately. This chapter is based
on the paper [18] and overlaps partially with [19].
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3.1 Traditional Metrics

We first consider the traditional formulation of the spectrum sensing problem as a binary
hypothesis test.
Let x[n] denote the sampled version of a band-limited signal with power P in dBm and

let the additive noise be w(n) ~ N(0, 10%) where Ny is the Noise power in dBm. The two
hypotheses are:

Signal absent Hj : y[n] = wn| n=20,...,N—1
Signal present H; : y[n] =z[n]+wn] n=0,...,N -1 (3.1)

Based on the assumptions we make about the signal, we get different test statistics (7'(y).
The test statistic is compared with a threshold A to make a decision:

Hy

T(y) Z A,
Ho

The secondary would like to limit the probability that it will mis-detect the primary and
hence potentially cause harmful interference. The probability of causing harmful interference
is bounded from above by the probability of misdetecting the primary which is calculated
as:

Pyp =P(T(y) < A[Hi) (3.2)
where the probability is calculated over the distribution of noise and and the signal.
Similarly the secondary would like to maximize the probability of recovering a spectrum

opportunity when the primary is not on. This probability can be computed as (1 - Pry)
where Pr 4 is the probability that the detector false alarms with only noise present:

Pra=P(T(y) > A[Ho) (3:3)
The number of samples needed to achieve a target (Pyp, Pra) is a function of the SNR

(P — N(]) ie.
N =f(Pyp, Pra, SNR)

Stated differently, for a given N, Py;p, Pra the minimum SNR that can be detected is
called the Detection Sensitivity.

The actual function f(.) (and test statistic) depends of the assumptions made about the
signal z[n]. Two cases are of particular interest:
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N-1
e The signal has zero mean. In this case the test statistic (T'(y) = & > |y[n]|?) is the
=1

energy detector and the required number of samples to achieve the t;mrget Pyp, Pra

scales as O(1075 ) [23,48].
e The signal has a known mean (pilot/preamble sequence - s[0], ..., s[N — 1]): The test
N-1
statistic is T'(y) = = > s[n]y[n]. and the required number of samples to achieve the
n=0

—SNR

target Pyp, Pra scales as O(10~ 0 ) [23,48].

The performance of the detector for the two signal types is shown in Figure 3.1. The
figures suggests that for low SNR operations, the coherent detector is always preferred i.e.
a coherent detector is more sensitive than a energy detector.

3.2 Impact of fading

At this point we have to ask the question — At what level should we set the detector sensitivity?
We have seen that is easier to detect signals at high SNR (See Figure 3.1). As we move away
from the transmitter, the signal becomes weaker. As discussed in Chapter 2, while we are
within the no-talk radius of the tower we must say “do not use this channel”. If there was a
one-to-one mapping between distance and received signal strength we could easily determine
the required sensitivity. But there is shadowing and multipath — we need to protect the
primary users even under adverse fading and shadowing conditions. It is important to
maintain an appropriately low probability of mis-declaring that we are outside whenever
we are actually inside. We may hope to average over the multipath fading since it changes
every coherence time. However, the coherence time is itself uncertain since it depends on
physical motion. Furthermore, behavior of different detectors may be effected differently by
the details of the fading distribution.

In Figure 3.2 we incorporate the role of fading in the plot of Figure 3.1. We introduce the
fading distribution at r,, into H; (signal present). The threshold of each detector is set so that
the Pp4 is met. Notice that so far, fading has no effect on the “signal absent” hypothesis since

there is nothing to fade! The average Pyp is calculated as: [ Pyp(p) dF,, (p) where F, (p)

is the cumulative distribution function (CDF) of the received signal strength at the no-talk
radius. The performance of the radiometer depends on the amount of multipath averaging it
can count on (for example Digital TV occupies a band of 6MHz and the coherence bandwidth
is significantly smaller ( [49]) hence it can count on a frequency diversity gain [50]) (the
diversity order specifies the number of taps in the channel filter). With a diversity order
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Figure 3.1: The performance of the energy and coherent detectors are compared. For low
SNR operation the coherent detector is preferred.
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Figure 3.2: Number of samples versus the target value of the average P,;p while holding
Pra=0.1. We assume a DTV transmitter with a IMW transmit power and a r, of 156km.
The average received power is -96dBm with a noise power of —106 dBm. With a diversity
order of just 2 the energy detector performs better than the coherent detector. The model
assumes log-normal multipath and no shadowing.
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of two? or more the radiometer performs better than the coherent detector at all desired
Pyp. This example illustrates a major point — taking the fading distribution into account
is important since it impacts the choice of the detector to be used.

3.3 Towards New Metrics

Pyp averaged over fades better captures safety for the primary and reveals issues that the
sensitivity metric alone does not. We now turn our attention to rethinking Hy. Traditionally,
this has been viewed as the “signal absent” hypothesis and modeled as receiving noise alone.
However, that does not reflect what we actually care about for cognitive radio systems. We
only want to verify that the local primary user is absent: it is perfectly fine for there to be
some distant primary transmission if we are beyond that tower’s no-talk radius.

We’v seen in Chapter 2 that our threshold impacts how much area we can recover for
cognitive radio operation. To capture this very fundamental tradeoff in our mathematical
model we have to rely on asymmetry. The true position of the cognitive radio is unclear. For
‘H1, it was natural to take the worst-case position of being just within r, and then evaluate
Pyp averaging over fading. That is the most challenging point in terms of sensitivity.
Suppose we took the same approach to Hy. We would then evaluate Pr4 immediately
outside r,. After all, if we can recover this location then we can recover all the area greater
than r,. This approach is fatally flawed since the distribution of the signal strength just
within r, and outside of r, are essentially the same. No interesting tradeoff is possible. We
miss the fundamental fact that we must give up some area immediately outside of r,, to avoid
having a cognitive radio use the channel within r,,.

Simply averaging over r (distance from the primary transmitter) also poses a challenge.
The interval (r,,00) is infinite and hence there is no uniform distribution over it. This
mathematical challenge corresponds to the physical fact that if we take a single primary-
user model, the area outside r,, that can be potentially recovered is infinite. With an infinite
opportunity, it does not matter how much of it that we give up! We need to come up with
probability distribution over r or in other words, we need to weight/discount area outside
rn appropriately. Weighting area by “utility” is a possibility, but as discussed in [18], this
would tightly couple the evaluation of sensing with details of the business model and system
architecture. It is useful to find an approximate utility function that decouples the evaluation
of the sensing approach from all of these other concerns.

Two discounting approaches can be considered:

e We are using an overtly single-primary user model to capture the reality of having
many primary users reusing a particular frequency. As we move away from any specific

2Since there is also shadowing (common to all taps) in real life, the net diversity order can easily be a
fractional value and does not have to be larger than two.
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Figure 3.3: Voronoi regions of the transmission towers for TV channel 39.

tower, there is a chance that we may enter the no-talk zone for another primary tower
transmitting on the same frequency. As discussed in [18], this can be viewed as a
spatial analogy to “drug-dealer’s discounting” in which money in the future is worth
less than money in the present because it is uncertain whether the drug dealer will
survive into the future because of the arrival of the police or a rival gang [51].

Figure 3.3 shows the Voronoi regions® for the transmitters on channel 39. Figure 3.4(b)
illustrates the result. The X-axis is the distance from the tower while the Y-axis is the
natural logarithm of the percentage of the circle (of that radius) that is included in
the transmitter’s Voronoi region. Beyond 400km, the mean is dominated by rare large
values. The natural logarithm of the included fraction decays linearly with distance
i.e. the included fraction decays exponentially with distance. The decay rate is roughly
110 x 10™* per km.

e Presumably, we want cognitive radios to be useable by people. Since TV towers are
often located to serve areas of high population density, areas around the no-talk region
are more valuable than areas far away. This can be viewed as a spatial analogy to
“banker’s discounting” in which money in the future is worth less in present units.

Population densities can be modeled as decaying exponentially as one moves away from
the central business district [52]. To validate this, we calculated the distribution of the

31deally we would like to construct the received-signal-strength Voronoi region — a received signal strength
Voronoi around a transmitter would be all points where the F(50, 50) signal strength from that transmitter
is higher than from any other transmitter. Such a Voronoi region is hard to compute.
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Figure 3.4: (a) shows the decay of population density with distance from a Digital TV
transmitter. The average, 90" and 10*" percentile are plotted. The decay rate is around
8 x 10 *people/km? per km. (b) shows the fraction of a circle (of a given radius) that is
included in a tower’s Voronoi region. The average, 90 percentile and median are plotted

over towers). The decay rate is around 110 x 10 4 per km.
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population density at a given distance for all TV towers (taking into account both the
high power and low power DTV databases as discussed in Chapter 2). If Q! is the
number of people in a radius r around tower 7, the average population density at a
given distance r is given by:

Nr 5

2@? - @

= 4
27rd Np (3-4)

where N7t is the total number of transmitters.

The top graph in Figure 3.4(a) shows the average population at a given distance from
the tower. The decay rate is roughly 8 x 10~*people/km? per km. We see that this is
much smaller than the discounting induced by the frequency reuse.

Now we have a way of discounting the area recovered and presenting the cognitive radio’s
ability to recover area as a single number. In this thesis we will use the Voronoi approach
to provide the area discounting factor. This means that we can compare the performance of
geo-location and sensing in their ability to recover area but not people.

3.4 Spatial Metrics

The discussion so far has resulted in a new hypothesis testing problem. In both of the
hypotheses, the received signal y[n| = \/P(r)Hz[n n] but the two hypotheses potentially
differ in P(-) (the path-loss and transmlt power functlon) (the distance from the primary
user to the cognitive radio), H (fading), and w (the noise process).

Both hypotheses could agree on common models for P(-), H, and w, but there is guar-
anteed to be a difference in r.

Safe to use Hy : 7~ w(r)r
Unsafe Hy : r€[0,r,] (3.5)
where w(r) must satisfy f ) rdr=1and w(r) =0 if r < r,. Following the discussion

in the previous section, the numerlcal results in this paper have been computed using an
exponential weighting function, w(r) = kexp (—kr).

From the above, the asymmetry between the two hypotheses is clear. H is a well-defined
probability and so Pgry can be calculated for a detector. Meanwhile, H; has r as a non-
probabilistic uncertainty and so we would have to require something like sup,.c(y..; Pr. (T(Y) < y|H1) <
Pyp. The resulting mixed ROC curve for a detector reveals the fundamental tradeoffs.

57



Chapter 3. Metrics

However, such a formulation mixing worst-case and Bayesian uncertainties in different
ways across the two hypotheses is novel. Using the traditional names Pr4 and Py;p in this
context is likely to lead to confusion. Therefore, in [18] we gave them new more descriptive
names that better reflected their roles.

3.4.1 Safety: Controlling the Fear of Harmful Interference

The idea behind the safety metric to measure the worst-case safety that the cognitive radio
can assure the primary (the worst case is calculated over the fading distribution negotiated
between the cognitive radio and the primary — for example in Figure 3.2 the primary and
cognitive radio agree on a single distribution of fading).

To capture the strength of the safety guarantee under uncertainty we define a new metric
called the Fear of Harmful Interference. This is the same as the average Py;p but takes into
account all uncertainties in location and fading.

Definition 1 Fear of Harmful Interference (Fy;) metric is

Fyr= sup sup P (D =0|R=r). (3.6)

0<r<rp Fr€F,

where D = 0 is detector’s decision declaring that the cognitive radio is outside the no-talk
radius and F, is the set of possible distributions for P(r), H,W at a distance of r from the
primary transmitter. The outer supremum is needed to issue a uniform guarantee to all
protected primary receivers and also reflects the uncertainty in cognitive radio deployments.
The inner supremum reflects the non-probabilistic uncertainty in the distributions of the
path-loss, fading, noise, or anything else.

3.4.2 Performance

Next we consider a metric to deal with the cognitive radio’s performance — its ability to
identify spectrum opportunities. From a traditional perspective, this is basically a weighted
Pr,. Every point at a radial distance r > r, is a spectrum opportunity. For any detection
algorithm, there is a probability associated with identifying an opportunity there, called the
probability of finding the hole Pry(r):

Ppu(r) =Prp(D=0[R=71), 1>, (3.7)

where F| represents the propagation, fading, and noise models believed by the cognitive radio
designer. A worst-case perspective could also be used here if needed, but it is reasonable
to believe that the designer’s uncertainty about this could be placed into a Bayesian form.
They have no reason to lie to themselves.
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Parameter Value
Protected radius r, 135km
No-talk radius r, 150.3km

Weighting Function w(r) | k exp (—kr)

k =110 x 10~ /km
Transmit Power 1000kW

HAAT 500m

Table 3.1: Single tower parameters.
Definition 2 The Weighted Probability of Area Recovered (WPAR) metric is

WPAR — / " Pen(r)w(r) rdr, (3.9)

where w(r) is a weighting function that satisfies f::) w(r) rdr=1.

The name W PAR reminds users of the weighting of performance over spatial locations
that is fundamental to the cognitive radio context. 1 — W PAR is the appropriate analog of
Pr4 and measures the sensing overhead [31].

The final parameters for the single tower model (to be used for all subsequent calculations)
are shown in Figure 3.1

3.4.3 Quantile Models

To compute Fyy, we cannot always use the nominal model for shadowing and multipath as
it is important to model the fact that the primary user does not trust this model completely.
Instead, it is possible that the primary user trusts only a quantized version (or a coarse his-
togram) of the fading distribution. Mathematically, we model this as a class of distributions
(F,) that satisfy given quantile constraints.

Definition 3 A single quantile model F, is a set of distributions for the received signal power
defined by a single number 0 < 6 < 1 and a function of r denoted ~(r,3). A distribution
F. eF, iff

Pr(P < A(r, 8)) = 5. (3.9)

A k-quantile model is a set of distributions I, for the received signal power defined by a list
of numbers (81 < o < ... < Bk) and a corresponding list of functions (y1(r, B1), - -, Ye(r, Bk))-
A distribution F,. € F, iff Vi < k

Pr, (P <i(r, 8;)) = Bi. (3.10)
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For consistency, the quantiles are chosen so that the nominal Gaussian N (u(r),0?) is
always one of the possible distributions for P.

v(r,8) = Q7 (1 = B)o + u(r), (3.11)

where Q7!(+) is the inverse of the standard Gaussian tail probability function.

Figure 3.5 shows a picture of the distributions allowed under the quantile model (5 learned
quantiles) defined in this section. The set of allowed Cumulative Distribution Functions
(CDE’s) for P under our quantile model is precisely the set of all possible non-decreasing
curves sandwiched between the upper and lower bounds shown in Figure 3.5. The dashed
(black) curve in the figure shows that nominal Gaussian CDF for P, and the quantile con-
straints can be thought of as samples of the nominal CDF (the triangle points (in red) in
the figure).

3.4.4 Single radio performance

Consider a single radio running a radiometer to detect whether the frequency band is
used /unused. As the uncertainty in the fading can be non-ergodic, the Fy; vs WPAR
tradeoff for a single-radio detector is interesting even when the number of samples is infinity.

In the rest of the paper we assume that the detectors have infinite samples. The test-statistic
rYH2
for a radiometer with infinite samples is T(Y) := limy_.oc ~ Zg:_ol ly[n]|* = 1075 + o2,

where P(r)H? (in dBm) is the average received signal power at distance r. Therefore, the
perfect radiometer decides whether the band is used/unused according to the following rule

D=1

P(r)H?

T(Y)=10"1 4o,

A

DAV
o

D=1 ~

& P(r)H? 10log;o(A — 02) =: \. (3.12)

P AV

0

The curve in Figure 3.6 shows the Fy; vs WPAR tradeoff for a single user running a
radiometer. The W PAR performance at low Fpy; is bad even for the perfect radiometer.
This captures the physical intuition that guaranteeing strong protection to the primary user
forces the detector to budget for deep fading events. Unlike in traditional communication
problems where there is no harm if the fading is not bad, here there is substantial harm since
a spectrum opportunity is left unexploited.

3.4.5 Comparing metrics to empirical performance

To determine the quality of the newly defined metrics we can compare the performance
of sensing relative to geo-location as predicted by the metrics to calculated numbers from
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Quantile model for signal power distribution

[l ‘-——a--—-—v——-v-—

Cumulative Distribution Function

-
- | ! ! ! !

0
-125 -120 -115 -110 -105 -100 -95 -90

Received signal power, P (in dBm)

Figure 3.5: The quantile model for the received signal power (P) distribution. The dashed
(black) curve is the nominal Gaussian CDF for P, and the triangle points (in red) show the
quantile constraints on the CDF. The dashed-dotted (magenta) curve is the upper bound and
the solid (blue) curve is the lower bound on the allowable CDF for P. The actual CDF can
lie anywhere in between, and must pass through the 5 triangle points (quantile constraints).
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051 N
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Fear of Harmful Interference (FHI)

Figure 3.6: Fy; versus W PAR tradeoff of a single user running an energy detector with
infinite samples. The predicted performance of sensing for the FCC’s Fy; value of 1.6910~*
is .47 (the green dot in the plot). The same number computed based on actual data is 0.36
(the red dot on in plot). This discrepancy can be accounted for by not taking into account
power and height variations in our model.
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Chapter 2. We will use channel 39 as an example. For channel 39, geo-location recovers 64%
of the area while sensing recovers 23%. Hence sensing recovers 0.35 fraction of the area as
compared to geo-location. Figure 3.6 shows the performance of energy detector with infinite
samples. The empirical performance of sensing with respect to geo-location* is calculated
as 0.47 i.e. the metrics are optimistic in predicting sensing performance. This is because we
are neglecting variations in transmit power and HAAT among the Digital TV transmitters.

3.5 Summary

In this chapter, we showed that the triad — Probability of Missed Detection (Pyp), Proba-
bility of False Alarm (Pr4) and number of samples, do not provide the right insights into the
spectrum hole recovery process. The traditional metrics suggest that the coherent detector
is always preferred over the energy detector at low SNRs. However, simply taking into ac-
count fading changes the qualitative choice of the rule to be used. For spatial hole recovery,
the new metrics of Fear of Harmful Interference (Fp;) and Weighted Probability of Area
Recovered (W PAR) are proposed. Fp is the fading aware Probability of Missed Detection
with modifications to take into fading/radio behavior uncertainties. W PAR captures the
performance of spectrum sensing relative to geo-location. The parameters of these metrics
are derived from the FCC’s Digital TV databases.

4We can calculate the Fy; specified by the FCC by determining the gap between the median signal
strength at 7, and the sensing threshold (-114dBm).
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Cooperation

In Chapter 2 we saw how very sensitive detectors are unable to recover spectrum real estate
when compared to geo-location. To capture this gap we introduced the metrics of Fear
of Harmful Interference (Fp;) and Weighted Probability of Area Recovered (WPAR). In
Chapter 3, we also saw that frequency diversity helped a energy detector outperform a
coherent detector. In this section we are counting on diversity again (spatial diversity in this
case) to outperform a single radio detector — we look at cooperative sensing as a mechanism
to recover area while ensuring Fy; compliance.

Based on whether we are trying to recover a temporal hole or spatial hole, the motivation
for cooperating might be different. For a temporal hole we are using cooperative sensing to
gather as much energy in the signal as possible (either through combining or by looking for
the secondary with the maximum signal strength) and thus creating a large gap between
means for the signal present and the signal absent hypotheses. For recovering spatial holes
the problem is different. For a spatial hole there is a mapping between the nominal signal
strength at a given distance from the transmitter and the distance itself. By using multiple
radios we are hoping to converge to this nominal signal level. This difference between the
usage of cooperative sensing for temporal and spatial holes has major implications on the
choice of the optimal cooperative rule and is examined in depth in this chapter.

The organization of this chapter is as follows: In Section 4.1 we will review existing coop-
erative sensing literature by identifying the major themes of cooperative sensing research. In
Section 4.2 we present cooperation techniques for recovering temporal spectrum holes. This
section reveals that the performance of cooperation strategies suffers due to the presence of
radios that are excessively faded/shadowed. Furthermore, analyzing cooperation with our
Digital TV measurements shows that robustness of a strategy is vital for good real-world
performance. Echoing Section 4.2, Section 4.3 presents cooperation techniques for recover-
ing spatial spectrum holes. The median rules performs as well as the averaging rule and is
shown to be robust to misbehaving/misconfigured users and uncertain fading models (in the
form of quantile models). Alas, all cooperation strategies are non-robust to loss in spatial
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diversity. This chapter is based on the papers [18,20,21] and [22].

4.1 Related work

Cooperative sensing has been a very active area of research in cognitive radios as well as for
sensor networks [53,54]. Several groups have proposed cooperation among cognitive radios as
a tool to improve performance [20,55-61]. Given the numerous papers in this field we list the
major research themes in Table 4.1 and representative references. Gains from cooperation
can either be viewed as diversity gains where multiple radios reduce the collective probabil-
ity of getting a bad fade [20,60] or as a mechanism to reduce sensing overhead [55,56,61].
Dealing with uncertainty (in the form of correlated data measurements and/or malfunction-
ing /malicious radios) forms a major component of this research. In addition, design of opti-
mal cooperative sensing schemes under various constraints (communication/synchronization
constraints for example) is also an active area of research.

4.2 Cooperation for temporal holes

4.2.1 Cooperation strategies

We consider a group of M cognitive radios at a distance r from the primary transmitter.
The received signal at the M radios is given by P;,---, Py;. The radios runs a detection
algorithm that outputs a binary decision D about the state of the primary band: 1-used/0-
unused. Let the hypothesis Hy denote the situation that the primary is absent and hypothesis
‘H; denote the situation that the primary is present. The probability of harmful interference
Pr.(D = 0[H;) at a distance r is the probability that a secondary user is unable to detect
the primary! at a distance r. Similarly, the probability of recovering a potential white
space location (probability of finding a hole) is Pg,(D = 1|Hy). Here F, is the probability
distribution of the combined multipath and shadowing-induced fading at a distance r from
the primary transmitter.

In this section we will consider distributions where F, takes on a single tuple only i.e.
F.(Py,---,Py) = (p1, - ,pm) with probability 1. This enables us to focus on certain cases
of interest that highlight the differences between the different rules.

We assume that each of the M radios collects N samples each. The goal is to distinguish
between the following hypothesis:

'Here we are ignoring the case that r is so large that we could be outside the no-talk radius of the
transmitter.
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Research Theme Main idea/goals References
Cooperation as diversity Cooperation can be seen as providing diversity gains 20,60]
by reducing sensitivity requirements for individual radios.
Cooperation as gains Cooperation reduces sensing time [55,56,61]
in degrees of freedom or lowers false alarms for the same level of detection.
Impact of/Dealing with correlation | Determine the impact of channel correlation on 20,59, 62]
cooperation gains as well as mechanisms of
dealing with correlation uncertainty.
Impact of/Dealing with Determine the impact of incorrect sensing responses [20,63-65]
malicious/lying users and mechanisms for weeding out misbehaving users.
Cooperation and Communication Determine the impact of communications/synchronization | [55,56,66-68]

constraints on cooperation performance.

Fusion rules

Investigate various soft /hard combining rules.

21,58,61,60-71]

Utilizing sparsity/
multiband information

Utilize multiple frequency bands for cooperative gains.

24, 72]

Table 4.1: Description of various research thrusts in the area of cooperative spectrum sensing.

uoryerodooy)  1o3dey))



Chapter 4. Cooperation

Ho : ym[n] = Wy [0 n=0,---,N—1, m=1,---M
Hi:Ymn| = xpn] +wnn] n=0,--- N—1, m=1,---M

We assume that all wy,[n] are independent and identically distributed as N(0,072 ) and
No,, = 10 logy,(c2 ). Slmllarly we assume that all z,,[n] are independent and distributed
as N (0,02 ) and P = 10 log,(02 ). Furthermore we assume that two radios are not
synchronized and hence x,,[n| is independent of x,.[n'] for all 0 < n,n’ < N — 1 and
1 <m,m’ < M i.e. the time at which the two radios start sensing is not closely co-ordinated.

LLRT optimal rule — Averaging with discounting

First we derive the optimal rule using the Neaman-Pearson hypothesis testing model. The
likelihood ratio is given by:

M-1N-1 9
1T e o (ol
_ _ 27I' +0'2 ) 2(Jsm +me ) Hi
m=1 n=0 ém
2 A

LU —ym(n]2 Ho
ml_zll nl;[() \ 2770'2 p ( 203}m )

Taking log on both sides and renaming constants gives:

H
- 2O-Sm 5 iym[n]2 21 )\/
m=1 O-wm(o-sm _'_ wm) n=0 N HO

M 0_2 1N—1
T(y) = sm =Ny 2 41
(¥) 2 +U§)m>N;y [n] (4.1)
N—-1

Define, SNR,, =
wm n=0
for large N [23,48]. Hence,

Sm

M
T(y|Hy) ~ (Z SNR,,, — Z SNR@)
m:l
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N-1
Similarly under Ho, Y. +ym[n]? is distributed as N (02, 201) for large N. Hence,

n=0

M M
SNR, 2 SNR
T -~ _ oWV 2 N oV m o
(y[Ho) ~ N <m:1 SNR, +1 N mzzl(l T SNE. )

M M M
_ SNR _ 2 SNR, _ _
If we define, py = SNRLT, 00 = \/ﬁ > (SNRmIil-l)2’ p = >, SNR,,, 01 =
m=1

m=1

z SNR?

we can calculate the probability of missed detection (and hence causing

m

harmful interference) Py; = Py p and the probability of finding a temporal spectrum hole
Pry =1— Ppa,

I -
Pry =~ 1—@()\ MO) and PHIzl—Q()\ Ml) (4.2)
00 01
If we take the case of where the noise (07, ), is the same for all m, (4.1) becomes:
M N—1
__SNR,,

i.e the energy from each radio is combined using a dlscountlng factor. The discounting
factor is a function of the SNR of radio m. Energy of secondaries that see a high SNR is
used as is (since ; fSN]ﬁ%‘m ~ 1 for large SNR,,) while the energy of low SNR secondaries is
discounted by the SNR. (sincej fgﬁgm ~ SNR,, for SNR,, < 1). Similar discounting is
proposed in [62]. This averaging with discounting rule is the sensing equivalent of the Max-
imum Ratio Combining (MRC) rule used for MIMO channels (in MRC the channel estimate
h* is assumed to be known and used as the weighting factor [50]) while in averaging with
discounting rule the SNRs are assumed to be known and a function of the SNR is used for

weighting.).

Optimal Rule with SNR estimates — Simple averaging rule

The problem in implementing the optimal rule is in knowing the actual SNRs at each radio.
The solution to this problem is to insert the ML estimate of the SNR into (4.3) — the GLRT
test statistic. To do this we proceed as follows; we first calculate the empirical received
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A N-1
power as: @, = % > ym[n]?. Inserting this into (4.3) gives:

n=0

A

M
(Qm_ im)
:ZT:

m=1

The resulting rule is a simple averaging rule. It combines the energy across radios irre-
spective of their operational SNRs.

A

Under Hy, Q is distributed as N/ (Ufm + 02, %(afm + 03,)2) for large N. Using the distri-
A

bution of @,,, 1 < m < M, the distribution of T'(

M 9 M
T(y|H) ~ N(ZSN NZ (14+ SNR,,) )

m=1

T(y|Ho) ~ N(O,%)

As with the LLRT optimal rule, the resulting Py; and Pry can be calculated.

y) can be derived under the two hypothesis:

OR detection rule

In the OR rule, we declare the primary to be present if any of the radios declares the
primary to be present. If Py; = Pyp,,1 <m < M and Ppy,, =1—Ppa,,1 <m < M are
the probability of harmful interference and probability finding a spectrum hole for radio m
respectively, then the system probability of detection and false alarm (assuming independence
across the radios) are given by:

M
Py =[] Pur.

M
Pry =[] Pra.

It is easy to show that the best performance of the OR rule is obtained when all the
radios have the same probability of false alarm. This is the same phenomenon seen in [73]
where the best performance is obtained when the radios estimate their own noise and set
their own thresholds.
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Max detection rule

Another form of the OR rule is the max rule. Each radio computes its test statistic 7'(ym)
and the overall test statistic is the max of the individual test statistic i.e.

T(y) = max T(ym) — o,

1<m<M W

Subtracting the noise power is useful when the two radios has different noise figures.

Median detection rule

Taking the median of the test statistics computed by each radio is another way of combining
measurements from various radios. Each radio computes its own test statistic 7(ym). Let
T(yay), -, T(yar) represents the order statistics of T'(y1),---,T(ym) i-e. T(yx-1)) rep-
resents the £ smallest member of T(yy),- -+ ,T(ym). The median rule can be implemented
as:

T(y) =9\ T+,
2

M even

4.2.2 Performance of temporal cooperation strategies

In this section we will highlight the difference between the various rules for 2 radios under
the two cases:

1. Equal SNRs — the two radios have equal SNRs, i.e. [P—Ny, P,—Ny| = [-10dB, —10dB].

2. Unequal SNRs — the two radios have unequal SNRs, ie. [P — Ny, Po — No| =
[~10dB, —15dB).

Figure 4.1 shows the performance of the different rules for the two cases. The LLRT
Optimal/ Averaging with discounting rule performs the best in both scenarios since it weighs
the energy estimate with the actual signal strength. When the SNRs are equal, the rule serves
to increase the number of samples by a factor of M. This can be seen by eliminating X\’ from
(4.2). In doing so we get,

Q (1 — Pry) — %SNR

Pur=1-0Q SNR+1
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Comparing to the equation for a single radio [23] we see that the number effective of
samples has increased by a factor of M.

The simple averaging rule performs the best when both radios see the same SNR. Averag-
ing collects as much energy as the LLRT optimal rule and hence has the same performance.
When the SNRs are unequal, the simple averaging rule does not distinguish between the
high and low SNR user and ends up collecting noise from the low SNR radio. In fact, the
rule’s performance is worse than that of a single radio at the higher SNR. The performance
of the median rule is the same as the simple averaging rule.

As stated earlier, the best performing OR rule has the same performance as the max
rule. When the SNRs at the two radios is very different, both rules perform worse than
a single radio at the higher SNR. The OR/Max rule thrive on diversity and count on the
performance of the best user. Hence their performance is comparable to the performance of
the simple averaging rule when unequal SNRs are involved.

One point is important to understand: Cooperation is adversely affected by the presence
of radios in deeply faded/shadowed environments. Eliminating the results of these radios
from the cooperation process would boost performance. This issue is revisited in Chapter 5
where we use cooperation among multiband radios to weed out badly faded /shadowed radios.

4.2.3 Temporal strategies in the real world

We build a mobile, wideband testbed to capture DTV signals in the 500-700MHz bands. The
methodology to collect the data and details of the experimental apparatus can be found in
Appendix B. These experiments were performed at multiple locations around Berkeley, CA.
Table 4.5 lists these locations and their shadowing characteristics. These locations provide a
rich set of spectral environments - indoors, indoors near windows, outdoor with line-of-sight
and outdoors with shadowing obstacles of different sizes.

A total of 12 channels were reliably detected by the setup. Table 4.3 lists these channels
and their transmission attributes. Note that these channels have different transmit powers
and are located at two different towers ((10 from from Sutro tower and 2 from Mt. San
Bruno). Figure 4.2 shows a snap shot of the channels taken on Dr. Sahai’s deck. The 12
channels are clearly visible. Also visible are the pilot signals located on the left edge of
each 6MHz band. The dynamic range (40dB) of the testbed does not allow us to measure
extremely low power signals. This dynamic range issue is apparent in Table 4.4 which
compares the channels captured by the testbed with the predicted number of signals that
can be detected/excluded.

If we assume that these 12 are the only primaries that we need to protect then we can
treat all other signals as noise/interference and aim to reuse those bands. This sets up nice
hypothesis testing problem in the real world in which we can evaluate the performance of
cooperative sensing.

We assume that each measurement location represents a cognitive radio making mea-
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Figure 4.1: Cooperation between two radios using various rules with (a) the two radios at the
same SNR (-10dB) and (b) the radios are at different SNRs (-10dB, -15dB). The averaging
with discounting rule performs the best in both cases.
best when the two radios are at the same SNRs but does distinguish between the high and
low SNR radio and ends up collecting noise from the low SNR radio. Performance of the
OR/Max rule is comparable to the performance of the simple averaging rule when unequal

SNRs are involved.
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Location Name

Shadowing environment

Typical gain

Time of Measurement

Number of
measurement points

BWRC Lab Room with no windows 40dB Afternoon (10am-2pm) | 296
and Night (2am-6pm)

BWRC Classroom | Room on 2nd floor 20dB 6pm-10pm 70
with windows

BWRC Basement | First floor room 40dB Tpm-11pm 72
with no windows

Dr. Sahai’s Deck | Line-of-sight to Sutro in the West | 0dB 3pm-8pm 67

Milvia and 1 or 2 story houses 20dB 9pm-lam 188

California streets | on either side

Oxford Street Large buildings blocking Sutro 20dB 2am-4am 81

Table 4.2: Experimental locations and their attributes
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Station Name | Channel | Transmitter Location | Transmit Power (kW) | Predicted Receive | HAAT (m)
Power (dBm)

KOFY 19 Sutro 383 -27dBm 418
KTSF 27 San Bruno 403 -33dBm 500
KPIX 29 Sutro 1000 -23dBm 506
KQED 30 Sutro 709 -25dBm 509
KMTP 33 Sutro 50 -27dBm 491
KFSF 34 Sutro 150 -33dBm 419
KRON 38 Sutro 712 -24dBm 446
KCNS 39 Sutro 1000 -25dBm 428
KKPX 41 San Bruno 418 -27dBm 1000
KCSM 43 Sutro 576 -29dBm 428
KTVU 44 Sutro 811 -29dBm 433
KBCW 45 Sutro 400 -30dBm 446

Table 4.3: Experimental locations and their attributes
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Figure 4.2: Power Spectral Density of a measurement performed at Dr. Sahai’s house. The
12 channels from Mt Sutro and Mt San Bruno are clearly visible. Also visible are the pilot
signals located on the left edge of each 6MHz band.

Channels
Detected by the testbed 19, 27, 29, 30, 33, 34, 38, 39, 41, 43-45
Detectable channels 19, 21, 23, 25-30, 32-36, 38-41, 43-51
Channels to be excluded by the 19, 21, 23, 25-30, 32-36, 38-41, 43-51
FCC’s geo-location co-channel rules
Channels to be excluded by the 19-36, 38-51

FCC’s geo-location co-channel
and adjacent channel rules
Channels that will be excluded by the | 19-36, 38-51
-114dBm co-channel sensing rules
Channels that will be excluded by the | 19-36, 38-51
-114dBm co-channel

and adjacent channel sensing rules

Table 4.4: Comparison of the testbed results with the results using the ITU propagation
curves and the FCC DTV database for channels between 500-700MHz.
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Location Name Shadowing environment

BWRC Lab Room with no windows

BWRC Classroom Room on 2nd floor with windows
BWRC Basement First floor room with no windows
Dr. Sahai’s Deck View of Sutro in the West

Milvia and California streets | 1 to 2 story houses on either side
Oxford Street Large buildings blocking Sutro

Table 4.5: Experimental locations and their attributes

surements in all 33 bands. These radios form a ‘Berkeley’ network of radios which will
perform cooperative sensing to make a decision for each of the 33 bands. Each radio chooses
a random set of M — 1 neighbors to exchange their measurements with. The measurements
are combined using the rules mentioned earlier. Since we do not know the true SNRs at
each radio, we cannot use the Averaging with discounting rule. However we will apply the
Averaging, max and Median rules.

Figure 4.3 shows the performance of different rules for the case of M = 5 cooperating
radios. Py at a given threshold, is defined as the fraction of ‘on’ channels times measurement
locations that are mis-detected. Similarly, Pry at a given threshold, is defined as the fraction
of ‘off” channels times measurement locations that are detected as being ‘off’. While the
performance advantage of the averaging rule over the max rule is expected from the previous
section, the outstanding performance of the median rule is a surprise. From statistics, we
know that the median is a robust statistic since it is not effected by outliers. It is this
property of the median that is helping in this case. For the ‘off” channels we see noise as well
as interference (signals in the lab, spurious emission, low strength TV signals) in the band.
The interference signals acts as outliers with respect to the noise distribution and hence are
well handled by the median rule.

4.3 Cooperation for spatial holes

For spatial holes, cooperation is looked upon as a tool to increase the Weighted Probability
of Area Recovered (WPAR). As in Section 4.2 we assume that a group of M cognitive
radios are listening to the primary signal on a given frequency band. As for temporal holes,
the radios runs a detection algorithm that outputs a binary decision D about the state of
the primary band: 1-used/0-unused. For simplicity, we assume that each radio gets a perfect
estimate? of the received primary power P; (in dB) i = 1,--- , M. We make this assumption

2Shadowing and fading results in a certain received primary power at the cognitive radio. We can converge
to this power estimate by running a radiometer for very long sensing times, i.e., N — oo. This assume a
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Figure 4.3: Cooperation between hypothetical radios operating at each measurement point
in Berkeley, CA. Each radio is assumed to choose a set of 4 neighbors among the berkeley
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Chapter 4. Cooperation

to isolate the gains due to cooperation from those due to a longer effective sampling time.

Each of the received signal strengths is written as P, = p; — (10logyq 7%, + Sm + M),
where p, is the transmit power of the primary signal, r,, is the distance from the m** radio to
the TV tower, and S,,, and M,, are respectively the losses due to shadow and multipath fading
at the m'h radio. All cooperating radios are assumed to be located at approximately the
same distance from the TV tower, i.e., r,, = r for all m = 1,2,--- | M. This models the case
when the scale of cooperation is much smaller than the scale of the primary transmissions.?
This assumption also guarantees that all the cooperating radios are trying to identify the
same spectrum hole in space.

To start with, shadowing and multipath are modeled to be independent across the differ-
ent radios. It is safe to assume that the {M,,} are independent? of each other since multipath
is independent at distances on the order of a few wavelengths [50]. By contrast, shadowing
is independent only on a much larger spatial scale [74]. Even though independence might
not be an accurate modeling assumption, we first analyze cooperative gains under this best-
case assumption. Section 4.4.2 computes the loss in performance if the shadowing is not
independent.

4.3.1 Maximum-likelihood detector: soft-decision combining

Our goal is to find the optimal estimate of the distance r, given the vector of received power
observations (Py, Py, -+, Py). When the model is completely known, the optimal detector
is the ML detector. We assume a nominal Gaussian model for both the shadowing and
multipath distribution, i.e., B, ~ N (u(r), 0?), where u(r) is E[p; — (10logyo % + Sy + M,y,)]
(in our plots the parameter « is chosen to make the propagation behave quantitatively similar
to the ITU’s F(50, 90) curves for Fy; and the F(50, 50) curves for Ppy [43]). Under this
model, the mean of the received power is dependent on its distance from the TV tower and
the standard deviation is independent of the distance from the tower. Using this model, it
is easy to see that the ML detector is equivalent to

A (4.4)

[y

m=

This detector computes the average received signal power on a dB scale (This is an
example of a soft-decision combining rule since the radios have to send their received power

slow fading situation.

3In reality, the radial footprint of the cooperating radios has to be dealt with as a minor increase in the
no-talk radius r,,. However, we assume that the footprint of cooperation is much smaller than the margin
(rn — 7p) and thus ignore this small effect.

4This is not true strictly speaking. In general, M,,’s are conditionally independent given the shadowing
environment since the shadowing environment can determine if there is or is not a strong line-of-sight path.
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values to a central combiner rather than just send 1-bit decisions) and compares it to a
threshold A. The frequency band is declared free if the mean signal power is less than A.

Assuming that P, ~ N (u(r),0?), we have - Z%:l P, ~ N(u(r), ”—]\/2[) Therefore if we
assume that the primary user also trusts the nominal model,

M
1
R o

(@) 1
= P (M me < )\|Tactual = Tn)

m=1

~ 1-0 <7A — 5(%)) . (4.5)

VM

where (a) is because the expression is maximized when 7euqr = -
The detector threshold A must be chosen such that Fy; < Fji7®. Hence (4.5) gives

Q7 (L= F) + ) (4.6)

For this choice of A, the probability of finding a hole is

\ =

M
1
PFH(T) = P(MZBS)\|Tactual:T>u >y

m=1

- 1-0 (A%“(T)) . (4.7)

VM
The WPAR can be computed by substituting (4.7) into (3.8) i.e.

WPAR = / Pegw(r)(r) rdr

= /OO <1 - Q (A—T,u(r)>> w(r) rdr (4.8)
o Vil
where A is given in (4.6).

Figure 4.4 shows the performance of the maximum likelihood detector for several values of
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the number of cooperating radios M. It is clear that the performance significantly improves
even with a few cooperating radios (M=5). If M — oo, all the area is eventually recovered.

It is interesting to compare the spatial ML rule to the LLRT optimal temporal rule — the
Averaging with discounting rule as discussed in Section 4.2.1. In the spatial domain, there
is a mapping from the mean of the signal (u(r)) and the actual distance r. The spatial ML
rule aims to converge to that mean to predict its distance from the tower (r) with accuracy.
In the temporal domain, the LLRT optimal rule assigns a low weighting to radios with low
SNRs thereby ensuring that the gap between the mean of the test statistic for the case of
primary present and primary absent is as large as possible.

4.3.2 OR-rule detector: hard decision combining

The spatial OR rule is the same as the temporal OR rule (as discussed in Section 4.2.1).
Each radio compares its received power to a threshold. It tentatively declares the band free
to use if its received power is below the threshold. Then, each radio sends its tentative 1-bit
sensing decision to the central combiner (there are other ways to fuse decision based on the
radio topology [75]). The global decision is to use the band only if all the sensors declare
the band to be free.

The safety /performance of the OR rule is easy to compute. Assume that each radio uses
a detector threshold A,q4i0 . (detection threshold for a single radio assuming a total of M
cooperating radios). Then, the fear of harmful interference for each radio is given by

FHI,radio = P (Pm < Aradio,M‘ractual = Tn)
)\T’a 20 - n
_ 1—Q( dio,M M(T)).
g

The fear of harmful interference for the single radio with infinite samples can be computed
by knowing a single quantile of the distribution (namely F,, (Avagionr), where F,. is the
distribution of the fading at r,,). The system of cognitive radios causes harmful interference
only if every radio individually fails to detect the primary user, and so by independence:

M
FHI,system - (FHI,radio)

In order to meet the target Fy, each radio must choose a Ayqqio 1 satisfying

g

)\raio - n arge e
 (Pratitt ML) g [
1

= )\radio,M = UQ_I <1 - [Fl?;get] M> + ,U*(Tn) (49)
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Figure 4.4: Performance of the ML detector in (4.4) with complete knowledge of the fad-
ing/shadowing distribution.
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As M — oo, it is immediately clear that for any given target Fy, the term [Fltj”;get} LN
1 and so the threshold (and thus target quantile) approaches the case of extremely favorable
fading.

For such a choice of Arq4i0,ar, the probability of finding a hole at a radial distance of r is
given by

PFH,radio('r) = P (Pm < )\radio,M|Tactual = T)
)\radio M — ,u(r)
- 11— : .
0 ( ‘
The system finds a hole only if all the radios find a hole.
PFH,system(r) - (PFH,T’adio)M
)\radio M — ,U/(T> M
- |l1-9 = . (4.10)

Substituting (4.10) in (3.8), we get the WPAR for the OR rule.

4.3.3 The Median Rule

We now present the spatial counterpart of the temporal Median Rule. Let Fy,---, P
represent the order statistics of the received powers P, ---, Py i.e Py is the k" smallest
member of Pj,---, Pyy.

Prea(r) = PPy

5 M even

In this section, however, we will take a slightly different approach to the median rule and
implement it as a hard decision rule. Being able to implement a rule as a hard decision rule
has two advantages:

e [ts allows the radio to perform a simple threshold comparison and ship a single decision
bit to the controller.

e Curtailing each radio output to a single bit restricts the error causing potential of a
radio and allows us to bound the performance of the system if a fraction of the radio
are misbehaving (see Section 4.4.3.

In general, lets consider the ([¢M])™ percentile rule (remember, that the median is
implemented with ¢ = 0.5). Since (M may not be an integer, we use the [-] function. For
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even M, this does not give the correct value of the median but the difference diminishes as
M — oo.

We compare this quantity to a threshold and compute Fy; and Prgy except in this case
will write the threshold as F!(p,, ) where F,, (.) is the CDF of the distribution of the received
signal power at 7,. The Fear of Harmful Interference (Fpy ) and Probability of Finding a
Hole at distance r (Ppy (1)) are given by:

Fure = Pr (Pyany < 7 (pr)

iw: <AZ4) (r)" (1 =y, )7 (4.11)

i=[CM]

r:rn)

S

where (a) is because, for Prcpn to be less than F,'(p,, ) at least [(M] of the Py, -, Py
have to be less than F_'(1 — p,,).

and,

Prug(r) = Pr (Pran) < F (pe)lr =m)
= X (]‘nf)<pr>m<1—pr>f”‘” *12)

m=[CM)
where (b) is due to the following facts:

e Our model of shadowing+fading is such that the distribution of fading+shadowing
at different distances from the tower form a location-scale family i.e. the distribu-
tion of fading+shadowing at two distances d; and dy (Fy,(.) and Fy,(.)) are related as:

Fy, (téﬁ”) = Fy, (m;&(jf)) where p(.) and o(.) are the mean and standard deviation

of fading+shadowing and serve as the location and scale parameters, respectively. Fur-
thermore, we have assumed that o(d;) = o(ds) i.e. the variance in fading+shadowing
does not change with distance®. Hence we get the following equality:

Fay (2 = pldh)) = Fa, (x — p(da)) (4.13)

e Equation (4.13) allows us to calculate p, as:

5In reality, shadowing should increase with distance since there are larger chances of the signal going
through obstacles. However, there is no good model for this increase in shadowing with distance.

83



Chapter 4. Cooperation

pr = Fy (F (pr,) + pl(ra) — (7)) (4.14)

We can cast the above problem into a hard detection problem in the following manner:
Define,

M
1
- M Z 1{Pm>FT711(pr-n)} (415)
m=1

i.e. we compute the fraction of radios that trigger the detection threshold.
Then the corresponding Fyy, (Frrpa) is given by:

Furna = Pr, (T(P) <1=Q)fr=rn)

[(1-¢) M1
(@) M m m
= ( ) 1 _pr pyM

m
(1 C)M1
— \M-m o
M

(© M m'  m/
= > (m/) (1 —p)M=m pr (4.16)

g
I
~
S

where (a) is because Z Lip,>F-1(p,,) forms a Binomial distribution with parameters
=1

M1 — p,, and hence the probablhty that it is less than [1 — (M| is given by the standard
Binomial expansion formula. (b) is because (%) = ( Mj‘fm) and (c) is formed by making the
substitution m’ = M — m.

In reality (4.16) is only true for (M being an integer. However, only when (M is an
integer are changes in probability values expected hence the detection algorithm is only
expected to select such values of (.

Similarly the probability of finding a hole is calculated as:

Prrni(r) = Pr(TP)<1-|r)

= > (Maeprey (417

m=[(M]

Comparing, (4.11) with (4.16 and, (4.12) with (4.17) we see that:
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Purna = Prrc

Prune = Pruog

i.e. there is a one-to-one mapping between the percentile test statistic and corresponding
counting rule. We will utilize this correspondence for the rest of this chapter.

Figure 4.5 compares the performance of the median rule (implemented as using (4.15)
with ¢ = 0.5) to the performance of the OR and averaging rule. The median rule has the
best area recovery performance amongst all hard-decision rules.

4.3.4 Evaluating the relative performance of hard decision rules

In Figure 4.5, we saw that the median rule outperforms the OR rule. Is this always the case?
In this section we seek the answer to this question. We look at the the two user case for ease
of understanding. With two users, only two hard decision rules are possible — the OR rule
(the system declares the band unusable if any of the radios declares the band unusable) and
the AND rule (the system declares the band usable if any of the radios declares the band
usable). We setup these rules to meet the target Fear of Harmful Interference (Fy;). We
will concentrate on the case of infinite samples and ignore all uncertainties in calculating
Fyr. Furthermore, we assume that the distribution of fading+shadowing is a location-scale
family as expressed in (4.13).

Let Aorradio and AAND radic De the thresholds for individual radios for OR and AND
combining rules respectively. These thresholds have to be set to meet the target Fy; (Fr?").

For the OR rule,

o target

,PFT- (Pl S )\OR,radioa P2 S )\OR,radio|r - Tn) S FH]
2 target
Frn (AOR,radio) S FH[ .

)‘OR,radio < Frzl (\/ F]t{m‘get) . (418)

Similarly for the AND rule,

Pr, (Pt > AAND radios P2 = ANAND radiol” =T0) > 1 — F]?;get-
(]- - FT’7L()\AND,T’adiO))2 2 1— F]?}ngd
MNDradio < F. ! (1 —4/1— F;;‘}”get) . (4.19)
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Figure 4.5: Performance of infinite-sample cooperation using different fusion rules. The ML
Rule performs the best while the OR rule performs the worst. The Median rule (majority-
vote) has the best performance among the hard-decision rules.
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Next we will calculate the probability that a radio finds a hole using the Ao rqaio threshold
(PFH,OR,radio(r) ):

PFH,ORWadiO(T) = PFT (Pm < )\OR,T’adio) (420)

a

= Frn ()‘OR,radio — Uy + ,urn) (421)

—
=

where (a) follows from applying (4.13) to (4.20).
Similarly for the AND rule,

Pry ANDradio(T) = Pr, (P < AAND radio)
= Frn ()\AND,radio — Uy + ,U/rn) (422>

And finally, the system level probabilities of finding a hole for the two rules are given by:

PFH,OR(T) = PFH,OR,radio(T)2

Praanp(r) = 1— (1= PeyaAnD.radio(T))?

The relationship between the above quantities is shown in Figure 4.6. For the OR rule to
perform better than the AND rule (i.e. Pryor(r) > Pruanp(r)), the following relationship
must hold between PFH,OR,radio(T) and PFH,AND,radio(T)-

Pry AND radio(T) < 1 — \/1 — Pru.oRradio(T)? (4.23)
(4.24)

For example, if Pry og radio(r) 18 0.7 then Pry anp radio(r) must be less than 0.286 (a
difference of 0.414) for the OR rule to outperform the AND rule. If however, F77% = 0.01,

the difference in values between 1/ Fy7?" and 1 — /1 — Fy7%" is just 0.005. Hence if the
OR rule has to outperform the AND rule for Fy;, = 0.01, the slope of the function £, (.)
has to increase significantly when moving from Aogadio t0 Aorradio — (1) + p(r,). This
case is illustrated in Figure 4.6 where the normal distribution is used for F, . An Fp7%
of 0.01, for the OR rule, translates into a radio level Fg; of 0.1. The same for the AND
rule translates into a radio level Fg; of 0.005. These values are marked on the y-axis
in Figure 4.6. These radio level Fpy; requirements translates into threshold requirements
AOR.radio A AAND radio @8 per (4.18) and (4.19), respectively. At some distance r > 1,
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we wish to determine Prpy orradio(T) and Prg anpradio(r). Since the fading+shadowing
distribution forms a location-scale family, we can evaluate the two quantities by using the
distribution at 7, as expressed in (4.21) and (4.22). This is shown in the figure by moving the
threshold by p(r,) — p(r) on the x-axis. This shift translates into a large difference between
Pru.0oR radio a0d Pri AND radio due to the large slope of F,,, at that point which enables the
OR rule to outperform the AND rule. This suggests that the slope of the function F,, has
a lot to do with the relative performance of various rules.

Figure 4.7 plots Pry or(T) — Pru.anp(r) against FEIITW and r for two cases of F. . In the
first case [, is N'(u(ry,), 02) and in the second case, F,, is U[u(r,) — /30, u(r,) —v/3a]. The
mean and variance of the distribution in two cases is the same. The large slope of the normal
distribution is key for the OR achieving a better performance for the normal distribution.
The opposite is true for the uniform distribution where the single slope at all values helps
the AND rule.

Since the slope of F,. is the density function at r,, is there a requirement on the density
function to predict which rule will perform best? For this we need to move to the percentile
rules has discussed in Section 4.3.3 i.e. we compute the [(M]™ percentile and use it for
detection. Let ﬁm\/ﬂ represent the estimate of the [(M]" percentile. According to [76], the
mean and variance of this estimate is given by:

R U YA LeAls)
N T )

Var([Pran) = (- C)_
(M +2) (F, (F74¢))

Examining (4.26) we see that the variance of the estimate is proportional to ({(1 — ())
which is maximized at ( = .5 which suggests that the extreme percentiles should exhibit the
fastest convergence. However, the term F) (F,-'(¢)) in the denominator is a function of the

% for various distributions. For
(Fra/(F71(€)))
the exponential distribution the Oth percentile converges fastest, for the uniform it is the
extremal percentiles, for the normal its the median and for the Rayleigh (in dB units) its

the 80" percentile.

s + O(1/M?) (4.25)

s+ O(1/M?) (4.26)

distribution. Figure 4.8 plots the value of the

4.4 Cooperation with Uncertainty

For a single radio uncertainty in noise+interference is of concern since it imposes a lower limit
on the SNR of the primary signal that can be reliably detected [19]. Similarly, for multiple
radios uncertainties can limit the achievable WPAR since the target Fy; needs to be met
under all uncertainties. Three types of uncertainties are discussed in this section: incomplete
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90



Chapter 4. Cooperation

10°

10° |

=
o
(i

8

=
(=]
=)
T

=
o
N
T

Variance of quantile estimator ——— (p(1-p)/ ID)

Uniform Distribution
o Normal Distribution ]
Exponential Distribution
— Rayleigh in dB —
10° | | | | | | | | |
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Quantile

Figure 4.8: The variance of the quantile estimators for various quantiles for different distribu-
tions — normal, uniform and exponential. For the exponential distribution the Oth percentile
converges fastest, for the uniform it is the extremal quantiles, for the normal its the mean
and for the Rayleigh (in dB) its the 80™ percentile.

91



Chapter 4. Cooperation

fading model, loss of spatial diversity and misbehaving/unreliable/malicious radios.

4.4.1 Performance of cooperation under quantile models

The improvements with cooperation illustrated in Figure 4.4 assume complete consensus
regarding the fading distribution. In reality it is likely that the primary user of the channel
does not trust the nominal Gaussian models for shadowing and fading distributions. The
cost of addressing this distrust of primary users is a reduced performance for the same value
of safety.

Under the independent fading assumption, it is illustrative to use the quantile models
discussed in Section 3.4.3 for each received power P,,,. We start with a single quantile that can
be optimized. Let the class of marginal distributions satisfying the Sth quantile constraint
be denoted by [F,. For simplicity, consider the two cooperating radios case, i.e., M = 2.

Performance of the ML detector under quantile models

The maximum-likelihood estimate detector under uncertain fading distributions (even for a
single-quantile uncertainty model) does not even make sense. Hence, we do not attempt to
solve for the best possible detector under modeling uncertainties. Instead, we continue to
work with the averaging detector given in (4.4). As discussed in Section 4.3.1, this detector
is the ML detector under perfectly modeled Gaussian fading.

For this detector, we can show that for a given choice of quantile 3, the best choice of A
that minimizes Fy; is A = y(ry,, 3), where y(r,, 3) is the fth quantile threshold in (3.11).
For this choice of A, the fear of harmful interference is given by

P+ P

Fyr = sup sup PFT ( < )\|Tactual = T)
0<r<rn F-€F,

= 1—(1-p)>~% (4.27)

The expression for Flg; in (4.27) can easily be derived graphically from Figure 4.9. In
this figure, the Py, P, plane is divided into four quadrants as marked by the dashed-dotted
lines (red). The single quantile constraint on the marginal distributions can be written as
probability mass constraints within each quadrant. The averaging detector in (4.4) for a
fixed A\ can be drawn as a straight line dividing the P, P, plane into two half planes (the
solid (blue) line in Figure 4.9). If the received power (P, P,) falls in the shaded region, the
band is declared ‘free to use’, otherwise the band is declared ‘used’. Hence, the probability
of harmful interference is the supremum of the probability mass in the shaded region, where
the supremum is taken over all distributions F' € Fg. Similarly, the probability of finding a
hole is the probability mass in the unshaded region, under the nominal distribution.

If A < py,, where py, = y(rpn, 5) (the detector line is on the left of the black dot in the
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Figure 4.9: The averaging detector for two user cooperation under the single-quantile fading
model. The solid (black) box in the perimeter represents the Py, P, plane, the solid (blue)
line represents the 2-user ML detector in (4.4), and the dashed (red) lines represent the
quantiles describing the distribution of P; and P,. The shaded area represents the region
of the received power pairs (P;, P,) for which the detector declares the band unused and
the unshaded area represents the region where the detector declares the band as used. The
threshold py, in the figure is used to denote (7, 3).
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figure), then Fy; is the sum of probabilities in quadrants /7, 11, and IV. This is because
one can always choose a distribution that satisfies the quantile constraints and puts all the
probability mass in quadrants 11, I1], and IV within the shaded region. Thus, in this case
Fyr = 1—(1— )% On the other hand if A > py,, then Fy; = 1. Therefore, the optimal
choice of \ for a given quantile § that minimizes Fly; and maximizes WPAR is X\ = y(ry, ).

Assuming that the Sth quantile for the marginal distribution is the same as that of the
nominal Gaussian N (u(ry),c?), we have y(r, 3) = u(r) + cQ71(1 — 3). To evaluate the
WPAR, the nominal fading distribution can be assumed so we have:

P+ P
2

PFH(T) = P < < )\‘Tactual = T>

o (u(rn) +0Q7(1-5) - u(r)) | (428)

The WPAR can be computed by substituting Prg(r) from (4.28) into (3.8).

Figure 4.10 plots the performance of the averaging detector under the single-quantile
model for the fading distribution. The dashed curve (blue) is the performance of the averag-
ing detector when the fading distribution is completely known. The solid curve (black) is the
performance of the averaging detector under minimal knowledge of the fading distribution,
i.e., with knowledge of a single quantile. From the figure it is clear that the 2-user averaging
detector is highly non-robust to uncertainties in the fading distribution. This shows that
blindly using the form of the ML detector (averaging) assuming complete knowledge can be
disastrous under modeling uncertainties.

The performance of the averaging detector improves if we assume multiple quantile knowl-
edge for shadowing and fading distributions. The performance is shown in Figure 4.11 and it
is clear that the performance of the averaging detector improves as we learn more quantiles
about the fading distribution. However, the first few quantiles learned give more perfor-
mance improvement than the later ones — with performance approaching that of a fully
trusted nominal model as the number of trusted quantiles increase.

Figure 4.12 shows the performance of the averaging detector under the single-quantile
model for M > 2, with Fy; = 1072, The black curve is the averaging detector with single-
quantile knowledge, the light blue curve is the ‘OR-rule’ and the purple curve is the median
rule and the dark blue curve is the averaging detector with complete trust in the nominal
distributional (in this case the averaging detector is the ML detector). Note that whereas
the performances of the OR rule, median and the averaging detector under complete distri-
butional knowledge improve with increasing M, the averaging detector with single-quantile
knowledge does worse as the number of cooperating radios M increases! This is because the
number of quantiles contributing towards Fp; increases exponentially with the number of
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Figure 4.10: Averaging detector for two user cooperation: performance under complete
knowledge of the fading/shadowing distribution versus performance under the single-quantile
uncertainty model for fading/shadowing distribution.
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Figure 4.11: Performance of the averaging detector under varying quantile knowledge for the
shadowing and fading distributions. The quantiles were chosen to minimize Fy; for a given

WPAR value.

96



Chapter 4. Cooperation

users.® This shows the non-robustness of blindly using the form of the ML detector even
under uncertainties.

Performance of the OR rule under quantile models

As compared to the averaging rule, the OR rule is much more robust to uncertainties in the
fading distribution. By substituting (4.9) into (4.10) we see that under the single-quantile
model of uncertainty and nominal Gaussian fading, the WPAR tends to 1 for the OR rule
as the number of cooperating users increases. Figure 4.10 compares the performance of the
OR-rule detector with the averaging detector with complete knowledge, and the averaging
detector with single-quantile knowledge for the case of two cooperating radios (M = 2) while
Figure 4.12 compares the same for the case of M > 2.

Gains by using the OR rule are accomplished by taking the single quantile to correspond
to ever more favorable fading realizations. This is problematic since it involves achieving
a consensus regarding the rare best fading events — this is as implausible as achieving
a consensus regarding the rare worst fading events. In addition, there is a very natural
deployment scenario — outdoors on a rooftop — in which the best fading events cannot
be too good. This is a little counterintuitive, but remember that multipath fading can
result in both destructive and constructive interference. Indoors or in an urban canyon, the
best-case fading corresponds to lucky constructive interference. Outdoors, with a dominant
line-of-sight path, such constructive interference cannot occur.

Strangely enough, when cooperation is involved, it is this possibility of a clean line-of-
sight path that requires the uncertainty model F,. to impose a bound on how lucky the fading
can be. This effectively caps A,qqi0 to the fade that corresponds to a single line-of-sight path.
Once the number of cooperating users has reached a point that they can support the desired
Fy; using that particular quantile, there is no further benefit to increasing the number of
users if the OR rule is used. In fact, the performance will drop if cooperating users are
blindly added as there is an increased chance of a single user (who happens to be in a rich
multipath environment) getting a very lucky constructive fade and thereby deciding that
they are within the no-talk radius. The kinked-light-blue curve in Figure 4.12 illustrates
what happens if the uncertain fading model includes the possibility for a line-of-sight path
at the 10%-best quantile.

6To understand why the averaging detector is so vulnerable to uncertainties of this form, remember that
the empirical average is very sensitive to outliers. A single very negative number can dominate the entire
average. Quantile models can be thought of as histograms. As such, they do not impose any restriction on
how negative the rare bad fading can be since the outermost bin of a histogram includes everything from
—oo on up. Consequently, the averaging detector cannot afford even a single user experiencing a fade from
that lowermost bin.
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Figure 4.12: Performance of detectors as a function of the number of cooperating users M

for a fixed target Fr; = 1072,
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Performance of the Median rule under quantile models

Like the OR rule, the median rule is robust to uncertainties in the fading distribution. From
(4.15) it is obvious that knowledge of a single quantile p,, is needed for all quantile based
rules. Figure 4.12 compares the performance of the Median detector with the averaging and
OR rules for M > 2.

For a fixed, Fyy, as M — oo the required quantile p,, needed for the Median rule tends
to 0.5. This means that median rule is unaffected by the loss of constructive multipath that
plagues the OR rule at large M.

4.4.2 Performance of cooperation under loss of independence

We have shown that safety/performance can improve significantly if radios cooperatively
sense for the primary user as compared to sensing individually. This assumed that the
channels from the primary transmitter to the individual secondary radios are independent.
However, the primary user might not trust this assumption since all the cognitive radios may
be behind the same obstacle and hence see correlated shadowing. This situation is seen in
our Digital TV measurements where the variation among measurements made in the BWRC
lab is small as compared to the measurements on Oxford street (See Figure 4.13). All the
hypothetical radios in the BWRC lab are within the same walls. This can provide diversity
against multipath but not shadowing.

Loss of diversity implies that the detector needs to set its thresholds conservatively,
leading to a loss in WPAR performance. If this uncertainty is not taken into account (the
secondaries assume that the correlation is low when it is actually high) the impact is on the
safety of the primaries. The threshold is set high assuming independence but all radios see
similar SNRs and hence none trigger the threshold. For any k-out-of-M rule this leads to
possible interference to the primary.

The issue of correlated-shadowing was also discussed in [62], where the authors examine
the performance of their proposed linear-quadratic detector with correlation uncertainty. The
proposed detector is shown to have better probability of detection than a simple counting
rule for correlation values greater than 0.4.

As before, let (Py, Ps,- -+, Py) be the received powers at the M secondary users. To
isolate the effect of dependent shadowing, we assume that the marginal distributions for P;
are completely known, but there is some uncertainty in the correlation across users. For
ease of analysis, we assume that (P, Py, -+, Py) is a jointly Gaussian random vector with
marginals given by P; ~ N (u(r), 02), where r is the common radial distance from the primary
transmitter. Further, the M x M covariance matrix C' has entries C(i, j) given by

2 . . .
cli)={ % 77

o ifi=j
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Figure 4.13: Variation among measurements of channel 19 at the BWRC lab is small (5dB)
while the variation for the same channel among Oxford street measurements is large (20dB).
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where the correlation coefficient p is uncertain within known bounds, i.e., p € [0, pmaz|, With
0 < pmaz < 1.

Under this uncertain correlation model it is easy to show that the averaging detector
in (4.4) is the ML detector no matter what the value of p is. Further, it is straightforward
to show that to meet a low Fy; constraint, the averaging detector must design its A for the
worst case correlation, p = ppq.. For this choice of p we have ﬁ Zf\il P, ~ N (u(r), ﬁ[l +
(M —1)pmaz]o?). Therefore,

A — pu(rn)

Fgr=1-9Q
VELH = Dpnar)o?

From the above equation we can choose a A such that the target Fly; requirement is met.
Given this A we compute the WPAR performance assuming the nominal model, which
corresponds to complete independence, p =0, i.e., - Zf\il Py~ N(p(r), 5502).

Figure 4.14 shows the performance of the averaging detector designed for different values
of pmaz. It is clear that as the amount of uncertainty in the correlation increases, the
performance of the averaging detector decreases. The OR and median rule see similar loss in
performance. Even a small amount of correlation results in a significant drop in performance.
As the number of users increases, this particular model of correlation is even more harmful.
This can be seen by giving a simple interpretation to this correlation — fading for any user
is the sum of a common random fading and a fade local to this user. It is clear that no
amount of cooperation can overcome the non-spatially-ergodic common fade. Without a
way to combat the fear of such non-spatially-ergodic shadowing uncertainty, there is no way

to safely recover the full spectrum hole.

4.4.3 Performance of cooperation with unreliable radios
For cooperative sensing, trust issues arise naturally given the usage model:

e Sensing a frequency band, consumes energy and time which may have been better used
for transmission. Hence users have a incentive to either not sense at all or to sense for
a shorter duration then stipulated.

e For an individual user, there may be a valid reason to report detection results in a
certain way. They can be pro-primary (i.e. they always assert the presence of the
primary) and hence deny others the opportunity to take advantage of the available
bandwidth or be pro-secondary (i.e. they always assert the absence of the primary) in
which case they always they aim to use the channel at any cost.

e Radios may fail in unpredictable ways or be simply malicious. For such users, we need
to budget for worse case performance.
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Figure 4.14: Performance of the averaging detector with varying amount of correlation un-
certainty, pmae. These plots correspond to the case of ten cooperating users, i.e., M = 10.
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e Our fading models are not accurate. While quantile models provide a way to budget
for this, there are still uncertainties that we do not have a model for. Uncertain user
behavior provides a mechanism to budget for those issues.

We assume that of the M radios cooperating, a fraction (y € [0,1]) may be unreliable.
The performance of any rule will depend on whether these yM radios are pro-primary radios
(and hence declare the band ‘used’) or pro-secondary (and hence declare the band ‘unused’).
For soft combining rules there is no mechanism to bound the performance of the system
with such radios (thought we may rely on outlier detection algorithms to remove results
from unreliable radios, the performance of such algorithms cannot be modeled explicitly).

For hard decision rules we can explicitly model the performance of the rules under dif-
ferent behaviors of the unreliable radios. In this section, performance of any k£ = [(M] out
of M rule will be calculated.

To calculate Fear of Harmful Interference we have to assume worse case uncertainty. In
the case of unreliable radios, the worse case uncertainty is when the unreliable radios behave
as pro-secondary radios i.e. they always declare the band free. For the system to erro-
neously declare the band free (a harmful interference event), fewer than & of the remaining
| M (1 — )| radios must declare the band used. Hence the corresponding Fp; is given by:

- S < LM(li— 7)) ) o <>\ —5(rn)>" <1 o <>\ _5(%))) =l

1=0

where ) is the detection threshold used by the individual radio.

For calculating Probability of Finding a Hole, we consider three cases depending on the
behavior of the unreliable radios: Reliable behavior, pro-secondary behavior, pro-primary
behavior.

If the unreliable radios behave reliably, we have M reliable radios and hence the Proba-
bility of Finding a Hole at distance r, Pry(r) is given by:

=5 (1) o) (o)

1=

If the unreliable radios behave as pro-secondary radios then they declare the band as
unused. For the system overall to declare the band unused, the number of reliable users
declaring the band used must be less than k — [(M] i.e.

Ppy(r) = sz ( LM(li_ 7)) ) 0 (A—Tu(r)> (1 o <A_TM(T)>) [M(1=)]—i

=0
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If the unreliable radios behave as pro-primary radios then they declare the band as used.
If £ < [M~], then the system will always declare the band used and the corresponding
WPAR is 0. If & > [M~] + 1, then the number of reliable users declaring the band used
must be less than k& — [M~]| for the system to recover a hole. Hence the Probability of
Finding a Hole for pro-primary unreliable radios is given by:

k—[¢M]-1 _ i M(1—~)]—i
PR () — { > ( LM(li 7)) ) o (22t <1_Q<A_TM)>L 0D T 41
0 otherwise

Figure 4.15 shows the performance of various rules k-out-of-M rules with 10% of ra-
dios being unreliable. The median (k = [&]), (k = 27) and the OR rule are displayed.
The three curves for each rule are the pro-primary WPAR (W PARPP), the pro-secondary
WPAR (WPARP®) and the WPAR with the users behaving reliably. The median rule has
the least performance gap between the different curves while the OR rule has the maximum
gap. In fact the performance of the OR rule is reduced to zero when the radios behave
pro-primary.

4.5 Summary

In this chapter, we presented cooperative sensing for recovering time and space domain
spectrum holes. For time domain holes, the Averaging with discounting detector performs
the best but requires knowledge of the true SNRs at all radios. All other cooperation rules
suffer from the presence of radios in adverse conditions. The median rule performs well
with Digital TV data captured in Berkeley, CA since it is robust to outliers. The median
rule is also the rule of choice for recovering spatial holes. It works well for fading fading
distributions where the convergence of the median is fastest among other percentile rules.
Furthermore it is robust to uncertainties in the fading distribution and to the presence of
unreliable /malicious radios.
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Figure 4.15: Performance of various k-out-of-N rules with 10% of radios being unreliable.
The median (k = [4]), (k = 2yM) and the OR rule are displayed. The three curves for each
rule are the pro-primary WPAR (W PARPP), the pro-secondary WPAR (W PARP®) and the
W PAR with the users behaving reliably. The median rule has the least performance gap
between the different curves while the OR rule has the maximum.
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Assisted Detection

As seen in Chapter 2, the metric of detection-sensitivity, while being useful for algorithm
design is not indicative of a system’s ability to recover spectrum holes in space. In-fact
a sensing based approach recovers nine times less people than an approach based on geo-
location. The main reason for this loss is that detection sensitivity is not the correct metric
by which to evaluate white space recovery algorithms. Cooperative sensing provides a way to
improve on the performance of a single radio but cooperation’s Achilles heel is badly located
radios seeing correlated fading. Hence there is a need to move to sensing strategies that are
aware of their actual environments, can adopt a threshold dynamically and overcome the
problem of spatially correlated shadowing. In this chapter we propose multiband sensing as
a sensing strategy which can calibrate to the spectral environment. This strategy relies on
a small number of relatively well establish environmental factors that are well modeled and
can be relied upon:

e Shadowing is highly correlated across frequencies. Shadowing results from the absorp-
tion of radio waves through material. The absorption properties of most materials does
not change significantly across close-by frequencies.

e A single tower may host transmitters for multiple channels. For example, Sutro tower
in San Francisco broadcasts 11 Digital TV stations [77].

e Multipath spread is correlated to the shadowing environment.

This chapter is based on the papers [24] and [25]. The main contributions that emerge
in this chapter are as follows:

e We show gains from multiband sensing using a very simple model of a primary co-
located with an anchor transmitter (the anchor transmitter is always ‘on’). Gains can
be had when the primary is ‘off” since we could adjust the detection threshold for
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the primary based on the received power from the anchor. Next we show that the
gains persist when the anchor is replaced by multiple primaries, not all of which are
off. Multiband sensing provides noise calibration gains, cooperative gains and channel
calibration gains in different forms and environments. These connections are explored
and expounded upon. Gains from multiband sensing were first shown theoretically
in [24] for a simple model.

e We backup theoretical analysis using data from the FCC database and experimental
data captured in Berkeley, CA. This data is used to provide evidence to support the
environmental facts on which multiband sensing is based. The measurements were
performed using a wideband receiver under various spectral environments — indoors,
outdoor non-line-of-sight (NLOS) and outdoor line-of-sight (LOS).

The chapter is organized as follows: In Section 5.1 we will review related work in the
areas of multiband sensing and assisted detection. Following this, in Section 5.2 we start
by presenting a simple version of multiband sensing for a single tower with two transmitters
one of which is always on (called the anchor node). For this simple model we show the gains
realizable from utilizing shadowing correlation. These gains are recoverable with multiple
transmitters on the same tower even though all of them may not be on. We show how multi-
band sensing provides noise calibration and cooperative gains for recovering temporal holes.
Finally in Section 5.3 we analyze the FCC database of transmitters and actual measurement
data captured in Berkeley, CA to expose interesting facets of the DTV spectral environment.
The hardware setup and procedure used to collect data is discussed in Appendix B. Real
world data is used to support the conjecture that shadowing across frequencies is highly
correlated and multipath spread is a function of the shadowing environment and can be used
to provide further gains in detection. Furthermore, multipath spread measured in a small
frequency band is a very good predictor of the multipath spread in the overall band.

5.1 Related work

Simultaneously detecting primary users over multiple bands has been explored by many re-
searchers for a variety of reasons. A wideband detector is capable of capturing multiple bands
simultaneously and hence reduces sensing time dramatically. However, such a wideband de-
tector also needs a very large dynamic range to deal with a range of primary powers. In [7§]
the authors discuss techniques to actively cancel high power primary/secondary transmis-
sions in order to decode weak primary signals. In [79], the authors propose to use multiple
bands to perform joint detection of the noise and the signal.

Wideband operation also enables the secondary to optimize throughput through power
allocation [80]. Since wideband operation by a secondary requires dealing with multiple
primaries, joint detection of multiple primaries is performed. Joint detection of multiple

107



Chapter 5. Assisted Detection

primaries is also used in [81] to perform fast sensing. The assumption is made that most
bands are unused so a False Discovery Rate based technique can be used to separate the ‘on’
and ‘off” primaries using few samples.

Later in this chapter we propose a detector that uses the fact that signals undergo
multipath distortion while noise does not. [82] utilize a similar insight and propose the Co-
variance based detector.

The general idea of calibrated /assisted detection is used in Assisted GPS operation where
a assistance server helps a GPS lock on to satellites.

5.2 Single Tower Multiband Sensing

In this section we set up the multiband sensing problem for a single tower with multiple
identical transmitters.

5.2.1 Problem Setup

The problem setup is similar to the setup described in Section 4.2.1. A cognitive radio is at
a distance r from a primary transmitter. The cognitive radio is unaware of its location and
the tower’s location. The cognitive radio wishes to reuse a frequency band whose transmit-
ter is hosted on the tower. The secondary user runs a detection algorithm that outputs a
binary decision D about the state of the primary band: 1-used/0-unused. Similarly let the
hypothesis H, denote the situation that the primary is absent and hypothesis H; denote the
situation that the primary is present. The probability of harmful interference Pr, (D = 0|H;)
at a distance r is the probability that a secondary user is unable to detect the primary
at a distance! r. Similarly, the probability of recovering a potential white space location
(probability of finding a hole) is Pr.(D = 0['Hy). Here F, is the probability distribution of
the combined multipath and shadowing-induced fading at a distance r from the primary
transmitter.

Formally, we define the Probability of Harmful Interference (Py(r)) at a distance r as:
Definition 4
PH[(T) :PFT(D :O‘Hl) (51)
Similarly, we define the Probability of Finding A Hole (Prp(r)) as:

Definition 5
PFH(T’) = ,PFT.(D = 0|H0) (52)

'Here we are ignoring the case that r is so large that we could be outside the no-talk radius of the
transmitter. This aspect is discussed in Chapter 3.

108



Chapter 5. Assisted Detection

Since Prg is used to measure average utility of the secondary system we may have faith in a
single model for multipath and shadowing. Hence the absence of any worst case evaluations.

In the remainder of this paper we will simplify the notation to Py; = Pg.(D = 0|H;)
and Prpy = Pr.(D = 0|'Hy) by dropping all references to r unless required.

5.2.2 Propagation Model

The received primary signal strength P (in dBm) at a distance r can be modeled as

P=p,—((r)+ S+ M), (5.3)

where p, is the power of the transmitted signal (in dBm), [(r) is the loss in power due
to attenuation at a distance r from the primary transmitter, S is the loss due to shadowing
and M is the loss due to multipath fading. Unless specifically mentioned, we assume that
all powers are measured in dB scale. We assume that [(r) = 10log;,(r), and « is the true
attenuation exponent.

For convenience, S and M are assumed to be independent of r and to follow a nominal
model: that is Gaussian (S ~ N (us,0%)) on a dB scale and (M ~ N (uar, 03;)).

This implies that P ~ N(u(r),c% + 03,), where u(r) = p; — (I(r) + ps + par). For the
plots in this paper, g = py = 0 dB and the standard deviation 0% + o3, = 5.5 dB were
chosen to match standard assumptions in the IEEE 802.22 literature [83].

5.2.3 Single Band Detection

For single band detection, the detection problem was described in 3.1. We revisit the problem
here to illustrate the impact of noise uncertainty:

Ho : y[n] = w(n] n=1,...,N
= n n=1,...,N

=<
=
=
|
8
=
+
=

where w[n] ~ N (0, 10%%") and N, is the noise power in dBm. Similarly we assume that
the received signal z[n] ~ A(0,10%)

To incorporate uncertainties in noise and interference we consider N, to be in a set
[No — A, Ny + AJ. This is a simplified version of the model proposed in [23].

The optimal detector for the problem specified above is an energy detector i.e.

NZ| P 2 9 (54)

For this detector, we can calculate Py; and Prppy as follows:
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Py = Nwe[Nf)IiaA%No—i-A],P[T(y) < A|H4] (5.5)

Similarly, we can calculate Prpy as:
Pryg = i T A )
L A]P[ () < AlHo] (5.6)

To see the impact of noise uncertainty, let us first consider the case of infinite samples.
In this situation the test statistic converges to the mean:

UnderH; : T(y)= 1070 + 101
UnderH, : T(y) = 101Y—8”

The corresponding Py; and Ppy are given by:

max P[0T + 1070 < A]
NME[N()—AJV()-FA]

P Ng-A
2 P06 +10" 10 < A

= P[P < 10 log;y(A — 10%)]
== P[P < )\a]

PHI

—
S
=

where (a) is because Ny — A maximizes Py; and A\, = 10 log;q(A — 10N01—5A). Since
P ~ N (u(r),o% + o3;) we can calculate A\, = u(r) + Q11 — Pyy) \/0% + 03,

and,

Pry = max P[0T < ]
NwE[No—AJV()-i-A]
= PO < A
(7‘)+Q71(17P Yo/ 02 +02 _
— PLO™E" <107 o 107

For Pry > 0 we need
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No+A Nog—A o Pyt +od+u(r)
1070 — 10" 1 < 10 10

No+a Ng—A
10 logo(107 0~ — 107 ) — pu(r) 1
— < Q (1 - Puy)
V05t oy
1078 — plr),

T2
Vost+oy

10 logy,(10

1—Q( < Pyr

i.e. for Pry > 0, Pyy must be greater than the probability that the signal falls below the
detection sensitivity defined as: 10 log,, 101\]013A — 10N015A>. This Py versus Pry curve is

plotted for A = 1dB in Figure 5.1 as the blue line.

Similarly we can calculate, Py; and Pppy for the case of finite samples as by computing
the probabilities of missed detection and false alarms at a given received power (See [7]
for details) and then taking the expectation over the distribution of shadowing+fading at a
distance r:

A— (101 + 10 %0~
PHI - EFT 1-Q ( P NoA)
_ V2(10% +10%%%) )
A— (1010 + 1050~
Pru = EFT 1-Q ( P N+A)
I \/%(10ﬁ+10 o))

The tradeoff between Py; and Pppy for 100 samples is plotted in Figure 5.1 as the green
curve. We can get a better tradeoff by time sharing between the points (Pgy, Pry) = (0,0)
and (Pyy, Pry) = (0.1736,0.8) as shown by the purple curve.

5.2.4 Multiband detection

In this section we will define the working of the Multiband detector and evaluate its perfor-
mance under noise uncertainty:.

Defining the multiband detector

We assume that we are trying to detect a primary that is either on or off. Co-located with
the primary are other primary transmitters that are always on. These primary users are
called ‘anchors’ — they are always on and their positions with respect to the primary user is
also fixed.
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Figure 5.1: Performance of singleband sensing for infinite and 100 samples. For infinite
samples, singleband sensing is unable to recover any spectrum hole for Py; < 0.118. This
figure also shows the performance of multiband sensing for finite samples.
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Furthermore, assume that the received signal from the primary and the anchor nodes
can be expressed in the form equivalent to the Equation (5.3):

Pp = p—(L+Sp+ Mp)
Py = p— (L+Ss+ My)

where p; (the transmit power) is the same for the anchor and the primary, L is the
path loss which is also the same for both (assuming they are co-located). Sp and Sy is
the shadowing seen by the primary and the anchor signals respectively. We assume that
the shadowing is completely correlated across the bands (i.e. Sy = Sp) and the multipath
is completely independent. As before Sp, S4, Mp, M4 are assumed to be independent of
r and to follow a nominal model: that is Gaussian (S, ~ N (us,0%)) on a dB scale and
(M, ~ N (uar, 03;)). p is the resulting correlation between the random variables (Sp + Mp)
and (S A+ M A)-

To keep things concrete we work with energy detection, i.e., the cognitive radio can
measure the energy in both the primary and the anchor band. The question is whether
having access to an anchor improves the performance of a single user energy detector. The
Multiband detector works as follows:

e Run an energy detector for both the primary and anchor bands.

e Let the energy detection thresholds for the primary bands be Ap and let the corre-
sponding threshold for the anchor bands be A 4.

e Compute the empirical estimate of the energy in each band. Let T'(ya) denote this test-
statistic for the anchor, and T'(yp) be the corresponding test-statistic for the primary
band. Now compare these test-statistics to the corresponding thresholds.

e Let Dp = 1 denote the decision when the energy estimate in the primary band exceeds
Ap, and Dp = 0 otherwise. Similarly, declare D4 for the anchor band.

e Given the individual decisions in each band, make a global decision of whether the
primary is present or absent. This decision is made as shown in Table 5.1. Here D =1
denotes the global decision that the primary band is used and D = 0 denotes the global
decision that the primary band is empty.

The case when neither the primary nor the anchor is detected D4 = Dp = 0 is particu-

larly interesting. In this case, we are unsure of our shadowing environment and so declare
the primary present just to be safe.
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Anchor band decision | Dgy=1|Ds=1|D4=0|D4=0
Primary band decision | Dp =1 | Dp=0 | Dp=1| Dp =0
Global Decision D=1 D=0 )| D=1 | D=1

Table 5.1: Multiband energy detection algorithm

For the multiband detector the performance are given by

Pur = P(T(ya) > A4, T(yp) < Ap|H1)
Prr = P(T(ya) > Aa, T(yp) < Ap|Ho)

For any two achievable points (Py;, Pty) and (PZ;, P2;) we can achieve all points on
the line (0P}, + (1 —0)P%,, 0Pt + (1 — 0)P%y,) joining these two points by randomization
according to 0 < 6 < 1. The performance of multiband energy detection for the single anchor
case can be characterized by the set of all achievable (P, Pry) pairs. Let Ryp(p) denote
this region for a given frequency correlation coefficient p. Formally, we can write:

Ryp(p) = Convexhull {  (Pur(Aa, Ap, p), Pra(Aa, Ap, p))
-0 S )\A, )\p S OO}

Although every point in the region Ry;p(p) is achievable, the interesting performance
points are the Pareto optimal points. A point is defined as being Pareto optimal if there is
no other point that is ‘better’ than it in both directions. In multiband sensing the point (0,
1) is the ‘best point’. We call this set of Pareto optimal points the multiband performance
frontier and denote it by Fyp(p). Note that by definition Fy,5(p) is concave and (0,0) and
(1,1) are the end points of this curve.

Performance under independent noise uncertainty

We will first evaluate the role of Multiband sensing in providing robustness. In Section 5.2.3
we saw that the Single Band detector was unable to recover any spectrum hole for small
values of Py;. Can the Multiband detector provide any gains against noise uncertainty? If
so, under what circumstances are these gains realizable?

First we first evaluate the performance of multiband sensing under noise uncertainty with
infinite samples, where both bands see independent noise uncertainty. For this case, we can
evaluate Py as:
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Py NwA Pp NwP
Py = max PO £ 10750 > Ax, 1075 4+ 1075 < Ap)
NwPE[NofA,NoJrA]
Ny 4 €[No—A,No+A]

= PO 41078 > A, 1075 41070 < Ap]

Similarly,

N Naw
PILOT + 1071 > As, 10715 < Ap]

PFH = min
Nup€[No—A,No+A]

Ny 4 €[No—A,No+A]

= PO 41070 > Mg, 107500 < Ap]

Clearly to get Prg > 0, we need to set Ay < 10N015A and \p > 10N013A. For this setting,
No+A Nog—A
the lowest Py obtainable is Py; = P(Pp < 10 5 —10"% ) which is the same performance

one would get from single band sensing.

Performance under the dependent noise uncertainty

Next we look at the case where the noise uncertainty is the same in the anchor and primary
bands.

Clearly, Py; and Pry for this case are:

Py Ny Pp Ny
Py, = ma PLOT + 10T > A4, 1070 + 10T < Ap]
0

X
Ny €[No—A,No+A]

Pri = min PO £ 107 > Aa, 107 < Ap]
Ny €[No—A,No+A]

We can show noise calibration gains from Multiband sensing in the following manner.

Set \q = 10%‘ + 1075 — €, € > 0 i.e. a shade below the measured detector power in the

anchor band and set A\p = Ay — I' (where I is a parameter to change the tradeoff between
PH[ and PFH)

For I' = 0 we get Pry = 1 and Py = 77(101;_3 — 101;_5 > —e). If the anchor and the
primary are complete correlated, then we can set I' to 0 to obtain Py; = 0.
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Figure 5.2 shows the performance of the Multiband detector with infinite samples and
a Noise uncertainty of 1dB. The curve is traced by varying the value of I'. Except for the
degenerate case of complete correlation between the anchor and the primary, the actual
correlation (p) between the anchor and the primary does not impact the performance of the
Multiband detector in a big way (compare the green, black and red curves in Figure 5.2).
The real gains? are for very low values of Py; where we can calibrate away the noise and get
non-zero values of Pry.

In the remainder of this chapter we will ignore the gains from noise calibration. This
topic has been discussed in [19]. For the case of independent noise in both bands we can
write the performance of the Multiband detector explicitly as shown in (5.7) and (5.8).

Figure 5.1 compares the performance of the Multiband detector with performance of the
single Band detector for 100 samples®. For singleband detection, the only way to obtain
low Py is to lower the detection threshold Ap below 10™% . However, setting a threshold
in the noise uncertainty region adversely affects the system performance in the form of
decreased Prpy (see the single radio curve in Fig. 5.1). For multiband detection, low Py,

can be obtained by setting Ap > 10°5%" and making A4 sufficiently large. This avoids a
catastrophic degradation in Prgy at low Pgy.

5.2.5 Cooperative gains from Multiband sensing

Cooperation has been proposed to reduce sensitivity requirements and/or provide gains in
the number of samples required to achieve a target Py, Pry. In this section we will examine
how multiband detection can be used to provide gains while doing cooperative sensing. For
purposes of illustration, we shall use the OR rule in which the system decides that the
primary band is vacant if and only if each of the individual radios declare that the band is
vacant. We assume that the system consists of M radios each of which runs the multiband
energy detector described. The radios cooperate to decide whether the primary band is used
or empty. Assume also that each of the radios in the system are homogeneous, i.e., the
detection thresholds A4 and Ap are same for all the radios in the system.

As a baseline, consider the strict OR rule in which the system decides that the primary
band is vacant if each of the individual radios declare that the band is vacant. Since each
individual radio is running a multiband energy detector, it declares the primary band empty
if they detect the anchor and find the primary band empty. Under this rule the probability
of harmful interference of the system is given by:

2We can get a better performance by timesharing but we ignore time sharing in the curves in Figure 5.2.
3We get a hundred samples for estimating the energy of the anchor and another hundred samples for
estimating the energy of the primary
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Figure 5.2: Performance of multiband sensing is compared to the performance of singleband
sensing for infinite samples. For infinite samples, Multiband sensing helps us get gains in
the form of noise calibration which lets us recover spectrum holes for a very low values of
PH[.
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A — (107 +107%")
V2105 4 10%)

Pyr = Eg.(pyprp) |2

Pp Ng—A
Ap — (107 4 1075)
1-9 — — (5.7)
V2(10% 4 10%%)
No+A p No+A
Ap — 10710 As— (1070 + 1010
Prn = [1-Q| " —=| | By |2 = ( ) (5.8)
0= P Not+A
%10 10 \/%(1010 + 1071 )

PI?IR 7D(Yﬁ(yA1) > )\Aa e 7T(YAM) > )\AaT(YP1) < )‘P7 e ,T(YPM) < )‘P)

—

a

=

HP (T'(ya;) > Aa, T(yp;) < Ap\Hl)]

where (a) occurs when the channel to each radio is independent of the other radios. Here
the probability is taken over the joint distribution of the random variables:

(Pa,, Pp,,- -+, Pay, Ppy), where Py, is the received signal strength of the anchor signal
at the i radio, and Pp, is the received signal strength of the primary signal at the i** radio.

Similarly, the probability of finding a hole of the system is given by:

M
Pei =TI P (T(ya,) > Aa. T(yp,) < Ap|Ho)

i=1

An analysis of the above equations reveal that the gains from cooperation for this strict
OR rule display the following trends:

o PIE decreases as M increases.

o PRI decreases as M increases.

There is no difference between the behavior of singleband and multiband sensing radios
using the strict OR rule as the number of radios in scaled.
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Multiband cooperation with abstention

Recall that the multiband energy detection algorithm in Section 5.2.4 declared that the
primary is present when the radio fails to detect the anchor. The reasoning behind this was
the following: if the radio does not see the anchor which is always “ON” then it is most
likely deeply shadowed to the primary too. Since a deeply shadowed radio’s detection results
are unreliable, being conservative requires declaring that the primary might be “ON”.

The above discussion suggests a way to weed out deeply shadowed radios. We introduce
a ternary decision scheme, i.e., the radio declares one of the following three decisions: D =1
— the primary is present, D = 0 — the primary is absent and D = Abstain — the primary
abstains from making any decision. The modified detection algorithm is summarized in
Table 5.2.

Anchor band decision | Dy =1 | Dy =1 Ds=0 Ds=0
Primary band decision | Dp =1 | Dp =0 Dp=1 Dp =0
Global Decision D=1 | D=0 | D= Abstain | D = Abstain

Table 5.2: Modified multiband energy detection algorithm

Given that each radio makes a ternary decision, the OR rule for cooperation is modified
as follows: the system declares that the band is safe to use if each of the qualified radio
(radios that do not abstain) declares that the primary is absent. If all the radios abstain or
any radio votes that the primary is present, then the system declares that the primary band
is unsafe.

We now derive the performance of this new OR rule with abstentions for cooperation.
For a given i, define S; to be the set of all subsets of {1,2,--- N} of cardinality . For each
uc S;, definea={1,2,--- ,N}\u

The harmful interference event can be written as a disjoint sum of events parametrized
by the number of abstaining users, ¢ = 0,1,---, N — 1. By the above definitions .S; denotes
the set of possible combinations of ¢ abstaining radios. Also, if u denotes the set of radios
that abstain, then 1 denotes the radios that don’t abstain.

For a given u € S;, let P4ps(u) denote the probability that the radios in the set u abstain
and let Pyp(01) denote the probability that the radios in the set @t mis-detect the primary.
By definition we have:
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Part = Aﬁ:( )73<T (Yauw) A)i
i=0

M—i
P (T (Yauw) > Aa T(yp,) < )\P|Hl) (5.9)
= 7
Pg}_[%a = Z ( )P (T YAu(k) A)
=0
M—i
P (T (Yauw) > Aa T(yp,) < )\P|HO) (5.10)

Paps(u) = HP (Yau) < Aa)

Pup(u) = HP (Yauu) > A T(Ypya,) < Ap|H1)

Using the above notation, the probability of harmful interference can be written as:

= [ Pas(u) - Ban ()

i=0 u€es;

PORa

For simplicity, consider the situation where the joint distribution is symmetric. In this
case Paps(u) - Pyp() is identical for all u € S;. Hence, in the symmetrical case Py; and
P4 can be written as shown in Equations (5.9) and (5.10).

Figure 5.3 compares the performance of the OR rule with the performance of the OR
rule with abstentions for the case of spatially uncorrelated radios. We start with a single
radio performance point Py, Prg and plot the performance of the system as the number
of cooperating radio increases. With the strict OR rule, both Py; and Pry reduces with
M. With the OR rule with abstentions on the other hand, Py, reduces with M while Pry
increases with M up to a critical point i.e. we are getting gains in both Py; and Pry. After
the critical point, Py starts increasing and Prpy starts decreasing. Intuitively, the early
gains from cooperation are due to reducing the probability of having everyone abstain. With
many users, this is no longer the dominant source of missing a spectrum hole and the false
alarms become significant.
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Figure 5.3: Performance of of the strict OR and OR rule with abstentions with increasing
number of independent users. We start with a single radio performance point Py, Prg and
plot the performance of the system as the number of cooperating radio increases. With the
strict OR rule, both Py; and Prpy reduces with M. With the OR with abstentions rule on
the other hand, Py reduces with M while Prpy increases with M up to a critical point.
For the strict OR rule, loss of independence results in Pry that is much worse than a single
radio and a Ppyy that is marginally better than a single user. On the other hand, for the
OR rule with abstentions, the resulting (Pgy, Pry) operational point is very similar to the
single user operational point.
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We now characterize the critical threshold for the number of cooperating users for which
we get the best performance, i.e., maximum Prgy. We know that:

M—1
ORa __
PFH - §
=0

() a1 -y

= [(1=-8)+p0-n)" - (1-8)"
= [(Q=-pp" —@-p"
where § = P(T(ya) > Aa) is the probability of detecting the anchor and n = P(T'(yp) >

Ap|Ho) is the probability of false alarm. For notational simplicity define PZf* =: f(M).

Minimizing f(M) with M gives us the critical number of cooperating users.
Let

log(1—5)
log [bg[(l—ﬁn)}}

(1—Bn)
log [ 5 ]

Then, the optimal number is given by
M* = argmin{f(M), f(M + 1)}

Furthermore, it is clear that the optimal number of cooperating users M™ increases as 7
decreases — we can cooperate with more radios when the individual false alarms of the radios
is small. In practice, the number of cooperating users can be kept at this optimal number
by having the most qualified users (those who see the anchors the strongest) vote.

In plotting the curves in Figure 5.3 we assumed that shadowing is spatially uncorrelated,
i.e., the received signal strength is independent across space. The figure also shows the loss
in performance if the spatial independence assumption is false, i.e., shadowing is completely
correlated. In such cases, increasing the number of users is only like increasing the number
of samples taken.

Figure 5.3 shows the impact of losing independence across radios. For the strict OR rule,
loss of independence results in Pry that is much worse than a single radio and a Py that
is marginally better than a single user. If secondaries relied on cooperation to help them
achieve the target Py; they could not convince the broadcasters of meeting this Py, value
under all spectral environments. On the other hand, for the OR with abstentions rule, the
resulting (Pyy, Pry) operational point is very similar to the single user operational point.
This implies that secondaries could be engineered of achieve the target Py; using a single
user and then use cooperation in the field to get Pry gains. If the secondaries ended up
in an adverse environment the only loss would be in Prg of the system, Py; would not be
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affected.

5.2.6 Moving from anchor to multiple primaries

So far we have investigated the impact of a single anchor on the detection of a given pri-
mary. There are two issues that remain within the example of co-located primary users:
the advantage of using multiple anchors and what to do if there are no a priori known an-
chors. In the case of a single anchor, we had to move the anchor detection threshold to a
very large value in order to obtain very small values for probability of harmful interference
(Pgr). Indirectly, this meant that we had to rely on a model for the joint distribution of the
anchor and primary SNRs for those extreme values. While this is possible, we do not trust
the model for such extreme values. Multiple anchors allow the use of frequency diversity
to avoid having to look at such extreme cases. If we assume that shadowing is constant
across frequency and multipath varies, then having a large number of anchors locks down
the shadowing value. This leaves only the multipath variation that needs to be accounted
for in detecting the primary. This is a part of the model that can be trusted much more.

If we relax our model to include ordinary primaries rather than anchor nodes, then we
have to deal with the issue that these transmitters may or may not be on. In this case
we would need some knowledge of the rough number of primaries that are transmitting in a
given area (for example, we could know that at least 5 of the transmitters on the Sutro tower
in San Francisco are ‘ON’ at any given time). With this knowledge, the ‘qualified’ voters
would be ones that see a certain number (say «) of primaries (5 in the case of Sutro tower).
Since there is chance that less than a primaries may be active we can either absorb that
event into our probability of missing a spectrum opportunity (1 — Pry) or set the threshold
for a qualified voter to be less than . In the scenario of interest, we are interested in making
a decision for a single frequency band while measuring the energy in all neighboring bands.

First let us define the following quantities with the implicit assumption of symmetry of
distributions of various primaries/anchors:

e N, - number of anchors.

e ¢ - number of anchors that need to trigger for the Multiband detector to be qualified.

P,, - probability that the anchor is on.

P,;y =1 — P,, - probability that the anchor is off.

P, (1) = (]\ZA) PgnPj}f’}_i - probability that 7 anchors are on and the remaining Ny — ¢
are off.

P#, - Probability that the radio false alarms for a given anchor (P(T(ya) > Aa|Ho))
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e PL, - Probability that the radio false alarms for the target primary (P(T(yp) >
Ar|Ho))

o Py(m)= (NA_i) (P#)™ (1 — Pf)Na=i=m _ probability that of the N4 — i anchors that

m
are not on, m cause a false alarm and hence trigger the detector.

The probability of finding a hole is given by:

Pa=YY Y

k=t i=0 j=max(0,k+i—N_j)

Na Na min(i,k)
(k=)
)

P (T(y ) > Aa Tyay,,) < Aa) (1= PEy). (5.11)

Note that the notation P <T(yAJ;) > A4, T(yAg+1) < )\A> is a short form for writing:

P(T(ya,) > Aa, -, T(ya;) > A, T(yay,,) < Aa, -, T(ya,) < XalHi)

In Equation (5.11) a radio is considered ‘qualified” when it detects k, k > t anchors. ¢
anchors are on and of these j exceed the detector threshold (A4). Of the remaining Ny — j
anchors that are off, k — j cause a false alarm. If the ‘qualified’ radio does not false alarm
for the off primary, a spectrum hole has been found.

Similarly, the probability of harmful interference (Pgy) is given by

Na Na  min(ik)
Pu=Yy Y ) PulidPath =)

k=t i=0 j=max(0,k+i—N_j)

P (T(ya) > Aa T(yag,,) < Aa T(Ve) < Ap) (5.12)

Figure 5.4 shows the impact of moving from a single anchor that is always on to multiple
anchors that may or may not be on. The low Py, low Pry corner is achieved by placing the
anchor threshold high. When the anchor is ‘off” the threshold is never triggered which leads
to a lower Py, Pry point — the anchor being ‘off” reduces the Py; and Pry simultaneously.
Similarly, the high Py, high Prgy point is achieved by setting the anchor threshold low.
When the anchor is ‘off’) noise alone can trigger a low threshold allowing us to achieve the
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same high Pg;, high Pry point. The main difference is in the intermediate points. However
since the extremal points can be achieved many internal points can be achieved via time
sharing.

5.3 Experimental results

In this section we analyze experimental data described in Section 4.2.3 and in Appendix B
to provide evidence for the environment facts listed in the introduction and examine the
performance of multiband Sensing in the real world (See Tables 4.2, 4.3 and Figure 4.2).

5.3.1 Shadowing Correlation

First we determined the shadowing correlation across channels at different locations (where a
location could be considered as the BWRC Lab, the whole of BWRC etc). For each location,
the measured signal strength for a given channel was treated as a vector of realizations of
a single random variable. Given two vectors corresponding to two different channels the
shadowing correlation was calculated. By doing the calculation in this manner, we are
making two simplifications: firstly, we are assuming that the average represents the nominal
received signal strength at any location. Secondly, we are clubbing shadowing and multipath
together into a single random variable (multipath is independent across frequencies and hence
lowers the calculated correlation). Both these simplifications will cause us to underestimate
the shadowing correlation across frequencies. Another important aspect is ensuring that we
capture the shadowing component. If we only take the measurements in the BWRC lab and
subtract the mean, we will have removed the shadowing component introduced by the signal
penetrating through the walls/roof. This component is very similar across frequencies and
hence will be removed in the mean.

The second column in Table 5.3 shows the average measured correlation over all channel
pairs at different locations. Shadowing correlation is high for outdoor Non Line-of-Sight
(NLOS) locations (Milvia and California streets) as well as for indoor scenarios (BWRC).
Unfortunately the correlation coefficient is unable to distinguish between Line-Of-Sight sce-
narios (the antenna pointing west i.e line-of-sight to Sutro at Prof. Sahai’s deck where we
see no shadowing and Non Line-Of-Sight scenarios where the correlation calculation process
has removed the shadowing component (BWRC lab for example). One of the ways to get
around this problem is to designate the average power at a given non-shadowed location
as the nominal power and to calculate the correlation with respect to that nominal value.
We assumed that the nominal received power in Berkeley was the average signal strength
at Prof. Sahai’s deck. Using this as the ‘universal’ mean we can calculate shadowing at
various locations. These values are shown in the third column in Table 5.3 which illustrates
the ‘correct’ shadowing correlation across frequencies. The antenna pointing west on Prof.
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Figure 5.4: Performance characteristics of a single wideband radio when an anchor node may
or may not be on (F,, = .8). The 20 percent chance that the anchor is not on does not lead
to many missed opportunities.
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Sahai’s deck sees little correlation while the BWRC laboratory measurements see a lot of
correlation.

Location Correlation Coefficient | Correlation Coefficient using
Prof Sahai’s deck
as the nominal value

BWRC Lab Night 0.11 0.99

BWRC Lab Afternoon 0.09 0.99

All BWRC 0.74 0.99

California Street 0.43 0.91

Milvia Street 0.41 0.93

All Outdoors (NLOS) 0.89 0.97

Dr. Sahai’s Deck (West only) 0.07 0.14

Dr. Sahai’s Deck (All directions) | 0.7 0.55

All Berkeley 0.89 0.97

Table 5.3: Shadowing correlation at various locations across Berkeley

5.3.2 Spread of received signal strengths

We measured the spread of the received signal strength across the 12 channels at each
measurement point and compared that to the predicted spread of 11dB [77] (For channels
only on Sutro this number was 8dB). To accomplish this we determined the maximum
received power on any DTV channel at each measurement point. Next we set a detection
threshold, a certain number of dB’s below the maximum received power and determined the
number of channels that we missed by using this new detection threshold (i.e. the Probability
of causing Harmful Interference - Pyj). Figure 5.5 shows the fraction of locations times
channels that were missed as the detection threshold relative to the maximum received
power was scaled. The maximum gap between the maximum and the minimum received
strength was around 25dB. As per the FCC’s database the predicted variation in received
signal strength based on the ITU propagation curves [77] was 11dB which means that an
additional 14 dB of variation is introduced by shadowing and multipath.

As stated earlier, the predicted variation for channels only on Sutro was 8dB. To deter-
mine if 8dB was a typical variation to expect for channels on the same tower, we determined
the spread in the received signal strength over all 47 channels at a random sampling of loca-
tions in the continental United States for transmitters on the same tower. The FCC database
of all high and low power towers was used [37,38] to determine the locations, HAAT and
transmit powers of all transmitters. Figure 5.6 shows the cumulative distribution function of
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the predicted received signal strength variation over all locations in the United States. The
median variation in signal strength is 5dB.

This analysis confirms the fact that the shadowing environment seen by signals at a given
location is highly correlated and leads to bounded variation in received signal strengths. This
insight can be used to implement a simple multiband algorithm in which the maximum signal
strength of any channel is used to set the detection threshold.

5.3.3 Multipath variation and its correlation across channels

It is well known that multipath across frequencies greater than a few coherence bandwidths
apart is independent. How about the multipath spread? Multipath spread is related the ’size’
of the room/building through which the signal travels. Signals from two TV transmitters on
the same tower reaching a single sensor will travel through similar multipath environments
and hence their delay spreads should be positively correlated. Since the received signal is
strong we could demodulate the signals and determine the channel characteristics; however
this is a time consuming process and was not attempted. We choose a much simpler way to
get to this correlation. To understand how we can determine the positive correlation across
delay spreads lets start with the problem of detecting a signal undergoing fading:

Ho : y[n] = win] n=0,...,N—1
Hy :yln] = Z_:hlx[n—l]+w[n] n=0,...,N—1

=0
where z[n] ~ CN(0, P,), (10 log,o(Py) = P =p,— (I(r)+S)) and hy ~ CN(0, 1) are the
channel filter taps.
For the case when the channels coefficients are unknown, the test statistic (T'((y)) for
N
this problem can be shown to be & > [y[n]]*.
n=1
We can calculate the mean and variance of T'(y) where the mean and variance is over
the random variables hy,...,hr—; and z[0]...,z[N — 1]. We make two simplifications in
deriving these values. First, we assume that we are operating in the high SNR regime (so
the impact of w[n] is small and can be ignored). Second, we assume that N > L.
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Figure 5.5: Performance of multiband sensing: the Py is plotted against the threshold (value
below the maximum energy at which detection is performed). No significant difference is
observed if Sutro and San Bruno are considered together.
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Figure 5.6: Cumulative distribution of the received signal strength spread from all trans-
mitters on a single tower. All towers in the FCC’s database were used that housed two or
more transmitters. The distribution is computed by sampling multiple locations across the
continental United States and calculating the received signal spread at these locations for
the selected towers.
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where the left term in (a) is for the case when [} = I, = I} = [} and the right term is for
the case when Iy = 1],lo = 15,1y #ly or [y = 15,1y =1}, 1 # l5. All other cross terms produce

zero expectation. In (b), K = %, X ~CN(0,1).

Similarly, we can calculate, E[|y[n][*|y[n]|?] as:

L-1L-1

Ellyln]Plyn]?] = B[ [ DD b biy aln — L] 2’ = 1]]
11=01{=0
L—-1L-1
SN by aln’ =2t = 1]
l2=015,=0
[ L1
= E| Y by by xln = Lot [n = ] an’ — )2 — 1]
| 11,05,02,15=0
(@) [L—1
= B\ | el — L)Plen’ = L][P| +
LI1=0
L—1
El Y b afn = L ' = ]
11=0,l2=0
l17#l2
» KP; i
= L(L—1)=%
7 T LI ) T2

where the left term in (a) is for the case when l; = I, = [ = I} and the right term is for
the case when Iy = 1},lo = 1,11 # l. The case [y =1}, 1y = 1},11 # Iy gives zero expectation.
We are ignoring the case when n and n’ are close enough that n — [y = n’ — [ since the
cardinality of such terms is small when compared to N. All other cross terms produce zero

expectation. In (), K = gHﬁm, X ~CN(0,1).

Finally, we can calculate the variance of the test statistic as:
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V[T(y)] = E(T(y)’] - (E[T(y)])*

= % (NE[y[l"] + NN = D E[Jy[n][*y[n]]*]) — Py
= Elly[n]l*lyln']]*] - P+ % (Elly[n]*lyln]1°] = Elly[n]]'])

K 1
= pP? (f—1+ﬁK(K—1))

i.e. the variance of the test statistic scales as O(%) This means that the variance in the
measured signal power at a given location is inversely proportional to the delay spread. The
reader might be surprised by the fact that the the variance does not converge to zero with the
number of samples N. This is due to the nature of the experiment we are considering. We
fix the number of samples and conduct the experiment multiple times to obtain a sampling
of the multipath. For the duration of each experiment, the multipath is assumed constant.
The experiment is repeated several times for the each NV i.e. we are considering scaling with
N after averaging over the multipath.

Unfortunately, in our measurements we obtain a single snap shot of the multipath spread
at a given location. However we can estimate the variance of the measured energy over
smaller frequency bands. As a concrete example, consider the simple case where x[n] is an
impulse and we collect N > L samples at a ADC sample rate R and perform the following
procedure:

e Take the K-point FFT (where K > N) of the received sequence z[0],...z[K — 1] =
FET(y[0],...,y[N —1]).

e Compute the total energy in each frequency block of size B (expressed as a multiple
of the bandwidth of a single FFT Bin). There are Q = [£] such blocks.

(g+1)B—1

E(q) = 10logio Z z[q* |, ¢=0,...,0 -1

n=q B

e Compute the standard deviation of the computed energies:

S = StdDev (E(0),...,E(Q —1)).

In Figure 5.7, S is computed for different values of the delay spread (measured in number
of taps) and for different averaging bandwidths (@ = 16,64, N = 1024, K = 1024). Two
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points stand out: firstly, the standard deviation/variance scales inversely with number of
taps. Secondly, different taps perform the same relative to each other irrespective of the
averaging bandwidth B being used i.e. examining the variance at low bandwidths is a
accurate predictor of the variance the overall bandwidth of the transmission.

We can perform a similar calculation for the measurement data. Figure 5.8 shows the
calculated standard deviation (S) versus averaging bandwidth for various locations. For
each location, the measured standard deviation is calculated over all 12 TV channels. The
difference between outdoor and indoor locations is evident. For outdoor locations (Dr Sahai’s
deck for example), the multipath reflections come from hills and buildings and hence the delay
spread is very large — consequently the calculated standard deviation is small. This can be
contrasted to the indoor locations (BWRC lab for example) where the delay spread is small
and hence the corresponding standard deviation is large.

Figure 5.9 shows the calculated standard deviation versus averaging bandwidth for two
locations but plots all 12 channels separately. While the different frequencies do not fall on
top of each other, the plots for each are relatively close together and some positive correlation
can be expected among the standard deviations for different channels.

Table 5.4 shows the measured correlation among a few channels. To calculate these cor-
relations, the standard deviation for each channel at each measurement point was computed
and strung together into a single vector. Correlation between two channels was then cal-
culated using the standard correlation formula. The average calculated correlation across
channels was ~ .3.

Channel | 19 29 30 44

33 0.24 103 ]0.31]0.21
38 0.28 1 0.37 ] 0.34 | 0.31
45 0.25]0.3 ]0.33|0.24

Table 5.4: Correlation between the calculated multipath standard deviation across various
channels using a averaging bandwidth of 10kHz. The average correlation across all channel
pairs is 0.3

5.3.4 Multiband sensing in the real world

In the previous section we saw experimental evidence for the following facts:

e Shadowing is highly correlated across frequencies

e Multipath spread (as measured by the standard deviation of the energy in a frequency
block) is correlated across frequencies.
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Figure 5.7: Standard deviation (.5) of the energy measured in blocks of varying bandwidths.
The standard deviation/variance scales inversely with number of taps. Different taps perform
the same relative to each other irrespective of the averaging bandwidth B being used i.e.
examining the variance at low bandwidths is a accurate predictor of the variance at the
overall bandwidth.
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Figure 5.8: Standard deviation (S) of the energy measured in blocks of different bandwidths
at 9 measurement locations. For each location the standard deviation/variance was calcu-
lated across all 12 channels. The difference between outdoor and indoor locations is evident.
For outdoor locations (Dr Sahai’s deck for example), the multipath reflections come from
hills and buildings and hence the delay spread is very large — consequently the calculated
standard deviation is small. This can be contrasted to indoor locations (BWRC lab for
example) where the delay spread is small and hence the corresponding standard deviation is
large.
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Figure 5.9: Standard deviation (S) of the energy measured in blocks of different bandwidths
for two locations. The standard deviation is measured separately across the 12 channels.
While the different frequencies do not fall on top of each other, the plots for each are
relatively close together and some positive correlation can be expected among the standard
deviations for different channels.
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e Noise does not exhibit any multipath spread (Standard deviation of the energy in a
frequency block occupied by just noise is close to 0).

Based on these observations, we will define two detectors.

Multiband detector based on shadowing correlation only
The first detector is based solely on the fact that shadowing across frequencies is correlated.
The procedure for executing this multiband detector is as follows:

N-1
e Calculate the energy in channel ¢ as: T'(y;) = 10 log, ( >y [n]|2)
n=0

e Set the detection threshold as Ay, = maxT(y;) — d, where § is a free parameter to

change the tradeoff between Py; and Pry.

e TFor each channel decide on the channel present/absent (Hi,/Ho,) as

yi) NZ\ |2>>\ (5.13)

Ho,

For this detector we can calculate Py as the fraction of the 12 ‘on’ channels that we
declare as absent (H,). Similarly, Ppy is the fraction of the remaining 21 channels that we
declare as absent. Figure 5.10 compares the performance of a simple energy detector with
the performance of the multiband detector discussed above. The multiband detector is able
to give Prpy values close to 1 for low values of Py;. For the energy detector, we need to raise
the threshold high enough to ensure that we do not detect noise/interference. This impacts
the number of spectrum holes we can recover.

Multiband detector based on correlation in shadowing and multipath spread
across frequencies

Next, we define an enhanced multiband algorithm that also utilizes the fact that the multi-
path spread across frequencies is correlated and that noise has no multipath.

N—1
e Calculate the energy in channel ¢ as: T'(y;) = 10 log, ( >y [n]|2)
n=0

e (Calculate the standard deviation of multipath in a bandwidth B as follows:

— Take the K-point FFT (where K > N) of the received sequence z[0], ... z[K —1] =
FET(y;[0], ..., 5N —1]).
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Figure 5.10: Performance of multiband sensing: the probability of finding a hole Pry (where
the probability is calculated over the empirical distribution) is plotted against Py;. The
Multiband detector based on simple energy estimates in each channel is able to gives values
close to 1 for low values of Pg;. The Multiband detector based on the estimated energy and
the multipath variance calculated at 10kHz resolution performs even better.
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— Compute the total energy in each frequency block of size B (expressed as a mul-
tiple of the bandwidth of a single FFT Bin). There are @ = [£] such blocks.

(g¢+1)B—1

EZ(Q):]-OZOQIO Z |Z[Q]|2 ; qZO,,Q—]_

n=qB

— Compute the standard deviation of the computed energies:
S = StdDev (E(0),...,E(Q —1)).

e Set the detection threshold as Ay, = max (T(yi) + S(yi) — 5), where ¢ is a free pa-

rameter to change the tradeoff between Py; and Prpy.

e For each channel decide on the channel present/absent (Hi,/Ho,) as:

Ha,

T(ys) + S(yi) Z A, (5.14)
Ho,

Again, for this detector we can calculate Py; and Pry as a function of 4. Figure 5.10
compares the performance of a singleband detector (this is an enhanced version of the energy
detector and uses the test statistic T(yi)+§ (vi)). The performance of the singleband detector
is much better than that of the simple energy detector. This is because the mean of the test
statistic S(y;) when the signal is present is much larger than when only noise is present. The
enhanced multiband detector gains from the higher mean of S (yi) and also from the positive
correlation of S(y;) across frequencies.

5.4 Summary

In this chapter we go beyond single band sensing and use information from nearby frequencies
to estimate our shadowing environment. We call this approach multiband sensing. Three en-
vironmental ‘truths’ enable multiband sensing: towers are scarce and so a single tower typical
houses many transmitters, shadowing and multipath spread is correlated across frequencies
and noise exhibits no multipath spread. These environmental truths were validated using
more than a thousand Digital TV measurements made at various locations in Berkeley, CA.
Multiband detectors based on these insights outperform singleband detectors. Cooperation
across multiband radios is robust against channel correlation and provides gains by weeding
out radios afflicted by adverse propagation environments.
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Coexistence with small scale primaries

So far we have concentrated on large primaries. DTV transmitters are mounted on large
towers, are high power devices (100kW) and have huge coverage areas (50-60km). The FCC
had mandated white space devices with a maximum power of 1W with a 6dBi antenna [12]
i.e. the secondary user is 5 orders of magnitude ‘smaller’ than the primaries they wish to
coexist with. While TV transmitters are the main primary users in VHF/UHF frequency
range, wireless microphones (part 74 devices) also need to be protected [84]. These devices
are low power devices (50mW-250mW) and have small coverage areas (100m). So what
does it take for IEEE 802.22 devices to protect wireless microphones? Or in a general case,
what does it take take for secondary devices to coexist with similar sized primary users?
Coexistence with primaries of different scales is the focus of this chapter.

Three aspects of the problem change when we move from a large scale primary to a small
scale primary:

e Radios cannot make individual decisions about their transmission when a primary is
not found. An admission control network is needed to decide on which users can
transmit.

e Sensing results are valid in a small area around the primary (due to the footprint of the
primary). This requires a minimum sensing density to achieve the required diversity
during sensing.

e With large primary systems, decisions were made about a primary that was very far
away from the secondaries. Hence location uncertainty of the primary/secondary did
not impact results. This is not the case for small scale primaries - location uncertainty
can lead to very conservative estimates about the area where transmissions can occur.

Analyzing various aspects of the above problem forms the core of this Chapter. In
Section 6.1 we provide a summary of the related work in this area. In Section 6.2, we seek to
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answer the question of whether primary and secondary users of the same scale can coexist. In
this section we also establish the need to decouple sensing from admission control. Admission
control is analyzed in detail in Section 6.3. This section also quantifies gains from having
location aware devices on each secondary transmitter. We focus our discussion around a toy
model of the Part 74 ‘wireless microphones’. This chapter is based on the paper [26].

6.1 Related Work

Sensing wireless microphones requires sensing very weak signals since we are forced to con-
front the indoor/outdoor scenario. The wireless microphone and/or cognitive radio may be
indoors or outdoors. Sensing very weak signals is impossible due to uncertainties in the
noise+interference environment [85].

In [86], the authors describe the typical characteristics of wireless microphone signals.
Wireless microphones are FM modulated signals. When a speaker is silent only a single the
FM carrier and a tone key (a supra audible tone used by the receiver to identify the desired
radio signal, so that it can unmute/mute) is seen. When the speaker is soft the transmitted
signal transmitted is the FM carrier with moderate amount of deviation. When the speaker
is loud this deviation increases substantially. In [87] the authors use Eigen value detection to
detect wireless microphone signals. Two sinosoidal detection techniques are proposed in [88]
for the detection of pilots and wireless microphones. The first technique depends on the
FFT being a partially coherent detector for sinusoidal signals while the second technique
runs two simultaneous PLLs. If a sinusoidal input is present the two PLLs lock to the same
frequency. Beacons have also been proposed for wireless microphone to make them easy to
detect.

When a secondary user transmits, it also needs to know the impact of its transmission on
the primary receivers. This task is rendered difficult since the transmitter does not know its
channel to the primary receivers; hence in general it needs to budget for the worst case e.g.
its transmission has a line of sight to the primary receiver. This worst case budgeting can
be avoided by placing a sensor near the primary receiver [89]. The sensor can feedback the
channel information to the secondary transmitter which can then estimate the shadowing to
the primary receiver.

In [90], the authors have also considered the required density of a sensor network per-
forming distributed sensing. However the key constraint is the power density of the sensor
network to relay the information back to the fusion center. In this context, the appropriate
question is ‘Is it better to have few high power sensors or many smaller sensors?’.
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6.2 Can secondary users protect similar scale primary
users?

The key question to answer is, ‘What should a secondary device do when it does not hear
the primary user?’. If the secondary device chooses to transmit, it must ensure that its
transmission will not interfere with the primary receiver. This situation is depicted in Fig-
ure 6.1(a) - the secondary sensor must detect the primary transmitter while the secondary
transmitter must ensure that the primary receiver is not interfered with. Figure 6.1(b) shows
the scenario that we focus on first: the secondary sensor and transmitter are co-located (we
will revisit this assumption at the end of this section) while the primary receiver is as close
to the secondary as possible. Table 6.1 lists the relevant parameters, their description and
their typical values for wireless microphones and IEEE 802.22 Customer Premise Equipment
(CPE). These conditions are summarized in equation form as [91]:

Pyr7oi2 10750 s
. > 10M (6.1)
0% + Py x (ry — 1,) 722 10 10" 1
- —A1 < 9 (62)
P, [ 1 1) 1o 1010

(6.1) states that the received SNR of the primary transmitter at the secondary sensor
should be above the SNR wall. (6.2) specifies that the SINR at the primary receiver should
be above the Desired/Undesired ratio requirements of the primary receiver.

The sensitivity of a wireless sensor is limited by the noise uncertainty. We would like to
determine if the received signal power at the sensor will be above this value. We analyze
this question starting with a very simple case where the primary receiver is co-located with
the transmitter and complete reciprocity holds between the primary transmitter-secondary
sensor channel and the secondary transmitter-primary receiver channels. We develop this
story using the wireless microphone as the primary transmitter and the IEEE 802.22 CPE as
the secondary sensor and transmitter. We gradually move to more realistic scenarios quan-
tifying the effect of each change. These scenarios are depicted in Figure 6.2 which examines
if the received power at the primary receiver can be above the desired sensitivity in each case.

Case I: Complete reciprocity, primary receiver co-located with primary trans-
mitter

At the edge of the sensing region, (6.1) becomes an equality and we can express the
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Figure 6.1: (a) Sensing and interference scenario where we must ensure that the received
energy at the sensor is above the sensing sensitivity. Further, we must ensure that interference
to the primary receiver must be below the SINR requirements of the receiver. (b) Typical
sensing scenario where the secondary sensor and transmitter are co-located and the primary
receiver is at its worst case location with respect to interference.
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Parameter

Description

Typical values

P Power of primary transmitter 100mW in 200kHz
Py Power of secondary transmitter 1W (30dBm) in a 6MHz band
15dBm in 200kHz
o? Noise power -121dBm (200KHz)
Tp Protected Radius 100m
I} SNR wall -3dB
JAND) Fading from primary transmitter to secondary sensor 0 - 50dB
JAVS] Fading from secondary transmitter to primary receiver 0 - 50dB
Aqq Fading from primary transmitter to primary receiver 0 - 50dB
Q19 Path loss exponent from primary transmitter to secondary sensor 2-5
a1 Path loss exponent from secondary transmitter to primary receiver | 2 -5
a1 Path loss exponent from primary transmitter to primary receiver 2-5
) SINR 20dB
D Transmission Density of the Secondary users (Watts/km?)
Ny Number of secondary radios around a primary receiver (worst case) | 16
R Length of a secondary cell (assuming a square cell) 10-33km
H Number of secondary cells between the primary transmitter 5-15
and the sea of users 5-15

Table 6.1: Relevant parameters, their description and typical values for wireless microphones as primaries and IEEE 802.22 CPEs

as secondaries.
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Figure 6.2: (Case I) Complete reciprocity (oo = aj2 = a3 and Ay = Agg); primary
transmitter is co-located with the primary receiver (r, = 0 and Ay; = 0). (Case II) Primary
receiver is 7, distance away from the primary transmitter. (Case III) Ajs — Ay = 20dB.
(Case IV) a1 — an; = 3.
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sensing radius (rg) as:

0'2 B+A12

Ts_alz = ElO 10 (63)

To obtain a bound on the secondary power (FP,) from a secondary transmitter at the edge
of sensing region, we assume that the interference term in (6.2) dominates the noise power
and that the sensing radius is very large as compared to the protected radius (rs > r,).
Furthermore, since the primary transmitter and primary receiver are co-located, Ay; = 0.
Our reciprocity assumptions also imply that aj;s = ao; = aq1 and that Ajp = Aoy, Under
these assumption and substituting (6.3), in (6.2) we get:

P12 B85
P < po) 101 (6.4)
In the log domain, this translates into,
Py(dB) < 2P(dB)—oc*dB)+p—46 (6.5)

Figure 6.2 illustrates this case for the wireless microphone. Since the D/U ratio for the
microphone is around 20dB, the maximum interference at the primary receiver can be as
high as 0dBm. Since the secondary signal only needs to decay by 15dB, complete reciprocity
implies that the primary signal power at the secondary sensor will also be very high (20dBm
- 15dB = 5dBm). This is must larger than the target sensitivity (-124dBm) and hence the
IEEE 802.22 CPE can sense the microphone and does not risk interfering with the receiver.

Case II: Complete reciprocity, primary receiver is 100m away from the pri-
mary transmitter

For this case we assume that primary transmitter and receiver pair is separated by a
distance of 7, meters. In this case, (6.2) at the edge of the sensing radius (assuming == > 1)
P

takes the following form,

P2 s
P < rp—ma—;m% (6.6)

Again in the log domain, this translates into,
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Py(dB) < 2 Pi(dB) — 0*(dB) — 10ay3 logyo(r,) + 3 — 0 (6.7)

This the same as (6.5) except for the term 10a;s log;, 7, which could be as large as
100dB for the wireless microphone (a2 = 5, 1, = 100m). With this additional term, the
interference at the primary receiver has to be limited to -100dBm (20dBm (primary power)
- 100dB (distance loss) - 20dB (D/U ratio) = -100dBm). This requires the loss from the
secondary transmitter to be larger (115dB as see in Figure 6.2). With complete reciprocity
this implies that the primary power at the secondary sensor is still large enough (20dBm -
115dB) and hence above the sensing sensitivity.

Case III: Primary receiver is 100m away from the primary transmitter, fading
is not reciprocal

Since the primary transmitter-receiver pair are more than a wavelength wavelength apart,
the multipath at both these places is essentially independent. Shadowing on the other
hand could be highly correlated since the primary transmitter-receiver pair are very close as
compared to the secondary. In this case, (6.2) at the edge of the sensing radius takes the
following form,

P? -
P, < 10 roeiz L1050 (6.8)
g

Ag1—A11-Ag2
10

In the log domain, the above equation is the same as (6.7) except for the difference be-
tween fading margins (Ag; — A3 —Ajy). We are interested in the case (worst case) where the
fading between the secondary transmitter and the primary receiver is less than the fading
between the primary transmitter and the secondary sensor (Ajs > Agy)!. In [20], is has
been shown that the multipath variability can be as high at 20dB for reasonable detection
probability. Hence we budget 20dB for this mismatch.

Case I'V: Primary receiver is 100m away from the primary transmitter, fading
is not reciprocal, path loss exponents are unequal

Inequality between exponents can arise from the physical configuration of the transmit-
ters. In the case of wireless microphones, the wireless microphone transmitter may be on the
ground while the wireless microphone receiver may be mounted on a truck. The IEEE 802.22
transmitter may be mounted in the roof top. Here the propagation between the microphone

'In this case we are assuming that A;; = 0
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and the secondary sensor is worse than the propagation between the secondary transmitter
and the primary receiver. For this scenario, (6.2) at the edge of the sensing radius (assuming
= 1) takes the following form,

(a12—a11) 2
Tp Bo=B11=Bip 0, Pl B=4
P2 < m 10 10 Ty ; 1010 (69)
s

(a12—a17)
Again, this is the same as (6.8) except for the factor :(’LQQIW We assume that aja = aq;

and would like to budget for the case that ajs > ao;. SHence, the secondary power has to
be further scaled down by 10(aiz — ag1) log;o(rs). Since ry is at least as large as r,, this
mismatch could be 60dB if a9 — apq is 3.

Figure 6.3 shows the maximum secondary power as a function of secondary sensor sen-
sitivity for the four cases discussed above. It is interesting to note that considering all
mismatches and a SNR wall of -3dB, the secondary power should be limited to -36dBm;
thats 56dB below the primary power in the band of interest. This gap between the primary
and secondary power is similar to the gap between a TV transmitter and a IEEE 802.11
CPE (100kW versus 1W ~ 50dB).

Before we continue with our discussion, let us examine two aspects of the above analysis.
The first is the choice of exponents and the second questions the impact of diversity on the
above analysis.

The case for Path Loss FExponents: Can the loss exponent between the primary transmit-
ter and the secondary sensor be as high as 57 The fixed fading margin that we have assumed,
takes into account multipath and the shadowing at the receiver /transmitter. To factor in the
effect of distance dependent shadowing, we need to take into use higher path loss exponents.
Secondly, there are example scenarios where the path loss exponent for sensing is large while
the path loss exponent for interference could be small. Consider the case where the wireless
microphone is on the ground while the microphone receiver is mounted on a truck 100 meters
away. The secondary transmitter is roof mounted and hence has a clear line of sight to the
primary receiver. Due to ground bounce and shadowing local to the transmitter, the path
loss exponent for sensing could be high while the exponent for interference could be small.

The impact of multiuser diversity: The 20dB fading mismatch that we budget has two
components: The first part is the fading between the primary transmitter and the secondary
sensor. This fading can be reduced by multiuser diversity at the sensors. The second part is
the fading from the secondary transmitter to the primary receiver. For this, each secondary
transmitter must budget on its own - this process does not gain from multiuser diversity.
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Similarly, during cooperative sensing, a secondary user may have a line of sight to the primary
transmitter. In this case, we do not need to budget for the worst case path loss exponent
from the primary transmitter to the secondary.

The preceding analysis emphasizes the following fact: if a IEEE 802.22 CPE does not
sense a wireless microphone and decides to transmit, it may interfere with a wireless micro-
phone receiver. So what can a secondary device like a IEEE 802.22 CPE do to deal with a
primary transmitter which is spatially matched in scale?

One of the solutions to this problem is to decouple sensing and admission control. Sensing
answers the question ‘Is the primary close enough?’ while admission control seeks to answer
the question ‘Can I transmit?’. In the analysis so far, the radio that performs sensing also
decides whether it can transmit. This approach was valid for large scale primary users [92]
where a secondary user could make a transmission decision on its own (with a little coop-
eration with nearby secondaries to increase robustness). This is not the case for small scale
primary users. For small scale primaries, we need a sensor network to localize the position of
the primary user? and an admission control network to decide on which radios can transmit.
This decoupling is the key to handling small scale primary users.

To calculate a target sensor density, we set a diversity target of 8 users (we would like 8
users to be within the sensing region with the hope that at least one of them will have a good
channel to the primary user). This would mean we only need to budget 20dB for the fading
margin since cooperation among 8 users causes sensitivity to get within 20dB of the path
loss [20]. Table 6.2 shows the sensing density requirements for various path loss exponents.
Ideally, we would like the density of active users (users that have data to transmit) to meet
the requirements of Table 6.2 so that we do not require inactive users to sense. Unfortunately
, the IEEE 802.22 Working Group targets areas where the population density is around 1.25
people/km? [93]. Hence, in the best case this implies a deployment density of 1.25 secondary
nodes/km?. In this case, the deployment density (leave alone the active user density), is not
adequate if the primary to secondary loss exponent is 4 or greater.

A note about path loss exponent: We have seen that an increase in the primary-to-
secondary path loss exponent causes the sensor density to increase. What if we budget for
the worst case (a2 = 5) and the actual loss exponent turned out be be 2; would that im-
pact the system adversely? If the actual loss is 2 then many of the radios/sensors around
the primary user will detect the primary. The impact of this would depend on the actual
admission control algorithm. If all the radios that sense the primary need to be quiet, then
a small loss exponent would render a large area unusable. On the other hand, many sensors
sensing the primary could help localize the primary’s location better. With this information,
even radios that sense the primary may be able to transmit. The opposite is true for the

2This sensor network may not be separate from the radio network; however sensor density requirements
greater than the density of active users would require inactive nodes to sense
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Loss Exponent | Area of sensing region | Secondary density requirements
(012) (km?) secondary nodes/km?

2 7.89 x 10° 10.16 x 10~7

3 580.52 0.0136

4 4.98 1.68

5 0.29 27.92

Table 6.2: Area of sensing region for various primary-to-secondary path loss exponents. Since we require 8
secondary sensing nodes in each sensing region, this gives the equivalent sensing density requirements. The
target IEEE 802.22 deployment density is 1.25 secondary nodes/km? [93]. This means that the deployment
density is not adequate if the primary to secondary loss exponent is 4 or greater.

Path Loss Exponent | Pollution radius of a single secondary user
(az1) (km)

2 1778

3 14

4 1.33

Table 6.3: Pollution area is a region around a secondary user where a primary receiver will face undesired
interference. Due to the symmetry in our model, the pollution area is a circle and hence the pollution radius
is the right parameter to study. This table shows the pollution radius around a single secondary user for
various secondary-to-primary path loss exponents
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secondary-to-primary path loss exponent. In this case a large exponent is preferred (see
Table 6.3) but we need to budget for a small exponent.

To deal with secondary density requirements, the IEEE 802.22 Working Group must
either target suburban/urban environments where the deployment density is large enough to
provide the required sensor density, or it must characterize the rural environment to ensure
that the path loss exponent is better than 4.

6.3 Admission Control

In the last section we established the fact that an admission control network is required to
decide on which users can actually transmit; a single user cannot make this decision on its
OWn.

6.3.1 Secondary Pollution Area

To develop a simple admission control algorithm, we first introduce the concept of a secondary
pollution area. Pollution area is a region around a secondary user where a primary receiver
will face undesired interference. This pollution area is easy to calculate for a single secondary
radio, but the presence of multiple secondary users make this pollution radius larger due to
cumulative interference.

To start, we first calculate the acceptable interference level at the primary receiver.
Assuming a primary-primary loss exponent (aq1) of 5 and and a fading margin of 20dB, the
acceptable interference turns out to be -110dBm.

To obtain the worst case pollution radius are we need a model for the placements of the
secondary radios. In [91] the power of a secondary radio was smeared over its footprint —
this was a viable option since the primary was far away from the secondary and from its
perspective, the secondaries seemed like a sea of transmitting users. The main mode of failure
was that all the secondary receivers at the edge of the protected radius received undesired
interference. For small scale primaries this is not the case - the typical mode of failure is
that some secondary radio is close enough to interfere with the primary. In the absence of a
trusted model for radio placements, we need to budget for worse case placements. Hence we
must calculate the maximum number of secondary users simultaneously transmitting on the
uplink in the band of a microphone (~200kHz). The uplink bandwidth per user is targeted
to be 384kbits/s [93]. We arbitrarily assume that 4 secondary users in a single cell can be
active simultaneously on the channel occupied by a wireless microphone.

Next we factor in the interference from the other cells. For these cells, in keeping with
our modeling philosophy, we assume worst case radio placements for the transmitting radios
i.e. we assume that the radios are placed at the corner which is nearest to the microphone
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Figure 6.4: The worst case pollution radius (and assuming that 7, > r, is for an radio that
is at the corner of a cell (for convenience we assume square cells). Around each microphone,
each adjoining cell can have up to 4 radios at the pollution radius boundary. Radios outside
the horizon are treated as a seas of secondary users with a power density corresponding to
4 simultaneous transmitting users. For cells within the horizon, we assume worst case radio
placements which will impact the microphone adversely.
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Number of radios around the pollution circle | Radius of pollution circle (km)
4 1.89
8 2.24
12 2.48
16 2.67

Table 6.4: Pollution radius for various number of radios around the pollution circle. Since the transmission
densities in the sea of radios beyond the horizon are very low, the position of the horizon does not impact
the pollution radius.

(See Figure 6.4). We make this exact computation for all cells which are within the horizon
(the horizon (H) is defined in terms of number of cells and is a variable in our model).

To calculate the influence from the users beyond the horizon, we use Equation (12) in [91].
This equation states that the effect of a sea of secondary users with power density D is the
same as a single user of the same power but a loss exponent which is reduced by 2 (for this
case the power density will correspond to a density of 4 radios per cell, D = %2 where R is
the length of each side of the cell and P, is the power of a single secondary node).

Hence, the pollution radius is the smallest value of r that satisfies:

D K(ag) (RH) 242 4 N, Pyr—2 +

H H H
AR R™ Y N (2 +5°) 7 48P, Y (R x j)

i=1 j=1 j=1

Imax

< 10 10

where D is the maximum transmission density of the secondary nodes (as calculated

above) (Watts/m?), K(an) = = f:/riz c0s(0)72%2d0, I,,4, is the interference limit (-
110dBm), N,, is the number of users around the pollution circle, and H is the number of
cells within the horizon.

Our analysis shows that the sea of secondary users beyond the horizon has very little effect
if the transmission densities are assumed to be small (4 transmitting radios per cell). For this
case, Table 6.4 shows the value of the pollution radius for various worse case configurations
(4/8/12/16 radios just around the pollution circle).

To quantify the effect of a microphone on the performance of a 802.22 cell, we introduce
the notion of effective microphone footprint. This is the area around the microphone where a
secondary user cannot transmit. The microphone has an actual footprint that is dependent
on the situation on the ground. Since we do have complete knowledge of this, we have to
be conservative and need to budget by using worst case exponents, location uncertainty and
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worst case placement assumptions. The effective microphone footprint captures this loss
from conservatism.

Since it is impossible to know if the sensed microphone is near the edge of the cell of near
the center we need to budget for the worst case (microphone is in a corner and hence there
can be up to 16 users just outside the pollution circle). In this case the pollution radius is
2.67km and the effective microphone footprint is 7.27km? (ao; = 4).

It is prudent to compare these results to the results from a model which considers all
secondary users as a sea of secondaries with a certain power density. The density model
yields a pollution radius of 315 meters for the same set of parameter values; this is much
more optimistic than the prediction from worst case placement assumptions.

6.3.2 Location uncertainty of the primary

In section 6.3.1, we assumed that the location of the primary and secondary users is known
exactly. In this section we shall first relax the assumption that the location of the primary
is known. This is important since the the primary is being sensed and hence the location of
the primary will only be known approximately.

We first characterize the location uncertainty of the primary user as a function of the
sensor density. A location uncertainty of x meters implies that the primary could be
closer/further by = meters from its true location. It is important to note that this is an
example of a case where uncertainty can be reduced by actual measurements on the ground
and hence we do not need to stick with worst case assumptions.

In Table 6.4, the maximum sensing radius was calculated by requiring a diversity of 8
sensing radios around the primary. A diversity of 8 assumes that at least one radio will
catch the primary and the uncertainty would be equal to the sensing radius®. When the
sensing density increases beyond this, multiple radios exist in the sensing circle - in this case
the sensing radius is governed by the distance to the radio that sees the best channel. This
distance shrinks (in an expected sense) as the density of sensing nodes increases.

Figure 6.6 shows the effective microphone footprint for various secondary densities. In-
creasing the densities of secondary sensors improves the location uncertainty which in turn
decreases the effective microphone footprint. At the basic required density for o = 4 (1.68
sensing nodes/km? - see Table 6.2), the effective microphone footprint goes up by a factor
of 2.

6.3.3 Location uncertainty of the secondary

There are three different ways to resolve location uncertainty of secondary users. The first
is to have people/technicians register these devices. The method suffers from costs related

3This is a worst case assumption - location uncertainty would be better than the sensing radius in most
cases
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to technicians or to trust issues related to people registering their own devices. The second
method is to install location aware devices on these radios — this method also incurs costs.
The third (and the method analyzed in this paper) is to have the sensor nodes that sense
the primary also sense the secondary users in order to estimate their locations.

Since the IEEE 802.22 devices have large power as compared to wireless microphones (1W
versus 100mW), they can be sensed by the same infrastructure that is sensing the primary
user. By our previous assumption, the location uncertainty related of these secondary devices
would be the same as the location uncertainty of the primary for a given secondary sensor
density.

Figure 6.6 again shows the effect of the combined location uncertainty of secondary and
primary users. At the basic required density for aj, = 4 (1.68 sensing nodes/km?), the
effective microphone footprint goes up by a factor of 4.

6.4 Discussion

So what choices do we have for enabling coexistence between primaries and secondaries of
similar scale? We can place the burden of coexistence on either the secondary user alone or
we can have obtain primary assistance as well.

If the burden lies entirely on the secondaries, they can either increase their sensor densities
(as explained in earlier sections) or they can employ sophisticated sensing techniques (like
coherent detection)?. The SNR wall for energy detection can be reduced by 20dB by using
coherent detection [85]. This increases the sensing radius which in turn reduces sensor
density requirements. For ai5 = 4, every dB improvement in sensitivity corresponds to a
.bdB equivalent increase in the sensing area.

The primary user can enable opportunistic sharing by one of the following ways: Firstly,
primaries could introduce beacons which could facilitate coherent detection (as discussed
above). Secondary, the primary receivers can issue denials whenever the interference is
larger than the desired/undesired ratio®. Since denials have low probability of occurrence
the entire secondary network could cease transmission once a denial is issued. After this,
secondary nodes could gradually reenter the system calibrating their impact on the primary.

6.5 Summary

Real world cognitive systems will need to coexist with multiple classes of primary users each
with its own scale of operation. Unfortunately, coexistence with primary users of different

4This does require primary users to have beacons/pilots that can be easily detected
A denial is a identifiable signature that can be issued by the receiver whenever interference reaches an
unacceptable level
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scale leads to different infrastructure requirements on the secondary system. While sensing
a primary user of a scale much larger than the secondary user (primary power 5 orders of
magnitude greater than secondary power), the secondary user can make the decision about
its transmission based on the sensing results in its own neighborhood. This key system
assumption breaks down in the presence of small scale primary users. For such primaries, we
need to decouple the sensing and admission control decisions. A secondary user that does not
sense a primary cannot transmit until a separate admission control entity /network allows it
to do so. In the case of IEEE 802.22, the sensing network requirements needed to ensure that
all microphones can be reliably sensed are much larger than the target deployment density.
A simple admission control algorithm is proposed which only allows a secondary user
to transmit if it beyond the worst case pollution radius from the primary. Even if we
assume that the location of the primary and secondary radios is known exactly, the effective
microphone footprint is 7.13km?. If the location of the primary and secondary users is
known approximately (based on having the sensor network sensing the primary and secondary
radios), then the effective microphone footprint scales up by a factor of (around) 4.
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Conclusions and Future Work

Cognitive radios is a nascent field — defining the right problems is as important as finding
the right solutions. This has been the guiding principle of this research which allowed us
to gain many insights and make significant steps towards the understanding of the most
pertinent issues in cognitive radios.

7.1 Advances

Most research in cognitive radios today is focussed on improving detectios sensitivity. How-
ever, as shown in the early part of this thesis, improving detection sensitivity is not always
congruent with the goal of recovering spectrum holes. In this thesis we focussed on the
problem of recovering spectrum holes — especially spatial spectrum holes. To this end, we
analyzed the FCC’s DTV databases and the population data of the Unites States (as per the
Census of 2000), to determine the white space opportunity enabled by the FCC’s ruling of
Nov 4th, 2008. This analysis reveals an interesting contrast between the FCC’s geo-location
rules (which pick the appropriate political and engineering trade-off point between whites-
pace availability and broadcast use) and sensing rules (which are extremely conservative and
are unable to recover most of the available whitespace opportunity).

Having identified the gap between geo-location and sensing via use of Monte Carlo simu-
lations, we presented a simplified single-tower model that captures this gap fairly accurately.
Together with the proposed metrics of Fear of Harmful Interference (Fy;) and Weighted
Probability of Area Recovered (W PAR) this model can be used to compare advanced sens-
ing rules.

Cooperative and multiband sensing aim to use information about the environment (either
collected from nearby radios as in the case of cooperation or from nearby frequency bands
as in the case of multiband) which is as vital to the detection process as the information in
the band of interest at the radio. Both these schemes provide a mechanism to implement
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‘dynamic sensing threshold” where the dynamism allows a close relationship between the
sensing threshold and the actual spectral environment of the radio. The median rule for
cooperation was shown to be robust to outliers, misbehaving radios and fading uncertainties
and works well for both temporal and spatial holes. Unfortunately cooperation suffers from
a loss in spatial diversity and from the presence of extremely faded/shadowed radios. Multi-
band sensing can be used to combat shadowing correlation and weed out faded/shadowed
radios.Cooperation across multiband radios is robust against channel correlation and enables
the ‘weeding out’ process. A mobile, wideband testbed was designed and used to capture
Digital TV signals in the 500-700MHz band at various locations in Berkeley, CA. Analysis
of these DTV measurements reveals high shadowing and multipath spread correlation across
frequencies. These new insights into the spectral environment forms the basis for multiband
sensing — detectors based on multiband sensing are shown to outperform singleband sensing
strategies in theory as well as in the real world.

While large scale primaries (e.g. TV transmitters) have been the focus of attention,
protecting small scale primaries (e.g. Wireless Microphones) poses an even harder problem
— these primaries have no predefined frequency of operation and no distinguishable signature.
Furthermore the interference radius of 4W secondaries is much larger than the sensing radius
of a 50mW primary. In these cases, we need to decouple sensing from admission control — a
sensor network is required to perform the sensing and localize the primary. For small scale
primaries, the environment over which the sensing results are valid is small which imposes
certain minimum density requirements for sensor nodes. Furthermore, location information
of the primary and secondary users is key for such an admission control algorithm to operate
successfully.

7.2 Future work

This thesis has opened up an interesting set of issues and insights which provide a rich set of
problems for further research. Some of these problems are near-term i.e. they form natural
next steps to existing problems (they have either being investigated or have already been
investigated) while some other problems arise by taking the ten thousand foot view of this
research.

7.2.1 Near Term

White space Capacity: In this thesis we have determined white space availability per person
across the United States using the protection and pollution viewpoints. The natural next
question is: “What is the available white space capacity per person?”. At each location we
need to exclude certain channels due to protection requirements. For the other channels
we have to deal with interference from primaries and other secondaries. Based on the char-
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acteristics of the secondary base station, we can determine the downlink capacity at each
location. This work is presented in [16].

Theoretical basis for people tradeoff plots for all detectors types: In Chapter 2 we pre-
sented people-channel tradeoff plots for geo-location using actual population data. Then in
Chapter 3 we derived a theoretical model for population density as a function of distance
from a tower using the same data. The next step would be to use this model to obtain people
tradeoff plots for all detectors without having to perform extensive Monte Carlo simulations.

A people and tower based weighting strategy: The weighting that we finally used for all
our plots was based on the Voronoi approach and neglected the population density. We need
a weighting strategy that combines the population density model with a ‘power Voronoi’
(where the Voronoi region around each tower is a function of its transmit power and height)
to be able to predict the sensing performance relative to geo-location in terms of channels
per person.

Time space metrics: The metrics proposed in this section address the problem of recov-
ering spatial holes. We need a combined metric to capture the secondary’s ability to recover
the time-space hole of a ‘on-off’ primary.

Shadowing and noise calibration gains in multiband sensing: In Chapter 5 we have looked
at the possibility of using noise calibration across multiple bands to overcome noise uncer-
tainty when the uncertainty in the two bands is the same. This was analyzed for the case
of infinite samples. The interplay of shadowing correlation and noise calibration needs to be
evaluated.

7.2.2 Long term

Combined sensing and geo-location — Map making: In Chapter 2 we assumed that geo-
location provides the golden standard to determine exclusion zones. Unfortunately, geo-
location is based on ITU propagation curves which may not apply to all deployment types.
What we need are ‘anchor’ sensors that can provide received strength measurements for
channels at a given location. Given a secondary’s measurements it can then compute its
location relative to these anchors. There are two advantages of this approach. Firstly, it
eliminates the need for each tower to register in a database. Only the anchors and their
measurements are registered — the onus is on the secondaries (and not the primaries) to
keep the database consistent. Secondly, it eliminates the problems with using the ITU prop-
agation curves — protection radii are computed dynamically.

A generalized framework to study directional primaries and directional secondaries: The
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work in this thesis is based on the assumption of omni-directional primary and secondary
users. The next likely candidate bands for opportunistic communication are the long-range
microwave links and satellite bands. These bands employ directional antennas and hence
secondaries also need to be able to create ‘nulls’ in the direction of the primary. We need a
generalized framework to study such primaries and secondaries.

Certification and/or enforcement of systems rather than radios: This thesis proposes
cooperative sensing as a way to recover spectrum holes and improve on the performance of
a single radio sensor. The advantage of the single radio sensor, however, is actually in the
certification process. It is much easier to certify that a radio meets the -114dBm sensing
threshold than it is to certify that a system of radios will be able to reliably sense for the
presence of the primary under all deployment scenarios. Certification of cooperative sensing
is hence of great concern. The first steps towards an enforcement scheme for a system of
radios is presented in [94].
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Appendix A

Example for Evaluating Whitespace

In this appendix we shall use the running example of the KCNS transmitter in San Francisco
to illustrate the calculations in Chapter 2. The KCNS digital transmitter occupies channel
39 and is housed on Sutro tower at a height above sea level of 459m and a transmit power of
1000kW. To determine the propagation characteristics of this tower we need to calculate the
effective height of the tower — called HAAT for height above average terrain. To calculate
the HAAT, the elevation of 50 random points are taken at distances between 3km and 16km
around the tower at 8 (or more) evenly spaced radials from the transmitter site (These
calculations use the Globe Terrain database available from the National Geophysical Data
Center [95]). The elevation points along each radial are averaged, then the radial averages
are averaged to calculate the average height of the terrain. Subtracting this value from the
height of the tower above sea level gives the HAAT of the tower. For the KCNS transmitter
this value turns out to be 430m. This is mainly because San Francisco is at an average
elevation of ~ 16meters above sea level.

Before we continue, we should also determine the operational SINR of the KCNS trans-
mitter. According to [12] the Desired Signal to Interference ratio (SIR) ratio at the Grade-B
contour is 23dB. With noise power over a 6MHz band at -106dBm we can calculate the
required SINR at the Grade-B contour. These values are shown in Table A.1. For channels
39, the required SINR is 15.46dB.

A.1 Calculating the pollution radius

The maximum interference that a secondary can tolerate () is set as a value above the noise
level. To calculate the pollution radius, we need to find the distance where the signal power
drops to v+ NodBm for 50% of the locations, 50% of the time (the F(50, 50) curve from the
ITU specifications). For the KCNS tower and a v = 5dB, the pollution radius is 220km.
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Parameter | Description Value
LVHF: 19.69dB
A Minimal Operational SINR ULHF: 19.13dB

ULHF: 17.33dB - 14.67dB

E, (dBu) | Electric field at the protected radius (r,)
E, (dBu) | Electric field at the noise limited radius (r,;)

E,,(dBu) | Electric field at the Grade B radius (r4) See Table A.2
(0 Margin eroded 1dB

I (dBm) | Interference at the protected radius

No(dBm) | Noise in a 6MHz band -106.22dBm

Table A.1: Parameters to be used in white space calculations.

A.2 Calculating the protection radius 7,

The FCC calculations give rise to a range of erosion margin values (See Figure 2.4(a)) the
median of which is 1dB. We shall use this as the target erosion margin () = 1dB). Hence 7,
is the distance at which the signal strength is greater than Ny + A + ¢» = —89.75dBm) for
50% of the locations, 90% of the time. For channel 39, this translates to a electric field of
41.16dBu (E,, (dBu)). E, (dBu) was used to calculate the 7, using the following procedure.

e The Effective Radiated Power is converted to Effective Isotropic radiated Power (EIRP(dBm)
= ERP(dBm) + 2.15dB). For the KCNS transmitter the EIRP (dBm) is 92.5dBm.

e The Electric field at a distance of 1m from the transmitter is calculated as Ey,,(dBu) =
104.8 + EIRP(dBm), which is 197.3dBu for the KCNS transmitter.

e The required path loss is calculated as RPL(dB) = Ei,, — E,, which turns out to be
156.3dB for KCNS.

e The ITU-R recommendations are used to determine the maximum distance (beyond
1m) at which the path loss is less than (or equal to) RPL for 50% of the locations,
90% of the time. (The ITU-R recommendations provide a mechanism to extrapolate
the tables for different distances, heights and frequency [43]).

For KCNS, the r, calculated using this method is 129.3km.

We further assumed that all television signals are ATSC signals i.e. the assumption is
made that low power and Class A transmitters would switch to ATSC signals with the same
power.
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Channels | Required Field Strength (dBu)
2—-6 23
7—13 36
14 -69 |41

Table A.2: ATSC (Digital) Field Strength dBu required at the Grade B contour.

Channels | Formula to convert from dBu to dBm
2-6 P(dBm) = E(dBu) —111.8

7—13 | P(dBm) = E(dBu) —120.8

14 —-69 | P(dBm) = E(dBu) —130.8 + 20 loglo(%)

Table A.3: dBm to dBu conversion values for various frequencies. f; and fj, are the channel’s
lower and higher frequency limits (in MHz) respectively. [96]

A.3 Calculating the no-talk radius (r,)

To calculate r, we first calculated the distance beyond the protected radius where the sec-
ondary can transmit (r, —r,) i.e. we need to determine the distance r,, such that a transmis-
sion from r, results in a signal level at 7, of I, (See Equation 2.4). After we converted I,,
to an electric field, we used the procedure outlined in Appendix A.2 to determine the value
of r, — r, with the exception that we used the F'(50,10) propagation curves for predicting
the distance. This was to ensure that transmissions from a secondary just outside r, can
cause harmful interference only 10% of the time.

For the KCNS station, I, was -112.1dBm which translated into a electric field strength of
18.83dBu. This required the secondary transmitter to be 20.57km outside KCNS’s protected
radius.

A.4 Calculating the no-talk radius (r,) for adjacent
channels

For adjacent channels, the additional distance beyond the protected radius that we need to
budget reduces since the TV receiver can tolerate higher interference from adjacent channels.
The FCC specifies that the adjacent channel interference can be ~ 27dB higher than the
desired signal. Using this value, r, — r, was calculated for adjacent channels as per the
procedure outlined in Appendix A.3 except that I, can be as high as -62.1dBm. To create
this interference level, the secondary would have to be 1.1km from r,.
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A.5 Calculating r, using the FCC method

The FCC assumes that the protection radius is the Grade B contour (73,). The required field
strength (E,,(dBu)) at the Grade B contour is defined by the FCC for ATSC signals [12] as
shown in Table A.2. Hence for the KCNS transmitter we need to determine the distance at
which the received signal is above 41dBu for 50% of the locations, 90% of the time. This
distance turns out to be 129.8km.

To calculate 7, — r, we found the distance beyond r;, such that a transmission from r,
results in a signal level at the Grade-B contour of F,, —23dBu. Since E,, is only a function
of the frequency (and not the transmit power/height of the primary transmitter) there is a
single r,, — r, value for a given channel. The procedure outlined in Appendix A.2 can be
used to determine this value of r, — r, with the exception that we use the the F(50,10)
propagation curves for predicting the distance. For the KCNS transmitter, this distance
turns out to be 21.42km.

An alternative approach adopted by the FCC also specifies the value of r,, — 7, to be
used for all channels (See Section 15.712 [12]).

A.6 Calculating the radius for single-threshold sensing
rules

A sensing based approach does not distinguish between different towers. The FCC’s -114dBm
rule imposes a 20dB margin on the nominal signal level at r,. To determine the area lost
due to such a rule, we first converted the -114dBm power to an equivalent dBu value using
the equations in Table A.3. Using the procedure outlined in Appendix A.2 we calculated the
equivalent distance. As discussed in the main text we use the F'(50,50) curves for predicting
distances. For KCNS the -114dBm rule would wipe out all area to a distance of 255km.

Next, we derived an equivalent rule for adjacent channels. In Appendix A.4 we had
determined 7, for the adjacent channel. At this new r, we calculated the average signal level
and added a budget of 20dB to obtain a -110dBm sensing rule for adjacent channels. With
such a rule the area around the KCNS station that needs to be excluded for usage in 223km.
It should be noted that the FCC specifies a single -114dBm rule for all channels (co-channel
and adjacent channel sensing).

A.7 Incorporating multipath into the path loss model

The effect of multipath fading is incorporated in the calculations of r,, 7, — r, and the dis-
tance corresponding to the -114dBm rule. To remain conservative we neglected multipath
for calculating r, (with multipath, the F(50, 90) point is lower and this leads to the under-
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estimation of r,). For determining r, — r, we assumed Rayleigh multipath — this increased
the value of r,, — r, for the KCNS tower from 20.57km to 24km. For the -114dBm rule the
opposite was true; the distance excluded shrinks from 255km to 240km.
The generic method to obtain the F(50, 90) tables for a channel that includes Ricean
(Note that Rayleigh multipath is a special case of Ricean multipath) multipath is as follows:
Let H be the Ricean distributed multipath random variable with unit total power (o2 +
A% = 1), then the density of H is,

V2Kh

fH(h):% exp — (T +K) I

where K is the Ricean factor which measures the ratio of the energy in the line-of-
. . . 2 . .
sight path to the multipath variance (2’%) If the average received power is G2, then the

instantaneous received power is given by G2 h? or:

) (A.1)

P! = P4 4 20logi(h) (A.2)

where P! is the instantaneous received power (G?h?) and P4 is the average received power
(G?). Since the conversion from dBm to dBu only involves a constant addition/subtraction
at all frequencies, converting this to electric field (in dBu) we get:

E" = E* 4 20l0gy0(h) (A.3)

From the ITU we have the F(50,q) (q = 50, 10), tables for 100MHz, 600MHz and
2000MHz for various transmitter heights and distances i.e. for a given frequency, transmit—
ter height and distance, these tables provide the electric field e such P(E4 > ¢) = a5 for 50
percent of the time.

Now to generate the appropriate tables all we need to find is the new values of the electric
field €' such that P(E' > ¢/) = t&. Once we preprocessed these files we can use the new
tables in all the subsequent calculations.
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Appendix B
Testbed

In this Appendix we describe the equipment and methodology to collect DTV measurements
at various locations in Berkeley, CA. We wanted to build a wideband detector that could
collect DTV signals over a frequency range of 500-700MHz. Furthermore, we needed this
equipment to be mobile so that it could be driven around in a car and transported easily.

B.1 Overall Architecture

Figure B.1 shows the overall architecture of the DTV mobile experimental unit. Since we
were interested in the 500-700MHz band, we chose a purely baseband architecture (no RF
down-conversion). The analog gain stages provide a variable gain from 0 to 88dB. The analog
filtering is implemented to attenuate cellular bands (850-900MHz) and the FM/VHF bands.
The analog signals are converted to digital signals using the Atmel/ev2 (AT84AD001B) ADC
which is capable of a conversion rate up to 2Gsps (Giga-samples per second) in interleaved
mode. The raw ADC resolution is 8bits with a ENOB (effective number of bits) of 7bits.
The resulting 42dB of dynamic range is low for sensing weak DTV signals using a wideband
receiver but serves the purpose of investigating signals from Mt San Bruno and Mt Sutro.
According to the FCC, the received signals from these towers in Berkeley should be around
30dBm [77].

For out experimentation, the ADC runs at 900MHz in interleaved mode yielding a sam-
pling rate of 1.8Gsps. These samples are processed in the Xilinx Virtex-II Pro FPGA and
stored in the external 2Mbyte SDRAM. The Power PC on the Xilinx is running Linux and a
[P stack which can be used to transfer the captured data to the Laptop (via a UDP connec-
tion) for later processing. The 12V battery enables the unit to be mobile and can be used
to make measurements while driving.

The output of the ADC is digitally de-modulated to 450MHz and down converted to a
sampling rate of 900MHz. This operation is shown in Figure B.2. The reason for this is the
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rate mismatch between the ADC and SDRAM rates. The output of the ADC are 8 samples
(64bits) at a clock rate of 225MHz. The external SDRAM also runs at 225MHz but has a
32bit interface. Hence the need to down convert to a sample rate of 900MHz. The samples
are demodulated to 450MHz using a very simple digital demodulator (this step involved
multiplication by the vector [1 0 -1 0 1 0 -1 0]). These samples are filtered by a 32-tap
low pass filter (implemented as a 8 channel polyphase filter). The filter has a passband of
0-300MHz. The output of the filter is downsampled by 2 and copied into a ping-pong buffer
which feeds the SDRAM. Once the SDRAM is full, the data (it can store data contiguously
data for just over 2ms) is moved to the laptop.

The FPGA was programmed using Matlab/Simulink from Mathworks coupled with the
Xilinx system generator [97]. The tool chain is augmented with BWRC developed automa-
tion tools for mapping high level block diagrams and state machine specifications to FPGA
configurations. A set of parameterized library blocks have been developed for communi-
cations, control operators, memory interfaces and I/O modules. This flow enabled fast
prototyping of the design.

B.2 Antenna

We used a simple indoor 7dBi antenna (the Silver Sensor) from Phillips/Zenith. The mea-
surements were verified using a similar antenna from Terk (HDTVi). Both these antennas
have a relatively flat frequency response in the 500-700MHz and present the right compromise
between directionality and maneuverability. Figure B.3 shows the result of making multiple
measurements at a given location by rotating the antenna around. Measurements made on
Prof. Sahai’s deck and the BWRC classroom near the window reveal a total variation of
8dB. This is because in both locations there is a single dominant signal direction (west at
Prof. Sahai’s deck and facing the window in the BWRC classroom). The measurements that
were made in the BWRC laboratory have relatively little variation. The BWRC laboratory
has no windows and hence there is dominant signal direction.

B.3 Filtering and (Gain

The analog filtering was implemented using discrete components from Mini circuits. The
final impact of this filtering is shown in Figure B.4. At 900MHz, the unwanted cellular signals
are attenuate to below the dynamic range of the ADC. The digital filter is used to remove
the high frequency components after digital de-modulation. Figure B.5 shows the frequency
response of the digital filter. The passband is not completely flat — this is to compensate for
the attenuation introduced by the ADC at high frequencies. The overall passband response
(ADC, analog filtering, gain stages, digital filtering) is shown in Fig B.5. The maximum
variation in the magnitude response in the range 500-700MHz is less than 1dB.
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Figure B.1: Overall architecture of the mobile baseband TV sensor using a 2Gsps ADC.
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Figure B.2: Block diagram of the FPGA design. The down conversion operation is needed
to match the rates of the ADC and the SDRAM.

The gain stages provide a gain of 0, 22, 44, 66 and 88dB. The calculated overall noise
figure of the 4 gain stages is 2.72dB while the measured Noise Figure is 10dB.

The overall linearity of operation is limited by the ENOB of the ADC. This can be seen
by inputing a sine wave at different frequencies The linear operation is limited to around
40dB input range (See Figure B.6.

B.4 Locations and Measurement methodology

We wanted a good sampling of locations in Berkeley to conduct experiments. Finally we
chose the following locations:

e BWRC laboratory, BWRC classroom, BWRC library, BWRC cubicles 87 and 90 to
provide a rich set of Non Line-of Sight (NLOS), indoor locations.

¢ BWRC basement to provide a highly shadowed indoor environment.

e Prof. Sahai’s deck to provide LOS, outdoor measurements. From the deck we have
line-of-sight to Mt Sutro.

e Drive measurements along Milvia, California and Oxford streets to provide NLOS,
outdoor measurements.
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Figure B.3: Measurements using the 7dBi indoor antenna from Phillips. Measurements
made at Prof. Sahai’s deck and the BWRC classroom reveal a total variation of 8dB since
there is a single dominant signal direction. The measurements made in the BWRC lab have
relatively less variation. The BWRC lab has no windows and hence there is no dominant
signal direction.
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Figure B.4: The gain at each frequency from analog filtering.

Figure B.7 shows the areas within the BWRC which served as the measurement locations.
At each location a specific corner was designated as the origin and X/Y-axes were established
relative to the walls. At each location multiple measurements were made and indexed by
their X and Y co-ordinates relative to the origin at that location. At each measurement
point 4 captures were performed with the antenna facing the magnetic North, the magnetic
South, the magnetic West and the magnetic East (A standard compass was used to align
the antenna to each direction). The measurements were stored in a file named as < locId >
< x> _<y>_<dir> tzt, where < locld >is the location index (for example, BWRC
lab has the index ‘BLB’), x and y are the distances from the location’s origin (measured
in inches) to the measurement point and < dir > is the direction ("W’, 'E’, "N’ and ’S’) at
which the antenna was pointed.

The outdoor measurement locations are shown in Figure B.8. The antenna and a GPS
unit were mounted on top of a car. as shown in Figure B.9. The antenna was pointing west
throughout the drive experiments. The average spacing between measurements was 10m.
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Figure B.5: (a) The frequency response of the 32-tap digital filter. (b) The shape of the

passband is used to compensate for the frequency response of the ADC.
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Figure B.6: The input-output transfer curve of the system for a gain setting of 44dB. The
linear operation occurs for a input range of 40dB.
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Figure B.7: The BWRC seating map with the various locations marked out. The X and Y
axis is used to index and store measurements at each location.
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Figure B.8: A map of the outdoor locations:
The location of Prof Sahai’s deck is available on request.

http://www.gpsvisualizer.com
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Milvia, California and Oxford streets.
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Figure B.9: The GPS and antenna mounted on atop a car.
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