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Abstract

Results and Techniques in Multiuser Information Theory
by

Amin Aminzadeh Gohari
Doctor of Philosophy in Engineering-Electrical Engineering and Computer Sciences

University of California, Berkeley

Professor Venkatachalam Anantharam, Chair

In this dissertation we develop new techniques and apply them to prove new results
in multiuser information theory. In the first part of the dissertation, we introduce the
“potential function method,” and apply it to prove converses for a series of multiter-
minal network capacity problems. In the second part of the dissertation, we introduce
the “perturbation method,” and apply it to the general broadcast channel problem, a
fundamental open problem in information theory. Furthermore, we address a number
of computational issues associated with the general broadcast channel.

The first part of the dissertation is devoted to the “potential function method”
and its application to multiterminal networks. This method works by finding certain
properties of expressions which will imply that they dominate the capacity region, and
then proving a given bound by a verification argument. We show that this method can
provide a unified framework for proving converses. We begin by considering the cat-
egory of rate region problems without output feedback. The “dynamic programming
flavor” of the technique and its use of one-step equations are brought up here. To
demonstrate the use of technique in problems with feedback, we consider the problem
of information-theoretically secure secret key agreement under the well-known source
model and channel model. The concept of “state” and its evolution during the in-
teractive communication by the parties are brought up here. The upper bounds we
prove in this section are new and are strictly better than their corresponding previ-
ously best known upper bounds (our new lower bounds are relegated to an appendix
in the end of the dissertation as they were not derived using the potential function
method). Finally, we demonstrate the use of technique in a problem that involves
transmission of dependent sources over strong interference channels. The new feature
is that the notion of achievable rate regions is replaced by that of admissible sources.
The result proved in this section is also new.

The second part of the dissertation begins by discussing the “perturbation method,”
and its application to the general broadcast channel problem. The perturbation
method is based on an identity that relates the second derivative of the Shannon
entropy of a discrete random variable (under a certain perturbation) to the corre-



sponding Fisher information. We apply this tool to make Marton’s inner bound for
the general broadcast channel computable. Before this, the latter region was not
computable (except in certain special cases) as no bounds on the cardinality of its
auxiliary random variables existed. The main obstacle in proving cardinality bounds
is the fact that the Carathéodory theorem, the main known tool for proving cardi-
nality bounds, does not yield a finite cardinality result. In order to go beyond the
traditional Carathéodory type arguments, we identify certain properties that the aux-
iliary random variables corresponding to the extreme points of the inner bound satisfy.
These properties are then used to establish cardinality bounds on the auxiliary ran-
dom variables of the inner bound, thereby proving the computability of the region.
We continue the second part of the dissertation with several results on computing a
number of regions associated with the general broadcast channels. For instance, we
prove various results that help to restrict the search space for computing the sum-rate
for Marton’s inner bound.

Professor Venkatachalam Anantharam
Dissertation Committee Chair
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Chapter 1

Dissertation Overview

Information theory was developed by Claude Shannon in 1948 to find the fun-
damental limits of storage and communications systems. Information theory proofs
consist of direct proofs or achievability proofs (establishing the inclusion of a given
region in the capacity region) and converse proofs (establishing the inclusion of the
capacity region in a given region). Many techniques have been introduced to address
the direct and the converse parts of various problems. Historically, these techniques
date back to Shannon himself. He introduced significant techniques such as random
coding, and important concepts such as typicality of sequences. Later researchers
came up with other techniques such as superposition coding, time sharing random
variable, the use of Carathéodory theorem to prove cardinality bounds and deter-
ministic models. The techniques used in the achievability proofs are generally more
intuitive and structured; for instance, see the recent textbook on network information
theory by El Gamal and Kim [15] for a systematic presentation of these proofs using
the so-called “Packing Lemma” and “Covering Lemma”. On the other hand, the
converse proofs generally lack such transparency and meaningfulness. The main issue
is moving from an n—letter expression to a single-letter expression which is usually
done on a case by case basis. There is no systematic and unified algorithm that would
result in the appropriate choice of auxiliary random variables. The converse proofs
sometimes depend on the Csiszar sum lemma, or other identities that hold for a col-
lection of n-random variables. Therefore, it is desirable to find a unified framework
for proving converses. We discuss such framework in the first part of this dissertation.
We introduce the “potential function method” and apply it to prove converses for a
series of problems in multiterminal networks.

In the second part of the dissertation, we introduce the “perturbation method” and
apply it to the general broadcast channel with two outputs. This is a fundamental
open problem in information theory whose theoretical and practical importance is
widely acknowledged. There has been some progress in cracking special cases of
this old but open problem — notably Gaussian MIMO Broadcast Channels without a
common message— yet, after decades of research we still cannot compute the capacity



region of this simple-looking multiterminal network. The presented results contribute
to our understanding of this classical problem.

This dissertation is divided into two parts. An overview of the structure of each
part is in order.

The first part of this dissertation is devoted to the “potential function method”.
This method works by finding certain properties of expressions which will imply that
they dominate the capacity region, and then proving a given bound by a verifica-
tion argument. We show that this method provides a unified framework for proving
converses. We begin by considering the category of rate region problems without
output feedback. The following sample problems are selected from this category:
point-to-point communication, degraded broadcast channel, the Gelfand & Pinsker
problem, a classical source coding problem, and the rate distortion problem with side
information. We recover the known converses for these problems. Furthermore, the
attention of the reader is drawn to the fact that the main portion of these converse
proofs remains invariant. The derivation of the auxiliary random variables is done
in a systematic and recursive manner, rather than in one shot as is commonly done.
Each step of the recursion is systematic and algorithmic so that a computer program
could be written to generate the auxiliaries. The “dynamic programming flavor”
of the technique and its use of one-step equations are emphasized here. Extending
these proofs to the cases with output feedback makes the terminology and the dis-
cussion heavier. To demonstrate the applicability of this technique to the problems
with feedback, we consider the problem of information-theoretically secure secret key
agreement under the well-known source model and channel model. In both of these
models multiple terminals wish to create a shared secret key that is secure from a
passive eavesdropper. The terminals have access to a noiseless public communication
channel and an additional resource that depends on the model. In the source model,
the resource is an external source that repeatedly beams correlated randomness to the
terminals; whereas in the channel model, the resource is a secure but noisy discrete
memoryless broadcast channel. Applying the potential function method, we prove
new outer bounds under both the source model and the channel model. The concept
of “state” and its evolution during the interactive communication by the parties is
emphasized here. It is worth mentioning that we have also derived new lower bounds,
but those are relegated to an appendix in the end of the dissertation as they were not
derived using the potential function method.

Finally, we demonstrate the use of the potential function method in the problem of
transmission of dependent sources over strong interference channels. The new feature
is that the notion of achievable rate regions is replaced by that of admissible sources.
Among other things, we emphasize that the new method differs from the traditional
ones in that for a given network structure, we simultaneously consider all possible
networks compatible with that structure and think of the rate region as a function
from such networks to subsets of the positive orthant. We then identify properties
of such a function which need to be satisfied for it to give rise to an outer bound.



The desired outer bound is then proved by a verification argument. To elaborate
on this, we apply the technique to recover and further generalize the outer bound
part of the recent result of Maric, Yates and Kramer on strong interference channels
with a common message to include dependent sources. In the papers [21, 22|, we
have applied the same technique to 1) generalize the well known cut-set bound to
the problem of lossy transmission of functions of dependent sources over a discrete
memoryless multiterminal network, and to 2) simplify the recent outer bound of
Liang, Kramer and Shamai on the capacity region of a general broadcast channel,
and to generalize it to include dependent sources.

The second part of the dissertation begins by introducing the “perturbation method,”
and its application to the general broadcast channel problem. The perturbation
method is based on an identity that relates the second derivative of the Shannon en-
tropy of a discrete random variable (under a certain perturbation) to the correspond-
ing Fisher information. We apply this tool to make Marton’s inner bound for the
general broadcast channel computable. Before this work, Marton’s inner bound was
not computable (except in certain special cases) as no bounds on the cardinality of its
auxiliary random variables existed. It was not even known whether this inner bound
was a closed set. The main obstacle in proving cardinality bounds is the fact that the
Carathéodory theorem, the main known tool for proving cardinality bounds, does not
yield a finite cardinality result. In order to go beyond the traditional Carathéodory
type arguments, we identify certain properties that the auxiliary random variables
corresponding to the extreme points of the inner bound satisfy. These properties are
then used to establish cardinality bounds on the auxiliary random variables of the
inner bound, thereby proving the computability of the region, and its closedness.

In the rest of the second part of this dissertation, we report the subsequent research
that was done along the direction of computing Marton’s inner bound. Although
existence of cardinality bounds renders Marton’s inner bound computable, it is still
hard to evaluate the region. We prove various results which help to restrict the
search space for computing the sum-rate for Marton’s inner bound. For binary input
broadcast channels, we show that the computation can be further simplified if we
assume that Marton’s inner bound and the recent outer bound of Nair and El Gamal
match at the given channel. These results are used to show that the inner and the
outer bounds do not match for some broadcast channels, thus establishing a conjecture
of Nair and Zizhou [45]. Furthermore, we show that unlike in the Gaussian case, for
a degraded broadcast channel even without a common message, Marton’s coding
scheme without a superposition variable is in general insufficient for obtaining the
capacity region.

We end the second part of the dissertation by mentioning a few other results that
were left off since they did not concern the computation of Marton’s inner bound. We
establish the capacity region along certain directions and show that it coincides with
Marton’s inner bound. We show that the Nair-El Gamal outer bound can be made
fully computable. Lastly, we discuss an idea that may lead to a larger inner bound.



Part 1

On the converse proofs in
multiuser Information Theory



Chapter 2

Rate region problems without
output feedback

Converse proofs generally lack the transparency, meaningfulness and structure of
the achievability proofs in information theory. This is partly due to the fact that
the auxiliary random variables showing up in the converse proof can involve the past
and/or the future of auxiliary random variables, and it is not always easy to assign
meanings to these expressions in an operational sense.

In this chapter we introduce the technique by reproving converses for several well-
known problems in which the transmitter(s) do not receive feedback from receivers
or other transmitters. Nor are the transmitters concerned with communication of
dependent messages. The problems we consider are Point-to-point communication,
Degraded broadcast channel, the Gelfand & Pinsker problem, a classical source cod-
ing problem, and the rate distortion problem with side information. We show the
technique in action in these examples without providing a general formulation of
the technique in this chapter. Extending these proofs to cases with output feedback
makes the terminology and the discussion heavier. The general formulation will be
discussed in later chapters.

The main portion of the following converse proofs is fixed and invariant. The
derivation of the auxiliary random variables is done in a systematic and recursive
manner, rather than in one shot as is commonly done. Each step of the recursion is
systematic and algorithmic so that a computer program could be written to generate
the auxiliary random variables.

2.1 Point-to-point communication

We begin with the point-to-point communication problem. Let X and Y respec-
tively represent the input and the output of the channel. We use the conditional
probability distribution function of Y given X, ¢(y|z), to describe the statistical



behavior of the channel.

The following proof for the point-to-point communication problem may seem to
have the same complexity as the traditional proof, but it allows for a systematic
generalization to other problems.

Proposition: Given a channel ¢(y|z), we would like to show that any achievable
communication rate belongs to the set R(q(ylz)) = {R:0 < R <sup,,) [(X;Y)}.

Proof: 1) The first step is to note that the closure of the union over the n-letter
regions

1
U =Rz w1z 1)

n>0
is an outer bound to the capacity region, where

n

q(1yo-ynlt1za.n) = [ [ alyilv).
=1

Proving that the closure of this n-letter expression is an outer bound to the capacity
region is straightforward by the Fano inequality.

2) The second (and the main) step is to show that (J,~ 2R (q(y12...yn|T122...2,,))
is equal to R(q(y|x)). This step is the single-letterising step. This is usually done
in one shot, but here we do it iteratively and stage by stage. In order to accomplish
this, it is enough to prove the following statement:

1. For every n,
R(q(ylyz...yn|a:1:v2...xn)) C (2.1)
R(q(ylyz...yn_l|331:v2...:pn_1)) &) R(q(yn|mn)).

where @ stands for the point by point sum (Minkowski sum) of the intervals
(see Definition 10 of section 5.2 for the definition of Minkowski sum).

This is because the statement implies that

R(q(y1y2.--Yn|T122...2,) ) C
R(Q(yﬂ%)) DD R(q(yn—1|xn—1)> D R(q(yn, Zn|35n))
=n x R(q(y, z|z)).

In order to prove the equation (2.1), it is sufficient to show that for any arbitrary
channel ¢(yy|zx) that factorizes as ¢(y|T) - ¢(y|x), we have (note that here Z,y are
playing the role of zyz9...2, 1, Y1Y2...Yn—1)

R(q(yyl2z)) C R(a(y|7)) & R(q(y|z)).



Take an arbitrary point R belonging to R(g(yy|zZ)). Corresponding to this point is

a joint distribution p(z7) where R < I(XX;YY). We would like to prove that there
are two points in R(¢(y|Z)) and R(q(y|z)) that add up to a number greater than
or equal to I(XX;YY). Since I(XX:YY) = HYY) - HYY|XX) = HYY) —
H(Y|X) - H(Y|X) < I(X;Y) + I(X;Y) we get the desired result since I(X;Y)
belongs to R(g(y|z)), and I(X;Y) belongs to R(q(y|7)).

3) The third (and the last) step is to show that R(g(y|z)) is a closed set. Since the
ranges of all the involving random variables are limited and the mutual information
function is continuous, the set of joint probability distributions p(zx,y) where p(x,y) =
q(y|x)p(x) will be a compact set (when viewed as a subset of the Euclidean space).
The fact that mutual information function is continuous implies that the union over
p(z) of I(X;Y) is a compact set, and thus closed.

2.2 The Gelfand and Pinsker problem

Proposition: We are given a channel ¢(y|z,s) where x is the input and s is the
state of the channel. The state of the channel is i.i.d. according to ¢(s) and is
known at the encoder. The achievable rate depends on the channel ¢(y|z,s), and
the marginal ¢(s). Here we would like to prove the converse result of the Gelfand
and Pinsker problem, i.e. to show that any communication rate belongs to the set
R(q(ylz,s),q(s)) ={R:0 < R < supy, .o [(U;Y) = 1(U;S)}.

Proof: 1) The first step is to note that the closure of the union over the n-letter
regions

1
U E’R(q(ylyg...yn|$1x2...xn, 3132...3n)7q(31$2...3n))
n>0

is an outer bound to the capacity region, where

n

Q(3/13/2---?Jn‘371952---3?m 5182"'571) = H Q<y1’xl7 Si)a

q(s182...8,) = H q(si).

Proving that the closure of this n-letter expression is an outer bound to the capacity
region is straightforward by the Fano inequality.
2) The second (and the main) step is to show that

1
U ER(q(ylyg...yn|x1:172...atn, $182...5,), q(5152...5,))

n>0



is equal to R(q(y|x, s), q(s)). This step is the single-letterising step. This is usually
done in one shot, but here we do it iteratively and stage by stage. This would make
it possible to find the auxiliary random variable in a systematic manner. In order to
accomplish this, it is enough to prove the following statement:

1. For every n,

R(q(ylyz...yn|x1:c2...xn,5152...5n),q(5152...3n)) C
R(q(y1.. Yn-1]21.-Zn1,51...n—1), q(5152...85—1) ) D
R(Q(ynlxn, STL)? Q<Sn>)

where @ stands for the point by point sum (Minkowski sum) of the intervals.

This is because the statement implies that

R(q(ylyz...yn|x1:c2...xn,5132...5n),q(3132._,5n)) C
R(a(yilzr,51),4(s1) © - @
R(q(Yn-1Tn-1, $n-1), ¢(5n-1)) & R(q(Yn|Tn, $0), a(s0))
=nx R(q(y|z, s),q(s)).

In order to prove the first statement, it is sufficient to show that for any arbitrary
channel ¢(yy|zZ, ss) that factorizes as q(y|z,s) - q(y|z, s), and ¢(ss) that factorizes as

q(s)q(s), we have
R(q(yylaz, s5),q(s3)) € R(q(@|Z,3),q(3)) ® R(q(ylz, s), q(s))-

Take an arbitrary point R belonging to R (q(yy|zZ, s5), ¢(ss)). Corresponding to this

9))-
point is a joint distribution p(u, 27|s3) where R < I(U; YY) — I(U; SS). We would
like to prove that there are two points in R(q(y|Z,5),¢(s)) and R( (ylz, s),q(s))
that add up to a number greater than or equal to I(U; YY) — I(U; SS). Please note
that the following Markov chains hold: UY XS — SX — Y, and UY XS — SX — Y.
Thus for taking a point from the set R(q(mf,g), q(E}), we can search for a random
variable U by taking some combination of the four random variables U, Y, X, S.
There are 2* = 16 possibilities in total. Similarly for taking a point from the set
R(q(y|z,s),q(s)), we can search for a random variable U’ by taking some combination
of the four random variables U, 37, X , S. There are 24 = 16 possibilities in total. The
easiest approach is to write a computer program that tries all 16*¥16 cases using the
information theoretic inequality verifier program that is available (see [58] or [50]). It
is however not hard to guess the following choice of auxiliaries U=UY and U’ = US.
We need to verify that [(U; YY) —I(U;SS) < I(U:Y)—=I(U; S)+I(U;Y)—1(U; S),
or equivalently I(U; YY) — I(U; SS) < I(US:Y) — I(US: S)+ I(UY;Y) - I(UY;S),
which can be easily verified using the fact that I(.S; S ) =0.



3) The third (and the last) step is to show that R(g(y|z,s),q(s)) is a closed set.
Note that in computing R (g(y|z, s), ¢(s)) one can use the strengthened Carathéodory
theorem of Fenchel to bound the cardinality of U from above by |X||S|. Since the
ranges of all the involved random variables are limited and the mutual information
function is continuous, one can use arguments similar to the one mentioned in the
proof of point-to-point converse to show that R(q(y\x, s), q(s)) is closed.

2.3 Degraded Broadcast Channel

Proposition: Consider a degraded broadcast channel q(y, z|z) = q(y|z)q(z|y).
It is known that the following region is the capacity region for this channel: let
R(q(y, z|z)) be the set of all non-negative (Ry, Rs) such that there exists a joint
distribution p(u,x) for which Ry < I(X;Y|U) and Ry < I(U; Z) where X,Y, Z and
U are jointly distributed according to p(u, z) - q(y, z|x). Here we would like to prove
that R(q(y, z\x)) is an outer bound to the capacity region.

Proof: 1) The first step is to note that the closure of the union over the n-letter
regions

1
U ER(q(ylyQ...yn,zlzg...zn]:clm...xn))

n>0

is an outer bound to the capacity region, where

n

Q(Y1Y2---Yn, 2129...2p|T120...2y) = H q(Yi, zi|xi).
i=1

Proving that the closure of this n-letter expression is an outer bound to the capacity
region is straightforward by the Fano inequality.
2) The second (and the main) step is to show that

1
U _R(q(y1y2yn, 2122'“271"7711'2---3:71))
n>0 n

is equal to R(q(y, z]x)) This step is the single-letterising step. This is usually done
in one shot, but here we do it iteratively and stage by stage. This would make it
possible to find the auxiliary random variable in a systematic manner. In order to
accomplish this, it is enough to prove the following two statements:

1. For every n,

R(q(y1y2.-Yn, 2122...2p|T122...77)) C
R(q(yl...yn,l, 210 Zn—1 |:U1...xn,1)) <) R(q(yn, zn|:pn)),

where @ stands for the vector by vector sum (Minkowski sum) of the regions.
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2. R(q(y,z|z)) is convex.

This is because the two statements together imply that

R(q(ylyQ...yn,zlzg...zn]xlxg...xn)) C
R(a(y1, z1lz1)) ® R(q(yz, z2/a2)) - - @R (q(Yn, 2nlan))
C n x Convex Hull of R(q(y,z|z)) =n x R(q(y, z|z)).

Proving the convexity is straightforward. In order to prove the first statement, it is sufficient
to show that for any arbitrary channel q(yy, zZ|xZ) that factorizes as ¢(y, z|7) - q(y, z|x), we
have

R(q(yy, 2z|zx)) C R(q(y, 2]7)) & R(q(y, z|x)).

Take an arbitrary point (R, R2) belonging to R( (yy, zz]a:m)) Corresponding to this point
is a joint distribution p(u, %) where Ry < I(XX;YY|U) and Ry < I(U; ZZ). We would
like to prove that there are two points in R (q(y, z|Z)) and R (q(y, z|z)) whose first coordinate
adds up to a number greater than or equal to I(X X ; Y)N/]U ), and whose second coordinate
adds up to a number greater than or equal to I(U; ZZ).

Since p(u, v, yy, 2z) = p(u, xT)-q(y, 2|7)-q(y, 2|T), we have the following Markov chains:
UXYZ-X-YZand UXYZ—X—YZ. One can therefore write a computer program that
searches for the random variable U’ from the sixteen subsets of {U, X, Y, Z}, and searches
for U from the sixteen subsets of {U,X,Y, Z}. For each choice of U" and U, the program can
use an information-theoretic-inequality-verifier (see [58] or [50]) to check whether equations

IU;22) < I(U"; 2) + I(U; 2), (2.2)

and
I(XX;YY|U)<I(X;Y|U)+I(X;Y|U). (2.3)

are satisfied under the given constraints.
In the above problem, there is however a natural choice for U’ and U: the expansion
IU;22) = 1(U; 2)+1(U; 2| Z) < 1(U; 2)+1(U Z; Z) suggests setting U' = U and U = UZ.
But we need to verify that equation (2.3) is also satisfied for this choice of random variables.
Note that I(XX YY]U) (YY\U) (YY|UXX) (YY]U) HY|X) - (Y]X)
since p(u, x,yy, 22) = p(u,zT) - q(y, 2|7) - q(y,z|7). The right hand side of the equation
(2.3) is equal to I(X; YIUN+I(X;Y|U) = I(X;Y|U)+I(X;Y|UZ) = HY|U)-H(Y|X)+
HY|UZ) - H(Y|X ). Hence the right hand side is greater than or equal to the left hand
side if and only if H(Y|UZ) > H(Y|UY). The latter is true because of the degradedness
of the channel which implies that H(Y|UY) = H(Y|UY Z). The proof is complete now.

3) The third (and the last) step is to show that R(q(y, z]:v)) is a closed set. Note that
in computing R(q(y, z|x)) one can use the strengthened Carathéodory theorem of Fenchel
to bound the cardinality of U from above by |X|+ 1. Since the ranges of all the involved
random variables are limited and the mutual information function is continuous, one can
use arguments similar to the one mentioned in the proof of point-to-point converse to show

that R(q(y, z|z)) is closed.
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2.4 A classical source coding problem

Proposition: Three parties are observing i.i.d. copies of X,Y and Z. There is a com-
munication link of rate Ry from X to Z, and a communication link of rate Rs from Y to
Z. The Z party wants to reconstruct the i.i.d. copies of X. The achievable rates (R;, Rg)
depend on the joint distributions ¢(x,y, z). The answer to this problem is known. Here we
would like to prove the converse to it, i.e. to show that any achievable rate pair (R1, R2)
belongs to R(q(:v, v, z)) defined as

Ry > H(X|ZU
U { > H(X|ZU)

o2, LR = 1(U5Y|2).

Proof: 1) The first step is to note that the closure of the union over the n-letter regions

1
U ER(q(xlfvg...a:n,y1y2...yn,z1z2...zn))
n>0
is an outer bound to the capacity rate region, where

n

(@12 T, Y1 Y2 Yy 2122.-20) = | [ @i, vir 7).
=1

Proving that the closure of this n-letter expression is an outer bound to the capacity region
is straightforward.

2) The second (and the main) step is to show that (J,,~ %R(q(wlxg...xn, Y1Y2---Yn, 2122...,2”))
is equal to R(q(y, z|x)) This step is the single-letterizing step. This is usually done in one
shot, but here we do it iteratively and stage by stage. This would make it possible to find
the auxiliary random variable in a systematic manner. In order to accomplish this, it is
enough to prove the following two statements:

1. For every n,

R(q(@122...T0, Y1Y2...Yn, 2122...2)) C
R(q(z1Tn—1,Y1--Yn—1, 21--Zn—1)) & R(q(Zn, Yn, 2n)),

where @ stands for the vector by vector sum (Minkowski sum) of the regions.
2. R(q(m,y,z)) is convex.
This is because the two statements together imply that
R(q(mlmg...xn,ylyg...yn,zlzg...zn)) C

R(q(.flfl, Y1, Zl)) 2] R(q(:l:Za Y2, ZQ)) oD R(Q(xnvynv ZTL))
C n x Convex Hull of R(q(z,y,2)) = n x R(q(z,y,2)).
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Proving the convexity is straightforward. In order to prove the first statement, it is sufficient
to show that for any arbitrary channel ¢(xZ,yy, 22) that factorizes as ¢(z, v, 2) - q(x,y, 2),
we have

R(Q(‘rf7 Z/g, 25)) - R(Q(fa 572/)) D R(Q(‘raya Z))

Take an arbitrary point (R;, R2) belonging to R(q(aﬁ, Yy, ZE)) Corresponding to this point
is a random variable U —YY — XX ZZ where Ry > H(XX|ZZU) and Ry > I(U;YY|2Z).
We would like to prove that there are two points in R(q(f, 7, 2)) and R(q(x,y, z)) whose

first coordinate adds up to a number less than or equal to H(X X|ZZU), and whose second
coordinate adds up to a number less than or equal to I(U;YY|Z).

Since p(u, 2%, yy, 22) = q(x,y, 2)-q(Z, Y, 2)-p(ulyy), we have the following Markov chains:
UXYZ-Y~XZand UXYZ—Y — XZ. One can therefore write a computer program that
searches for the random variable U’ from the sixteen subsets of {U, X,Y’, Z}, and searches
for U from the sixteen subsets of {U,X,Y,Z}. For each choice of U’ and U, the program
can use an information-theoretic-inequality-verifier to check whether equations

H(XX|ZZU) > H(X|2U'") + H(X|ZU), (2.4)
and
IU;YY|2Z) > 1U;Y|Z2)+ 1(U;Y|Z) (2.5)

are satisfied under the given constraints.
In the above problem, there is however a natural choice for U’ and U the expansion
H(XX|ZZU) = H(X|ZZU) + H(X|XZZU) suggests setting U' = UZ and U = UZX.
But we need to verify that equation (2.5) is also satisfied for this choice of random variables.
In other words:

? ~ ~ ~
I(U;YY|ZZ) > I(UZ;Y|Z) + [(UZX;Y|Z).
Since the triples (X,Y, Z) and (X,Y, Z) are independent, we have:
IUZY\|2)+ I(UZX;Y|Z)=1(U;Y|2Z) + 1(U;Y|Z2ZX).
? ~
Therefore we need to verify I(U; Y|ZZY) > I(U;Y|ZZX). Noting the Markov chain
U—YY — XXZZ, and independence of the tr1ples (X,Y,Z) and (X,Y,Z), we can write:

IU;Y|ZZX) < IUY;Y|ZZX) =
IY;Y|ZZX)+ I(U;Y|ZZXY) <
IU;Y|ZZXY)=H(U|ZZXY) - HU|ZZXYY)
= HU|ZZXY) - HU|ZZYY) <

HWU|Z2ZY) - HU|ZZYY) = I(U;Y|ZZY).

This completes the proof.
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3) The third (and the last) step is to show that R(q(:c, Y, z)) is a closed set. Note that
in computing ’R,(q(x, Y, z)) one can use the strengthened Carathéodory theorem of Fenchel
to bound the cardinality of U from above by || + 1. Since the ranges of all the involving
random variables are limited and the mutual information function is continuous, one can
use arguments similar to the one mentioned in the proof of point-to-point converse to show
that R (q(z,y, z)) is closed.

2.5 Rate distortion with side information

Proposition: Two parties are observing i.i.d. copies of X and Y. There is a communi-
cation link of rate R from X to Y. The Y party wants to reconstruct the i.i.d. copies of X
within some average distortion D for some given distortion function d(z,Z). The achievable
rate R depends on the joint distribution ¢(z,y) and D. The answer to this problem is known.
Here we would like to prove the converse to it, i.e. to show that any achievable rate R belongs
to R(q(x, Y), D) defined as R(q(:c, Y), D) ={R: R >inf)y) s [(W; X|Y)}, where the min-
imization is over all p(w|z) and functions f : ) x W — X such that E[d(X, f(Y,W)] < D.

Proof: 1) The first step is to note that for any D’ > D, the closure of the union over
the n-letter regions

1
U ~R(q(2122... 20, 132.--Yn), nD')
n>0
is an outer bound to the capacity region, where

n

q(z132.. 0, 192 yn) = | [ a(@is ).
=1

Proving that the closure of this n-letter expression is an outer bound is straightforward.
2) The second (and the main) step is to show that (U, ~¢ 2R (q(z122...2n, y192-..yn ), nD’)
is equal to R(q(x, Y), D’), and further limp/_ p R(q(w,y), D’) = R(q(m,y), D).
In this document, we only focus on the first part of the claim; the limit can be proven
using compactness arguments and noting that a cardinality bound on W can be established.
It suffices to prove that

1. For every n and D1,

R(q(x122...20, Y1y2-.-yn), D1) C
R(q(z122...Tn—1, Y192 Yn—1), D2) & R(q(z,y), D3)

for some Dy and Djg satisfying Do + D3 < Dq.

2. R(q(:c, Y), D) is convex in D in the following sense: given any Dj and Ds,

1 1 1 1
iR(Q(may)le) @ §R(Q(«T,y),D2) - R(Q(«T,y), iDl + §D2)
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Here, we omit the proof for the convexity statement. In order to show the first statement,
it is sufficient to show that for any arbitrary q(z,yy) that factorizes as q(7,y)q(z,y), we
have

R(Q(xfa yval) - R(q<m7y)7D3) @R(Q(%7§)7D2)

for some Dy and Dj satisfying Dy + D3 < D;. On the right hand side, we use distortion
function d on X and d on X'. The distortion function on the left hand side on X x X is
assumed to be the sum of d and d.

Take an arbitrary point R belonging to R( (x:? vy), Dl) Corresponding to this point
is p(w|xZ) and function f : Y x VxW A x X. We can represent f as f = (fi, fa)
where f1 @ Y x VxWis Xand f : Y x Y x W — X such that E[d(X, f1(Y,Y,W)] +
Eld(X, f2(Y,Y,W)] < D;. We have R > I(W; XX]YY). We would like to prove that there
are Dy and Ds satisfying Do+ D3 < D1, and two points in R(q(ac, Y), Dg) and R(q(f, Y), Dg)
that add up to a number less than or equal to I(W; X X|YY).

Please note that the following condition holds here:

p(w, z,T,Y, @ = Q(xa y)Q(§7 g’Dp(U)|.CE, f)

Thus for taking a point from the set R(q(i,g“/), Dg), we can search for a random variable

w by taking some combination of the four random variables W, Y, X and X. There are
24 = 16 possibilities in total. Similarly for taking a point from the set ’R,(q(x,y),Dg),
we can search for a random variable W’ by taking some combination of the four random
variables W, }7, X and X. There are 2* = 16 possibilities in total.

It is natural to take Dy = E[d(X, f1(Y,Y,W)] and D3 = E[d(X, fo(Y,Y,W)]. This also
suggests taking W =WY and W' = WY. We need to verify

? - -~
IW; XX|[YY) > I(WY; X|Y) + I(WY; X|Y).
Using the fact that ¢(z,z,y,y) = ¢(z,y)q(7,y), we can write

IW;XX|YY)=HXX|YY) - HXX|WYY) =
HX|Y)+HX|Y) - HX|WYY) - HX|WXYY) =
IWY; X|Y)+ I(WXY; X|Y) >

IWY; X|Y)+ I(WY; X|Y).

3) The third (and the last) step is to show that R(gq(z,y), D) is a closed set. Note that
in computing R(q(x, Y), D) one can use the strengthened Carathéodory theorem of Fenchel
to bound the cardinality of W from above by |X| + 1. Since the ranges of all the involved
random variables are limited and the mutual information function is continuous, one can
use arguments similar to the one mentioned in the proof of point-to-point converse to show

that R (q(z,y), D) is closed.



Table 2.1: The main part of the proof structure for the multiple access channel

Table 2.2: The main part of the proof structure for a converse to the general broadcast

Conditions that one needs to verify Choice of
in the second step of the proof auxiliaries
Q. X, X, Y)Y 77 ~ ;L
O plap(e. Foply. dloalr @R | 9O
](XX ZZ|YYQ) < I(X; Z|YQ)—|—](X Z|YQ)
I(YY;ZZIXXQ) < I(Y: ZIXQ) + I(Y; Z|1XQ), | @=Q
](XXYY, ZZ|Q) < I(XY;Z|Q) +I(XY Z|Q)

channel
Conditions that one needs to verify Choice of
in the second step of the proof auxiliaries
UV, X, XYY, ZZ ~
For S — ., have
 plu, v,z T)q(y, 2|x)q(y, Z|7) N
I(U;YY) < I(ULY)+I(U;Y),
1(V;2Z) < 1(V:2)+1(V:2), U=0Z
U YY)+ I(V;ZZIU) < I(USY)+I(V5Z)0) | VI=VZ
+I(U;Y)+ I(V: Z|U), | U=UY
I(V;ZZ)+ I(U;YYV) < I(V52)+I{U5YV!) | V=VY
+I(V Z) +I(U Y|V)

2.6 Multiple Access Channel

Given a MAC channel ¢(z|z,y), let

Ri,R; >0

R < I(X;Z|YQ),

Ry < I(Y; Z|XQ),

R+ Ry < I(XY; Z|Q).

R(q(z]z,y)) =

U

p(@)p(zl)p(yla)q(z|z,y)

We would like to show that R is an outer bound to the capacity region of a MAC. The
structure of the proof is similar to the ones given above. Therefore we have omitted the
details. However, the structure of the second (and the main) step of the proof is provided
in Table 2.1.
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2.7 General Broadcast Channel

Given a broadcast channel ¢(y, z|z), let (see [46])

Ri,Ry, >0
R, < I(UY),
R(qly, z|r)) = U Ry < I(V;2),
p(upa)a(yzlz) | R+ Ry < I(U;Y) 4+ I(V; Z|U),

Ri+ Ry < I(V;Z)+ I(U;Y|V).

We would like to show that R is an outer bound to the capacity region of a BC. The
structure of the proof is similar to the ones given above. Therefore we have omitted the
details. However, the structure for the second (and the main) step of the proof is provided
in Table 2.2.
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Chapter 3
Problems with feedback

In this chapter we discuss the extension of the approach discussed in chapter 2 to
problems in multiterminal networks with feedback.

For simplicity let us begin with the point-to-point communication problem with feed-
back. We would like to prove the following:

Proposition: Given a channel ¢(y|x) assisted with full feedback, we would like to show
that any achievable communication rate belongs to the set

R(q(ylz)) ={R:0<R< S?I;I(X;Y)}.

A naive extension of the approach described in the previous chapter would not work
since the n-letter ¢(y1y2...yn|z122...2,,) would not factorize as []}"_; ¢(y;|z;). This is because
Y; can depend on X;, X;+1, X492, ..., X,,. Furthermore, the single-letter definition of R does
involve any term reflecting the feedback information. Another difference is the fact that
feedback is imposing a particular time order on indices 1,2, 3, ..., n; there is a non-symmetric
time flow that needs to be captured.

In the next chapters we will use the concept of “information state” and its evolution
during the interactive communication by the parties to resolve this issue. Assume that
the transmitter has message W and creates X; from WY7.;_1, the message W and the past
output feedbacks. At the beginning, the transmitter and the receiver have W and a constant
random variable respectively. At the j* stage, the transmitter and the receiver have WY,
and Y7.; respectively. Roughly speaking, we will represent the information state of the
whole system at the j** stage by the pair (conditional distribution of what the parties know
at the j¥ stage given what they know at the beginning, the joint distribution of what the
parties know at the beginning). The “information state” has a simpler representation when
there is no feedback. In such cases, X; will be a deterministic function of W. Therefore the
conditional distribution of Yi.; given W, that is p(yi.j|w), factorizes as []/_; p(yi|z;). For
this reason, lack of output feedback makes the terminology and the discussion lighter.

The remaining chapters of the first part of the thesis adopt the idea of “information
state”. But before getting there, it is worthwhile to briefly mention another approach
that could have been adopted to deal with the point-to-point communication problem with
feedback.
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Given a channel ¢(y|z), we say that X = (X1, Xo,...,X»), Y = (Y1,Y2,..,Y,,) and W
obey the feedback rule under ¢(y|z) if WY1,,-1 — X; — Y; and p(yi|z;) = q(y:|x;) hold for
1=1,2,3,...,n. We show this by the notation W — X 2 Y. The two-sided arrow — means
that there is a two-way interaction, and that the forward channel is q. Unfortunately, we

can define W — X = Y only when random variables X and Y are ordered vectors defined
on X™ x Y™ for some n.

Note that when n = 1, the relation W — X Ly simply reduces to W — X — Y
together with p(y|x) = q(y|x). We can thus re-express R as

R(q(ylz)) ={R:0<R< sup I(W;Y)}.
p(m,y,w):W—)XéY

Using this expression, define the n-letter R, (q(y\x)) as

{R:0<R< sup I(W;Y)}
p(x,y,w):W%XéY

for n-tuples X and Y.

We can now continue with the proof:

Proof: 1) The first step is to note that the closure of the union over the n-letter regions
Unso 2Rn(g(ylz)) is an outer bound to the capacity region. Proving that this n-letter
expression is an outer bound to the capacity region is straightforward.

2) The second (and the main) step is to show that (J,~q1Rn(q(y|z)) is equal to

R(q(y|x)). This step is the single-letterizing step. In order to do this iteratively, it is
enough to prove the following statement:

1. For every n,

Rau(q(ylz)) € Ru-1(a(yl)) & R(q(ylz)).
where @ stands for the point by point sum (Minkowski sum) of the intervals.

In order to prove this, it is sufficient to show that for any arbitrary channel p(w, (X, z), (¥,vy))
satisfying W — (X, X) RN (Y,Y), one can find p(w’,z,y) satisfying W' — X Z Y and
p(w,X,y) satisfying W — X = Y such that

IW:YY) < I(W:Y) + I(W;Y). (3.1)

The condition W — (X, X) <= (Y,Y) implies that W — X <= Y. Thus, it is natural
to take W = W. Equation 3.1 then suggests setting W/ = WY. It remains to verify
WY — X Ly Or, in other words WY — X — Y. But this is immediate from
W — (X, X) N (Y,Y) as the last of the “obeying the feedback rule” condition.

3) The third (and the last) step is to show that R(g(y|z)) is a closed set. This was
argued in the proof of point-to-point converse in the previous section.
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Chapter 4

Interactive communication for
secret key generation

In this chapter we introduce the potential function method and apply it to two im-
portant problems in Information-theoretic security as well as a problem of communication
for omniscience. It is worthwhile to briefly motivate Information-theoretic security as a
subfield, before getting into the specifics of our problems.

The rapidly flourishing wireless networks have created challenging demands on reliable
and secure communication in the past decade. Unlike wireline links, wireless links are
inherently open, and thus very susceptible to eavesdropping and jamming. In order to
preserve privacy, it is desirable to embed security mechanisms in various layers of the system.
Whereas complexity based encryption schemes can be used at higher network levels, channel
coding ideas based on information-theoretic notion of security can be used at the physical
layer.

Information-theoretic security demands that the evesdropper(s) learn a negligible amount
about the secret message regardless of the computational power of the adversary. Therefore
it is the most stringent form of security. It was once commonly considered infeasible in
view of Shannon’s one time pad result. The following recognitions have however led to a
rethinking of this pessimistic viewpoint: first, Information-theoretic security can utilize the
physical properties of wireless channels (e.g. the broadcasting properties) to provide secu-
rity at the physical layer. Second, in many environments requiring secret key generation,
it is possible to provide external randomness to the agents. For instance, sensor networks
are often deployed in places where it is possible to beam randomness, e.g. from a satellite.
These observations have led to significant work over the last decade to develop protocols to
extract high rate secret keys. Nonetheless, Information-theoretic security still remains to
be less practical compared to the computational security.

In this chapter we study a fundamental problem in information-theoretic security in
which a group of agents together with an eavesdropper have access to possibly correlated
random sources of information. These agents want to use public discussion to generate a
common key that is secret from the eavesdropper. As discussed above, this problem is of
practical importance because it exploits the physical characteristics of wireless networks
such as the broadcasting property to provide security at the physical layer, whereas com-
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Alice

Eavesdropper
Figure 4.1: Shannon’s one time pad

plexity based encryption schemes are traditionally used at the higher network levels, and
furthermore, because sensor networks are often deployed in places where it is possible to
beam randomness, e.g. from a satellite. The source-model and channel-model are of theo-
retical interest since they quantify the fundamental limits of extracting a secret key from
given resource. Qutside the context of security, one can motivate the source-model capacity
S(X1; X12||Z) as representing the “private common information” of random variables X; and
X5 against a third random variable Z, in some operational sense. The natural conjecture
I(X1; X2|Z), for instance, would not satisfy the expected property that the “private common
information” should be less than the common information, since I(X1;X2|Z) < I(X1; X2)
does not always hold.

4.1 Introduction

The problem of secret key generation by multiple terminals, information-theoretically
secure from an eavesdropper was originally formulated by Shannon [52]. Shannon considered
the scenario in which Alice wants to transmit a message securely to Bob in the presence of an
eavesdropper. As shown in Figure 4.1, Alice and Bob have access to a public communication
link. Secure communication is possible if Alice and Bob share a secret key to encrypt and
decrypt the message respectively. For example, Alice can take the binary addition of her
message with the secret key, thereby keeping the eavesdropper absolutely ignorant about
the message. However, Bob can decode the intended message. Shannon proved that this
strategy is indeed optimal in the sense of using up the minimum number of secret bits per
message bit. This is a pessimistic result since it is saying that the shared key must be at
least as long as the message. Generation and distribution of such a long key is not practical
in many applications. Shannon’s work has been much developed and modified to address
this issue; see for example [1], [11] and [39]. In an early work, Wyner [56] studied what
may be called a “degraded broadcast scenario”. In this setting Alice is connected to Bob
by a discrete memoryless channel. The eavesdropper, Eve, receives a noisy version of the
output at Bob’s end. In a subsequent work, Csiszar and Korner [11] generalized Wyner’s
model by assuming that Alice is connected to Bob and Eve through a broadcast channel.
The channel from Alice to Eve in this model is not necessarily a degraded version of the
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channel between Alice and Bob. In this scenario, the secret key capacity, as one might
expect, would be zero if the channel from Alice to Eve is stronger than the channel from
Alice to Bob. The scenario considered by Csiszar and Korner was further generalized by
Maurer [39]. Maurer made the interesting observation that even if the channel from Alice
to Eve is stronger than the channel from Alice to Bob, Alice and Bob may still be able
to generate a common secret key that is information-theoretically secure from Eve, in an
asymptotic sense, if we allow Bob to send authenticated but public messages to Alice. In
some sense in this result the communication between Alice and Bob is being used to agree
about features of the noise realization in the broadcast channel that are independent of
Eve’s knowledge: this is the secret key. This observation led to the formulation of the two
main models in this area, introduced by the works of Ahlswede and Csiszar [1], Csiszar and
Narayan [13] and Maurer [39], called the source model and channel model. In both models
there are m terminals interested in secret key generation against an adversary Eve. In
the source model, the m terminals and Eve have access to n independently and identically
distributed (i.i.d.) repetitions of jointly distributed random variables X; (i = 1,2, ...,m) and
Z respectively. Following the reception of the n i.i.d. repetitions of (X7, Xo, ..., X;,, Z), in
the traditional source model the m terminals are allowed to have interactive authenticated
public communication. The public channel is assumed to be noiseless. In the channel
model, a secure discrete memoryless broadcast channel (DMBC) q(x2, z3, ...2m, 2|21) exists
from the first terminal to all other terminals (including Eve). The input of the DMBC is
governed by the first terminal while the other terminals (including Eve) observe the outputs
of the broadcast channel at their end. In the traditional channel model, after each use of
the channel by the first terminal, all the m terminals are allowed to engage in arbitrarily
many rounds of interactive authenticated communication over a public channel. Again, the
public channel is assumed to be noiseless. We generalize both models somewhat by allowing
the public communication only among the first u (1 < u < m) of the terminals; terminals
u + 1,...,m can listen and have to participate in secret key generation, but do not talk.
This generalization has the technical advantage of putting one-way secret key generation
and interactive secret key generation on the same footing and includes the standard model
as a special one. Further, and more importantly, it provides an approach to study the secret
key capacity by splitting it into parts in a sense that will become clear after understanding
the main results of section 4.4.2. Following the communication, each terminal generates a
random variable S; as its secret key, ¢ = 1,2, 3, ...,m. All S;’s should with probability close
to 1 be equal to each other and they should be approximately independent of Eve’s whole
information after the communication. In the source model, Eve’s whole information after
the communication consists of the n i.i.d repetitions of Z and the public discussion, whereas
in the channel model Eve’s whole information after the communication is the n outputs of
the DMBC at Eve’s terminal and the public discussion. The achieved secret key rate would
then be roughly %H (S1). The highest achievable secret key rate, asymptotic in n, is called
the secret key capacity. For a precise formulation see section 4.2.

Another problem discussed in this chapter is the problem of communication for omni-
science. This problem is a generalization of a similar one considered by Csiszar and Narayan
[12]. In some special cases, Csiszar and Narayan [12] derived a single-letter characterization
of the source model secret key capacity, notably when all the legitimate terminals know Z,
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that is H(Z|X;) = 0 for i = 1,2,3,...,m. This was done by bringing out a connection be-
tween a problem of communication for omniscience (CFO) by the terminals and the secret
key generation problem. In the CFO problem, as defined in [12], the requirement at the end
of the communication is not a secret key, but that all the terminals become approximately
omniscient about each other’s random variables. The goal is to minimize the communication
rate required to achieve this. In this thesis we relax the requirement that all the legitimate
terminals know Z and define a broader notion of communication for omniscience, called
the problem of communication for omniscience by a neutral observer (still abbreviated as
CFO). In the CFO problem, as defined in this thesis, the m terminals at the end of the
communication wish to create a shared random variable which when provided to a neutral
observer who has access to the i.i.d. copies of Z seen by Eve, allows the observer to recon-
struct the i.i.d. copies of the variables (X1, X2, ..., X;,) (where 1 < u < m is as before). The
CFO rate is the minimum conditional entropy of the communication, conditioned on the
information available to Eve, measured on a per observation basis. We use our technique for
proving converses to show that our CFO problem is equivalent to the problem of secret key
generation (see section 4.2 for the precise formulation of the definitions and section 4.4.2
for a precise formulation of the results). This result generalizes the one of [12] but does not
appear to lead to a single letter characterization of the secret key capacity.

4.2 Definitions and Notation

Throughout this chapter we assume that there are m legitimate terminals and one
eavesdropper; random variables X1, Xo, ...., X;, and Z will be m + 1 possibly dependent
random variables taking values from finite sets X;, Xs, ...., X), and Z. In the source model,
we begin with a given joint distribution on X;, Xo, ...., X,,, and Z; we assume that the
i-th legitimate terminal observes i.i.d. copies of X; whereas the eavesdropper observes i.i.d.
copies of Z. In the channel model however, X represents the input to a discrete memoryless
broadcast channel (DMBC), q(z2, 3, ..., Tm, z|z1), and X, ...., X, and Z represent the
outputs at the legitimate terminals 2, 3, ..., m and at the eavesdropper. In both models,
the eavesdropper is passive.

Every random variable in this chapter takes values in a finite set. Given random variables
X(1),X(2),..., X(n), we write X% for (X (1), X(2), ..., X (i)). For X' we will often instead
write X™.

Some previous works consider secret key generation in the case where only one terminal
is allowed to participate in public discussion, called the one-way secret key capacity. Our
models more generally include the case in which only a subset of terminals is allowed to
participate in the public discussion. Without loss of generality, we assume that terminals
1,2,...,u (1 <u < m) are allowed to talk while terminals u + 1,u + 2, ..., m are silent.

The definitions for the source model and channel model are provided in the following
two subsections:
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Source Model

Definition 1. Given n i.i.d repetitions of the jointly distributed random variables
(X1, X2, ... Xpn, Z), the pair (n, C), where C = (C4, Cq, ..., C;) is a finite set of finite random
variables, is considered a wvalid communication if the following two properties hold:

° H(C’k\Cl,Cg,...,Ck,l,X;;) = 0 where 1 < j < m is such that jp = k modulo m.
This means that the indexing of the communications is done in round-robin order and
each communication is adapted to the available information of the communicator;

e () =0 whenever u + 1 < jr < m where j; is defined as above. This means that the
terminals v + 1,u + 2, ...,m are not allowed to participate in the communication.!

Please note that if (n, C) is valid, then one has H(C|X{, X7, ..., X)) = 0.

The communication is conducted by the m terminals in an interactive way, over an
authenticated but insecure channel (called the public channel); the eavesdropper is assumed
to remain passive throughout, but hears the messages sent over the public channel.

Definition 2. Let € be a positive real number. Take some valid communication (n, C) and
assume that, following the communication, the m terminals create finite random variables
S1, So, ..., Sy, satisfying the following conditions:

1. H(S;|C,X}) = 0 for all 1 < j < m. This condition is saying that S; is created
by the j-th terminal using the information available to the terminal following the
communication C on the public channel;

2. P(S;1 =85y=953=..=8,) >1—¢ This condition ensures that the legitimate
terminals are, with probability close to 1, generating a shared key;

3. %I (S1; Z™,C) < e. This ensures that the generated key is almost hidden from the
eavesdropper.

We call such a strategy a secret key (SK) generation strategy, and denote it by SK(n, €, St,
Sa, S3, ..., Sm, C). The corresponding secret key rate is defined as %H(Sl). The intuitive
reason for this terminology is that we are measuring the amount of secret bits generated
per i.i.d. observation of X7, Xo, ..., X, and Z.

Discussion: We basically use the same multi-terminal model as in [12] when all the m
terminals are interested in secret key generation. We have however relaxed the uniformity
condition on the generated secret key i.e. equation (2) in [12]. Maurer in [39] argued that
the assumption of uniformity could always be added without loss of generality. A rigorous
treatment of this point can be found in Lemma 5 of [42]. The idea is as follows: roughly
speaking, a protocol that achieves a non-uniformly distributed key can be converted into one
that does so at the cost of a negligible reduction in the key rate. The idea is to repeat the
protocol several times and take the new key to be the concatenation of the keys generated

By Ci = 0, we mean P(Cj = 0) = 1. In effect this means the alphabet for random variables
representing the public communication by terminals v + 1,u 4 2, ..., m is of size one.
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by one of the terminals in each execution of the protocol, when the sequence of individual
secret keys is typical. If the sequence is not typical, the key is set as an error symbol.
This results in an almost uniformly distributed key. In order to enable the other legitimate
terminals to reconstruct the key with probability close to 1 an error correction message is
created by the distinguished terminal and revealed on the public channel.

Furthermore, in this chapter we have adopted the notion of weak secrecy (where the
equivocation rate of the key is made arbitrarily small), rather than the notion of strong
secrecy (where the total equivocation of the key is made arbitrarily small). Maurer and Wolf
showed that the weak and strong secret key rates are equal for the case of two legitimate
terminals [42]. The idea is similar to the one mentioned above, i.e. to carry out the
protocol several times, and send the error correction message on the public channel. Lastly,
the leftover hash lemma is used to create a key about which the eavesdropper has almost
no knowledge (according to the strong notion of secrecy). The strong notion of secrecy, and
its equivalence with the weak notion of secrecy for certain models, was also studied in an
earlier work by Csiszar in [14] using a different technique.

Definition 3. Let € be a positive real number. Take some valid communication (n, C) and
assume that following the communication, the m terminals create finite random variables
11, Ts, ..., T,, satisfying the following conditions:

1. H(T|C,X}) = 0 for all 1 < j < m. This condition is saying that T} is created
by the j-th terminal using the information available to the terminal following the
communication C on the public channel;

2. P(Ty =Ty, =T3 =...=T,,) > 1—e. This condition ensures that the random variables
generated at the legitimate terminals form common randomness with probability close
to 1;

3. LH(XP,X%,..,XZ", T1) < e. This condition ensures that the generated com-
mon randomness together with Z" covers almost all of the information content of
19 P EREES) w

We call such a strategy a communication for omniscience by a neutral observer (CFO)
strategy, and denote it by CFO (n, €, Ty, Ta, T3, ..., Tn, C). The corresponding conditional
CFO rate is defined as = H(C|Z"™).

Discussion: Intuitively speaking, a communication for omniscience (CFO) protocol
works as follows: The terminals will conduct a public discussion in order to agree, with
probability close to 1, on a common randomness, but there is no secrecy constraint. We
can assume that there is a neutral terminal, say Charles, who receives Z" from Eve and the
common randomness obtained by the terminals. Charles is required to become omniscient
about X', X% ..., X7. The cost of the communication, called the conditional CFO rate,
would be the entropy rate of the overall communication conditioned on Z™.

Consider the special case in which «w = m, and all the legitimate terminals know Z, that
is H(Z|X;) =0fori=1,2,3,...,m. Charles has access to Z™"T}. Suppose that he has learnt

m, X2, .., X", meaning that L H (X7, X2, ..., X"|Z"T}) is small. Since H(Z"|X7) = 0,
%H( XY, ., X0 XTT) will be small too, meaning that the first terminal should have
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learned the random variables of all terminals. Furthermore since T3 = Ty = ... = T,
with high probability, the other terminals should have also learned the random variables
of all the terminals. Therefore, the communication for omniscience by a neutral observer
would be transformed to a simple communication for omniscience, as studied by Csiszar and
Narayan [12]. The communication cost, i.e. the conditional CFO rate of communication,
in this case is equal to the total entropy rate of the communication conditioned on Z™.
Since Z" is known to all terminals at the beginning of the communication and, without
loss of generality, the successive communications can be made independent of each other
and of Z™, one could have chosen them so that the communication cost as we measure it is
identical to the cost as measured by Csiszar and Narayan. Therefore the communication for

omniscience by a neutral observer is a generalization of the communication for omniscience
of [12].

Definition 4. Given positive €, the e-secret capacity when the terminals cannot randomize,

€
Sno—r

(X1; X5 .5 Xu;XTSiZI; o Xr(;f)HZ),

is defined as the limsup of the maximal SK rate as n converges infinity.> Please note that
the superscript “(s)” is used to denote the silent terminals. Similarly, the e-CFO capacity,

TE(X1; Xo; X335 X X015 X9 2),

is defined as the liminf of the minimal conditional CFO rate as n converges infinity.
The SK capacity when the terminals cannot randomize,

Sno—r(X13 Xo3 X350 X3 X015 X1 2),
and the CFO capacity,

T(X1; Xo; X355 Xu;Xffﬁl; L XD)2),

are defined as:

Sno—'r(Xl;XQSXfﬂ;-“;Xu;X(S) ; X(S)HZ) -

u+12 0 tm

lim 57, (X5 X5 X5 oo X X85 xW9)2),

T(Xq; Xo; Xs; ---;Xu;Xii)l; L XWP)Z) =

T T(X 15 X3 X i X X(Lis 05 X1 2),

The SK capacity when the terminals can randomize, S(X1; Xo; X3;...; Xy; Xzﬁl; o Xr(;f) 1Z),

is defined as the supremum of Sy, (X1 M7; XoMa; XsMs; X\, My; Xl(izl; e XT(,f)HZ) over all
(My, My, ..., M,,) satisfying:

p(My, .oy My, Xy, ooy Xy Z) = p(M1)p(M3)...p(My)p(X1, ..., Xon, Z).

%It is easy to see that the limsup (resp liminf) is actually a limit, but the definitions made this
way are technically convenient.
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Channel Model

In the channel model, the m legitimate terminals have access to two resources: an
authenticated but public communication channel, and a discrete memoryless broadcast
channel (DMBC), described by the conditional law q(z2,z3, ..., Tm, z|71). Any message
sent on the public channel will be heard by all terminals including the eavesdropper. The
eavesdropper is assumed to be passive and cannot tamper with the messages sent on the
public channel. The input of the broadcast channel X is controlled by the first legitimate
terminal. The DMBC has outputs X, X3, ..., X, at the remaining m — 1 legitimate
terminals, and output Z at the eavesdropper.

Before providing a formal definition, we begin with an intuitive description of a secret
key generation scheme in the channel model.

The secret key generation scheme begins by the first terminal inserting random variable
X1(1) at the input of q(z2,x3, ..., Tm, z|x1). The other legitimate terminals and the eaves-
dropper receive X3(1), ..., X;n(1) and Z(1), respectively. The first terminal is assumed to
have access to private randomness, implying that the random variable X;(1) need not be a
constant. We then assume that the legitimate terminals engage in r(1) rounds of interac-
tive public discussion over the authenticated public channel; the number of communication
rounds, r(1), can be arbitrarily large. In order to enable the possibility of private ran-
domization during the public discussion we assume that the first u terminals are provided
with random variables My, M, ..., M, that are mutually independent of each other and of
(X1(1), Xa2(1), .., Xpn(1), 2).2 We use Cy = (C1,1,C12, ..., Cy (1)) to represent this inter-
active public discussion. More specifically, C' 1 is a message created by the first terminal
as a function of X;(1)M;, and revealed to all the other terminals (including the eavesdrop-
per). Then the second terminal creates C 2 as a function of the information available to
the second terminal at this stage, i.e. C11X2(1)M>, and reveals it to all other terminals.
The messages C 3, C14, ... are created and revealed in a similar manner. Note that if
r(1) > m, C1m41 will be created by the first terminal. This means that the indexing of
the communications is done in round robin order. Furthermore, since we insist that only
the first uw terminals can engage in public discussion, the messages created by terminals
u+1, u+2, ..., m must be vacuous (for instance Cj 441 = Ciut2 = 0; see footnote 1).
The eavesdropper remains passive throughout, and only hears the public discussions and
its observations from the DMBC. Following the interactive public discussion of the first
stage, the first terminal inserts X;(2) at the input of the DMBC. This input is adapted to
the information available to the first terminal at that stage, i.e. C1X;(1)M;. The other
legitimate terminals and the eavesdropper receive X5(2), ..., X;,(2) and Z(2), respectively.
Then the terminals engage in 7(2) rounds of interactive communication over the public
channel, where 7(2) is an arbitrary natural number. We use C2 = (C21,C22; ..., Ca 5(2)) to
represent this interactive public discussion. For instance, Co 1 is created as a function of
the information available to the first terminal, i.e. C1X;(1)X;(2)M;. The message Cs 2 is
created by the second terminal as a function of the information available to the terminal,
i.e. C1C21X2(1)X2(2)Ms; the message Cy 3 is created by the third terminal as a function

3Therefore the total source of private randomness available to the first u terminals are M; X (1),
My, Ms, ... and M,.
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of C1C5,1C22X3(1)X3(2)Ms3, etc. This process is repeated for n stages. At the end, the
m terminals create the secret keys S1, ..., Sp. These keys should be equal to each other
with probability close to 1 and almost independent of the total information available to the
eavesdropper, i.e. the n observations from the DMBC, Z™, and the messages Cy, Co,
C,, sent over the public channel.

For the special case of u = m = 2, the secret key generation scheme can be described
as follows:

ey

— (X1(1), X»(1), 2(1))
— (X1(1) My, Xo(1) Ma, Z(1))
— (Xl(l)MlCl,l, XQ(].)MQCLl, Z(l)CLl)

= (X1(1)M1C11C1 2, X2 (1) M2 Ch 1 Cr 2, Z(1)C11Ch 2)
— = (Xl(l)Mlcl,Xg(l)Mgcl,Z(l)Cl)
= (X1(1)X1(2)M1Cq, X2(1) X2 (2)M2C1, Z(1)Z(2)Cy)

— (Xl(l)Xl(Z)Mlchg,l, X2(1)X2(2)M201CQ71, Z(l)Z(Z)ClCQ,l)
— (X1 1)X1(2)M10102710272, X2(1)X2(2)M20102710272, Z(l)Z(2)0102710272)

% PN
s (X1 (1) X1 (2) My C1.Ca, Xo(1)X(2)MoCy Ca, Z(1)Z(2)C1 Cs)
= (X1(1)X1(2)X1(3) M1 C1C2, X2(1) X2(2) X2(3) M2C1Co, Z(1)Z(2) Z(3)C1C2)

— (X1(1)X1(2) X1 (3) M1C1CaCl1, X2(1) X2(2) X2(3) MyC 1 CaCi.1, Z(1)Z(2) Z(3)C1CaCs 1)
N
— (XM, C, X3 M>C, Z"C)
— (S1, 82, Z"C)

A formal definition of a secret key generation scheme is as follows:

Definition 5. Let € be a positive real number, My, M,, ..., M,, X7, X3, ..., X,
Z™ and Sy, Ss, ..., Sy, be finite random variables, and C = (Cy,C,,...,C,) be a
collection of n finite sets of finite random variables C; : i = 1,2, ...,n, where C; =
(Cin,Ci, ..., Cip(y) for some natural number r(i) (¢ = 1,2,3...,n). Consider the
following conditions:

1. p(My, My, ..., M, X1(1), X5(1), ..., X, (1), Z) =
This condition is saying that external random variables provided to the u termi-
nals, i.e. My, Ms, ..., M, before the first round of communication are mutually

independent of each other and of the random variables corresponding to the
first use of the DMBC.
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2. Fori=1,2,...,n:

p(m = 29(i), s Xon0) = (i), Z(3) = 2(0)

Li _ ol yli—l _ L1 Li-1 _ o 1i-1
X=Xy =xy LX) =)

1ii—1 Lii—1
A =z ,Mlzml,...,Mu:mu>:

qQ(2(i), oy T (7)), 2(7)|x1(7)).

This condition is essentially saying that the outputs received by the terminals
2, 3, ..., m at the i-th stage, i.e. X5(i),..., X;n(i), Z(i) depend only on X;(i),
and the DMBC q(z2(2), ..., (1), 2(i)|21(7));

3. Fori=2,....n,
H(X1<Z.)’CLC2, ...,Ci_l,X%:i_l,Ml) — O

This condition is saying that X;(i) is created by the first terminal at the i-th
stage using the information available to the terminal at that stage;

4. H(Ci7k|C1, Cg, ceey Ci—la Ci,la Cag, ceny Oi,k—la X]lkZM]k) is zero whenever 1 S ]k S
u, where 1 < 7, < m is such that 5, = k£ modulo m. This means that the index-
ing of the communications in each stage is done in round robin order and each
communication is adapted to the available information of the communicator.
Furthermore for 1 <7 <n, C;; = 0 whenever u + 1 < j;, < m where j; is de-
fined as above. This means that the terminals u+1,u+ 2, ..., m are not allowed
to participate in the communication;

5. H(S;|C, X7M;) =0for 1 < j <w, and H(S;|C, X}) =0foru+1<j<m.
This means that the secret key S; is created by j-th terminal at the end of
the entire process. For instance, the information available to the j-th terminal
1 < j < w is the whole public communications, i.e. C, the observations made
from the DMBC, i.e. X7, and the private source of randomness Mj;

6. P(S; =9, =53 =..=295,) > 1—e This ensures that the secret keys generated
at the legitimate terminals are equal to each other high probability close to 1;

7. %I (S1; 2™, C) < e. This ensures that the generated key is almost hidden from
the eavesdropper.

We represent such a secret key generation scheme by SK¢a(n, €, S1, S2, S3,...; Sm,
C, My, My, ..., M, X7, X3, ..., X" Z"). The secret key rate of the scheme is defined
as %H (S1). In other words, we are measuring the amount of secret bits generated per
use of the DMBC.
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Definition 6. Given € > 0, C¢& g (u, q(z2, T3, ...xm, 2|71)), the e-secret key capacity, is
defined as the limsup of the maximal SK rate as n converges infinity.

Céy(u, q(xe, T3, ...Tm, 2|21)) represents the maximal secret key rate when the prob-
ability of mismatch among the secret keys Si, Ss, ..., S,., and the leakage rate
L1(S1;Z™,C) are bounded from above by e.

Definition 7. Cog(u, q(z2, 3, ...Tm, z|71)), the channel model secret key capacity, is
defined as:

lim C¢ y (u, (g, x5, ...Tm, 2|21)).
e—0

Discussion: Note that we have allowed the first user to participate in the public
discussion and to randomize (by randomize we mean the messages put on the public
channel are not necessarily deterministic functions of the random variables received).
Further, all the terminals who participate in the public discussion, i.e. terminals
1 < < u, are allowed to randomize. The assumption on the participation of the first
terminal in the public discussion can be removed but this terminal must be allowed
to randomize. Otherwise, the inputs to the broadcast channel will be always a deter-
ministic function of the public communication and thus known to the eavesdropper,
resulting in zero secret key rate. It is legitimate to differentiate between the ability to
randomize and the ability to participate in the public discussion as long as the first
user is concerned. For the sake of notational simplicity, however, we allow the first
user to participate in the public discussion.

4.3 Review of the known results

Calculation of the exact secret key capacity remains an unsolved problem, al-
though some lower and upper bounds on this quantity are known. In the source model,
for the case of m = 2, the best known upper bound is that of Renner and Wolf [51].
This bound, known as the double intrinsic information bound, is equal to infy [H (U)+
I(X1; Xo | ZU)), where I(Xy; X, | Z) is defined as infy v, 7 1(X1; X2|Z) and is
called the intrinsic information [41]. The essentially best known lower bound, proved
using random binning arguments, is due to Ahlswede and Csiszar [1]: the maximum
of supy .y x, x,2 (I(U;X2|V) — I(U; Z|V>) and supy_y_,x,-x,2 (](U§X1|V) -
I(U; Z|V)). 4 In the channel model, for the case of m = 2, the best known upper
bound explicitly mentioned in the literature, as far as we are aware, is

min[sup [(X7; Xs), sup 1(X1; X5|2))],

p(z1) p(z1)

4Maurer provided a different technique for deriving lower bounds on the secret key capacity in
[39]. He proved, for instance, that even when the maximum of the two one-way secret key capacities
vanishes, the secret key capacity may still be positive. This technique however seems to give us a
rather low secret key rate in this case. A generally applicable single letter form of a lower bound
based on the ideas in [39] is not known.
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which was proposed by Maurer [39]. This can however be easily generalized to
inf7_, 7 x, x, [SUPp(ay) 1 (X1; X2|Z)]. The essentially best know lower bound, as far
as we are aware, is

sup max { sup I(U; Xo|V) — I(U; Z|V)],

p(wl) V*)U‘)Xl‘)XQZ

sup  [I(U; Xu|V) = I(U; Z|V)]},

VoU—Xo— X112

which one can find in [12], [39]. Recently, Csiszar and Narayan have derived new
sufficient conditions for tight upper bounds [13].

4.4 The source model and the CFO problem

4.4.1 The proof technique at an intuitive level

In this section, we illustrate the main proof technique at an intuitive level. Roughly
speaking, the technique used for deriving the upper bounds is to consider functions
of joint distributions which satisfy specific properties that eventually lead to their
dominating the secret key capacity. More specifically, in the source model, we consider
a specific class of functions of joint distributions, called potential functions, and show
that they satisfy the following property: for any secret key generating protocol, the
potential function starts from the upper bound and decreases as we move along the
protocol, and eventually becomes equal to the secret key rate of the protocol. It was
pointed to us by one of the reviewers for a journal paper published on this, that our
technique is similar to that of “secret key monotones” of Lemma 2.10 of [38]. We now
provide the details:

Consider the special case of u = m = 2. One can view Sp,—.(X1;X2]|Z) as a
function from the set of all joint distributions p(xy, s, 2) defined on arbitrary finite
sets X1, Ay and Z to non-negative real numbers. Our technique for proving upper
bounds on the secret key capacity is to identify certain properties of S, (X1; X3||Z)
as a function, and then consider the class of all functions that have those properties
and show that each of them is an upper bound on S, ,(X1; X5||Z). The function
Sno—r(X1; X2||Z) has the following properties:

1. For any natural number n, we have n - Sy (X1; X2[|Z) > Spo—r (XT5 X3 ZM);

2. For any random variable F' such that H(F|X;) =0 or H(F|X5) = 0, we have:
Sno—r(Xl;X2HZ> 2 Sno—r<X1F7X2F||ZF)7

3. For any random variables X|, X} such that H(X{|X;) = H(X}|X2) = 0, we
have: Sy, (X1; Xo||Z) > Snor(X1; X5||2);

4. SnO,T(Xl;XQHZ) Z H(X1’Z) — H(X1’X2> = [(Xl,XQ) — I(Xl,Z)
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In order to show that the first property holds, take a particular secret key generation
scheme for the triple (X7, X3, Z™). This scheme consists of taking say n’ i.i.d. copies
of (X7, X3, Z™), conducting a public discussion and then generating a secret key. One
can however simulate the same scheme on the left hand side by taking nn’ i.i.d copies
of (X1, Xs, Z), conducting the same public discussion, and then generating the same
secret key. The difference in the number of i.i.d. copies observed is compensated for
by the factor n on the left hand side. Using the same simulation idea, one can show
that properties 2 and 3 also hold. Property 4 holds since H(X,|Z) — H(X1|X2) =
I(X1; X2) — I(X1; Z) is known to be a lower bound on S,,.(X1; Xs||Z) (see for
example [1]).

Next, take an arbitrary function ¢(Xy; Xs||Z), from the set of all joint distributions
p(z1, xe, z) defined on arbitrary finite sets X;, X, and Z to non-negative real numbers.
Assume that p(X7; X5||Z) satisfies the above three properties:

1. For any natural number n, we have n - p(X1; Xa||Z) > (X7 X2 || Z™);

2. For any random variable F' such that H(F|X;) =0 or H(F|X3) = 0, we have:
o(X1; Xo||Z2) > (X1 F; XoF||ZF);

3. For any random variables X7, X} such that H(X{|X;) = H(X}|Xs2) = 0, we
have: ¢(X1; X[ Z) = o(X1; X3(|2);

We claim that any such function ¢(X1; X2||Z) dominates Sy, (X1; X2||Z), i.e.
O(X1; Xo||Z) > Spo—r(X1; X2||Z). The rough sketch of the proof is as follows. Take a
secret key generation scheme that generates a secret key rate close to Sy, (X1; X3||Z).
The terminals observe n ii.d. copies of (X, Xy, Z), conduct the communication
C = (C1,Cy,...,C,), and generate the secret keys S; and Sy where S; = Sy, and
LH(S1) = Sno—r(X1; X2||Z). We then have:

0 p(X0s X1 2) = (X5 X127) (4.1)
.z

p(XTC; X5Cl[Z2"C) >
@(S1;5:[|12"C) >

H(S,|Z2"C) — H(S51|S5)
= Spor(X1; Xo||2),

where equation (4.1) holds because of property 1; equation (4.2) holds because of
property 2 and the fact that H(C1|X}") = 0; equation (4.3) holds because of property
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2 and the fact that H(Cy|C1X}") = 0; equation (4.4) holds because of property 3 and

the fact that H(S1|X]C) = H(S5:| X} C) = 0; equation (4.5) holds because of property

4. The above chain of inequalities imply that ¢©(X1; X5||Z) > Sno_r(X1; X5/ Z).
Note that the triples

(X1, X3, 2™, (X]C, X3 Cy, 20 CY),
(XT‘OIC% XSOIC% ZnOIOQ)v cey
(XTC,X5C, Z"C), (5,52, 2"C),

can be thought of as representing the sequence of the information states of the sys-
tem during the simulation of the secret key generation scheme. The function ¢(.)
associates a value to the information state of the system in such a way that, as the
scheme is conducted, the value associated to the information state decreases (as shown
in equations (4.2), (4.3)). Thus, it is justified to view ¢(.) as a potential function.

The above result could make the converse proofs systematic. Suppose we would
like to prove that I(X7;; Xs|Z) constitutes an upper bound on S, .(X1; Xs||Z). It
suffices to verify that p(X1; Xs||Z) = 1(X5; X3|Z) satisfies the above four properties:
the first property holds since I(X7; X3|Z™) = nl(X1; Xs|Z); the second property
holds since if we for instance assume that H(F|X;) = 0, we will have I(X;; X5|Z) =
(X F; Xo|Z) = 1(F; Xa|Z) + I(Xy; Xo|ZF) > (X1 F; XoF|ZF); the third property
holds since I(Xy; X»|Z) > I(X7; X5|Z) whenever H(X{|X;) = H(X}|X2) = 0; the
fourth property holds since I(X1; X2|Z)— (H(X1|2)— H(X1|X5)) = I(X1; Z|X5) > 0.

In order to find a new upper bound, therefore, one might seek a function that
satisfies the above conditions. Given any such function, the proof would consist of
verification of these properties. In order to find a new upper bound, one can think of
a given function p(X1; X5||Z) as a point in the set of all functions that satisfy the four
properties, and try to slightly perturb the expression so that all the four properties
remain satisfied. Theorems 4 and 5 that will be discussed later were derived using
such a trial and error process.

4.4.2 Statement of the new converses

In this section we state the main results. We use the potential function method
to prove them in section 4.4.3 and the appendices. Following the formal statement of
each result, a brief informal discussion is provided to clarify the statement.

Sufficient conditions for being an upper bound on the SK capacity

Theorem 1. Let o(X7; Xo; X35 ...; Xn[| Z) be a real-valued function from the set of all
probability distributions defined on (X7, Xs, X3, ..., X;,, Z), where X, Xs, ..., X,,, and
Z take values from arbitrary finite sets. ¢(X1; Xo; X3;...; X;n||Z) is an upper bound
on S(Xy; Xo; X3 .. Xu; Xl(ﬁgl; o Xr(,if)HZ) if it satisfies all of the following properties
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(1-5). o(X1; Xo; X3;...; Xn||Z) is an upper bound on
Sno—r(X1; Xo; Xi; ...;Xu;Xéﬂl; ...;X,(,f)HZ)
if it satisfies properties (1-4).
1. For any natural number n:

np(X1; Xoj s X[l Z) > o(XT5 X35 X1 27) 5

2. For any random variable F' such that for some 1 < i < u we have H(F|X;) =0,
it holds that:

o(X1; Xos o Xl Z2) = o(XaF; XoF . X0 F\|ZF)

3. For any random variables X7, X}, ..., X/ such that H(X/|X;) = 0 for all 1 <
1 < m, we have:

O(X1; Xo; s Xl Z2) > (X X555 X0 Z) 5

5. For any set of random variables (M, My, ..., M,) satisfying

p<Ml7 M27 (RS MU7X17X27 [ERE) Xm7 Z) =
p(Ml)p(MQ)p(Mu)p(XlaX277Xm7Z)’ (46)

we have:

O(X1; X 3 Xl Z) >
(X1 My; XoMa; ..; Xy My; Xogas oo Xonl|| Z).

Further, S(X;; Xo; ...;Xu;Xl(Li)l; ...;XS)HZ) itself satisfies all of these properties
and
Sno—r(X1; Xo; s X Xﬁ?l; 1 X Z) satisfies properties (1-4).

Discussion: The domain of ¢ in Theorem 1 is the set of all probability distribu-
tions on all products of m + 1 finite sets. Condition 1 corresponds to the notion of
taking blocks of observations. Condition 2 corresponds to the notion of terminal 7
communicating over the authenticated public channel. Condition 3 corresponds to
the notion of each terminal choosing to ignore part of its available information. The
right hand side of condition 4 is a choice of an easily proved and technically conve-
nient lower bound on the secret key capacity; other such expressions could also have
been used instead. Condition 5 is relevant to the case where the speaking terminals
are allowed to independently randomize. [ |



34

Sufficient conditions for being a lower bound on the CFO capacity

Theorem 2. Let (X1; Xo; X3;...; X;n||Z) be a real-valued function from the set of
all probability distributions defined on (X3, Xs, X3, ..., X;n, Z), where Xy, Xo, ..., X,
and Z take values from arbitrary finite sets. 1(X;; Xo; X3; ...; X,,]| Z) is a lower bound
on

T(X1; Xo; X35 .. X qus+)1§ o Xéif)HZ) if it satisfies the following properties:

1. For any natural number n:

np(X1; Xos oo X[ Z) < (XT3 X355 X1 Z7);

2. For any random variable F' such that for some 1 < ¢ < u we have H(F|X;) = 0,
it holds that:

V(X1 X oo Xn|| Z) < (X0 F; XoFs .o X FI|ZF) + H(F|Z)

3. For any random variables X7, X}, ..., X/ such that H(X/|X;) = 0 for all 1 <
1 < m, we have:

(X1 Xo; s Xonl| Z) < (X5 X5 XN Z) + H(Xq.. X | X X Z);

4. P(Xq; Xo;...; X;nl|Z) is bounded from above by

H(X5 X X1 2) + Y H(X1]X5).

1=2

Further, T'(X71; Xo; X3; ...; Xu; Xﬂl; o Xﬁf)HZ) satisfies these properties.

Discussion: As in the case of ¢ of Theorem 1, here 1 should be thought of as
defined on the set of all probability distributions on all products of m + 1 finite sets.
Condition 1 corresponds to the notion of forming blocks. Condition 2 corresponds
to the notion of terminal ¢ communicating over the authenticated public channel and
paying the cost H(F'|Z) for this. Condition 3 corresponds to each terminal choosing
to work with only part of its observation; intuitively the missing part can later be
shared by incurring a conditional CFO rate of at most H (X X,...X,|X|X}... X, 2Z).
The right hand side of condition 4 is a convenient choice of an easily proved upper
bound on the CFO rate; other such choices could also have been used instead. It
should however be noted that the choice in condition 4 is concave over probability
distributions and this was important in the proof of some additional properties of the
CFO rate given in [21]. |
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Connection between the SK and the CFO capacities

Theorem 3. For any joint distribution p(x1, s, ..., T, 2), we have:

Snor (X1 ors Xus X015 s X 2) + T(X5 5 Xy X155 X1 2) =
H(X1X5...X,|2).

Discussion: This establishes the equivalence between the problem of secret key
generation and the problem of communication for omniscience by a neutral observer,
generalizing the result of [12]. |

New upper bound on the SK capacity

Theorem 4. For an arbitrary natural number ¢ and finite random variables Jy, Js, ..., J;,
arbitrarily jointly distributed with X, Xs, ..., X,,, and Z, S(X7;...; Xy; Xz(igl; o X I12)
is bounded above by

max(S(X1; Xoi oo Xy X015 s X1 0))+
S(X15 Xoj s Xy X050 X5 0 1500 2).

Discussion: To understand this claim, start with the case t = 1. One can think of
J1 as trying to define a “split” in the secret key capacity: one looks for a secret key
among the m terminals that is secret from an entity that gets i.i.d. copies of J; (the
first term on the right hand side of the upper bound) and then for a secret key that
is shared by a terminal getting i.i.d. repetitions of J; (who is not allowed to talk)
but is secret from the original eavesdropper (the second term on the right hand side
of the upper bound). The claim is that the true secret key cannot exceed the sum of
the two rates got in this “split” way.

The case of general ¢ can be intuitively understood as follows: suppose there are
t fictitious terminals, with the i-th terminal receiving i.i.d. copies of J;. The secret
key generated by the m original terminals is split into two components: one that is
shared with each of the fictitious terminals Ji, Jo, ..., J;, and one that is independent
of some fictitious terminal J;, 1 < ¢ < ¢. Assuming that Sy is the secret key, we can

write: ] ] ]

n 1<:i<t n 1<:i<t

One can argue that the term %minlgigt I(Sy; J") represents a secret key rate that
could be created in a way that is shared with each of the silent fictitious terminals
Ji, Ja, ..., Ji; and the term %maxlgigt H(S:|J]") represents a part S; that is indepen-
dent of some J', 1 <1 <.

Although the upper bound can be interpreted in the above way, we originally
derived it following the trial and error process discussed in section 4.4.1. [ |

Theorem 4 leads to some corollaries that appear to deserve separate statements.
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Corollary 1. S(X1; Xo; ...; Xu; Xgl; o Xy(,f)HZ) is bounded above by
inf (S(X1J; XoTs s Xu s (Xugr /)5 (X))
+ (X1 X0 Xy J9) 2)),

where the infimum is taken over finite random variables J arbitrarily jointly dis-
tributed with Xy, X, ..., X,, and Z.

A single letter characterization of S(X,J; XoJ; ...; XoJ; (Xuy1 )& o (X )P )
is given in Theorem 6 of [23]. A single letter characterization for the second term
S(X1X5...Xn; J9| Z), the one-way secret key capacity from X;X5...X,, to .J in the
presence of the eavesdropper Z, is also known (see [1, Theorem 1]). |

Corollary 2. For u = m = 2, we have

< inf (1(X1; Xo|J) + S(X1 Xo; T 2)).

A single letter characterization for the second term S(X;Xs;J®)||Z) is known
(see [1, Theorem 1]). This bound is no worse than the Renner-Wolf double intrinsic
information upper bound, and furthermore there exists a joint distribution on X, X5
and Z for which the new bound is strictly tighter than the Renner-Wolf upper bound.
|

A variant of Corollary 1 can be proved by the verification technique that was used
to prove Theorem 1. This is stated as the next result.

Theorem 5. Let R~ denote the set of non-negative real numbers. Given any func-
tion f : R> +— Rxg, define the f-one-way secret key capacity as
Sp-one—way(X; Y| Z) =
sup  [f(H(U|ZV)) = f(HUNYV))].

VoU—-X—-YZ

Then for any arbitrary strictly increasing convex function f : R>o — R>g, and for
any finite random variables J arbitrarily jointly distributed with Xi, Xs, ..., X, and
Z, the secret key capacity S(X1; Xo; ... Xu;Xz(fgl; o Xéf)HZ) is bounded above by

FHF(S (X0 Xoi oo Xy (X)) (XG) D))
+ S one—way(X1 X0 Xon; 9| Z) 1.

This upper bound is in turn bounded above by

ST X (X ) (X )P |1))
+ St one—way (X1 Xm; J| 2)).
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Discussion: The f-one-way secret key capacity can be viewed as a generalization of
the one-way key capacity (also known as the forward key capacity) (see [1, Theorem
1, ]) since the former reduces to the latter in the special case of f(z) = z. The
upper bound given in Theorem 5 reduces to that of Corollary 1 in the special case of
f(z) = x. We don’t know if this bound strictly improves that of Corollary 1. The
weaker form of the bound given in the statement of the theorem is useful because there
is a single letter characterization for S(X1.J; XoJ; ...; X J; (Xui1 )& s (X D)@ ),
given in Theorem 6.

The two upper bounds given in this theorem can be understood as perturbations
of those given in Theorem 4 and its corollaries. This upper bound was obtained by
the trial and error process described at the end of section 4.4.1. |

4.4.3 Proofs

Proof of Theorem 1: Fix a probability distribution p(x1, xa, ..., T, 2) on X X Xy X
. X X, X Z where &}, X, ..., X, Z are finite sets. We begln by provmg that
0(X1; Xo; X3;...; X || Z) is an upper bound on S, (X1; Xo; X35 .03 Xy Xuﬂ, X HZ)
if it satisfies properties (1-4).
For every positive § and ¢, one can find some secret key generation scheme SK(n,
€, S1, S2, S3,..., Sm, C) whose key rate is within § of
Se (Xl;XQ;...;Xu;XTS‘le;...;Xq(?f)||Z). We have:

no—r

np(Xy; Xo; Xa; .o Xn|| Z2) >

e(XT5 X35 X5 X [127) (4.8)
> p(XTC; Xy Oy X C1||1 27 C) (4.9)
> p(X7C1C0y; X5 C1Cy; .. X C1Cy|| 27 CLCh) (4.10)
. > o(X'C; X3C; .....; X C|| Z"C) (4.11)
> o(S1; S5 .5 Sm HZn ) (4.12)
> H(S,|Z"C) ZH $11S;) (4.13)
>nSs, . (Xy; XQ; o X Xfiué ...;ng)HZ)}

—nd — (m = 1)[h(e) + enlog ] [ |A]]. (4.14)

i=1

Inequalities (4.8), (4.9), (4.10), (4.11), (4.12), (4.13) are true respectively because of
the properties 1, 2, 2, 2, 3, 4. Inequality (4.14) holds because of the Fano inequality
and the fact that the secret key rate of SK(n, €, Si, Ss, S3,..., S, C) is within ¢ of

S€

no—r

(X1 Xo; oo Xy X1 X9 2).
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Therefore we get
(X5 Xy Xa; o X || Z) >

€
S?’LO*T

s < h(e e
(X2 X ot X X XD 20} — 6 — (m— 1[4 +elog [T Il).

n !
=1

We get the desired result by letting € and ¢ converge to zero.
Next, in order to show that ¢(X7; Xa; X3;...; X;||Z) would be an upper bound on

S(Xq; Xo; Xs; ~-;Xu§X1(L?1§ -~-§X7({§)||Z)

if it satisfies all the five properties, we note that for any My, My, ..., M, (satisfying
equation (4.6)),

o(X1; Xo; X35 s X Z) >

O(XaMy; XoMa; .o; Xy My; Xoa; oo Xl Z) > (4.15)
Snor(Xi My oo XuMy; XU X191 2). (4.16)

Inequality (4.15) is true because of the property 5, and inequality (4.16) holds because
@ satisfies the first four properties. Therefore for any My, M,, ..., M, satisfying
equation (4.6), we have

(X5 Xo; X35 X | Z) >
Sno—r(XlMl; X2M2a “ees XuMua Xq(iglﬂ e X,E;?HZ),

implying that ¢ is an upper bound on S(X7; Xo; X3;...; Xu; Xffgl; ...;X,S?HZ).
Lastly, we need to show that

S(Xl;Xz; '--;Xu;Xz(Li)ﬁ "‘;Xr(rf)HZ)

and
Sno—r(Xl; X2a ey Xua Xq(szlﬂ ey X'r(s)HZ)

themselves satisfy the five (respectively the first four) properties.

S(Xy; Xo; Xs; ...;XU;XT(“?l; ...;X,(,f)HZ) satisfies properties 1, 2, 3 and 5 and
Sno—r(X1; Xo; X33 .oy Xu; X&‘:Zl; o X || Z) satisfies properties 1, 2 and 3 because every
valid SK generation scheme for the right hand side of the inequalities can be converted
to one for the left hand side. In 1, the terminals observing (Xi, Xs, ..., X;,,) can first
observe n i.i.d. copies of their random variables and then simulate the SK generation
scheme for the right hand side. In 2, they can take i.i.d repetitions of F' by the i-th
terminal as the first non-trivial communication and then simulate the SK generation
scheme for the right hand side. In 3, they can create X[’s first and then simulate



39

the SK generation scheme for the right hand side. In 5, the terminals 1 < ¢ < wu can
respectively create My, Ms, ..., M, first and then simulate the SK generation scheme
for the right hand side.

For property 4, note that both the terms S(X7; Xo; X3; ~-~§Xu§X1([21§ ...;X,gf)HZ)
and S, (X1; Xo; X3; ...;Xu;Xq(jgl; ...;X,(,;S)HZ) are greater than or equal to the one-
way secret key capacity from X; to Xs, X3, ..., X,, in the presence of Z, which in turn
is greater than or equal to mina<;<,,, (1(X1; X;) —I(X1; Z)). This expression is greater
than or equal to the right hand side of 4. [ |

Proof of Theorem 2: Fix a probability distribution p(x1, xa, ..., T, 2) on Xj X Xy X
v X X,y X Z where Xy, Xy, ..., X,,,, Z are finite sets. For every 0 > 0 and € > 0, one
can find a CFO strategy (n, €, T1, Ty, T3, ..., T)n, C), whose conditional CFO rate is
within & of T¢(X1; Xo; X35 ...; X X155 X[ Z). We have:

n(Xy; Xo; Xs;.o; Xon|| Z2) <

V(XY X35 X5 Xl 27) (4.17)
< G(X]Cr X§Crs XOCH|Z7Ch) + H(C1|2") (118)
< Y(XTCL Oy Xy C1Cs;..; X7 CL1Co|| 27 CLCy )+
H(C,Co|Z7) (4.19)
. <Y(XTC; XJC; .. X C||Z"C) + H(C|Z™) (4.20)
<Y(Ty; To; . Tu|| 2" C)+

H(XPXZ . X" T\ Ty.. T.Z") + H(C|Z") (4.21)

< H(Ty..T,|T\Z"C)+

Z H(T|T;)+

j=2

H(X'X? . XMT\T,..T,Z") + H(C|Z"™) (4.22)

< h(e)+e-nlog ] [ 14+

i=1

(m —1)[h(e) + € nlogH | Xi|] + ne

i=1

+nT(X1; Xo; X35 .oy X Xﬁ?l; s XN Z) + nd. (4.23)

Inequalities (4.17), (4.18), (4.19), (4.20), (4.21), (4.22) are true respectively because
of the properties 1, 2, 2, 2, 3, 4. Inequality (4.23) is true due to the Fano inequality,
and the fact that the conditional CFO rate of (n, €, Ty, Ty, T3, ..., 1)y, C) is within &

of T(X1; Xo; Xt oo X3 X150 X001 2).
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Therefore we get

V(X Xo; Xs5 o5 X || Z) <

T(X1; Xo; X oo Xy X0 XD Z) + 6+ — [ te- nlogH|X|

The theorem is proved b taking the limit as € and § go to zero.

T(X1; Xo; X35 .. X XuH, . X(S | Z) itself satisfies the four properties.

For property 1, note that the termlnals observing (X1, Xo, ..., X;,,) can first observe
n i.i.d. copies of their random variables and then pretend that they are in the situation
on the right hand side of 1. For property 2, they can take i.i.d repetitions of F' by
the i-th terminal as the first non-trivial communication, and then pretend that they
are in the situation corresponding to the first term on the right hand side of 2. The
total cost would be the sum of H(F|Z) and the remaining conditional CFO rate of
the left hand side.

Regarding property 3, we first intuitively sketch the proof: one possible commu-
nication for omniscience for (X, X, ..., X, Z) is to first conduct a communication
for omniscience for (X7, X5,..., X!  Z). The terminal who wants to become omni-
scient, Charles, would be able to approximately learn (X7, X},..., X! Z) with the
conditional CFO rate of T'(X7; X5; X4 ...; X/; Xu(Jr)l, ...;X;,(LS)HZ). If Charles exactly
knew (X7, X5, ..., X|, Z), the u terminals could use a Slepian-Wolf type communica-
tion scheme to reveal
H(X1X5...X,|X{X}...X] Z) bits on the public channel, thereby enabling Charles to
receive these bits as a common randomness and become omniscient. The total con-
ditional CFO rate is no more than

T(X); X Xb i X X0 X9 2) + H(X0 Xy X | X1 XD X1 Z).

Even though Charles does not exactly know (X7, X, ..., X/;Z), this Slepian-Wolf
algorithm still works.

We now prove the property more precisely. Fix € > 0 and ¢ > 0.
T(X1; Xo; s Xos Xﬁgl, X || Z) is defined as the liminf of the minimal conditional
CFO rate as n converges 1nﬁn1ty. Therefore we can find a large enough n such that
the following requirements are satisfied:

e There is a CFO strategy (n, €, Ty, Ty, T3, ..., T,,, C) whose conditional CFO
rate is within 6 of T¢(X7; X}; X};...; X/; Xu(j)l; 3 X 2);

e There is a communication with the total entropy of at most
n(H(X1... X | X1 X5.. X, Z) +0)

for the following Slepian-Wolf type problem: w terminals having i.i.d. repeti-
tions of X7, X, ..., X, want to transmit their information to a receiver who has
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i.i.d. repetitions of X]XJ}.. X Z as side information. In this Slepian-Wolf type
problem, it is desired to have L H(X7...X"| X" X,"...X,"Z", Communication) <
J.

The terminals first follow CFO(n, €, Ty, T3, T3, ..., T),, C) and then the u terminals
Xy, Xo, ..., X, insert the corresponding communications for the Slepian-Wolf problem
on the public channel. Let C' denote the whole communication (C" includes C).

We prove that the CFO(n, € + 0, T1C’, TC', ..., T,,C’, C') is valid and further
the conditional CFO rate is less than or equal to

T(X1; Xo; X5 XU s Xu(j)l; o X;SS)HZ)

+ H(X;... X, | X1 X5.. X 7)) + 20.
Using the inequality
H(X|YW) < H(X|ZW)+ H(Z|YW)

for any four random variables X, Y, Z, W, we have

%H(X{L....XLL]TlC’Z") <

%H(X?....Xg|X;”X;"...X;"C’Z")+

%H(X;"X;"...X;"yTlc’Z") <d+e

The other requirements for the CFO to be valid can be easily checked.
The conditional CFO rate, i.e. ZH(C'|Z™) is bounded above by

1 1
“H(C|Z") + —H(C|C) <

n n

T (X[ X X0 X0 X009 2)

u+1»

6+ H(X1 Xo.. X | X1 X5 XL 2) + 6.

For property 4, the idea is that, in the first phase, the first terminal transmits
messages to the other terminals enabling them to find X; with probability close to 1.
The entropy of the communication from the first terminal to the i-th terminal would
be roughly n- H(X;|X;), and this is an upper bound for the conditional entropy of the
communication given Z". Now, since all the terminals can include X; as a common
randomness, Charles would be able to calculate X;Z. In the second stage, the first
u terminals reveal roughly n - H(X;X5...X,|X1Z) bits on the public channel. Since
this now becomes a common randomness, it can be passed to Charles, enabling him
to learn X1X,...X,. The total conditional CFO rate of this communication scheme
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would be bounded above by > H(X;|X;) + H(X;X5...X,|X1Z) on a per observation
basis, asymptotically as n — oo. [
Proof of Theorem 3: It can be easily shown that (X1; Xo; X3;...; X, || Z) satisfies
the four properties of Theorem 2 if and only if H (X Xs...X,|Z)—(X1; Xo; X35 ...; Xon|| Z)
satisfies the four properties of Theorem 1.
T(X1; Xo; X35 .5 X Xi‘f&l; s X,Sif)HZ) itself satisfies the four properties of Theo-
rem 2. Hence

H(X1X5.. X, Z) = T(Xy; Xo; s Xo; XU X9 2) >
Sno—r(Xl;X2; 7XU7X1([217 ;Xr(rf)HZ)

Further since Sy, (X1; Xo; ...; Xy Xl(izl; o X | Z) itself satisfies the four properties
of Theorem 1, we get

H(X 1 X5.. X,|Z)—

Snofr<X1; X27 X37 - Xu; Xz(iglv 3 XT(;:)”Z) S

T(X1; Xo; Xs; o Xo; X155 X)) 2).
Therefore

Sno—r(X1; Xo; X355 X5 Xz(igﬁ o X$)||Z)—i—
T(Xy; Xo; Xa; .05 Xo; X155 X9 2).

|

Proof of Theorem /4: Theorem 1 allows one to systematically prove the correct-

ness of the upper bound by treating it as an algebraic expression satisfying certain
properties. More specifically, we simply need to prove that

O(X1; Xo; Xg; s X || Z) =

inf  [max(S(Xy; Xo;...; Xu; Xfﬁ@l; s XTI+
J1,J2,...,J¢ A

S(X1; Xoj oo X XU s X5 095 185 09| 2)]

satisfies the five properties of Theorem 1, where the infimum is taken over finite
random variables Ji, Js, ..., J; arbitrarily jointly distributed with X, X5, ..., X}, and
Z

Property 1: It is enough to prove that for any J, Js, ..., J;, there exist Ji, J5, ..., J|
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such that:

n { max(S(X0; Xai o Xus X3 s X100+

S(X1; Xoj ooy Xy X003 X905 11705 0875011 2) )

> max(S(X7 X0 X0 (X0 )™ s (X)) D|1T)+

S(XP; o X0 (X2 ) (X)L O 2m).
We take J! to be J! for 1 < i < t. The inequality holds since the secret key
function itself satisfies the first property of Theorem 1.

Property 2: Let H(F | X;) = 0, where 1 <1 < w. It is enough to prove that for
any Ji, Jo, ..., Jy, there exist Ji, J3, ..., J; such that:

max(S(Xn; Xoi i Xug X o5 X|11))+

S(X15 Xoj s Xy X5 X500 10 2)

> max(S(X1F; XoF; .o X, F; X F X R+

S(X1F; oo XoF3 (Xt F) s (X )O3 05 19| ZF).

We take J! to be J;F' for 1 < i < t. The inequality holds since the secret key
function itself satisfies the second property of Theorem 1.

The proof for property 3 is similar to that for the two preceding properties.
Property 4: It is enough to prove that for any Ji, Jo, ..., J;,

m?X(S(Xﬂ Xo; s Xy Xl(ﬁgl...; X\ T)+

S(X1; Xoi s Xos X205 X905 175 175001 2)

is greater than or equal to H(X;|Z) — > 1, H(X1|X}).
We have:

S(X0 Xy X X1 s X9 01 005001 2) >
S X3 Xy X I Y 2) 2
mm(fg%](X“ Ji), ,min I(X1; X))

— I(X1; 2).

Since the secret key function itself satisfies the fourth property of Theorem 1, we
have:

S(X1; Xo; oo X XU X910 >

ceey

H(Xy) = I(Xy;.0;) = Y H(X1| Xp).



This implies that
max S (X1 Xoj s Xos XUy XP| ) >

H(X,) —min[(Xy; J; ZH X11X,).
k=2

There are two cases:

o If min; I(Xy; J;) < ming I(X7; Xg)

We have:
S(X13 s Xy X s X 0 0 00 2) >
min [(Xy; J;) — [(X1; Z) =
Therefore

max (X5 ...; Xus XS0 X[ )+
S(X15 s X X5 X5 095091 2) >

H(X1) = 1(X1; 2) - ZH(Xlle) =

H(X1|Z) =Y H(X1|Xp).
k=2
o If min; I(Xl, J1> > minggksm I(Xl,Xk) :
We have:
S(X15ee; Xy X5 s X9 090 08500 2) >

min I(X1;Xg) — [(X1;2) >

2<k<m

)= H(Xi|Xy) = [(X1: Z) =
k=2

H(X,|Z) - ZH X1|X5).

Property 5: It is enough to prove that for any Jy, Ja, ..., J;, there exists Ji, J5, ...

44
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such that:

max(S(X1; X o X X505 X1 0))+
S(X1; Xos ooy Xy X003 X905 973 175 0001 2) >
max(S( Xy My; XoMy; o XuMo; X5 s X))+
S(XMy; .o Xy My X80 X9 @ 9 2).

We define Ji, J5, ..., J; such that for every xy, ..., 2, 2, J1, ..., Jt
p(Ji=J1, e i =3l X1 =21, s Xp =20, Z = 2) =
p(J1 =1, e = 0| Xs =21,y X = T, Z = 2),

and

p(My, .oy My, Xay ooy Xon, Z, J1 00 J)) =
p(My)p(Ms)..p(M)p( X1, oo, Xony Z, J1 .0y J}).
The proof is finished by noting that the secret key function itself satisfies the fifth
property of Theorem 1. [
Proof of Corollary 1. We get the desired result by applying Theorem 4 for the
case of t = 1 and noting that
S(X1; Xoj ooy X Xq(ﬁzl; ol XT(,f)HJ) <
S(XuJ; XoJ; . X (Xu+1J)(8); a (ij)(5)||J)

and
S(X15 Xoj s Xy X1 X5 T 2) <
S(X1Xy.. Xm; J9| 2).

[ |
Proof of Corollary 2. This is a straightforward special case of Corollary 1. In the
case of two terminals we have:

S(X1; X 2) <
inf (S(X1; Xo||J) + S(X1 X2 9| 2)) <
inf (S(X1J; Xod||T) + S(X1 X; 9| 2)).
The infimum is taken over all finite random variables J arbitrarily jointly distributed

with (Xl,Xg,Z).
We get the desired upper bound by noting that S(X;.J; XoJ||J) = I(X1; Xa|J).
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inf; I(X1; Xo|J) + S(X1Xo; J¥||Z) could be further bounded above by

One can use the strengthened Carathéodory theorem of Fenchel to get the cardi-
nality bound of |X}||X,||Z| on the size of the alphabet of J. Therefore the in-
fimum over finite random variables J is a minimum. It is enough to prove that
miny (1(X1; Xo|J) + (X1 Xs; J|Z)) strictly improves the Renner-Wolf double intrin-
sic information upper bound. In order to prove that the new bound is not worse than
the double intrinsic information bound, it is sufficient to prove that for any random
variable U there is a random variable J such that I(Xy; Xo|J) + I(X1Xo; J|Z) <
H(U) +ming. . x. 707 1(X1; X2|Z). Choosing J = Z, we will have I(Xy; X,|J) =
I(X1; X5|Z) and also

I(X1Xo; J|Z) = (X1 X3 U|Z) — (X1 Xo; U ZJ) < I(X1 X2 U|Z) < H(U).

Therefore miny (I(Xy; Xs|J) + 1(X1X5; J|Z)) is no worse than the double intrin-
sic information bound. Appendix I of section 4.4.4 contains an example for which
miny (1(X1; Xo|J) + I(X1X5; J|Z)) is strictly better than the double intrinsic infor-
mation bound. |

Proof of Theorem 5: Take an arbitrary strictly increasing convex function f :
R>g — R>g. Without loss of generality we can assume f(0) = 0, because for any
positive constant ¢, g(x) = f(z) + ¢ satisfies the following equations:

® Sy-oneway(X; YN Z) = Spone—way(X; Y 2);
e g7'(g(a) +b) = f~(f(a) + b) for any non-negative a and b.
Since
S(X1J; XoJ; s X (Xuin )5 (X ) 1T) >
S(X13 X oo Xy (Xurn) 5 s (X)),

and f is increasing, it suffices to prove the first bound in the statement of the theorem.
In order to show this, it suffices to verify the five conditions of Theorem 1 for

inf fH{F(S(X1; 5 X (Xut )™ o5 (Xom)].7)) (4.24)
+ 5¢one—way (X1 X2... X3 || 2)}. (4.25)

This is done in Appendix II of section 4.4.4. The proof uses the standard fact that the
convexity of f implies that it is continuous, and that f(z+a)— f(x) is an increasing
function in x for any fixed a. ]
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Table 4.1: Joint probability distribution of X and Y

X
Y 01 2 3
0|+ £ 0 0
1z 5 00
210 0 1 0
310 0 0 1

4.4.4 Appendices
Appendix I

In this appendix we prove the existence of a joint probability distribution on
X,Y, Z for which the new bound is strictly better than the double intrinsic informa-
tion bound. In this appendix, we use the notation £(X) to refer to the law of the
random variable X.

We need the following Lemmas which we will prove at the end of this appendix.

Lemma A1.1 Assume that infy[H(U) + I(X;Y | ZU)] = min,[I(X;Y|J) +
I(XY; J|Z)], then there is a sequence of random variables U;, i = 1,2,... taking
values in finite sets U;, and a sequence of positive real numbers 9; converging to zero,
such that:

1. HU;)) + I(X;Y | ZU;) —» infy[H(U) + I(X;Y | ZU)] as i — oo;

2. H(U}XYZ) = 0 as i — oo;

3. I(Ui; Z) — 0 as i — oc;

4 pUi=wlX =2,Y =y, Z =2)—3| > -6 Yu; €U;, (z,y,2) : plz,y,z) > 0;

5. The total variation distance d(L(U;|Z 21), L(U|Z = z)) — 0 as i —
>

00 Vzi,20: p(Z =2z)>0,p(Z = 2) > 0.
[ |
Lemma A1.2 Continuity of the intrinsic information I(X;Y | Z): V€ > 0,30 > 0

such that for all random variables T" having entropy less than ¢, we have

I(X;Y L ZT) - I(X;Y | 2)| <&
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We will perturb the example provided by Renner and Wolf in order to prove that
their bound is better than the intrinsic information bound. Table (4.1) shows the
joint probability distribution between X and Y in that example. Z is defined as:

7 (X +Y) mod 2 if X €{0,1},
N X mod 2 if X €{2,3}.
Renner and Wolf proved that for the choice of U = |5 |, one has:

I(X;Y 1 2) = g [(X;Y | ZU) = 0.

And therefore their bound would be less than or equal to H(U)+1(X;Y | ZU) =
1, while I(X;Y | Z) % > 1.

Let V be a binary random variable, satisfying the V — U — XY Z Markov
property and defined as follows:

p(U =0V =0) = qy,

p(U=1V=0)=1-a,
p(U: 0|V: 1) = (9,

Clearly, there exist a; and as such that the intersection of

1 1
{0,01,1— o, Dl 1 - 501, 1}
and

1 1
{0, 02,1 — s, 502 1- 502 1}

is the set {0, 1}. If the constraint is not satisfied for some a7 and a», then it would
be enough to perturb a; or ap by a tiny amount.
Let X = XY =Y, Z = (Z,V). We would like to prove that the new bound is
strictly better than the double intrinsic information bound for the triple ()N( LY. Z ).
We have:

p(X =2,Y =y|Z =(0,0) =

Soull(z,y) = (0,0)] + zaall(z,v) = (1, )]+

(1 —a)1f(z,y) = (2,2)],

and

p(X =2,Y =y|Z=(0,1) =
1

Jaatl(z,y) = (0,0)] + Jaatl(e,) = (1, )]+

(1 —ax)lf(z,y) = (2,2)].
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Assuming that the new bound is not better than the double intrinsic information
bound, we can apply Lemma Al.1 to get a sequence U; having the five properties
given in Lemma A1.1. Using the property 4, we have:

- - 11
[p(Ui = ulX =0,Y' =0,Z=(0,0) - 5| = 5 —

-~ 11

-~ 11
p(Ui=ulX =2Y =2,2=(0,0) -5 25—

Therefore p(U; = u|Z = (0,0)) is within the 34; distance of a point in the set
{0,01,1 — ay, 3010,1 — a0y, 1}

Similarly, p(U; = u|Z = (0,1)) is within the 35; distance of a point in the set
{0, 00,1 — g, 302, 1 — 09,1}

Since the total variation distance between the distribution of £(U;|Z = (0,0))
and L(U;|Z = (0,1)) converges to zero, and the intersection of the sets {0, as, 1 —
g, %O{Q, 1— %062, 1} and {0, a1, 1 — ay, %al, 1— %al, 1} is just {0, 1}, one can conclude
that there is some natural number ¢ such that for V ¢ > i, Yu € U;, the probabilities

p(U; =ulX =0,Y =0,Z = (0,0)),

p(Ui =u|X =1,Y =1,Z = (0,0)),

p(U; =ulX =2,Y =2,Z = (0,0))

are either all less than % or all greater than %

Let h(z) = zlog(2). We would like to bound from above the entropy of the

distribution of £(U;|Z = (0,0)) in terms of h(p(U; = uX =0Y =0,7Z = (0,0))),
h(p(U; =ulX =1,Y =1,Z = (0,0))), h(p(U; = u|X =2,Y =2,Z = (0,0))). Since
entropy is a concave function, we cannot use Jensen’s inequality to bound from above
H(L(U;|Z = (0,0))), which is a convex combination of these probabilities. However,
noting that the three mentioned probabilities are all on the same side of %, and that
h(x) is monotonic for all z < % and for all z > %, we can derive the following bound:

H(L(U|Z = (0,0)))) <

mm<mmm_u&=mﬁmzazzmm»y
h(p(U; = u|X =1,Y =1,Z = (0,0))),
Mﬂm=ﬂX:ZY:ZZ:mﬂm><
h(p(U; =u|X =0,Y =0,Z = (0,0))) +
hWMzMX:,X:L%:&®D+
h(p(Ui =ulX=2Y=27= (0,0)))
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Therefore
Zh (Ui|Z = (0,0)))
Zh U =ulX =0,Y =0,7 = (0,0)))
Zh U =ulX =1,Y =1,7Z = (0,0)))+
Zh Uy =ulX =2,V =2,7 = (0,0)))

Since the terms

converge to zero as ¢ converges to infinity, we have H(U; 1Z = (0,0)) — 0 as i — oo.
Similarly, H(U;|Z = (0,1)) = 0, ete. Thus, H(U;|Z) — 0 as i — .

But property 3 of Lemma Al.l states that [(Ui;Z) — 0 as i — oo. Thus, we
conclude that H(U;) — 0 as i — oo.

Hence, the limit of H(U;) + I(X;Y | ZU;) is the same as that of I(X;Y |
ZU;). Property 1 of Lemma Al.1 states that the series converges to the double
intrinsic information upper bound which is assumed to be equal to min,[I(X;Y].J) +
(XY J|Z)].

Evaluating the expression at J = ZU , gives us

0+ I(XY;UZV|ZV) = [(XY:U|ZV) < 1

Therefore we should have: lim; .., [(X;Y | ZU;) < 1. On the other hand, Renner
and Wolf have shown that /(X;Y | Z) = 2. But this is in contradiction with Lemma
A1.2 noting that H(U;) — 0 as i — 0. |

Now, we prove the Lemmas mentioned at the beginning of this appendix.

Proof of Lemma Al1.1: Take a sequence Uy, Us, ... such that

H(U) + 1(X;Y | ZU;) — inf[H(U) + I(X;Y | ZU))
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For every U;, there exists J; such that I(X;Y | ZU;) = I(X;Y]J;), and also
XY — ZU; — J; forming a Markov chain, since the infimum in the definition of the
intrinsic information can be shown to be a minimum (see [5]).

We have:
(XY Ji|2) =
(XY U;|Z) — (XY Us|Z ;) <
I(XY;U;|Z) = HU;|Z) — H(U;| XY Z) =
H(U,) - I(U; 2) - HUJXY Z).

Hence

HU) + (XY | ZU,) >

I(Us;; Z)+ H(U;| XY Z)|+
(XY )+ [(XY; 0, 2)] >
[I(U;; Z) + H(U;| XY Z)]+
min[/(X;Y|J) + [(XY; J|2)] =

(Ui Z)+
H(UIIXY Z)] + inf[H(U) + 1(X;Y | ZU)].

Taking the limit as i — oo, we conclude that [[(U;; Z) + H(U;| XY Z)] — 0 as
1 — 00. Therefore properties 2 and 3 are proved.

Since H({U;|XYZ) — 0, so do H{U;|X = z,Y = y,Z = z) for all (z,y,2)
such that p(z,y,z) > 0. Therefore for all u € U;, p(U; = ulX = z,Y =y, Z =
z) log oT=] X:;y:y, 7= should go to zero. Therefore property 4 is proved.

In order to prove property 5, we note that

Ui 2) = 3. o0 P2) DLW Z = )| £(U) - 0.

Therefore if p(z1) and p(zq) are positive, both D(L(U;|Z = zl)||£( ;) and D(L(U;|Z =
29)||L£(U;)) converge to zero. The Pinsker inequality, D(p||q) > 21n(2) d*(p, q) implies
that both d(L(U;|Z = z1), L(U;)) and d(L(U;|Z = z), L(U;)) converge to zero, and
therefore the total variation distance d(L(U;|Z = z1), L(U;|Z = z)) should also go
to zero. n

Proof of Lemma A1.2: Assume that [(X;Y | ZT) = I(X;Y|J) for some XY —
ZT — J (this is possible because the infimum in the definition of the intrinsic infor-
mation can be shown to be a minimum [5]).

H(T)> H(T\Z) > p(Z = z)H(T|Z = z). Therefore H(T|Z = z) < m =
Q.

The denominator, min(p(z) : p(z) > 0), is a fixed constant depending on z.
Intuitively, since H(T|Z = z) is small, with probability close to one it will be a
constant. More precisely, assume that

p(T=T,Z =2 >p(T =tZ = z) for all £.
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Since H(T|Z = z) > h(p(T = T,|Z = z)), we have h(p(T = T.|Z = 2)) < Q.

Let ¢ < % and co = 1 — ¢; be the two solutions of the equation h(x) = @ in the

interval [0, 1]. co goes to one as § goes to zero. h(p(T = T.|Z = z)) < @ implies
pT=T,Z=2)<crorp(T=T.|Z =2z2)> c.

If p(T' =T,|Z = z) < ¢1, we will have p(T = t|Z = z) < ¢; for all t. Therefore
H(T|Z = z) > log é

We also have H(T'|Z = z) < m. If § goes to zero, é goes to infinity,

but m converges zero. Hence, for small enough §, we must have p(T" =

TZ‘Z = Z) > Co.
Define a random variable J’ taking values on the same set as J such that
o XY — Z — J forms a Markov chain,
e p(J =jlZ=2)=p(J=j|Z=2T=T,).

We can furthermore couple J and J' so that P(J # J') < 1 — ¢y by first drawing J’
and then changing it with probability 1 — cy. Let V' be the indicator function of the
event J = J'.

[I(X;Y|JT) = I(X;Y )| = [I(X;Y|JJV) = I[(X;Y]J])] <
[I(X;Y|JJV) = I[(X;Y|JV)|+ HV) =
p(V=0)I(X;Y|JJV =0)—I(X;Y|JV=0)+H(V) <
2p(V =0)H(XY)+ H(V).

Similarly, we can show that

I(X;Y[JT) = I(X;Y[J)] <2p(V = 0)H(XY) + H(V).
These two inequalities show that

(XY ) = I(XGY]T)| < 4p(V = 0)H(XY) +2H(V).

Since p(V = 0) and H(V') converge to zero as § goes to zero, we have: V¢ > 0,35 > 0
such that for all random variables T having entropy less than ¢, we have

I(X;Y L 2)—I(X:Y | ZT) < €.

It would be enough to prove that I(X;Y | ZT) < I(X;Y | Z) to complete
the proof. Assume J satisfies the Markov chain property XY — Z — J. Define a
random variable J’ taking values on the same set as J such that

p(J =) X=2Y=yZ=2T=t)=
p(J=j|X =2Y =y,7=2).
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We have I(J;T|XYZ)=0and I(J; XY|Z) = I(J; XY|Z) = 0. Therefore
[(J;XYT\Z) = I(J; XY |Z) + I[(J;T|XY Z) = 0.
Since I(J; XYT|Z) = I(J,;T|Z) + 1(J; XY |ZT), we have I(J'; XY|ZT) = 0
and therefore the following Markov chain holds:
XY = 2T = J.
Furthermore, we have I(X;Y|J") = I(X;Y|Z). This proves that

I(X;Y L 2T) < I(X;Y | 2).

Appendix II

In this appendix, we verify that
ll}f fil (f(S(Xla X2; e Xu; (Xqul)(S)"'; (Xm)(S) HJ))_'_
St one—way (X1 Xo.. X3 J9 2))

satisfies the five conditions of Theorem 1, where the infimum is taken over finite
random variables J arbitrarily jointly distributed with X, X5, ..., X}, and Z.
Property 1.
It is enough to show that for any J there exists some J’ such that

e fHF(S (X0 Xos s Xt X3 X))

+ St one—way(X1 X0 Xon; 9| Z)} >

FTHFS (X X35 X0 (X0 )5 (X)) +
St-one—way (X7 X5 ... X7 T | Z)}.

We prove that J' = J" is an appropriate choice.
We will first prove that we will be done if we can prove that

- St one—way(X1 X2 Xp; J9 Z) >
St ome—way(XP X5 X125 (TS Zm).

Let

s = S(X1; Xos oo Xt X050 X|1),

b= Sffonefway<X1X2---Xm; J(S)HZ)a

¢ =5t one—way(XPX3.. X% (JM)D]| Z) < nb.
We have:

FHf(ns) + ¢} < fH{f(ns) + nb).
It suffices to prove that:

nf=H{f(s) + b} > f~H{f(ns) + nb}



54

or equivalently
ff=H{f(s) + b}) = f(ns) + nb.
Let t = f~'{f(s) + b} —s. We can then write this inequality as: f(ns+ nt) >
f(ns) + nb. According to the definition of ¢, we have b = f(s +1t) — f(s). Thus, we
can rewrite the inequality as

f(ns +nt) — f(ns) = n.(f(s + 1) = f(s)).
This inequality holds because f is increasing and convex.
It remains to show that

n - St—one—way (X1 X2 Xom; JENZ) >
Sf—one—way(X{an Xn (‘]n) S)HZTL)

Take some arbitrary U and V satisfying V — U — X7 X3.. X" — J"Z". We will
prove that there exist U and V' satisfying
V—=U-—= X1 Xy X — JZ

such that (X1, Xo, ... Xm, J, Z) has the same joint distribution as (X1, X, ..., X, J, Z)

and
fFHUIZ™V)) = f(HU]J"V)) =
ne [FH@IZV) = FHO1TV)] .
We start with the left hand side:

fHU|Z"V)) = f(HU|J"V)) =

Ej{f (U247 Y 7))~

=1

f(H(U|Z@'+1:"J”—lw(z‘)))}.

By letting V; = ZHmJt¥=1y and U; = (U, V;) for i = 1..n, we can write the
above equality as:

fHU|Z"V)) = f(HU|J"V)) =

> FHUVIZ(0))) = fH(U| Vi (i)

=1

For every i, we have V; — U; — X1(i)X2(7)... X, (¢) — J(i)Z (7). We would like to

~ o~~~

define an appropriate (U, V', X7, Xo, o X Z) whose f(H(U|ZV))— f(H(U|JV))

SO FHUVZ(0) = fHUVEI(0)))).
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This would be possible if the following region is convex:
{r € R|FU,V satistying (V — U — X;X5..X,, — JZ) such that r =
fFHU|ZV)) = f(H(U[JV))}.

Since we can continuously move from
Vi—=U — X1 X5..X,, = JZ
to
Vo = Uy — X1 Xs..X,,, = JZ

while having the expressions H(U|ZV) = H(UVZ) — H(ZV) and H(U|JV) =
HUJV) — H(JV) change continuously, the above region has to be convex (the en-
tropy function is continuous in the whole probability simplex). The proof for this
part is now completed.

Property 2.

Let H(F|X;) = 0, where 1 < i < m. It is enough to show that for any .J, the
following inequality holds:

P (X0 X oo X XS s X))+
Sffonefway(Xl)(Z---Xm; J(S)HZ)} 2
FHASXOE; s XoF (Xt ) (X F) 9 TF)) +
Sf—one—way(XlXQ---XmF; (JF)(S)”ZF)}

It is clear that

S(X1; Xos oo Xos X5 s XP|1) >
S(X1F; oo XuFy (Xud F); s (X F) || )

because the secret key capacity itself satisfies the second property of Theorem 1. It
remains to show that

Sf—one—way(XlXQ...Xm; J(S)HZ) Z
Sf—one—way(XlXZ-nXmF; (JF)(S)HZF)

Since H(F|X;) = 0, we can rewrite the last inequality as:

Sf—one—way(X1X2~-~Xm; J(S) ||Z) Z
St one—way(X1X2... X s (JF)D|| ZF).

Take some arbitrary U and V satisfying V. — U — X1 X5..X,, — JZF. Tt
can be verified that for U = UF and V = VF, the Markov property V — U —



X, Xo...X,, — JZ holds. For this choice of V and U:

FHUVZ)) = F(HUV]) =
JH(UF)|(VF)Z)) = [(H(UF)|(VF)J)) =
fHUIV(ZF) = F(HU|V(IF))).

The proof for this part is now complete.
Property 3.

o6

By taking an approach similar to the one we took in the proof of the second

condition, it would suffice to show that

Sffonefway(XlX}'-Xm; JHZ) 2
S one—way(X1 X5.. X! J|| Z).

Take U and V satisfying V — U — X[ X}.. X! — JZ. Define U; and V; in the

following way:

p(Ul,‘/l,Xl,XQ,...,Xm,Z,J):

p(V1|U)p(UL| XY, X5, o, XD ) p(X1, Xoy ooy X Z ),
p(V1|Uh) = p(V|U),

p(UL XY, X, .., X7,) = p(U]XT, Xy, -, X7,

It can be proved that Vi — U; — X1 X,...X,, — JZ and that (V},Uy, J, Z) has

the same joint distribution as (V, U, J, Z), implying f(H(U;|V1Z2)) —
f(HU|VZ))— f(H(U|V.J)). The proof for this part is now complete.

Property 4.
We need to prove that

f_l{f(S(X1;X2;-~-;Xm||J))+
Sf one— way<X1X2 XmJJHZ)} Z

H(X,|Z) - ZH X1|X)).

If H(X1|Z) <Y ", H(X1]X;), the inequality clearly holds. So we assume

H(X1|Z) > 370, H(X|X0).

Using the fact that S(Xy, Xo, ..., X;u||J) itself satisfies property 4 of Theorem 1

and the definition of  S¥_sne—way, One can lower bound

FHFS (X0 Xo; o Xl )+
Sf—one—way(XlXQ-“Xm; JHZ)}
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fA{ﬂmMmJﬂxmm—E:Huu&wH
mmeUﬂXﬂ@W—ﬂHuﬂﬂﬂ}

Having assumed that H(X;|Z) > """, H(X1|X;), one of the following three cases
must occur. In each case, we will prove that

f_l{f( (X1y oo, Xin|l)) + Sp-one—way(X1--- Xm; J|| Z) }
> H(X,|Z) — ZH X11X5).

1. H(X,|Z) < H(Xi|J): In this case,

H(Xq|J) = ) H(X:[X;

(H( )
fH(X1]Z2) = ) H(X1]Xi)) > 0.

i=2
i=2
Therefore the lower bound

FH f(max[0, H(X,|J) — ZH X11X0)])

max|0, f(H(X1|Z)) — f(H (X1|J))]}

equals

fwwwm—memm

and is itself bounded below by
FTHIH(X0]Z) = Y H(XGX0)) =
i=2

H(X1|2) = 3 H(X1]X5).
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o8
H(X,|Z)>>"", H(X1]X;) > H(X;|J): In this case, the lower bound

FH f(max[0, H(X,|J) — ZH X11X)])

max[0, f(H(X1]2)) — f(H (XllJ))]}
equals
FHIHXAZ)) = fF(H (X))}
But since
fH(X1|Z)) = f(H(X:1|Z) = H(X1|J)) =
fH(X1|7)) = £(0),
(H

the term f~'{f(H(X1|Z))— f(H(X:|J))} can be bounded below by H(X;|Z)—
H(X|J) which in turn can be bounded below by

H(X,|Z) - ZH(Xl\Xi).

H(X,|Z) > H(X3|J) > %, H(X1|X;): In this case the lower bound

£~ f (max[0, H(Xy[J)—

Z H(X1|X;)]) + max(0, f(H(X1]Z)) — f(H(X1|J))]}

equals

m

FHAHX|T) =Y H(X] X))

=2

fH(X1|Z)) = fF(H(X:]J]))}-
Since

H(X:1|Z) > H(X4|J),
H(X1|2) =Y H(X1| X)) >
1=2

( )
FHXD)) = FOHX]T) =Y H(X] X)),

=2

fH(X1]Z)) -
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Therefore:
H(X,|J) — ZH X11X:))
f(H (XllZ))— ( (Xa]J)) =
f(H(XllZ)—f;H(XﬂXi))-
Therefore:

FHS(H (X)) - ZHleX
fH(X1|2)) - f(H (X1|J))}>

STHF(H (X1 2) - ZH X1|X3))

H(X,|Z) - ZH(X1|XZ»).

In all the three cases we have proved that

fHrfS (Xl,.. Xl ) + St —one—way (X1 Xom; J| Z)} >

H(X,|Z) - ZH X11X;).

The proof for this part is now complete.

Property 5.

It is enough to show that for any .J, there exists J’ such that the following in-
equality holds:

FTHES (X0 X o X X s X))+
Sf—one—way(X1X2~~-Xm; J(S)“Z)} Z
SISO My XM X5 X))+
Sf—one—way<X1M1-'-XuMuXu+1'-'Xm; JI(S)HZ)}

Take an arbitrary J jointly distributed with (X, Xs, ..., X;n, Z), and define J' so
that

p(J,Xla X2a "'7Xma Za Mla sy Mu) =
p(J/X17X27 "'7Xm7 Z)p(Mh (RS Mu)7
p(J/‘Xl,XQ, ...,Xm, Z) = p(J’Xl,XQ, '~-aXm7 Z)
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It is clear that

S(X15 0 Xus XS5 (X))@ 1) >
S(XyMy; oo XMy X80 XL

because
p(J/|X17X27 sy Xm7 Z) = p(‘]’Xla X27 s Xm’ Z)

and the secret key capacity itself satisfies property 5 of Theorem 1. It remains to
show that

St one—way(X1Xa.. X J| Z) >
Sf_one_walJ(XlMlXQMQ""XuMuXu—i-l-.-Xm; JI(S) ”Z)

Take some U and V satisfying V' — U — X1 X5...X,,My...M,, — J'Z. Since M,
My, ..., M, are independent of (Xy, Xs, ..., X;n, Z,J"), My, My, ..., M, can be thought
of as playing the role of an external randomness employed by X; X5...X,, to create U
and V. Thus, if we let

p(V,U|X1X5.. X, JZ) = p(V,U| X1 X5...X,,J' Z)

XN/, U will satisfy VU — X1X,..X,, = JZ. For this choice of V and U:

JHOVZ)) = [HOV]) =
fHUIVZ)) = fHUVT)).

The proof for this part is now complete. [ |

4.5 The channel model

4.5.1 The proof technique at an intuitive level

In this section, we illustrate the main proof technique we use for proving the
upper bounds at an intuitive level. Roughly speaking the technique can be described
as follows. Take an arbitrary secret key generation scheme that uses the DMBC
for say n times. During the simulation of the protocol, the “secret key reservoir”
(representing the amount of secret key bits built up so far)® of the legitimate terminals
gradually increases until it reaches its final state where the legitimate terminals create
the common secret key. Each use of the DMBC increases the “secret key reservoir”
of the terminals, whereas the public discussion that follows after each use of the
DMBC allows for coordination and processing of the “secret key reservoir”, but does
not increase the amount of secret key bits, since the public discussion is observed by

®We do not need to define “secret key reservoir” formally.
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the eavesdropper. The idea is to quantify this gradual evolution of the “secret key
reservoir”, bound the derivative of its growth at each stage from above by showing
that one use of the DMBC can buy us at most a certain amount of secret bits, and
conclude that the final size of the “secret key reservoir” is not bigger than n times
the upper bound on its derivative per use of the DMBC. An implementation of this
idea requires quantification of the “secret key reservoir” of the m terminals at a given
stage of the process. To that end, we take a real-valued function of joint distributions,
and evaluate it at the joint distribution of m + 1 random variables that represent,
roughly speaking, the knowledge of the m legitimate terminals and the eavesdropper
at the given stage of the secret key generation protocol. Properties that such a
function would need to satisfy are identified. The new upper bound is then proved
by a verification argument. We now provide the details.

Consider the special case of u = m = 2 and take an arbitrary secret key generation
protocol SK¢(n, €, Sy, So, C, My, My, X7, X7, Z™). During the simulation of the
protocol, the “secret key reservoir” of the legitimate terminals gradually evolves until
it reaches its final state where the terminals know enough to create the common
secret key. We can represent the state of the system at a given stage of the process
by the joint distribution of three random variables that represent, roughly speaking,
the knowledge of the two legitimate terminals and the eavesdropper at that stage.
The state of the system therefore evolves as follows:

X1(1), X2(1), (1))

X1 (1) My, Xo(1) Mo, Z(1))

X1(1)M1Cr 1, Xo(1)M2Cr 1, Z(1)Cr 1)

1(1)M1C11C 2, X2 (1) MaCy 1Ch 2, Z(1)Ch1Ch 2)

- = (X1(1)M1Cq, Xo(1)M2Cy, Z(1)Cy)

1(1) X1 (2) M1 C, Xo(1)X2(2) M2Co, Z(1)Z(2)Ch)

(1)X1(2)M1C1 a1, Xa(1) X2(2)MaC1Car, Z(1)Z(2)C1Ca)

(1) 1(2)M10102710272,XQ(].)XQ(2)M201CQ710272,Z(l)Z(2)ClCQ7102,2)

I

==
>

>

1(1)X1(2)M,C1Ca, X2(1)X2(2) MyC1Ca, Z(1)Z(2)C1Cs)
(X1(1)X1(2)X1(3)M1C1C2, X2(1)X2(2) X2(3) M2 C1Ca, Z(1)Z(2) Z(3)C1Cy)
(X1(1)X1(2)X1(3)M1C1CoC5.1, X2(1)X5(2) X2(3) MaC1 CaCh1, Z(1) Z(2) Z(3)C1C2C5.1 )

(XTM,C, X2 M,C, Z"C)
(S1, 85, 2"C)

e

Formally speaking, we can represent the state by three finite sets and a joint dis-
tribution on these finite sets, i.e. a four-tuple (Xl, XQ,Z p(T1,%2,2)). Please note
that here we have used random variables Xl, X2 and Z to represent the total in-
formation available to the terminals at a given stage of the key generation process
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(whereas random variables X7, and X5, Z were representing the input and outputs
to the broadcast channel).

The functions ¢ and ¢, and properties imposed on them

To quantify the evolution of the “secret key reservoir” of the legltlmate parties,
we use a function ¢ defined from the set of all four tuples (Xl, Xg, Z p(xl, T9,2)) to
non-negative real numbers. We sometimes use the notation ¢(X1; X5|Z) to refer to
o(p(41,72,2)) when (X1, X, Z) has the law p(Z, %, 2).6

Suppose we would like to prove that some given non-negative function ¢(q(xs, z|x1))
is an upper bound on the secret key capacity. It would be enough to prove that
each use of the DMBC in each stage, cannot buy us more than ¢(q(zs, z|x1)) se-
cret bits. This would imply that n uses of the DMBC does not buy us more than
n X ¢(q(za, z|z1)) secret bits, and therefore the secret key rate achieved will be less
than or equal to ¢(q(xe, z|z1)) on a per use basis.

Motivated by the above discussion, let us assume that the system is in the state
(Xl, Xy, Z ,p(T1, %2, 2)), and the terminals decide to use the DMBC. The first terminal
would create X; as a function of Xl, and put it at the input of the DMBC q(z3, z|x1).
The second terminal and the eavesdropper will receive Xy and Z. The state of the
system will evolve to (Xl X XI,XQ X XQ,Z X Z p(:clajl,xng,zz)) Note that the
following statements are true about the joint distribution of Xl, X1, Xg, X, Z Z:

H(X(|X,) =0, (4.26)
)?1)?22 — )/51 - X; = XlXQZ, (427)
p(x2, z|21) = q(22, 2|21). (4.28)

We then expect the quantified state does not increase by more than ¢. In other words,
we would like to have the following property:

1. Whenever equations (4.26), (4.27) and (4.28) hold, we require:

P(X1; Xol|Z) + (a2, 2|21)).

Next, we expect the public discussion that follows each use of the DMBC does
not increase the “secret key reservoir” (since the public discussion is heard by the
eavesdropper). Let us assume that the system is in the state (??1, /'?2, g,p(/x\l, T9,2)),
and the i-th legitimate terminal (1 < i < 2) decides to use the public channel.
This terminal creates random variable F, so we must have H(F|X;) = 0. Random

6As in the source model notation, we have separated the legitimate parties and the eavesdropper
via the symbol ||.
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variable F' is made public and the state of the system evolves to (/?1 x F, /'?2 X

F, Z x F.p(Z1f, Tof, Zf)). We then expect the quantified state to stay the same or
to decrease. In other words, we would like to have the following property:

2. For any random variable F such that 3i : H(F|X;) = 0, we require:
P(X1: X2||Z) > p(X, F; X, F|| ZF);

Next, since ¢ is quantifying the “secret key reservoir”, and reducing the infor-
mation available to the legitimate terminals should not increase their “secret key
reservoir”, we impose the following constraint:

3. For any random variables X/, X} such that Vi : H(X!|X;) = 0, we require:
P(X1: Xo||Z) = o(XT; X1 2).
Next, consider the special case of X1 = Xg, and 7 being almost independent of
(X17 XQ) In this case, we expect ga(Xl, X2||Z) to be approximately equal to H(Xl)

In order to ensure this property, and inspired by the lower bound (X ;X 2) I (X 1; 7 )
on the source model secret key capacity, we impose the following constraint:

4 (X5 Xo||Z) > H(X\|Z) — H(X,|X2) = I(X1; X,) — [(X3: 2).

Since ¢ is quantifying the “secret key reservoir”, providing the legitimate terminals
with private external randomness should not increase their “secret key reservoir”. We
therefore impose the following constraint:

5. Whenever random variables My, M, satisfy
p(M;, My, X1, X, 2) = p(M1)p(M2)p()?1,)?27 2);
we require

0(X1; X2\ Z) > o( Xy My; Xo My Z).

Lastly, we assume the following constraint: for any conditional distribution q(xs, z|z1),

s(up) o(q(x1)q(xe, z]21)) < 0. (4.29)
q(x1
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Implication of the properties imposed on ¢ and ¢

Claim: Assume that the above conditions 1-5 and equation (4.29) are satis-
fied for some functions ¢ and ¢. Then the channel model secret key capacity,
Cenr(2,q(z2, z|71)), must be bounded from above by ¢(q(xe, z|x1)) for any channel
q(xe, z]x1).

Intuitive Proof: Take some DMBC (x4, z|x1), and a secret key generation protocol
SKc(n, €, Si, Sa, C, My, My, X7, X5, Z™) whose secret key rate is approximately
equal to C& (2, q(z2, z|71))). Then we have (here we are using the notation X7 to
represent X (1), and X{** to represent X;(1)...X;(k)):

(n — 1)@(a(wa, z|z1)) + sup @(q(z1)q(z2, 2|x1)) >

q(z1)

— Do(a(zz, zla1)) + (Xi5 X5 1 27)

8

> (n = Do(a(xs, 2|21)) + (M1 X1; Mo X5 (| Z7) (4.30)
> (n—1)p(q(@s, 2[21)) + @(Mi X7 Cri; Mo X, Cra || 21 C1y) (4.31)
> (n — Dp(q(a, 2|71)) + (M X{C11Ch 05 Mo X5 Cy1Cy || Z1CL 1 C ) (4.32)
> -
> (n — Do(a(zz, 2[x1)) + (M X{Ci; M2 X, C1[| 27 Cy)
> (n — 2)o(q(x, z|z1)) + (M1 X{2Cy; My X,2Cy|| Z12Cy) (4.33)
> (n = 2)¢(d(x2, 2|21)) + P(MiX{?Cias MpX5?Craf| 272Crio) (4.34)
> (n — 3)o(q(we, 2|71)) + (M X[3Chp; Mo X532 Cha|| 212 CLo) (4.35)
> .
> gp(Mlxl”cln,1\42)(1”(31n|yz1 "Cl.p)
> (815 85[| 21" Cp) (4.36)
> H(S1|Z""Ch.n) — H(S1]S,) (4.37)
= nCqy(2,q(xe, zl21))) — 0, (4.38)

where equation (4.30) holds because of condition 5; equation (4.31) holds because
of condition 2 and the fact that H(C;|M;X{) = 0; equation (4.32) holds be-
cause of condition 2 and the fact that H(C | MyX2C1 1) = 0; equation (4.33) holds
because of condition 1; equation (4.34) is true because we can repeatedly invoke
condition 2 for the individual communications within Cs; equation (4.35) holds be-
cause of condition 1; equation (4.36) holds because of condition 3 and the fact that
H(S{|M; X]{"Cy.,) = H(Sy|MyX3™Cy.,) = 0; equation (4.37) holds because of con-
dition 4; and equation (4.38) holds since the secret key rate of the protocol is approx-
imately equal to C& (2, q(z2, 2|21))), and Sy is approximately equal to Ss.
Intuitively, the above chain of inequalities imply that

n—1

olaaz,=fn)) + 1 swp gla(m) -z, <f)
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is greater than or equal to C& (2, q(22, 2|21))). Letting n — oo and then € — 0, we
would get that ¢(q(z2, z|21)) is greater than or equal to Cop(2, q(x2, z|x1)).

Discussion

As the above proof indicates, as one moves along a given protocol, the expres-
sion +((n — 1)¢(q(ws, z|x1)) + (current state)) (where i denotes the number of uses
of the DMBC so far) is non-increasing. This quantity starts from the upper bound
¢(q(xe, z|z1)) and decreases as we move along the protocol, and eventually becomes
equal to the secret key rate of the protocol. Thus, it is justified to view the expres-
sion as a potential function. The reader may compare this with the corresponding
discussion in the source model.

In order to show the effectiveness of the technique, and show that it could make
the converse proofs systematic, we provide an example:

Ezample. Prove that sup,,,) I(X1; X»|Z) is an upper bound on Cop (2, (72, 2|71)).

Proof. Let ¢(X1; Xs[|Z) = I(X1; Xo|Z) and ¢(q(w2, 2|21)) = supy,,) [(X1; X2|Z).
Clearly equation (4.29) is satisfied. We need to verify the five properties. The first
property holds since whenever equations (4.26), (4.27) and (4.28) are hold, we have

I(Xle,XQXngZ) =

H(X2X0|22) - H(X,X,| 22X, X)) =

H(X,X,|Z2) — H(X,|ZX)) — H(Xo|ZX,) < (4.39)
H(X3|Z) + H(X3|2) = H(X,|ZX1) — H(X,|ZX1) =
(X1 )?2|2) + (X1 X,|2) =

P(X1: X 2) + (X1 Xa||Z) <
o(X1; X Z) + d(a(xs, 2]21)).

Equation (4.39) holds because

’Z\Z)/(\Ple) -+ H(XQ‘/Z\Z)?lej(\é) -
X2|ZX1> — I(XQ, ZX1X2|ZX1)
But equation (4.27) implies that

I(X9; ZX, X112 X)) < I(X2Z; ZX2X1|X1) = 0.
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The second property holds because assuming that H(F' |)/(\' 1) = 0, we will have

[(X15X,|2) = I(X\F; X2|Z) =
I(F§X2|2) + ]()?1;)?2|2F) >
I(X\F; X,F|ZF).

The other properties can be easily verified. . n

In order to find a new upper bound, one can think of a given functions ¢(X1; Xs3||2)
and ¢(q(xe, z|z1)) as a point in the set of all functions that satisfy the properties, and
try to slightly perturb the expression so that all the properties remain satisfied.

4.5.2 Statement of the new converses

In this section we state the main results. We use the potential function method
to prove them in section 4.5.3 and the appendices. Following the formal statement of
each result, a brief informal discussion is provided to clarify the statement.

Sufficient conditions for being an upper bound on the SK. capacity

Let o(p(Z1, @a, ..., T, 2)) be a real-valued function from the set of all probability
distributions defined on a product of any m+-1 finite sets. We sometimes use the nota-
tion p(X1; Xo; X3; ...; Xm|| Z) to refer to o(p(Z1, Ta, ..., T, 2)) when (X1, X, ..., X, Z)
has the law p(Z1, ..., T, 2). Furthermore, let ¢ be a real-valued function from the set
of all conditional laws q(xs, x3, ...Ty, z|z1) defined on a product of any m + 1 finite
sets. Further assume that for any channel q(za, 3, ...Tm, 2|71),

s(up) o(q(x1) - q(xe, 23, ... T, 2|71)) < 00. (4.40)
q\r1

The following theorem formalizes the ideas discussed in section 4.5.1.

Theorem 6. Given functions ¢ and ¢ satisfying equation (4.40) for any channel

q(xa, T3, ...Tm, z|71), the function ¢(q(xs, xs, ..., z|z1)) will be an upper bound on
Ceon(u,q(xe, T3, ...Tm, z|21)) (the channel model secret key capacity assuming that
only the first u terminals are permitted to talk) if ¢ satisfies the following 5 conditions

A

for all p(Z1,Ta, ..., T, 2):

1. For any random variables X1, X, ..., X,,,, Z jointly distributed with )A(l, e )?m, 7
such that the equations
H(X,|X;) =0,
)?1)/(\'2)?,%2 — 551 — X1 — X1X2...XmZ,

p(T2, T3y ooy Ty, 2|21) = (22, X3, .. T, 2|T1)
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hold, we have:
@()?1; Xoi oo )?mHZ) + ¢(q(wa, 23, ... T, 2|71));
2. For any random variable F such that 3i < u : H(F|X;) = 0, we have:
gp()A(l;)A(g; o )A(m||2) > go()A(lF; )A(QF; o )A(mFHZ\F),
3. For any random variables X/, X}, ..., X! such that Vi : H(X!|X;) = 0, we have:
O(X1: Xoi s Xl Z) = (X0 XD X! || 2);
4. o(X1; Xoi i Xl Z) > H(X4|Z) = S0, H(X1|X,);

5. Whenever random variables My, M, ..., M, satisfy

p(Ml, MQ, ey Mu,)?l,)?g, ey )?m, 2) =
p(M)p(Ms)...p(M)p(X1, Xo, ooy X, Z),

we have:
P(X1; Xoj s X Z) >
@(Mle; My Xo; .oy My Xy; Xoygrs .o XmHZ)'

New upper bound on the SKy capacity

Before stating the theorem, we make a few definitions. The intuitive meaning of
the definitions and of the new upper bound are provided in the discussion that follows
the statement of the theorem.

Definitions. Let [m] and [u] respectively denote the sets {1,2,....m}, {1,2,...,u}.
For any subset B of [m], let Ag be a non-negative real number, and A = (Ag, B C [m])
denote a vector of dimension 2™ whose elements are the \p for the various subsets
of [m]. Let V denote the set of vectors A = (Ag, B C [m]) satisfying the following
equation for any (Ry, Ry, ..., R,) € R%:

> g Y Rj:iRj. (4.41)

B:BC[m],BN[u]#£0,B#m]  j€BN[u] j=

For any subset B of [m] = {1,2,3,...,m}, we use the notation Xp when referring
to the set of random variables ()A(k,k € B). Note that unlike Ap, Xp is a set of
random variables.

We then have the following theorem:
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Theorem 7. For any A = (Ag, B C [m]) € V, the secret key capacity

CCH(% Q($2> L3y -e-lims Z|l’1))

is bounded from above by

sup { inf ([H(Xl...XuU) — M Xy e X, XS X)) + T(X0 Xy X J|Z)}) }

p(z1)

In this expression (X1, X, ..., X;n, J, Z) have the law

P(Il)Q(ﬂ% T3y - T,y Z‘x1>p(j|xla vy Ty Z)%

the infimum is taken over finite random variables J arbitrarily jointly distributed with
Xl, X27 ey Xm, Z, and

TMNX, Xy oo Xy X1 X9 =

> ApH (X o XpeJ).
B:BC[m],BN[u]#£0,B#[m]

Discussion: This upper bound was derived in an attempt to imitate the source model
upper bound. In section 4.4.2 we showed that

S(X1; X Xuy (X)W (X)) 2) <
inf [S(X0; Xo i s X (X )5 (X )| )
+ I(X1 Xo.. X s J| Z)], (4.42)

where the infimum is taken over finite random variables J arbitrarily jointly dis-
tributed with X, X, ..., X,, and Z. Theorem 6 of [23] provides a single letter
expression for the first term in the right hand side of equation (4.42). This upper
bound on the secret key capacity in the source model suggests the following upper
bound on Cey(u, q(za, 3, ...Tm, 2|21)):

sup{il}f[S(XlJ; o X (Xu+1J)(S)...; (XmJ)(S)HJ)

p(z1)

4 I(X1 X X J|2)]1. (4.43)

In order to prove that this expression is an upper bound on Copy (u, q(22, ..., Tm, 2|21)),
one simply needs to define appropriate functions ¢ and ¢, and then verify the proper-
ties of Theorem 6. We were not however able to complete the proof. So, we modified
the expression of equation (4.43) for the proof to go through. We first provide an
alternative characterization of the expression of equation (4.43), and then mention
our modification.
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Note that Theorem 6 of [23] provides the following expression:
S(XyJ; Xo s s X (Xu+1<])(s)§ e (ij)(S)HJ) =

H(X:X5..X,)J)—  min )Gﬁ(ZRi)

where

R={(Ry,...,R,) : VB :B C[m],BN[u] #0,B # [m]
we have Y R; > H(Xpr|XpZ)}.

jE€EBN[u]

The intuitive meaning of the quantity R; is to be found in the context of the problem
of communication for omniscience (CFO) discussed in section 4.2, or in [12]. The
above expression can be rewritten using the duality theory as follows:

S(X1J5 o5 Xy (Xurr )55 (X)) =
H (X1 X5 X J) — max(74 (X, o X, X X)) =
€

win [H(X1..X,|J) = 74X, e Xy X X ). (4.44)
S
Therefore we can write the expression in equation (4.43) as follows:

sup { inf min (H(Xl...XuL]) — MX1, X, o, X, Xfﬁﬁu s XO) )+
p(z1) J A€V

I(X1Xo.. X J\Z)) }

We modified this expression by swapping minyey with sup,,,)inf; as follows:

inf (H(X;..X,|J) (4.45)

min sup {
J

AEV p(z1)
— M X e Xy X XN ) 41X X | 2) }
Theorem 7 implies that the above expression is an upper bound on
Ceon(u,q(xs, 23, ...Tm, 2|21)), since for any arbitrary A € V|
Con(u, q(r2, T3, ... Tm, 2[71)) <

sup { irJlf <H(X1...XU|J)

p(z1)

— NX e, Xy X XN 4 T(X e X J|Z)> }
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[ |
Corollary. In the case of m = u = 2, the only possible value for Af;y and Ay is
one, and the new upper bound on Ccy(2, q(z2, z|71)) will be equal to
p(z1)
where the infimum is taken over all finite random variables J, arbitrarily jointly
distributed with (X3, X5, 7). This upper bound can be intuitively understood as
follows: instead of the broadcast channel q(x9, z|21), consider an extended broadcast
channel q(z2, 2, j|x1) with a fictitious terminal receiving J. The total secret key is
“split” into two parts: one that is independent of J, and one that is shared with .J.
These two parts correspond to the terms I(Xy; Xo|J) and I(X;X»; J|Z) respectively.
The new upper bound is always less than or equal to
~inf  sup I(Xy; X,|2)
Z*)Z‘)XlXQ p(ml)
which in turn is less than or equal to min[sup,, ) I(X1; X2),sup,,) [ (X1; X2|2))].
This is because in the new upper bound, the minimum is over finite random variables
J arbitrarily jointly distributed with (X, X, Z); if one takes J = Z for some Z —
Z — X1Xy, the term I(X;Xy; J|Z) will be zero, and the term I(Xy; Xo|J) will be
equal to 1(Xy; Xs|Z). Therefore
sup inf[1(X1; Xo|J) + 1(X1X; J|Z)] <
p(e1)
sup  inf  I(X1; Xs|2).
p(q;l) Z—>Z—>X1X2
Lastly, note that

sup inf  I(X;X,5|Z) <

p(g}l) 7*}2*}X1X2
~inf sup I(Xy; Xo|Z).
Z—Z—X1X2 p(x1)

Remark: One can use the strengthened Carathéodory theorem of Fenchel to get the
cardinality bound of |X;||X,||Z] on the size of the alphabet of J. One can therefore
express the new upper bound as

sup min[/(Xy; Xo|J) + [(X1 X J|Z)],
p(z1) 7
where the infimum is replaced with a minimum.
Theorem 8. The new upper bound represents a strict improvement over the previ-

ously best known upper bound for the case of u = m = 2: there exists an example for
which the new upper bound is strictly smaller than sup,,,,infz_, ; , x, , 1(X1; X2|Z)

which in turn is always less than or equal to infz ., v v, sup,, ) [(Xi; Xo|Z).
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4.5.3 Proofs

Proof of Theorem 6: Fix a probability distribution q(xs, 3, ..., Ty, 2|z1) and as-
sume that X7, X5, ..., X,, and Z take values from finite sets &}, Xs, ..., &,,, Z. For
every § > 0 and € > 0, one can find a valid secret key generation scheme, SK¢(n, €,
S1, S2, S3, ooy Sy C, My, My, ..., M, X7, X5, ..., X" Z™), whose secret key rate is
within 0 of C&y(u, q(xe, 23, ...Tm, z|21)). Furthermore, without loss of generality, we
can add the uniformity condition 1log|Si| < 2H(S;) + e.” Following the secret key
generation scheme, we write the following inequalities:

(n —1)o(a(za, 3, -+, T, 2[21)) + SUPy(,) (q(21)A(22, T3, .. T, 2]T1))
> (n = 1)p(q(xa, - - -, Tm, 2l21)) + (X5 X35+ 5 X [127)
> (n—1)d(a(xe, 23, - T, 2[21)) + (4.46)
P(MIXT; My X35 My Xs Xy -+ X121,

Equation (4.46) holds because of condition 5 of Theorem 6. Next we have

(n - 1)¢(q($2,$3, T '7$maz|xl)) +
(M X My Xgse - MU X Xy -+ - X1 Z27)

u

> (n_ 1)¢(q(x2,x3,- ' '7xmaz|xl)) + (447)
90(M1X1101,1; C MqulLCLl; X11L+1C1,1 s X%l0171||210171)
> (n—1Do(q(xe, 3, -+, T, 2]21)) + (4.48)

@(M1X1101,10172§ T MuXécl,lcl,% X5+1C'1,1C'1,2 T X%01,101,2|’Z101,1C1,2)-

Equation (4.47) holds because of condition 2 and the fact that H(Cy1|M;X]) = 0.
Equation (4.48) holds because of condition 2 and the fact that H(C} 5| My X2C4 1) = 0.
Next we have
(n - 1)¢<Q($2, L3y Ty, Z’x1)> +
SO(M1X1101,101,2; T MuX&CLlClQ; X5+101,101,2 T Xrlncl,lcl,2HZlCl,lcl,2)
> ...
> (n - 1)¢(q<$27 T35ty Tmys Z|$1)) +
go(MlX%Cl, MQXQICjL, ey MuXicl, X;HCl e X}nC1||ZIC1)
> (n—2)o(q(xe, 3, ...y, T, 2|71)) + (4.49)
QD(Mlelﬂcl; Ty MuXi2cl,Xiflcl e Xrlr?ClHZLQCl)
> (n—2)p(q(wa, x5, + +, T, 2|x1)) + (4.50)

@(M1X11:201:2§ T MuXi:ZCIQ; X&flcm T X}fcmHZl:QCl:Q)-

"This point is argued in [39], or Lemma 5 of [42]. Please see the discussion following definition 2
of 4.2 for details.
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Equation (4.49) holds because of condition 1. Equation (4.50) is true because we can
repeatedly invoke condition 2 for the individual communications of C,. Next we have

(n —2)o(a(xs, 3, - -, Tm, 2|21)) + (4.51)
go(Mleow; ) MuXL1f2C1:2; X&f1clz2 te X71r;201:2HZL2C1:2)

> (n—3)¢(d(wa, 23, -, T, 2|71)) + (4.52)
O(MiX{3Cra; - - s My X3 Ch; X&flc1;2 c XIBC ]| Z13C L)

> >

(M X{"Crup - - M XIClLy; X;flcm coe XInGy, || 28 Cy) (4.53)

> p(S1; S5+ + 3 S || 28 Cry,) (4.54)

> H(S)|Z""Crp) — D008, H(S11S)) (4.55)

> nCqy(u,q(z2, 3, -+ T, 2|71))) —nd — (m — 1)[h(€) + € - log |S1]]-

Equation (4.52) holds because of condition 1. Equation (4.53) holds because of con-
dition 3. Equation (4.54) holds because of condition 4, and equation (4.55) is a
consequence of Fano’s inequality and the fact that the secret key rate of the protocol
is within ¢ of C&y(u, q(z2, T3, ...Tm, 2|T1)).

The above inequalities show that

n—1

¢<q($27x3a T '7$m72|x1)) 2

OE'H(U’ q(an T3,y ... Tm,y Z|fl71>)) =9

m—1 1
— —h(e) — — 1De—log|S
“The) ~ (m— 1)e- log]$:|
1
— —sup p(q(z1) - q(za, 3, ...tm, 2|T1)).
T g(z1)
Note that
1
—log|&i] <
n

1
EH(Sl) +e < Coy(u, q(x2, 23, ... Tm, 2|21))) + 0 + €

The theorem is proved by first taking the limit as n — oo, and then letting ¢ and §

converge zero. [ |
Proof of Theorem 7: Fix some A = (Ag, B C [m]) in the set V. In order to prove
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Table 4.2: Joint probability distribution of X and Y

X
Y 0 1 2 3
0300 31 0 0
1 %Po %pl 0 0
2 0 0 p O
3 0 0 0 ps

this theorem, it suffices to verify the five conditions of Theorem 6 when we set:
(X3 Xo; X35 .. Xl Z) =

ll}f (H()?l)?uL]) - TA(‘)?D)/(\VQ? "'7)?u7)/€1(1,21’ 727(7;9)|’J)

+ I(X1 X X J||2)> ; (4.56)

o(p(w2, 23, .0, 2|21)) = S(up)sO(p(xl) - p(@, T3, T, 2|21)).
p(z1

In the above expression the infimum is taken over all finite random variables J arbi-
trarlly jointly distributed Wlth Xl, XQ, " Xm, 7.

(XI,XQ, o X Xl(jzl,..., HJ) is deﬁned as in the statement of the Theorem.
In Appendix I of section 4.5. 4 the five conditions of Theorem 6 are verified. This
completes the proof. [ |

Proof of Theorem §8: Since m = 2, for simplicity we use the notation X, Y instead
of X; and X, for the rest of the proof. In order to prove that this bound strictly
improves sup, ) infz_,,_ xy I(X;Y|Z) we use the example of Renner and Wolf in
[51]. X and Y take values from the set {0,1,2,3}. Assuming that P(X =) = p;,,
Table (4.2) characterizes the conditional probability distribution of Y given X. The
conditional distribution of Z given X and Y is specified by the following equation:

X mod 2 if X € {2,3}.

Renner and Wolf proved that for the choice of p; = i fort =0,1,2,3and U = L%J,
one has

Z:{(X—i—Y) mod 2 if X € {0,1},

I(X;Y | 2) = g I(X;Y | ZU) =0,

where I(X;Y | Z), known as “the intrinsic information”, is defined as

infz_, 7 xy [(X;Y]Z) [51]. f
Therefore sup,,,) [[(X;Y | Z)] > 3.
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The proof will be complete if one can show that sup,,) min; [1(X; Y|J)+I(XY; J|Z)] <
3. We show that SUp,(,) miny [/ (X;Y]J) + [(XY; J|Z)] is in fact less than or equal
to one (thus strictly less than 3).

Let
I U if U=0,
=Y Uz if U=1.

We can bound sup,,(,,, min, [1(X; Y[J)+I (XY J|Z)] from above by sup,,, [/ (X; Y| Jy)+
I(XY; S| 2)).
Since I(X;Y|Jy) = 0 and I(XY; Jy|Z) < 1 for all p(z), the supremum

sup mJin[](X; Y|J)+ 1(XY; J|Z)]
p(z)

must be less than or equal to one. [

4.5.4 Appendices
Appendix I

In this Appendix, we prove that ¢(-), proposed in equation (4.56), satisfies the five
properties of Theorem 6. Recall that the elements of the vector A = (Ag, B C [m])
satisfy equation (4.41). Let

0N (X1 Xo; Xojoo; Xy J|| Z) 1=
H(Xy .. Xo|J) — (X1, Xoy ooy Xy X0 XONT) + 1K Xy Xy T 2),

where 72(X1, Xo, ...,)A(u,)?fle, ,)/(\',Sf)HJ) is as in the statement of Theorem 7. We
can then re-express equation (4.56) as

cp()/\(l; )A(g; )A(g; o )A(mHE) =
il}f (QA()AQ; Xo; Xs;oo; Xomi JHE)),

where the infimum is over all finite random variables J arbitrarily jointly distributed
with Xl, XQ, ceey Xm, Z.

Property 1.

It is required to verify that:

inf (0N (X1 X105 XoXo; X3 X5 .0; Xon X3 J|22)) <

T
inf (0N(X1; Xo; Xsi i Xon; T 2)) + 0(q(@2, T3, ., Ton, 2|21)). (4.57)
J/
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o(q(xe, 3, ..., Tm, z|21)) is by definition greater than or equal to (X71; Xo;...; X;n||Z)
which is equal to B
inf (0% (X1; Xo; X5 ..; Xon; J || Z)).

J//
In order to show equation (4.57), it suffices to prove that for any J”, the following
inequality holds:

inf 02 (X, X5 XoXo; Xs X oo; X Xon; J| 22) <
J

inf 0 (X1 Xo; Xsi oo Xons || 2) + 0M(X; X Xsj ooy X ] 2). (4.58)

J/
Without loss of generality, we can further assume that
j7 — )?1)?2)?7712 — 5(:1 — Xl — XlXQXmZ — J”,

because the two terms on the right hand side of equation (4.58) depend only on
p(J|X1.. XnZ) and p(J"|X1.. X Z).

In order to prove equation (4.58), it suffices to show that for any arbitrary J’
satisfying

J = X1 X0 XnZ = X1 = X1 — X1 X X Z — J",
the following inequality holds:
0N (X1 X1 Xo X3 XX s X Xons I 2 2) <
QA(XH; )?2; )?3; - )A(m; J/||2)+
0* (X1 Xo; X o Xon; ]| 2).
We claim that the following two inequalities hold:

H(X1.. XuX1.. X0, J")

— M XX e Xu X, (K1 X)), oy (X X)) 77

< H(X 1 Xy |J") = 72X, o, X, X X900+

H(Xy. Xy ") = 78X, o, X, X X907, (4.59)

and

I(X1 X Xon X0 X0 X JJ"|22) <
I(X1Xoo. X J'|2) 4+ I(X1 Xo... X3 J"| Z).



Starting from the last inequality:
I(Xng X X1 X0 X J’J”|ZZ)

H(J'J"ZZ) - H(J J"ZZX1X3.. X X1 X2... X )

H(J'|ZZ)+ H(J"|ZZ)

—~H(J'ZZX1.. XpnX1.. X0)
—HJ'JZZX1.. XpnX1.. X)) <
H(J'|Z)+ H(J"|Z) — H(J'|ZX1 Xs... X.)
— H(J"|ZX,X5.. X)) =

(X1 X X J'|2) + 1(X1 Xs... X, | 2).

In equation (4.60) we have used the Markov property

J = X1 X0 X Z = X1 = X = X1 X0 X, 7 — J.

<
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(4.60)

It remains to prove the inequality (4.59). We first prove that for every set B C [m]:

H(XBQ[U]XBQ[U}|)?BCXBC<],JH) - H(XILX\VBCXBCJ/J”) -

(H(X popu| Xpe ) — H(X1|Xpe ')+
(H(XBﬂ[u] |XBCJ//) - H(Xl |XBCJ”)) .

This equality is true because

H(Xpn u]XBm[u]pA(BCXBCJ/J”) =
H (X g X pop X1 | X e X pe J' J") =
H(X1| XpeXpeJ ")+
H (X g X o | X1 X e X pe ' J") =1
H(X1|XpeXped' J") + H(X prpu | X1 X e X e ' ")+
H (X o)) X1 X0 X g X e X pe S J") ="
H(Xy|Xpe Xpe ' J") + H(X popug| X1 X pe J')+
H (X | X1 X peJ") =

(

H(X,|XpeXped'J") + H(X | X ge J')

_H(X1|XBcJ/)—|—H(XBQ[UHXBcJ//) — (XllXBC

J//) )

In step i we have used the fact that H(X;|X;) = 0 and in step i we have used

the Markov property

J = X1 X0 X007 = X, = X, — X1 X0 X0 7 — J".
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This property lets us rewrite the inequality we would like to prove in a new form:
H(X,|J', J")—
> ApH (X1 |XpeXpeJ', J") <
B:BC[m],BN[u]#£0,B#[m]
H(X,|J) - > AsH(X1| XpeJ )+
B:BC[m],BN[u]#£0,B#[m]
H(Xy|J") — > AgH (X | XpeJ").
B:BC[m],BN[u]#0,B#[m]
Further, we can restrict the summation to those sets B such that 1 € B (otherwise

the term in question would be zero).
Using equation (4.41), and by setting R; = 1 and R; =0 for 1 < j < u, one can

get:
> Mg = 1.

B:BC[m],BN[u]#0,B#[m],1€B
Therefore

H(X,|J',J")

— Z /\BH()?1|)?BcXBcJ/J”) —
B:BC[m],BN[u]#0,B#[m],1€ B
> AslH(X1|J', J")

B:BC[m],BN[u]#0,B#[m],1€B
— H(X|XpeXpeJ'J")] =

> Al (X1; XpeXpe| J'J").
B:BC[m],BN[u]#0,B#[m],1€ B

Similarly we can rewrite the two other expressions. It would then suffice to prove
that

[(yl;)?BcXBc‘J/JH) S [(fl,)?Bc’J/> + [(XI;XBC|JH)

for all B C [m] such that B # [m] and 1 € B.
We have:

I(X1; XpeXpe|J J") =
H(Xpe Xpel J'J") — H(Xpe Xpe| JJ"X1) <
H(Xpe| J') + H(Xpe| J") = H(Xpe X e J' " Xy) =
H(Xpe|J') + H(Xpe| J")
— H(Xp|J'X1) — H(X e
I(X1: Xpe|J)) + I(X1: Xpe

J”Xl) —
J”) )
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In step 4, we have used H(X;|X;) =0 and the Markov property
I = X1 Xo X Z = Xy = X1 = X1 X0 X Z — J".

Property 2. R
Let 1 <i <wandlet H(F|X;) =0. We need to prove that:

inf (02 (X1 Xoi Xyi ooos X3 J||Z)) >
J

inf (0N X\ F; XoF: XoF; . X Fy J | ZF)).
J/

It is enough to show that for any J there is a J’ such that:
‘L)A()A(l;)?2;)?3;~-~;)?m§J||2) >
ONX\F: XoF; X3 F; o X F J'|| ZF).

Let J' = JF. Since I(F;J | 2) > 0, one can show that the above inequality
would hold if:

H(F|J) — > AgH(F|XpeJ) > 0.
B:BC[m],BN[u]#£0,B#[m]

Since H(F|X;) = 0, we can rewrite the above inequality as follows:

H(F|J) - > ApH(F|XpeJ) > 0.
B:BC[m],BN[u]#0,B#[m],icB

The term H(F|XpeJ) is bounded from above by H(F)|.J), hence:

H(F|J) - > ApH(F|XpeJ) >
B:BC[m],BN[u]#0,B#[m],icB
H(F|J).(1 - > Ag).
B:BC[m],BN[u]#0,B#[m]icB

But 1-—- ZB:BC[mLBm[u]#@’B#[mMeB Ap = 0. This could be proved by setting R; = 1,
and R; =0 for any 1 < j < w, j # i in equation (4.41). [

Property 3.
We need to prove that:
iqf(HA()A(I; )AQ; )A(g; ol )A(m; j||2)) >
J
inf(0"(X{; X5; Xg; s X T 2)).

J/
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It is enough to prove that for any J:
QA(Xl; Xo; Xs; oy Xom JH2> >
ON(X7: X X X3 T || 2).
It is clear that ]()A(l)?g...)?m; J|2) > ]()?{)Afé)?;n, J|2) It remains to show that

the sum of the first two terms of the expression, that is

~

H<)?1)?U|J) - TA()?175<\P27 "'7Xu75(\'1(j217 7)?725)”‘])

does not increase when we replace ()?1,)?2, . Xm, Z J) with (X{,Xé, .. )A(,’n, 2, J).
Since we can replace the components of (X1, Xs, ..., X,,,) with (X, X}, ..., X! /) one
at a time, it is enough to consider the case of changlng only one component that is
we replace (XI,XQ, ...,X ) with (Xl,XQ,.. X] 1,X X, i1 ...,Xm).
The proof can be completed by considering the two _cases of j > u and
u separately. In the case j > wu, we note that 7 (Xl,Xg,.. Xu,Xfigl,..., ||J)

increases term by term while H ()?1)?255u!=] ) remains constant. In case j < u, we
note that for every set B that does not contain j, the term —)\BH(XBQMIXBCJ)
decreases as we replace X; by XJ. If the set B includes j, we have:

XBﬂ[qu{j}Xj’XBCJ) = H(XBﬂ[u]) {j}X'X/|XBc ) =
H(X gy X1 X T) +H(X IX X {]}J)

So, in order to prove the inequality, it would be enough to prove that
H (X5 X5 X153 7)

- > As H (X X)X - 1;3) > 0.
B:BC[m],BN[u]#0,B#[m],j€B

But the left hand side is zero since ZB:BC[mLBm[u#@?B#ijeB A = 1. [ |

Property 4.
Equation (4.44) implies that for any random variable J arbitrarily jointly dis-
tributed with X;, Xs, ..., X,, and Z we have:
S()?IJ;)?ZJ; -~-;)A(uJ; ()?u-l-lj)(S); e (th])(s)HJ) <
H(X, Xy . X,|J)— (4.61)
(X K X X XD,
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Therefore:
igf (S()/(\]J; ij; e )?uJ; ()?uﬂj)(s); o ()?mj)(s)HJ)+
(X, X X, J||2)) <
inf (B (X1 Xan Xl ) = 78X, Ky s Xy X, KD+
(X, X5... X, J || 2))
= o(X1; Xo; Xs; s Xou|| Z).

Thus,

90()?1;)?2;)?3; ,)A(mH?) >
inf (S(X1T; s X (X ) (X ) || )+
[(X, X5.. X3 J9| 2)). (4.62)
According to Theorem 5 of section 4.4.2,
ir}f (S()AQJ; i X ()?uHJ)(S)...; ()?mJ)(S)HJ)ﬂL
(X, Xy X3 9| Z))
> S(X1; X oo Xy X1 X9 2). (4.63)

According to Theorem 1 of section 4.4.2, the expression S(X1; ...; X,: )?L(jzl, XN Z)
satisfies the condition 4 of the same theorem. Thus,

S()?l;)@; ,)A(u,)?iil,)?éf)HZ) >

H(X1|Z) — ij H(X1X)). (4.64)

Equations (4.62), (4.63) and (4.64) imply that
P(X13 Xo; Xsi i Xl 2) > H(X1Z) =Y H(X4| X)),

1=2

Property 5.
We need to prove that

inf (04 (X1 Xoi Xyi ooo; X J||Z)) >
J
igf(eA<XlMl;X2M2;H-;XuMu;)?u—&-l-'-;Xm;‘7,||Z\))7

Jl
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where the first infimum is taken over finite random variables J arbitrarily jointly
distributed with Xl, Xg, . X and Z and the second infimum is taken over finite
random variables J' arbltrarlly jointly distributed with Xl, XQ, . Xm, Z My, Mo,
ey M.
It is enough to prove that for any .J, there is a J’ such that:
QA()?B )?2; )?33 ---;)A(m; JHZ) >
9A<)?1M1;)?2M2; ---;)?uMu;)?qul---;)?m; JIHZ\)
We define J’ in such a way | that it has the same joint distribution with (X Ty oens )A(m, A )
as J has, and furthermore (Xl,XQ, . Xm, Z J') is independent of M;M,...M,. One

can then prove that:
H(Xi My X M| J') = 7N X My, Xo My, oo, Xu My, XU X9+
(X1 X5 XouMy.. My J'|Z) =
H(X1.. X ) = (X0, Xy oo, Xy X1 X9+
I(X1 X5 X J| Z)+
H(M,)+ ..+ H(M,)—

> Ag Y H(M

B:BC[m],BN[u]#£0,B#[m] 1€BN[u]
But
H(M)+ H(M;)+ ...+ H(M,)
— Mg Y H(M;)

B:BC[m],BN[u]#0,B#[m] 1€BN[u]

is zero. This could be proved using equation (4.41) and setting R; = H(M,) for
1<j<u. ]
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Chapter 5

Transmission of correlated sources
over multiterminal networks

A (discrete memoryless) general multiterminal network (GMN) is a model for re-
liable communication of sets of messages among the nodes of a network, and has been
extensively used in modeling of wireless systems. In this chapter, we apply the “poten-
tial function method” to study the limitations of joint source-channel coding strategies
for lossy transmission across GMNs. In this method, for a given network structure,
we simultaneously consider all possible networks compatible with that structure and
think of the rate region as a function from such networks to subsets of the positive
orthant. We then identify properties of such a function which would need to be satis-
fied for it to give rise to an outer bound. The desired outer bound is then proved by
a verification argument. This technique also differs from the traditional ones in the
single-letterizing step: instead of reducing the n-letter expression to a single-letter
expression in one shot using time sharing and other auxiliary random variables, we
effectively reduce the n-letter expression inductively in n steps. This approach is also
useful in extending known results for problems with independent sources to ones with
dependent sources. To demonstrate this, we apply the technique to recover and fur-
ther generalize the outer bound part of the recent result of Maric, Yates and Kramer
on strong interference channels with a common message to include dependent sources.
In [22] and [21], we have applied the same technique to respectively generalize the well
known cut-set bound to the problem of lossy transmission of functions of dependent
sources over a GMN, and to simplify the recent outer bound of Liang, Kramer and
Shamai on the capacity region of a general broadcast channel, and generalize it to
include dependent sources.
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5.1 The proof technique

Let m and d be natural numbers and Rﬁlr the set of all d-tuples of non-negative
reals. Intuitively speaking, for a given network structure, we simultaneously consider
all possible networks compatible with that structure and think of the rate region as a
function from such networks to subsets of ]Ri. We then identify properties of such a
function which would need to be satisfied in one step of the communication for it to
give rise to an outer bound. The outer bound is then proved by a verification argu-
ment. Properties that such a function would need to satisfy are identified, intuitively
speaking, as follows: take an arbitrary code of length say n over a GMN. During the
simulation of the code, the information of the parties begins from the i** party having
the i.i.d. repetitions of the random variable W gradually evolves over time with
the usage of the network, and eventually after n stages of communication reaches
its final state where the parties know enough to estimate their objectives within the
desired average distortion. The idea is to quantify this gradual evolution of infor-
mation, bound the derivative of the information growth at each stage from above by
showing that one step of communication can buy us at most a certain amount and
conclude that at the final stage, i.e. the n'* stage, the system cannot reach an infor-
mation state better than n times the outer bound on the derivative of information
growth. An implementation of this idea requires quantification of the information of
the m parties at a given stage of the process. To that end, we evaluate the function
we started with at a wirtual channel whose inputs and outputs represent, roughly
speaking, the initial and the gained knowledge of the parties at the given stage of the
communication. We also need to make sense of the derivative of a region. This is
done using Minkowski sums.

Our technique differs from the traditional ones also in the single-letterizing step:
the traditional converses begin with the Fano inequality and continue with the single-
letterizing step, that is, reducing the n-letter expression to a single-letter expression
in one shot using time sharing and other auxiliary random variables. However in our
technique we effectively reduce the n-letter expression inductively in n steps. The
i'" step will be equivalent to bounding the derivative of the information growth at
the i use of the multiterminal network (see remark 1 of subsection 5.3 following the
proof of the main lemma). The inductive approach to the single-letterizing step is
also useful in extending known results for problems with independent sources to ones
with dependent sources, as will become clear after understanding the main claims of
this paper.

5.2 Formal definitions and Notation

As in the previous chapter, throughout this chapter we assume that each random
variable takes values in a finite set. R denotes the set of real numbers and R, denotes



84

Table 5.1: Notation

Variable Description
R Real numbers.
Ry Non-negative real numbers.
(] The set {1,2,3,...,k}.
m Number of nodes of the network.

q(y(1)7 7y(M)|x(1)a “.,m(m,))

The statistical description of a

general multi-terminal network.

w (@

Random variable representing the source observed at the i*” node.

M@

Random variable to be reconstructed,

in a possibly lossy way, at the i*" node.

x@ Y@ W - Aq)

Alphabets of X® Y@ W@ pr),

AG(. ) Distortion function used by the " party.
() The encoding function used by the i*" party at the k' stage.
9 (1) The decoding function at the i*" party.
n Length of the code used.
II(-) Down-set (Definition 11).

Minkowski sum of two sets (Definition 10).

A vector or a set being greater than or equal another (Definition 11).

SEIAVARS

A permissible set of input distributions;
Given input sources and a GMN, ¥ is a set of
joint distributions on XM x X2 x xG) x ... x x(m),
Inputs to the network are required to have a

joint distribution belonging to this set.
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the set of non-negative reals. For any natural number k, let [k] = {1,2,3,...,k}. For
a set S C [k], let S¢ denote its compliment, that is [k] — 5. The context will make
the ambient space of S clear.

Although we are dealing with interference channels in this chapter, we discuss the
formulation in full generality. We represent a GMN by the conditional distribution

gD,y oy ™0 p® gy

meaning that the input by the i** party is X and the output at the i party is Y@,
We assume that the it" party (1 < i < m) has access to i.i.d. repetitions of W® bhefore
the beginning of the communication. The message that needs to be delivered (in a
possibly lossy manner) to the i party is taken to be M@ = fO (WO W@ m)
for some function f). We assume that for any i € [m], random variables X®, Y,
W® and M® take values from finite sets X@, Y@ WO and M® respectively.
For any natural number n, let (X®)" (YD) (W)™ and (M®)" denote the n-
th product sets of X@ YO WO and M@ respectively. We use Yl(lk) to denote
V2,730, v,

For any i € [m], let the distortion function A® be a function A® : M® x MO —
[0, 00) satisfying A®(m® m®) = 0 for all m® € M®. For any natural number n

and vectors (m{”, m{”, .. m{) and (m,”, m,”, ..., mi") from (M), let

i i (4 1 - i i "3
AL (mi,mil)) = =S~ AD (g my ).
k=1

Roughly speaking, we require the i.i.d. repetitions of random variable M® to be
reconstructed, by the i** party, within the average distortion D®.

Definition 8. Given natural number n, an n-code is the following set of mappings:

For any i € [m] :Cl(i) : wihn — x@.
For any i € [m], k € [n] — {1} :Clgi) : W x (POY=1 _y x0O),
For any i € [m] 9@ : W™ (YO —s (MO,

Intuitively speaking Q,ii) is the encoding function of the i** party at the k' time
instance, and 9 is the decoding function of the i party.

Given positive reals € and D® (1 < i < m), and a source marginal distribution
p(w(l),w@),...,w(m)), an n-code is said to achieve the average distortion at most
DU + ¢ (for all i € [m]) over the channel g(y™,y®, ... y™|z® 2@ M) if the
following condition is satisfied:

Assume that random variables (Wl(?” i € [m]) are n ii.d. repetitions of random
variables (WM, W® W) with joint distribution p(w®, w®, ..., w™). Random
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variables X and Y (k € [n], i € [m]) are defined according to the following
constraints:

2 2 m m
p<w§7)ww§7ia" wgn)wxg?)wxggw“ a:gn),yg,l,y&)t,. '7y§:n)) -

1 2 m 1 m 1 m
[Tow, w®, o owf™) < [T aw” v, ol 2, ™)
k

m

=1
TT T PGl vii);
k=11=1

SO we may write X(i —Cli (Wi),and for any 2 < k < n, X —Ck (WM, o 1)

Random variables X' % and Y() represent the input and output of the " party at
the k™ time instance and satlsfy the following Markov chains:

m 1 7
W W( Y1(k)1 Y1k 1_>W Ylk 1_>X1£)7

1 m 1 m 1 m
wi) wimy ) Ly x L x™ vy,
Let M,ii) = f (i)(W,g(l), Wk@, . W,gm ). We should then have the following constraint

for every i € [m]:

E |:A£Z) (19(2') (Wl(lr)w Y(’)) M(1)>:| < D(i) + €
Definition 9. Given positive reals D), a source marginal distribution p(w®, ..., w™)
is called an admissible source over the channel q(y™,y®, ...,y |zM) 22 207) for
the target reproduction functions f® (i € [m]) at the distortion levels D® (i € [m]) if

for every positive € and sufficiently large n, an n-code achieving the average distortion
at most D@ + ¢ exists.

Definition 10. For sets K and L of points in Ri, let K & L refer to their Minkowski
sum: K@ L= {v;+vy: vl € K, vy € L}. For any real number r, let r x K = {r-v; :
vy € K}. We also deﬁne < as the set formed by shrinking K through scaling each
point of it by a factor 2. Note that in general r x K # (r; x K) @ (ro x K) when
r = r; + ro but this is true when K is a convex set.

Deﬁnltlon 11. For v} U1 and 3 vs in R? 1, we say U1 > U2 if and only if each coordinate
of 7 is greater than or equal to the corresponding coordinate of vs. For sets A and
B of pomts in R%, we say A < B if and only if for any point @ € A, there exists a

point T € B such that @ < T Foraset Ac R, the down-set II(A) is defined as:
(A) = {7 e R% 7<E?f0rsomeE?EA}
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Definition 12. Given a network ¢(yV,y®, ..., y™[2® 23 . 20™) and the source
marginal distribution p(w®, w®, ... w(™) there may be properties that the inputs
to the GMN have to satisfy throughout the communication. For instance in an
interference channel or a multiple access channel with no output feedback, if the
transmitters observe independent messages, the random variables representing their
information stay independent of each other throughout the communication. This is
because the transmitters neither interact nor receive any feedback from the outputs.
Also, constraints on the set of input distributions when the transmitters are observing
i.i.d. copies of correlated random variables are reported in [29]. Other constraints on
the inputs to the network might come from practical requirements such as coupled
magnitude constraint across inputs in each stage of the communication. Given a
multiterminal network q(y™",y®, ...,y |zM 2@ (™) and assuming that X'
(i € [m]) is the set X(@ is taking values from, let ¥ be a set of joint distributions
on XM x X@ x xG) x . x X for which the following guarantee exists: for any
communication protocol, the inputs to the multiterminal network at each time stage
have a joint distribution belonging to the set W. Such a set will be called a permissible
set of input distributions. Some of the results below will be stated in terms of this
nebulously defined region . To get explicit results, simply replace ¥ by the set of
all probability distributions on XM x X® x xG) x . x xm,

Definition 8 can be extended in the obvious way to define the notion of an n-code
for a permissible set of input distributions W. Definition 9 can also be extended in the
obvious way to define the notion of an admissible source for the target reproduction
functions f@ (i € [m]) at distortion levels D® (i € [m]) for a permissible set of input
distributions W.

Definition 13. We think of an interference channel as a four-input /four-output mul-
titerminal network whose inputs are XM, X®  X®) and X® and whose outputs
are YU, Y® VG and Y®. The set of alphabets is assumed to belong to

Anter gerence = { (XD, 23, 2C) 20, YO Y@ y© y») . |20 = 2@ =1},
and the conditional law of the network is assumed to belong to

Qinterference =

Ly, 5@, 5@y O 2@ 20 @) gy O xD) = gY@ |x®) =0},

Apart from notational changes, this is identical to the traditional interference channel.

5.3 The main lemma for proving the converses

Let m and d be natural numbers. Let ¢(p(y, ...,y ™ |z™M, ..., 2(™), ¥) be a func-
tion that takes as input an arbitrary pair of

(m~-input/m-output multiterminal network,
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a permissible set of input distributions for the network),

consistent with the structure of interest (this will be made precise below) and returns
a subset of Ri. We will now impose some conditions on ¢, which we first discuss
informally and then formally. Apart from these conditions nothing need be assumed
about ¢; in particular there is no need to impose any regularity conditions.

Intuitive discussion of the properties imposed on ¢

Intuitively speaking, we want the function ¢ to quantify the information state
during the simulation of a code: during the simulation of the code, the informa-
tion of the parties begins from the i party having Wl(ZT)L and gradually evolves over
time with the use of the network. At the j'* stage, the i’ party has W Y . We
represent the information State of the whole system at the j** stage by the Vlrtual
channel p(w&iyg, ™yl j)|w1 D, w™) and the single admissible input distri-

bution p(w&)ﬂ .. wﬂ)). In order to quantify the information state, we map it to a

subset of ]Ri using the function ¢. We demand that ¢ satisfies two conditions. The
first condition is intuitively saying that an additional use of the channel

p(y/(l), y’(2)7 - y/(m)|azl(1), 2@ x/(m)>
restricted to input distributions from ¥ can expand ¢ by at most
¢( (y (1)7y’( ) (m)|x/(1)7x/(2), ”'7x’(m))7\1;)'

The second condition is intuitively saying that ¢ vanishes if the parties are unable to
communicate, that is, if each party receives exactly what it puts at the input of the
channel.

Note that all the channels we encounter in the above process (including the virtual
channels and the physical channel) fall into a certain class of m-input/m-output mul-
titerminal networks. We can demand that the function ¢ satisfies certain conditions
within this class. For instance, assume that the physical channel is an interference
channel.

As discussed in the previous section, we think of an interference channel as a four-
input/four-output multiterminal network whose inputs are X1, X@_ X©) and X®),
and whose outputs are Y, Y@ Y ®) and Y®. The set of alphabets is assumed to

belong to
Aintererence = { (X, X, 2O, 20, YOy Y& yO) : | x@) = |x@| =1},
and the conditional law of the network is assumed to belong to

Qinterference =

{q(y(l), y(2)’ y(3), y(4)\x(l), x(2), $(3)’ x(4)) . H(y(1)|X(1)) — H(Y(2)|X(2)) — O}.
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Note that when [W®)| = [W®W| = 1, the virtual channel

3 3) (4
Pt wiyss) il wiil et i) il wi)

is also an interference channel. This is because ]Wl( )| = |W | =1, and
(W(l)y W (1))
and
2)v (2 2
H(WYLE W) = 0.
In general, we consider a class of m-input/m-output multiterminal networks whose
set of input alphabets (XM, ..., X0 YM  Y0m)) is in a given set A and whose

conditional law p(y™, ..., y™|z® . (™) is in a given set Q. Furthermore, the set
Q is assumed to include the channel

Py, ey a2y = T 1y = 2]

Formal statement of the properties imposed on ¢

Suppose we are given a class of m-input/m-output multiterminal networks, spec-
ified by sets A and Q, as above. The formal statement of the properties imposed on
¢ is as follows. Please see Definitions 10 and 11 of section 5.2 for the notation used.

1. Assume that the conditional law p(y(Vy @), 2y ¢y ()1 (1) 2(2) - g(m)

satisfies the following
1)
1)

Y @y @) m)om ()

Yy O my 0 O ) o) m)y

p(y
p(y

where X' is a deterministic function of X®WY® (ie. H(X @ XWY®) =
(i € [m])). We assume that

’_“7)((m)7y(1) > y’(l), _ﬂy(m) > y’(m))’
(xW L xm pm i)

(X(l)

and
(O R < Lo VA NN VALD)

are in A, and the conditional laws p(yMy M) y@y @) g/ (M) (0) 2) - g(m))

ply@ @m0 2@ )Y and p(y @y @m0 g @ m)
are in Q.
Take an arbitrary input distribution ¢(z™,z®, ..., 2(™). This 1nput distribu-

tion, together with the conditional distribution p(y™), y®, ..., y™|2zM 23 20m),
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impose a joint distribution

q(z' M, '@ 2"y on (XM, X'@ ) X'™M) Then the following constraint
needs to be satisﬁed for any arbitrary set ¥ of joint distributions on X' x
X'?) % .. x X' that contains ¢(z'™, 2’ .. /(M)

cb(p(y“)y'(” . y(m)y'(m)lfv“),-u,w(m)),{CJ(w(”,x(”,'-',x(m’)}) C

¢(p(y(1)7 et y(m)’$(1)7 R x(m))7 {q($(1)7 x(2)7 ) l.(m))})
¥ qb(p(y/(l),y,@),...,y/(m)|x,(1),...,x/(m)),\lf).

2. Assume that

Py, ooy ™z, ) = T] 1y = 29,

and that (XM .. xm YO Yy isin A. Then we require that for any
input distribution g(z®, 2, ..., x(™) the set

¢(p(y(1)7 Tt y(m)|x(1)’ A x(m))7 {Q(:L‘(l)7 x(2)7 ) "L'(m))})

contains only the origin in R

Statement of the Main Lemma

Lemma 1. Take a physical channel ¢(y™, y@, ...,y |zM 2@ . 20™) whose set of
input alphabets is in a given set A, and whose conditional law is in a given set Q. Let
U be a permissible set of input distributions for this channel. Then for any function
¢ satisfying the above two properties, target distortion levels D, and for arbitrary
admissible source W (i € [m]) for these distortion levels for which for any n-code

for the permissible set of input distributions U, p(wﬁ{yilg, §”j}y1 k) |w1 s e w@)

is in Q. and (Wi, .. Wi, WL < DI W x V) s in A for all 0 < k <,
the following holds:

gb(p(w%%y?%,.. wﬁ@)yln)mlnw- wln) {p(w1n7°' w%))}) -
n x Convex Hull{gb(q (yY, .. gl |x ,...,x(m)),\ll)}.

5.3.1 Proof

Proof of Lemma 1: Let random variables X ,ii) and Yk(i) (k € [n], i € [m]) respec-
tively represent the inputs and outputs of the multiterminal network. We have:

2 m 1 m
¢(p(w§7)zy§r)ww§7)zy§7)w“ w%n)yln |w§7)ww§7)w“ wln) {p(wlnvwlv)w“"wgzn))}) g

(5.1)



2 m 2 m 1 2 m
¢(p(w:(l1’)7,y§2b 1’w§7)7,y§'r)z 19 wgn)?An 1|w1n7w§7)z’"'7w§:n))7{p(w§:7)mw§:1)w"'7w§:n))})@
¢(Q(y7(1)7y7(12)7“ ’zn ) ;2)7"'7xnm))7\11> g

2 m 2 m 1 2 m
T T AR T A e i Q\wln,wiz,...,wiJ),{p(wiz,w&:z,. SENE

2 m
¢(Q(y7(~b)1>y£b)1a- 7yn 1|‘Tn 175551)1’-'-79’;51—)1)7@)@

. C
6 (p(wi, wi, . w§m>|w§ii,w§,1,-. wih)) {p(win, win, o wih))}) e
olgs” .. ,yl Nt 2, al™), v)e
blalys’ ,y?%. Sy e ) W e
(Q(?Jn 17yn 1o 7yn 1|xn 17'I’$L2)17"' 731(1m)1>>‘11)@
Sla(ys) 92yl oD ), ) C (5.2)
sla v, ,yl !931 w?),---,xﬁm)),ﬁ’)@
1y ,y§2),- Ly |l 2 m)) )
olawy .y, il 1>xff 1z, 1)
dqyD,y oy |, 2P, ) V) C (5.3)
n x Convex Hull{gb q( y(l),y@), : |x(1) 2) ...,:Jc(m)),\lf)},

where in equation (5.1) we have used property ( ) because

1 m 2 m

1 2 m 2 m m
p(wihylo- 1,w§$y§2 - w%inn 1|w1n,w§3,.. w%J)p(yﬁf%. Sy, 2P, 2

and furthermore H (X |W1-nY1-n—1) =0 for all 7 € [m], and also

p(y’](’L)?y’f(lQ)?' 7y7(1m)’ ’gl)’ ’512)7"'7'1.(,”1)) _Q(y7(’1,)7y’r(1,2)7' '7y’r(1m)’$n1)7xn2)7 7x51m))

Since the n-code must work with the permissible set of input distributions ¥, the joint
distribution p(xg), a2 x%m)) is in V. In equation (5.2) we have used property (2).
In equation (5.3), we first note that the conditional distributions

1 2 m 1 2 m
LR L FURC L

for i =1,2,...,n are all the same. We then observe that whenever
o € dla(y, .y 2D, ™), W)
for i € [n], their average, £ 3" | !, falls in the convex hull of

ola(yV, oy ™ eV, 2, W),
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Remark 1. The second property of ¢ is used in the proof to reduce the n-letter
expression

1 1 m

to n single-letter expressions involving ¢(q(y™, ...,y ™|z, .., 2(™) ¥) in n stages.

5.4 Correlated sources over strong interference chan-
nels

5.4.1 Introduction

We prove a new outer bound to the admissible source region of a strong inter-
ference channel with arbitrarily correlated sources. As a special case, we recover the
converse part of the capacity region given by Maric, Yates and Kramer [36] for strong
interference channels with common information.

An interference channel is said to be strong if

for all product distributions on X x = {(zW,2®) : 2 € XV 20 ¢ x@}
This condition then automatically extends to all Jomt dlstrlbutlons on X M x x@.
Costa and El Gamal found the capacity region of a strong interference chan-
nel when the transmitters send independent private messages to their intended re-
ceivers [6]. Recently, this result was extended by Maric, Yates and Kramer, who
assumed that the transmitters additionally have a common message that needs to be
sent to both the receivers [36]. In this problem a new feature arises: the inputs
X® and X® are no longer guaranteed to be independent throughout the com-
munication, since the transmitters have correlated information. Maric, Yates and
Kramer found the capacity region to be the union over p(u,z®, 22 ¢®) @) =
p(w)p(zW)w)p(z@|u)q(y®), W |2M 22), of the set of all non-negative triples
(RQ, Rl, Rg) satisfying

R, < I(X(l);Y(3)|X(2),U);
Ry, < I(X<2-Y<4>|X1, );
Ri+ Ry, < min(I(XVX®,yO), (XWX, vy |0y,
Ry+Ri+ Ry, < min(I(XWX®,y®) r(xOx®@.y®y) (5.6)

In the above expressions Ry denotes the common message rate, and R; and Ry are
respectively the private message rates of the first and second transmitter.
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The communication task is formulated as before. In an interference channel with
arbitrarily dependent sources, the transmitters are observing i.i.d. repetitions of two,
possibly dependent, random variables W) and W®. The transmitters would like to
reliably send the i.i.d. copies of WM to the receiver Y and thei.i.d. copies of W® to
the receiver Y®. To be notationally consistent, we assume that the third and fourth
party are observing i.i.d. copies of W® and W@ but that [W®| = [W&| = 1 imply-
ing that these random variables are constant. Roughly speaking, the source marginal
distribution p(w™, w® w® w®) is called admissible if there exists a strategy for
reliable transmission of the i.i.d copies of W1 and W to the intended receivers. A
formal definition can be made by setting M® = fO YO W WO W) = wh),
M@ = f(Z)(W(l), W we), W(4)) =W, MG = f(3)(W(1), W@ we, W) =
W and M® = fOWWO W W WH) = W, Note that the definitions of
M and f@ reflect the fact that neither transmitter is expected to recover the message
of the other transmitter. We require the i"* party to reconstruct the i.i.d repetitions of
FOWO W W WMWY with a vanishing average distortion. The distortion func-
tion used by the i party, A®(m® m'®) (for 1 < i < 4) is taken to be the indicator
function 1[m® # m'®]. Since we are proving an outer bound, the main result can
be carried over to the problem of “lossless transmission” since requiring the i** party
to reconstruct the i.i.d. repetitions of M@ = fOV DN W WO WH) with arbi-
trarily small average probability of error is no stronger than requiring the i** party to
reconstruct the i.i.d repetitions of M® with a vanishing average distortion. Further,
our notion of correlated source is strictly more general than that considered in [36].

1

For example, take three mutually independent binary random variables L ~ Bern(3),

Ni ~ Bern(py) and Ny ~ Bern(ps) and let W) = L@ N, and W) = L & N, where
the addition is modulo two. Since the common part of W® and W® in the sense
of Gécs and Korner [16] is a constant random variable, one cannot represent the
dependence between the i.i.d. copies of W) and W® through a random variable
that is computable by both the parties, a restriction which is required in [36]. How-
ever we only prove an outer bound whereas [36] computes the capacity region. Our
outer bound reduces to the region of [36] in the case of correlated sources of the type
considered there.

The admissible source region of a strong interference channel with correlated
sources is not known except in certain special cases. Inner bounds to the admis-
sible source region are reported in [25] and [49]. We are not aware of any previous
work discussing any interesting outer bounds on the admissible source region of an
interference channel with dependent sources. It is known that the source—channel
separation theorem breaks down for multi-access channels [7] and multi-access chan-
nels (MACs) are special cases of strong interference channels. One can therefore not
expect that finding outer bounds on an interference channel with correlated sources
can be resolved by a source—channel separation approach. Further, since the prob-
lem of determining the admissible source region for a MAC with correlated sources
is still unsolved, determining the admissible region for a strong interference channel
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is a difficult one.

5.4.2 Statement of the new converse

An interference channel is a four-input/four-output multiterminal network whose
set of alphabets is assumed to belong to

Antergerence = { (XM, &3, 2®) x® yh) y& y@ py) . 2@ = |x0) =1},
and whose conditional law is assumed to belong to

Qinterference =

{q(y(l),y(2),y(3),y(4)|x(1),x(2),x(3),:v(4)) . H(Y(1)|X(1)) — H(Y(2)|X(2)) — O}.

As discussed in subsection 5.4.1, we consider strong interference channels and assume
that the third and fourth party are observing i.i.d. copies of W®) and W® but that
W) = [W®| = 1 implying that these random variables are constant. Furthermore,
we consider the special case of

W(l), [/V(?)7
W(l), [/1/(2)7

W(l), [/1/(2)7 W(S), w@
wh we,

M® = p(
M® = f@)
M® = @)
M@ — f(4)( W 2) W(3),W(4) _
and D® = 0 for i+ = 1,2,3,4. The distortion function used by the i** party,
AD (Mm@ m/@) (for 1 < i < 4) is taken to be the indicator function 1[m® # m'®].
We state our main result in terms of the nebulously defined permissible set of input
distributions W. To get explicit results, simply replace ¥ by the set of all probability
distributions on XM x X® x X®) x X®_ Our main result is the following:

Theorem 9. Take an arbitrary interference channel g(y", ..., y®|z®, .., ™), a per-
missible set of input distributions ¥, and an admissible source marginal distribution
p(w®, w® w® w®) at zero distortion levels satisfying [W®)| = [WW| = 1. Then
for any random variable L where W) — L — W holds, there must exist

p(u, x(l), :E(Q), $(3)’ 93(4), y(l)’ y(2)’ y(3)7 y(4))
such that

p(z®, 2?2 ™) is in the convex hull of ¥,
plu, 2, 2®,y Wy 5 Oy = plu)p(a [u)p(e®u)g(y™, y®, @,y |2, 2?),

( note that

My @ @0 L))

qw" y Yy
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can be used for
gD,y y® D[z ) 1B) L)

because of the standing assumption that |X®| = [X®]| = 1) such the following
inequalities hold:

HWWIL) < 1(XW;y©x® vy,
Hmww)gfmﬂywxﬂm
HWWYIL) + HW®PIL) < min(I(XVX®,vO|0), (XWX v®|0));
HWOW®) < min(I(XP X vy 1(xO X, yWy),
H(W(1)|W(2)) < ](X(l ’y(3 | X 2)),
H(W@)\W(I)) < [(X(2);Y(4)|X(1))_

(5.7)

Remark 2. One can use the strengthened Carathéodory theorem of Fenchel to bound
the cardinality of U from above by |XM||X®)| + 3.

5.4.3 Proof

Proof of Theorem 9: In order to apply Lemma 1, we will define
H(q(y™, y@ ¢3¢y |zM 2@ 2G) 2@)) W) a function that takes as input an arbi-
trary 4-input/4-output multiterminal network from Q;pter ference, Where the alphabets
are from Ajpier ference and a subset of probability distributions on X’ M) % @ x xG) x
X™ and returns a subset of R8. We let:

S(a(yV, Y@, y® y®|p0 1O 1@ @) gy —

U U

p(e) 2?2 aW)ew U such that
XW U - X,
U— XOx@ 5 yBRy®

I ({ (I(X(l); Y(3)|X(2), U), I(X(Q); Y(4)\X(l), U), I(X(l)X(Q); Y(3)\U),
](X(I)X |U) I(X M x®. y(3)), ](X(I)X(Q); y(4)),
[(X(l); Y3 ]X(Q)), I(X(Q); Yy |X(1))) })

In Appendix I of section 5.4.4, we show that the above choice of ¢ verifies the prop-
erties of Lemma 1 for Ajnierference and Qinter ference- Take an arbitrary interference

channel

gy D,y y® DD 2@ 46 L)
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an arbitrary admissible source marginal distribution
p(w®, w® w® w®)

satisfying [W®)| = [W®W| = 1, and a permissible set of input distributions, ¥. Let W
denote the convex hull of ¥; ¥ itself is a permissible set of input distributions. The
onditions of Lemma 1 are satisfied for Amterfemnce and Qinter ference SinCE |VVl nl =
W =1 and HWLDY Wy = W2y 2wy = 0 for any 1 < k < n. For
any arbitrary positive ¢ and n-code for which at each stage the inputs belong to the
permissible set of input distributions ¥, the lemma implies

2 3 3 4 1 3
¢>(p<w§%y§%,w§%y%%,wiiyi,1,w%%yln!wmw§%,w§%,w§%> {p(wi, win, v, wi)})

n x Convex Hull{¢(q (y D,y @ y3 @Bz 2@ () )),@)}. (5.8)

In Appendix II of section 5.4.4 we show that
n X (H(W(l) L) = O(h(e), HW L) = O(h(e)), HWW|L) + HW?|L) = O(h(e)),

H(WWIL) + HW®|L) — O(h(e)), HW W) — O(h(e)),
HWOW®) —O(h(e)), HW VW) — O(h(e)), HW W) - O(h(€))> €
M, 0 @0 )6 @

B) @ 1 (2, 3)

¢(p(w1n?/1mwlnylnawmylmwln?/ln| w%r)z Wiy W) {p(wlnvwlmwlmw§7)z)})'

(5.9)
In the above expression O(h(€)) we mean a constant (that depends only on the net-
work q(y™®, ..., y® |z .. 2®)) times h(e). Here h(-) is the binary entropy function.
Equations (5.8) and (5.9) imply that

(H(W“ML) — O(h(e)), HWP|L) — O(h(e)), HWW|L) + HWP|L) — O(h(e)),
HWWIL) + HW®|L) = O(h(e)), HWIW®E) — O(h(e)),
HWOW®) — O(h(e)), HWV|W®E) — O(h(e)), HW P WD) — 0<h<e>>) €

Convex Hull{¢(q(y D) @ B3 @M 42 ),a:(?’),:c(‘l)),ﬁ)}.

In Appendix III of section 5.4.4 we show that for any interference channel
qy®, .., yW]z®, 2 D), ¢(qy™,y@,y®) y@D 2@ 2@ 23 2() ) is convex when
the set ¥ is convex. Hence

(H(W(”!L) = O(h(€)), HW®PIL) = O(h(e), HWW|L) + HWP|L) — O(h(e)),

N
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HWWIL) + HW L) = O(h(e), HW VW) — O(h(e)),
HWOW®) —O(h(e), HW D W) — O(h(e)), HW W) - OUL(G))) S

¢(q(y(1) ’ y(Q)’ y(3) ’ y(4) \x(l) 7 72 ’ 23 ’ x(4)), @) )

Since ¢(q(y™,y@,y®, yW|z® 2@ 23 2®) ¥) is closed (since the cardinality of
U can be bounded, as mentioned in remark 2), letting e converge to zero, we get

(H<W<1>|L>,H(W@HL),H(w(”\L) T HWOL), BWO|L) + HW®|L),

HWOW®), HwOW ), H(W(l)\W(Q)),H(W(2)|W(1))) c

qb(q(y(l), y?) B3 @ |w(1), @ 20 x(4))7 ﬁ)

The above equation completes the proof of Theorem 9. |

5.4.4 Appendices
Appendix I: Verifying the properties of Lemma 1

In this appendix we show that our choice of ¢ verifies the two properties of the
main lemma for m = 4 when restricted to the class of interference channels. For the
first property of the lemma, take a channel

p(yMy' W, Ly Wy W)W @) =

p(y(l)J A y(4)’x(1)7 R x(4)) ’ p<yl(1)7 A y/(4)|xl(1)7 Tt x/(4)>

where H(X'®|X®Y ) =0 for 1 <i < 4. Take an arbitrary point from
¢(p(y(1)y,(1)7 A y(4)y,(4)‘x(l)7 ) x(4))7 {q<x(l)7 A x(4))}) :

The set of input distributions contains only one distribution ¢(z", ..., 2®). There-
fore we define random variables XV, X X®@ y® y'® y@ y'@ jointly dis-
tributed according to

plyMy' W,y Wy D ey g (@, W) =
py, oy, W)y W,y WO W) g2 2 W),

Corresponding to the arbitrary point in

S(plyMy' Y,y Wy D2 ®) {g(a, . 2 W)})
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is a random variable U satisfying
XM U - x®

and
U— XWOx@ 5 yBy@y' By'(“)

such that the point is coordinate by coordinate less than or equal to the point
V= (XD YOy O Xx® ), (X, yWYy' @ xO 1), (XOX@, yOy' ©®),
I(XWX®. y@y'(4) ), [(XWXx®, y(3)y/(3)), I(XWX®. y(4)y/(4)),
I(XW; Y(3)y’(3)‘X(2)), [(X(Q); Y(4)Y’(4)|X(1))>

Since p(y™, ...,y W |z® .. 2®) and p(y' D, ...,y @D|2' D, .. 2'?)) belong to the class
of interference channels, we have H(Y M| X®) = H(Y?| X)) = 0. H(X' O XDy D) =
H(X'@|X®Y®) = 0 then implies that H(X' M| XD) = 0 and H(X ®@|X®@) = 0.
Since |XO)| = |XW| = |G| = |x'W| =1

p(y(3)y/(3),y(4)y,(4)\ (1)733(2)’ 3) (4)) -
p(y®, y@]z® @) . p(y By |$ 35’(2))_
Since XM 5 U —- X® and U - XWX@ - YOYM® the point
) = (](X(l); Y@IX® Uy, 1(x@,y®xO ), (XWX, y®|U),
_](X(l)X(2).y(4)|U) (X(I)X(Q);Y(g)), _](X(l)X(Q);yM))’
[(X(l) Yy )\X( )), ](X(2).Y(4)|X(1)))

belongs to ¢(p(y", ...,y |z @), {q(z z®)}). Next, note that X —
U — X implies X’< — U — X < ) since H(X ]X(l)) =0and HX ?|X®) =0.
Furthermore U — X' MW X'?) — Y'®)y'™ gince

plu, M, 2P 2D 2 G W) =
(@, 2@ p(u)z®, 2P )p(x JOAC |z, (2))p(y/(3),y/(4)|xl(1),xl(2)).

Thus the point
5 = ([(X/(l); y’(3)|X’(2)’ U), [(X/(Z); y'(4) ’)(’(1)’ U), [(X/(l)X’(Q); Y/(3)\U),
I(X’(I)X’(Q); y' @) \U), ](X’(l)X’(Q); y’(3)), ](X’(l)X’(Q); y’(4)),
[(X’(l); Y’(3)|X’(2)), [(X’(2); y'(4) |X’(1)))

belongs to ¢(p(y' M, y'@, ..,y D]z’ .. 2'®), V) where U is a given set that contains
q(z'™, ... 2" @).



99

It suffices to show that o/ < 171) + v_2> This is straightforward, once one observes
that

) @O0 O @) Oy

, u) =p(y @,y D)2’ ® @)

and
p(a®, 2@ 0 0 O @),y
p(z®u)p(z' @ |z ®)p(aM |u)p(a Ve )p(y @, y D1V, 2').

The proof for the second property is straightforward since Y® = X©) = constant,
and Y® = X = constant implying that all the mutual information terms are zero.
|

Appendix II
In the proof of Theorem 9, we claimed that the point

nx (H(W“) L) = O(h(e)), HWP|L) = O(h(e), HWD|L) + HWP|L) — O(h(e)),
HWWIL) + HW L) — O(h(e), HW W) — O(h(e)),
HWOWE) — O(h(e), HW VW) — O(h(e)), HW WD) — O(h(é)))

is in the set

2 3 3 3
¢(p(w§ ’I')Ly§ gu w§ 7)zy§ 7)17 wg iyi 7)17 UJ§ r)zyl n|w1 m) UJ§ 7)17 wg %a wl n) {p( wl mn wg 7)1’ wl n

)})-
(5.10)
Here O(h(e)) is equal to a constant (that depends only on the network architecture)
times h(e). Here h(-) is the binary entropy function. In this appendix we show that
this equation holds.

Here, because of the assumptlons on the alphabets, we can think of the overall

virtual channel as being p(yg ,)Z, (7 )|w§17)” w§ ) and the set of admissible distributions

as being p(w%%,wﬁl) where random variables Wlm, Wlm,Yl(:i),Yl(i are distributed
according to 3) @, 1) (2) 1 (2
3) (@) (1) (2
p<y1:n7 Y1 n‘wl o Wi n) p(wl o Wi n)
and L., is jointly distributed with Wl(ln), Wl:n7 }/1(?7)1)7 Y1(n) according to

3 1 ) (2
P iims wi win) - [ [ oGl ),
i=1

and such that we have Wl(l,z — Ly — W1(272 and L., — W(I)W(Z) Yl(n)Y(jL). The
set

2 3 4 4 1 2 3 3



100

by definition contains the following point:

1n» m 1n» mn : : 1n>

T = (IW YW L), IWE YWD, L)y IWI W YL,
IWEIWE Y L), IWIW vy rw w2 vy,

1:in>
Wy W, 1w v@ ).

1in> m

We show that ¥ is pointwise greater than or equal to
nx (H(W(” L) = O(h(e)), HWP|L) = O(h(e)), HWW|L) + HWP|L) — O(h(e)),

HWO|L) + HWD|L) — O(h(e)), HIWOWS) — 0(h(e)),
HMMMMU—owwxﬂmmmww—owwxﬂmmmw%—owwo.

We only give the proof for the first, third, fifth and seventh element of V. The proof
for the other coordinates is similar.
e The first coordinate:

IWE YW L) = HWDIWE L) — HW I WE L, YD) =

linsy * 1in
n-[HWOWE L) — O(h(e))
because of lemma 2 mentioned at the end of this appendix. Here h(-) denotes the
binary entropy function. Note that H(W MWL) = H(WO|L).
e The third coordinate:
TWEIWISE YS! Ln) = HWEWI Lin) = HOVEIWE L)) =

n - [HWOW|L) — O(h(e))]

because of lemma 2 mentioned at the end of this appendix. Here A(-) denotes the
binary entropy function. Furthermore, note that H(W®M®W®|L) = HWW|L) +
HW®|L).

e The fifth coordinate:

IWEWEEYE) = HWLWED) = HWERWEYE) = - [HWOWE) -
O(h(€))] because of lemma 2 mentioned at the end of this appendix.

e The seventh coordinate:

TWEEYSIWED) = HOVEIWE) = HOVEIWEYG) = 0 [HIWOWE) —
O(h(e€)) because of lemma 2 mentioned at the end of this appendix. Here h(-) denotes
the binary entropy function. [
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Lemma 2. Given any admissible source marginal distribution p(w™®, w® w® w®)
for a strong interference channel g(y™, y®, y® y@ |20 @) 2G) 1) satisfying |WE)| =
IW®W| = 1, and an arbitrary positive ¢ and n-code, we have:

LHWWEIY) = 0(h(e), (5.11)
%H(W WYY = O(h(e)). (5.12)

Proof of Lemma 2: We prove the equation (5.11); the proof of equation (5.12) is
similar. Since ¢(.|.) is a strong interference channel, lemma of section III of [6] implies
that the n-letter product channel

4 2 4 2
=1

is also a strong interference channel. Therefore !

2 3 1
IX2 v x> 1(x 2, v x (D).

1: n?
This imphes that HXP v x! ) H(X 2)|Y(4)X ) We have H(X 2|y, x (1 <
(W(2 |Y1 )) < HW (2)|M1 ) since H (X, ]Wln) = 0. Here M(,z 1s the recon—

struction of VV1 - by the third party (the average distortion between ]\41 and VV1
is less than or equal to €). H (W1:n|M1(:n) is equal to n - O(h(e)) for e < 1 since

HWEIME) <> BHWP|MY) < (5.13)
=1
S W # M) + pWP £ MP)log((WP))] < (5.14)
=1
1 1 <& -
M Z MO + =3 oW £ M) log(WE)] - (5.15)
=1 =1

=n-O(h(e)),

where in equation (5.13) we have used the Fano inequality, in equation (5.14) we have
used the concavity of the binary entropy function, and lastly, in equation (5.15), we

have used the fact that the average distortion between ]\/4\1(412 and W1(2,3 is less than or
equal to €. Thus, HW. 2 |MY) < n-O(h(e)).

!Note that equations (5.4) and (5.5) hold for all arbitrary distributions on the inputs for a strong
interference channel.
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Therefore H(X (2)|Y1 )) < n-O(h(e)). Since the average distortion between
M?) and Wln is less than or equal to €, we have: H(X(U|Y1 ) < H(W1(172|Y1(i)) <

1n

HWDIMPY = n-0(h(e)). Thus, H( XD XP VS < n-O(h(e)). Next, note that
HWLWEIVE) < HWRIWENXEXE) + H(XX DY)

since for any three random variables A, B and C’ We have H(A|C) < H(A|B) +
H(B|C). It suffices to show that H(VV1 |X n) =n-O(h(e)). This is true

because

HWEAWE XD x 2y = gw w21 x D x 2y @y <

1:n

4 4
HWEIW2 YOy Dy < Hw vy + HwE|v®)

Appendix III: Convexity of ¢
In this appendix, we show that for any interference channel

My @ @M 5O 46) L)

q(v"™, ¥y AR

¢ (q(y™,y@,y®, yW|z® 2@ 23 2®) W) is convex when the set U is convex. Take
two arbitrary points v1 and v_2> from this set. Correspondlng to these two points are
random variables Uy, X\?, V\?") for i = 1,...,4 and Us, X, V" for i=1,...,4, where
Xi( - U; — Xi( and U; — Xi(l)Xi( ) Yi(3 Yi( ) for i = 1,2 and U] is coordinate by
coordinate less than or equal to

2y xD, vy, 1(xVxP; v P,

K3 (2

(XM yPIxP oy, 1(x]

I(X(l)X |U) (Xl(l)X(Q) Y(3)) I<Xi(1)Xi(2); Yi(4))7
I<X<” YIX), 125 v, 1x0))
for i = 1,2. Take a binary and umform random variable @ on {1,2} and let U =
(Ug,Q), X = XQZ and Y = Y for i = 1,...,4. It can be then verified that
p(z™, 2® 26) M) is in ¥, that the condltlonal law of YU V() Y( ), YW given
XW x® X6 x® g described by q(y®,y@ y® y@ |0 ) ) x(?’) ! ), and that
the point

U = (](X(l); Y(3)|X(2), U), I(X(Q); Y(4)|X(1), U), ](X(I)X(Q); Y(3)|U),
](X(I)X(Q); Yy |U), I(X(I)X(z); y(3)), ](X(I)X@); y(4))’
I(XW. y®|Ix®), 1(x®, y(4)|X(1)))

is coordinate by coordinate greater than or equal to %(Uf + v_2>) The proof for the
first four coordinates is straightforward. For the fifth coordinate, we use the fact
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that [(XMX®:Y0) = [(UXDXP;y®) > [(XDXP, yO|U). The proof for the
sixth, seventh and eighth coordinates is the similar. Since 7 can be seen to belong
to

(a5, 5@, yO)a® 2@ 1O @) ),

this region must be convex. |
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Part 11

The general broadcast channel
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In this part of the thesis, we consider two-receiver general broadcast channels. Of
particular interest will be the computation of the best known inner and outer bounds.
Please note that this part can be read independently of the first part of the thesis. We
begin by reviewing the definition of the problem of communicating over a broadcast
channel. This will be followed by an outline of this part of the thesis.

A two-receiver broadcast channel is characterized by the conditional distribution
q(y, z|x) where X is the input to the channel and Y and Z are the outputs of the
channel at the two receivers. Let X, ) and Z denote the alphabets of X, Y and
Z respectively. The transmitter wants to send a common message, My, to both the
receivers and two private messages M; and M, to Y and Z respectively. Assume that
M, My and M3 are mutually independent, and M; (for i = 0, 1, 2) is a uniform random
variable over set M;. The transmitter maps the messages into a codeword of length n
using an encoding function ¢ : Mgx M;x My — X", and sends it over the broadcast
channel ¢(y, z|z) in n times steps. The receivers use the decoding functions ¥, : Y* —

(1) —
Mo x My and ¥, : 2" — My x M,y to map their received signals to (Mo( ),Ml)

— (2 —
and (MO( ), M) respectively. The average probability of error is then taken to be the

probability that (]\/4\0(1), J\/f\l, ]\/4\0(2), ]\/4\2) is not equal to (M, My, My, Ms).

The capacity region of the broadcast channel is defined as the set of all triples
(Ro, Ry, Ry) such that for any € > 0, there is some integer n, uniform random variables
My, My, M, with alphabets |M;| > 2%~ (for i = 0,1,2), encoding function (,
and decoding functions ¥, and 9, such that the average probability of error is less
than or equal to €.

We begin the second part of this dissertation by discussing the main obstacle to
computing Marton’s inner bound. We will then introduce the “perturbation method”
and apply this novel tool to make Marton’s inner bound computable. Next, we re-
port the subsequent research that was done along the direction of computing Marton’s
inner bound. We prove various results that help to restrict the search space for com-
puting the sum-rate for Marton’s inner bound. For binary input broadcast channels,
we show that the computation can be further simplified if we assume that Marton’s
inner bound and the recent outer bound of Nair and El Gamal match at the given
channel. These results are used to show that the inner and the outer bound do not
match for some broadcast channels, thus establishing a conjecture of [45]. We also
show that unlike in the Gaussian case, for a degraded broadcast channel even without
a common message, Marton’s coding scheme without a superposition variable is in
general insufficient for obtaining the capacity region. We end the second part of the
dissertation by mentioning a few other results that were left off because they did not
concern the computation of Marton’s inner bound. We establish the capacity region
along certain directions and show that it coincides with Marton’s inner bound. We
show that the Nair-El Gamal outer bound can be made fully computable. Lastly, we
discuss an idea that may lead to a larger inner bound.
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Chapter 6

Introduction

The capacity region of the broadcast channel is not known except in certain special
cases. The best achievable region of triples (0, Ry, Ry) for the broadcast channel is due
to Marton [37, Theorem 2]. Marton’s work was subsequently generalized in [10, p.
391, Problem 10(c)], and by Gelfand and Pinsker [18] who established the achievability
of the region formed by taking the union over random variables U, V. W, XY, Z,
having the joint distribution p(u,v,w,z,y, z) = p(u, v, w, x)q(y, z|x), of

Ry, Ry, Ry > 0;
Ry < min(I(W;Y), I(W;Z)); (6.1)
Roy+ Ry < I({UW;Y);
Ry+ Ry < I(VW;Z);

Ro+ Ri+ Ry < I(UY|W)+ I(V: Z|W) — I(U; V|W)
+min(I(W;Y), [(W; 2)). (6.4)

In Marton’s original work, the auxiliary random variables U,V and W are finite
random variables. We however allow the auxiliary random variables U,V and W to
be discrete or continuous random variables to get an apparently larger region. A main
result of this chapter however implies that this relaxation will not make the region
grow. We refer to this region as Marton’s inner bound for the general broadcast
channel. Recently Liang and Kramer reported an apparently larger inner bound to
the broadcast channel [33], which however turns out to be equivalent to Marton’s inner
bound [35]. Marton’s inner bound therefore remains to be the currently best known
inner bound on the general broadcast channel. Liang, Kramer and Poor showed
that in order to evaluate Marton’s inner bound, it suffices to search over p(u, v, w, z)
for which either I(W;Y) = I(W;Z), or I(W;Y) > I(W;Z2)&V = constant, or
IW3Y) < I(W; Z2)&U = constant holds [35]. This restriction however does not lead
to a computable characterization of the region.
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Unfortunately Marton’s inner bound is not computable (except in certain special
cases) as no bounds on the cardinality of its auxiliary random variables exist. A prior
work by Hajek and Pursley derives cardinality bounds for an earlier inner bound
of Cover and van der Meulen for the special case of X is binary, and Ry = 0 [26];
Hajek and Pursley showed that X can be taken as a deterministic function of the
auxiliary random variables involved, and conjectured certain cardinality bounds on
the auxiliary random variables when |X| is arbitrary but Ry is equal to zero. For the
case of non-zero Ry, Hajek and Pursley commented that finding cardinality bounds
appears to be considerably more difficult. The inner bound of Cover and van der
Meulen was however later improved by Marton. A Carathéodory-type argument
results in a cardinality bound of [V||X'|+1 on ||, and a cardinality bound of ||| X|+1
on |V| for Marton’s inner bound. This does not lead to fixed cardinality bounds on
the auxiliary random variables U and V. A main result of this chapter is to prove that
the subset of Marton’s inner bound defined by imposing extra constraints [U| < |X],
V| < |X], W] < |X|+4 and H(X|UVIWW) = 0 is identical to Marton’s inner bound.
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Chapter 7

New cardinality bounds

7.1 The proof technique at an intuitive level

In this section, we demonstrate the use of the “perturbation method” at an in-
tuitive level. In the following discussion, we will repeatedly make use of the follow-
ing observation: consider an arbitrary set of finite random variables X, Xs, ..., X,
jointly distributed according to po(z1, s, ...,x,). One can represent a perturba-
tion of this joint distribution by a vector consisting of the first derivative of the
individual probabilities po(xy, zo,...,z,) for all values of xy, xs, ..., x,. We how-
ever suggest the following perturbation that can be represented by a real valued
random variable, L, jointly distributed by Xi, Xs, ..., X,, and satisfying E[L] = 0,
}E[L|X1 =21, X0 =129,.... X, = an < oo for all values of x1, xa, ..., Tp:

pe()?l = T, ,)?n = .fL'n) = pU(Xl = T, 7Xn = xn)(l—l—eE[L]Xl =T, 7Xn = mn])

where € is a real number in some interval [—€;,€]. Random variable L is a canonical
way of representing the direction of perturbation since given any subset of indices I C
{1,2,3,...,n}, one can verify that the following equation for the marginal distribution
of random variables )?z fori € I:

pe<55i61 = Tier) = po(Xier = Tier) - (1 + e E[L| X = Jiz‘el])-

Furthermore for any set of indices I C {1,2,3,...,n}, the second derivative of the
joint entropy of random variables X; for ¢ € [ as a function of € is related to the
problem of MMSE estimation of L from X,¢;:

0? >

@ (XZ'EI) ‘620: —loge E[E[L|XZ€[]2:|

In order to show the essence of the proof while avoiding the unnecessary details,

we consider a simpler problem that is different from the problem at hand, although
it will be used in the later proofs.
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Given a broadcast channel ¢(y, z|z) and an input distribution p(x), let us consider
the problem of finding the supremum of

H(UY)+ I(V; Z) = I(U; V) + A(U:Y) +~4I(V; Z)

over all joint distributions p(uv|z)p(x)q(y, z|x) where A\ and v are arbitrary non-
negative reals, and auxiliary random variables U, V have alphabets satisfying || < S,
and |V| < S, for some natural numbers S, and S,. For this problem, we would like to
show that it suffices to take the maximum over random variables U and V with the
cardinality bounds of min(|X|, S,) and min(|X|,S,). It suffices to prove the following
lemma:

Lemma 3. Given an arbitrary broadcast channel ¢(y, z|x), an arbitrary input dis-
tribution p(z), non-negative reals A\ and 7, and natural numbers S, and S, where
S. > |X| the following holds:

sup HU;Y)+1I(V;2) = I(U; V) + MU Y)+~1(V; Z) =
UV —=X—Y Z;U|<Su;|VI<Sy
[U;Y)+ 1(V;Z) — I(U; V) + M(U;Y) +~1(V; Z),
where random variables 17 XA/ )? 37 Z satisty the following properties: the Markov
chain UV —» X = YZ holds; the joint distribution of X Y 7 is the same as the
joint distribution of X,Y, Z, and furthermore |Z/l| < Sy, |V| < S,.

Proof. Since the cardinalities of U and V' are bounded, one can show that the
supremum of [(U;Y) + I[(V;Z) — I(U; V) + M(U;Y) + vI(V; Z) is a maximum?,
and is obtained at some joint distribution po(u,v,z,y,2) = po(u,v,z)q(y, z|x). If

|U| < Sy, one can finish the proof by setting ([7, V. XY, 2) = (U,V,X,Y,Z). One
can also easily show the existence of appropriate ((7 , ‘7, X , 17, Z ) if p(u) = 0 for some
u € U. Therefore assume that || = S, and p(u) # 0 for all u € U. Take an arbitrary
non-zero function L : U x ¥V x X — R where E[L(U,V, X)|X]=0. Let us then L perturb
the joint distribution of U, V, X, Y, Z by defining random variables U V X Y and Z
distributed according to

~

pe(U:u,V:v,)?:x,?:y,Zzz):
pU=uV=uvX=xY=y2=z):
(1+6-E[L(U,V,X)|U:u,V:v,X:x,Y:y,Z:z]),

1Since the ranges of all the involving random variables are limited and the conditional mutual
information function is continuous, the set of admissible joint probability distributions p(u,v,x,y, 2)
where I(UV;YZ|X) = 0 and p(y,z,z) = q(y, z|z)p(x) will be a compact set (when viewed as a
subset of the Euclidean space). The fact that mutual information function is continuous implies
that the union over random variables U, V, XY, Z satisfying the cardinality bounds, having the
joint distribution p(u, v, x,y, z) = p(u, v|x)p(x)q(y, z|x), of (U;Y)+I(V;Z)—I(U;V)+XI(U;Y) +
~I(V; Z) is a compact set, and thus closed.
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or equivalently according to

~

pﬁ(U:u7‘7:U75€:xa?:y72:Z):
po(U=uV=0v,X=2Y=yZ=2z)(1+e L(u,v,2)) =
po(U:u,V:U,X:x)q(Y:y,Z:z|X:x)(l € L(u, ))

The parameter € is a real number that can take its value in [—€;, €] where € and
€y are some positive reals representing the maximum and minimum values of ¢, i.e.
ming , . 1 — & - L(u,v,2) = ming, , ., 1 + & - L(u,v,2) = 0. Since L is a function of
U, V and X only, for any value of €, the Markov chain UV - X - YZ holds,
and p(Y = y,Z = 2|X = x) is equal to ¢(Y = y,Z = z|X = z) for all x,y,z
where p(X = ) > 0. Furthermore E[L(U,V, X)|X] = 0 implies that the marginal
distribution of X is preserved by this perturbation. This is because

~

pE(X :93) :po(X :‘T> ) <1+6'E[L(U’V’X>|X :QS])

This further implies that the marginal distributions of Y and Z are also fixed. 2

The expression I(U;Y) + 1(V: Z) — I(U; V) + A(U;Y) + yI(V; Z) as a function
of € achieves its maximum at € = 0 (by our assumption). Therefore its first derivative
at € = 0 should be zero, and its second derivative should be less than or equal to zero.
Using Lemma 5, one can compute the first derivative and set it to zero, and thereby
get the following equation:

ILU; Y )+ 1(V5 Z2) = I (U; V) + M (U Y) +~1L(V; Z) = 0. (7.1)

In order to compute the second derivative, one can expand the expression as en-
tropy terms and use Lemma 5 to compute the second derivative for each term. We can
use the assumption that E[L(U, V, X)|X] = 0 (which implies E[L(U, V, X)|Y] = 0 and
E[L(U,V, X)|Z] = 0) to simplify the expression. In particular the second derivative of
H(Y) and H(Z) at ¢ = 0 would be equal to zero (as the marginal distributions of Y
and Z are preserved under the perturbation), the second derivative of I (ﬁ ; }/}) ate=0
will be equal to —loge-E[E[L(U,V, X)|UJ*] +loge-E[E[L(U, V, X)|UY?], the second
derivative of I(V:Z) at ¢ = 0 will be equal to — loge - E[E[L(U, V, X)|V]?] + loge -
E[E[L(U,V, X)|V Z]?], and the second derivative of —I(U; V) at € = 0 will be equal to
+loge-E[E[L(U,V, X)|U]?|+loge-E[E[L(U, V, X)|V]?| —log e- E[E[L(U, V, X)|UV]?.
Note that the second derivatives of I ((7 ,SA/) and [ (‘A/, 7 ) are always non-negative.
Since the second derivative of the expression I(ﬁ XA/) +I(I7 2) I(U V) +)\I(U Y)
”yI(V 7) at € = 0 must be non-positive, the second derivative of I(U;Y)+1(V;Z) —

I (U V) must be non-positive at € = 0. The second derivative of the latter ex-
pression is equal to +loge - E[E[L(U,V, X)|UY]?] + loge - E[E[L(U,V, X)|VZ]?] —

2The terms E[L(U,V, X)|Y] = 0 and E[L(U,V, X)|Z] = 0 must be zero if E[L(U,V, X)|X] =0
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loge - E[E[L(U,V,X)|UV]?. Hence we conclude that for any non-zero function L :
UxV xX — R where E[L(U,V, X)|X] = 0 we must have:

E[E[L(U,V, X)|UY?] + E[E[L(U,V, X)|V Z}] — E[E[L(U,V, X)|[UV]*)] <0. (7.2)

Next, take an arbitrary non-zero function L' : U — R where E[L'(U)|X] = 0.
Since |U| = S, > |X|, such a non-zero function L exists. Note that the direction of
perturbation L’ being only a function of U implies that

plU=uV =08 =2,V =y, 7 =2) =
pU = wpo(V =0, X =2,Y =y, 2 = 2|U = u)

In other words, the perturbation only changes the marginal distribution of U, but
preserves the conditional distribution of po(V = v, X =2,V =y, Z = z|U = u).
Note that

E[E[L'(U)|UV]] = E[E[L'(U)|UY]] = E[L'(U)*].

This implies that E[E[L'(U)|V Z]?] should be non-positive. But this can happen
only when E[L(U)|VZ] = 0. Therefore any arbitrary function L' : &4/ — R where
E[L(U)|X] = 0 must also satisfy E[L'(U)|VZ] = 0. In other words, any arbitrary
direction of perturbation L’ that is a function of U and preserves the marginal distri-
bution of X, must also preserve the marginal distribution of V2 3 R R

We next show that the expression I(U; Y)+I(V; Z)—1(U; V)+N(U;Y)+~v1(V; Z)

as a function of € is constant.* Using the last part of Lemma 5, one can write:

I(U:Y) =

I(U;Y) +e-I(U;Y) = E[r(e-E[L|U))] —E[r(e-E[L|Y])] +E[r(e-E[L|UY])] =
I(U;Y) +e- I(U;Y), (7.3)
where r(x (1 + x)log(1l + x). Equation (7.3) holds because E[L|Y] = 0 and

) =
E[L|U] = E[L|UY]. Similarly using the last part of Lemma 5, one can write:

I(U:V) =
I(U; V) +e-I(U; V) = E[r(e-E[L|U))] — E[r(e- BILIV])] + E[r(e- E[LIUV])] =
I(U; V) +e- I,(U;V) (7.4)

where r(z) = (1 + x)log(l + z). Equation (7.4) holds because E[L|V] = 0 and
E[L|U] = E[L|UV]. One can similarly show that the term I(V'; Z) can be written as

~

3Note that p(V =v,2Z = 2) = po(V =0, Z = 2) - (1+€e-EBLUV,X)|V =v,Z=2]) =py(V =
v, 7 = z).

4The author would like to thank Chandra Nair for suggesting this shortcut to simplify the original
proof.
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I(V;Z)+e-I,(V;Z) = 0. Therefore the expression I(U;Y) + I(V:Z) — I(U; V) +
MUY )+~1(V; Z) as a function of € is equal to

HU;Y)+ I(V;2) = I(U; V) + MU Y) +yIL(V; Z)+
e (ILU;Y)+ I.(V; Z) = IL(U; V) + M (U;Y) +4IL(V; 2)). (7.5)

Equation (7.1) implies that this expression is equal to I(U;Y)+I(V;Z) —I(U; V) +
MU Y)+~I1(V; Z).

Therefore the expression I(U;Y )+ 1(V; Z) — I(U; V) + M(U;Y) +~41(V: Z) as a
function of € is constant. Since the functign L' is non-zero, setting e = —€; or € = &
will result in a marginal distribution on U with a smaller support than U since the
marginal distribution of U is being perturbed as follows:

~

pe(U =u) =po(U =) (1+eL(u)).

This perturbation does not increase the support and would decrease it by at least one
when € is at its maximum or minimum, i.e. when € = —¢; or € = €. Therefore one is
able to define a random variable with a smaller cardinality as that of U while leaving
the value of I(U;Y) + I(V;2) — I(U; V) + M(U;Y) +vI(V; Z) unaffected.

Discussion: Aside from establishing cardinality bounds, the above argument im-
plies that if the maximum of I(U;Y) + I[(V;Z2) — I(U; V) + M(U;Y) +~vI1(V; Z)
is obtained at some joint distribution pgy(u,v,z,y, 2) = po(u, v, x)q(y, z|z), equations
(7.1) and (7.2) must hold for any non-zero function L : U x V x X — R where
E[L(U,V, X)|X] = 0. The proof used these properties to a limited extent.

7.2 Definitions and Notation

Let R denote the set of real numbers. All the logarithms throughout this chapter
are in base two, unless stated otherwise. Let C(q(y, z|z)) denote the capacity region
of the broadcast channel ¢(y, z|x). We use X1, to denote (X1, Xo, ..., X); similarly
we use Y1 and Zy to denote (Y1, Y5, ..., Yy) and (Zy, Zs, ..., Zi) respectively.

Definition 14. For two vectors U_1> and v_2> in R?, we say v_1> > v_2> if and only if
each coordinate of 77 is greater than or equal to the corresponding coordinate of v5.
For a set A C R the down-set A(A) is defined as: A(A) = {7 e R : ¥ <
W for some W € A},

Definition 15. Let Cy;(q(y, z|x)) denote Marton’s inner bound on the channel ¢(y, z|x).
Cr(q(y, z|x)) is defined as the union over of non-negative triples (Ry, Ry, Ry) satis-
fying equations (6.1), (6.2), (6.3) and (6.4) over random variables U, V. W, XY, Z,
having the joint distribution p(u,v,w,x,y,z) = p(u,v,w,x)q(y, z|x). Please note
that the auxiliary random variables U,V and W may be discrete or continuous ran-
dom variables.
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Definition 16. Let Cy_1(q(y, z|z)) be a subset of R® defined as the union of

A (IW;Y), [(W; 2), [UW;Y), [(VW; Z),
LU Y|[W) + I(V; ZW) — [(U; VW) + I(W;Y),
H(U;Y|W) + I(V; ZIW) — I(U; VIW) + [(W; 2)) }),

over random variables U, V, W, X, Y, Z  having the joint distribution p(u, v, w, x,y, z) =
p(u,v,w,z)q(y, z|z). Note that the region Cp_r(q(y, z|x)) specifies Car(q(y, z|x)),
since given any p(u,v,w,x,y,z) = p(u,v,w,x)q(y, z|z) the corresponding vector in
Cn—1(q(y, z|)) is providing the values for the left hand side of the 6 inequalities that
define the region Cps(q(y, z|z)). Car—1(q(y, z|z)) is defined as a subset of R, and not
RS for technical reasons that will become clear later.

Definition 17. The region C5#°***(¢(y, z|x)) is defined as the union of non-negative
triples (Ro, R, Rs) satisfying equations (6.1), (6.2), (6.3) and (6.4), over discrete ran-
dom variables U, V, W, XY, Z satisfying the cardinality bounds |U| < S,, [V| < S,
and [W| < S,,, and having the joint distribution p(u, v, w, z,y, 2) = p(u, v, w, z)q(y, z|z).
Note that C;°"5 (q(y, z|z)) C Cf/},"s”c’s{“(q(y,zw)) whenever S, < S/, S, < S/ and
Sw < S.,.

The region Cy"%" (q(y, z|x)) is defined as the union of the 6-tuple mentioned in
Definition 16. Note that the region C5°"5* (q(y, z|z)) specifies Co% (q(y, z|x)),
over discrete random variables U, V, W, XY, Z satisfying the cardinality bounds [/| <
Suy V| < S, and [W| < Sy, and having the joint distribution p(u,v,w,z,y,z) =
ploty 0, 0, 2)q(y, 712).

Definition 18. Let Z(q(y, z|z)) be equal to C}\f"lxl"xlﬁ(q(y, z|z)), and Z1(q(y, z|z))
be equal to le\iftlfl"le(q(y, z|z)).

The region € (q(y, z|z)) is defined as the union over discrete random variables
U, V,W,X,Y, Z satisfying the cardinality bounds |[U| < |X], |V| < |X| and [W| <
|X| + 4, and having the joint distribution p(u,v,w,z,y,2) = p(u,v,w,z)q(y, z|)
for which H(X|UVW) = 0, of non-negative triples (Ro, R1, R2) satisfying equations
(6.1), (6.2), (6.3) and (6.4). Please note that the definition of € (¢q(y, z|z)) differs from
that of Z(q(y, z|z)) since we have imposed the extra constraint H(X|UVW) = 0
on the auxiliaries. %€(q(y, z|z)) is a computable subset of the region Cp/(q(y, z|x)).
The region %7(q(y, z|z)) is defined similar to -Z;(q(y, z|x)) but by adding the extra
constraint H(X|UVW) = 0 on the auxiliaries.

Definition 19. Given any finite random variable X, and real valued random variable
L where |E[L|X = z]| < oo for all z € X, H,(X) is defined as

Zp E[L|X = z]log

reX

p(X =1)
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The motivation for defining Hy(X) will become clear later. Note that Hp(X) is
linear in E[L|X = z] and in L, and can in general become negative. If L is a constant
random variable equal to 1, Hy(X) reduces to the Shannon’s entropy.

Given finite random variables X and Y, and real valued random variable L where
[E[LIX = 2,Y =y]| <ocoforall z € X and y € ¥, H(X|Y) and I (X;Y) are
defined as follows: Hr(X|Y) =3 .y, p(Y =y)H(X[Y = y), where

1
Hy(X|Y =y) = _p(X =alV = y)BILIX = 2.V = y]log _mr—ers,
TeEX

and

pX =z,Y =y)
IL(X;Y) = p(X =2,Y =y)E[L|X = 2,Y = y|log _
x,yg,w p(X =z)p(Y =y)

It can be verified that I,(X;Y) = Hp(X) — H(X|Y) = HL(Y) — HL(Y|X).

7.3 Statement of the result

Theorem 10. For any arbitrary broadcast channel ¢(y, z|z), the closure of Cy/(q(y, z|x))
is equal to € (q(y, z|x)).

Corollary 1. Cp(q(y, z|z)) is closed since €' (q(y, z|z)) is also a subset of Car(q(y, z|x)).

Lemma 4. For any arbitrary natural numbers 5,, S, and S, the following state-
ments hold:

. Cf/}“_sf’sw(q(y, z|z)) is a closed subset of RY;

o C3r5Sv (g(y, 2|7)) is a subset of Coi Y (g(y, 2|2));

. C}i}“_sf"ﬂﬂ(q(y,zm» is convex.

Lemma 5. Given any finite random variable X, and real valued random variable L
where |E[L|X = z]| < oo for all 2 € X, and E[L] = 0, let random variable X be
defined on the same alphabet as X according to pe()A( =z)=py(X =2) (1+¢-
E[L|X = z]), where € is a real number in the interval [—€;,&)]. € and & are positive
reals for which min, 1 — €, - E[L|X = 2] > 0 and min, 1 + & - E[L|X = 2] > 0 hold.
Then

1. H(X) |e—o= H(X), and & H(X) |e=o= Hp(X).
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2. Ve € (—€1, &), g—;H()A() = —log e-E[%} = —log(e)-1(€) where the Fisher

~

2
Information I(e) is defined as I(e) = ), <% log, (pe()A( = :1:))) Pe(X =z). In
particular 25 H(X) |.—o= —loge - E[E[L|X]?].

3. H()?) = H(X) + eH(X) — E[r(e- E[L|X])] where r(z) = (1 + z)log(1 + ).

7.3.1 Proofs

Proof of Theorem 10: In Appendices II and III of section 7.3.2, we prove that the
closure of Cpr(q(y, z|x)) is equal to the closure of g, g 5. >0 Cl 5 (g(y, 2|z)), and
that € (q(y, z|z)) is equal to Z(q(y, z|x)). Therefore we need to show that the closure

of
U ™ (y 2[x))
Su,Sv,Sw>0

is equal to Z(q(y, z|z)). It suffices to prove that Z(q(y, z|z)) is closed, and that for
any arbitrary natural numbers S,,, S, and S,,, Cy*"°"* (q(y, z|x)) € ZL(q(y, z|z)). The
former can be proven using Lemma 4 according to which the region Z7(q(y, z|z)) is

closed.® To show the latter, it suffices to prove that Cy"*" (q(y, z|x)) € L1 (q(y, z|z)).

Lemma 4 shows that the regions Cy 5% (q(y, z|x)) and % (q(y, z|x)) are closed.
Lemma 4 implies that the region .Z7(q(y, z|x)) is convex. In order to prove that
Cf}f}“’”qw(q(y, z|x)) is a subset of Z1(q(y, z|x)), it suffices to show that for any sup-

porting hyperplane of Cff;sf’sw (q(y, z|x)), the half-space delimited by the hyperplane

which contains Cy"*" (q(y, z|x)) is contained in the corresponding half-space for

Zi(qly, z|x)).7

°The region .Z;(q(y,z|z)) determines #Z(q(y,z|x)). In order to show that the closedness of
Z1(q(y, z|z)) implies the closedness of Z(q(y, z|z)), take a convergent sequence (Rg;, R1,i, R2,)
in Z(q(y,z|z)). We would like to show that (Ro, R1,R2) = lim; o (Ro,i, R1,, R2;) belongs to
Z(q(y, z|x)). The six-tuple (Ro, Ro,i, Ro,i + Ri,i, Roi + Rai, Roi + Rii + Rai, Roi + Rii + Rai)
is in Z1(q(y, z|z)). Since Z7(q(y, z|x)) is closed, lim; o0 (Ro,i; Ro,i, Ro,i + Ri4, Ro,i + Rei, Ro,i +
Rii+ Ry, Roi+ Rii+ Ry) = (Ro, Ro, Ro + Ri, Ro + Ry, Ro + Ry + Ry, Ry + Ry + Ry) is also in
Z1(q(y, z|z)). Thus, (Ro, R1, R2) = lim;_,oo (R0, R1,4, R2,;) belongs to £ (q(y, z|z)).

6This is true because (R, R1, R2) being in Cf;’s“’s“’ (q(y, z|x)) implies that (R, Ro, Ro+R1, Ro+
Ro, Ry + R1 + Ra, Ry + Ry + Ry) is in ijﬁ“’Sw (q(y, z|x)). If Ci}ﬂb}”s“’ (q(y, z|x)) is a subset of
Z1(q(y, z|z)), the latter point would belong to Z7(q(y, z|z)). Therefore (Rg, R1, R2) belongs to
Z(q(y, z|x)).

"This is because the closed convex set .Z7(q(y,z|z)) can be expressed as the intersection of
its supporting half-spaces, i.e. (R1,Ra,...,Rs) € Zr(q(y,z|z)) if and only if for any A1, Mg, ...,
A6, Zle AiR; is less than or equal to the maximum of Z?:l MR} over triples (R}, RS, ..., Rg) in
Z1(q(y, z|z)). Thus Cf/l_s}s (q(y, z|z)) is a subset of .Z1(q(y, z|x)) if and only if the maximum
of Z?:1 AR} over triples (R}, RS, ..., Rg) in CJS;;LSI“’S"” (q(y, z|x)) is less than or equal to the same
maximum over Z7(q(y, z|x)).

[=>]
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A supporting hyperplane of C%ﬂ”’sw (q(y, z|z)) is identified with constants A1, Ag,

.., A¢ and the maximum of 3°0_ \; R over triples (R}, Ry, ..., R) in Cy5%" (q(y, 2|z)).
We must have \; > 0 for 2 = 1,2, ..., 6, since if \; is negative, R; can be made to con-
verge to —oo causing Z?:l AR to converge to oo, and hence not finite. Our goal
is therefore to show that for any non-negative values of \; (i = 1,2, ...,6), the maxi-
mum of 3% \;R} over C350% (q(y, z|z)) is less than or equal to the corresponding
maximum over .Z;(q(y, z|x)).

First consider the case where A\; = A\¢ = 0. Let (R, Ry, ..., Rg) be a point in
ClwSv5v (g(y, z|)) where the maximum of Y30 N, R} over Cy " (q(y, z|z)) is ob-
tained. Corresponding to (Ry, Rs, ..., Rg) is at least one joint distribution
po(u, v, w, x,y, z) = po(u,v,w, z)q(y, z|x) on U, V,W, X, Y, Z where |U| < S,, |V| < S,
and [W| < S, and furthermore the following equalities are satisfied: Ry < I(W;Y),
Ry < I(W;Z), Ry < I(UW;Y), ... etc. The maximum of >0 MR, = Z?Zl iR,
over Co5% (q(y, z|x)) must be then equal to Ay - I(W;Y) + Ay - I(W; Z) + Ag -
IUW:;Y) 4+ - I(VW; Z). Let U=V = X. Clearly I(UW;Y) < I(UW;Y) and
I(VW;Z) < I(VW:Z). Hence the maximum of S0 AR, over Cr e (qly, 2|x))
would be less than or equal to the maximum of Zle iR} over

le\)ﬂ‘;vl’s“’ (q(y, z|z)). The latter is itself less than or equal to the maximum of 320  \; R!

over Cﬁt'f("m’%(q(
X¢ = 0.

Next consider the case when either A5 > 0 or A\ > 0, or both: we proceed by
proving the following three equations:

y,z|x)) by Lemma 4. This implies the desired result when \5 =

6 6
max MR < max > AR (7.6)
(Ry,...RE)EC S5 (q(y.21x)) S5 (R}, RE)ECKTIT05 (q(y 2]0)) S5
6 6
max Z MR < max Z A\ R (7.7)
(R} R ECT P05 (q(y,212)) 5 (R} s RE)ECH VXI5 (q(y,2]2)) 3
6 6
max Z AR < max Z N R; (7.8)
(R} s R ECK XIS (q(y 2]0)) S5 (R}, R ECH MDA (4 212))

The proof for equation (7.6) is provided in Appendix I of section 7.3.2. The proof for
equation (7.7) is similar. Equation (7.8) follows from Lemma 4.
|
Proof of Lemma 4: We begin by proving that the region Cf};‘s}“"%(q(y,dx)) is
closed. Since the ranges of all the involving random variables are limited and the
conditional mutual information function is continuous, the set of admissible joint
probability distributions p(u, v, w, x,y, z) where (UVW;Y Z|X) = 0 and p(y, z|x) =
q(y, z|z) will be a compact set (when viewed as a subset of the Euclidean space).
The fact that mutual information function is continuous implies that the union over
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random variables U, V., W, XY, Z satisfying the cardinality bounds, having the joint
distribution p(u, v, w, x,y, z) = p(u,v,w, x)q(y, z|x), of the six-tuples

(I(W; Y), I(W; Z), (UW;Y),[(VW; Z),
LU Y|W) + I(V; ZW) = I(U; VIW) + I(W;Y),

LU Y|W) + I(V; Z|W) = I(U; VIW) + T(W; Z))

is a compact set. Since the down-set of any compact set in RS is closed®, the region

ClwSvSw (g(y, z|2)) must be closed.

Next we prove that ;%% (q(y, z|z)) is a subset of C} q(y, z|x)). Take an

arbitrary point (Ry, Ry, ..., Rg) in Cr5%" (q(y, 2|x)). Corresponding to (Ry, ..., Rg)
is at least one joint distribution po(u, v, w,x,y, z) = po(u, v, w, x)q(y, z|x) on
UV, W, XY, Z where U] < S,, V] < S, and [W| < S, and furthermore the
following equations are satisfied: Ry < I(W;Y), Ry < I(W;Z), Ry < I(UW;Y),
. etc. Without loss of generality, assume that p(W = w) > 0 for all w. We define
U ,Af/ and W on the same alphabet as U, V and W but will however ensure that
p(W = w) # 0 for at most |X'| + 4 values of w. Random variables U, V' and W that
we will define are jointly distributed with X,Y, Z in a way that

Su Sv, |XH—4( (

The Markov chain UVIWX — X —YZ holds;

pU=uV=0,X=z|W=w)=pU=uV =0X=z|W=w): (7.9)
I(W;Y) = I[(W;Y):;
[(W;2) = I(W; Z);
[(U:Y|W) = I(U; Y |W);
IV Z|W) = I(V; Z|W);
[(U; VW) < I(U: V|W).

Please note that proving the existence of random variables ﬁ V and W with the above
properties implies that the point (Ry, Rs, ..., Rg) belongs to CS S |X|+4( (y, z|z)).
Given that we would like impose the equation p(U —u,V=0X= x|W =w) =
p(U =,V =v,X = z|W = w), defining the marginal distribution of p(W w)
would completely characterize the joint distribution p(fj = u, V= v, W= w, X = ).

8In order to show this, let 4 C R® be a compact set. Take a convergent sequence of points vq, v,
.. in A(A). We would like to show that ¥ = lim; o v; is in A(A). Corresponding to v; is a point
w; in A where w; > v;. Since A is compact the sequence w; has a convergent subsequence, the limit
point of which belongs to A. Let w denote this limit point. Clearly @ > 7, hence 7 is in A(A).
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In order to define the elements of the vector w — p(W = w), we first identify the
properties that this vector needs to satisfy, and then pin down an appropriate vector
that has only |X| 4 4 non-zero elements.

—~

To make sure that the elements of the vector w — p(W = w) correspond to a
probability distribution, we impose the following two constraints:

—~

p(W=w)>0 Vuw; (7.10)
> p(W =w) =1. (7.11)

Since we require that p(X = x]/VIV/ =w) = p(X = z|W = w), p(W = w) must also
satisfy the consistency equation

S (X = W = w)p(W = w) = p(X = z) = (7.12)

Zp(X =z|W = w)p(W =w) V.

As long as these three equations hold, the joint distribution of p((N] = u, V= v, W=
w, X = z) will be well defined. Equation (7.12) seems to be imposing |X| equations

on p(ﬁ// = w). But in fact, one of these equations is a linear combination of the rest
and equation (7.11); thus it is redundant. This is because ) p(X = z|W =w) = 1.

Therefore the equation (7.12) imposes |X| — 1 constraints on p(W = w).
Next, in order to enforce I(W;Y) = I(W;Y'), we require

Zp HY|W = w) = Zp HY|W = w). (7.13)

Please note that because of equation (7.9), H(Y|W =w) = H(Y|W = w). Similarly
in order to enforce I(W; Z) = I(W; Z), we require

Zp H(ZIW =w) = Zp H(Z|W = w). (7.14)
For I(U;Y|W) = I(U; Y|W) and I(V; Z|W) = I(V; Z|W), we require
Zp LU YW =w) = Zp I(U; YW = w), (7.15)

and

Zp IV Z|W =w) = Zp I(V: Z|W = w). (7.16)
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Please note that because of equation (7.9), I(U:Y|W =w) = I(U;Y|W = w) and
IV ZIW = w) = 1(V; ZIW = w).
In order to enforce I(U; VW) < I(U; V|W), we require

Zp I(U: VIW = w) <Zp w)[(U; V|W = w). (7.17)

Because of equation (7.9), I(U; 17|/Wv =w)=1(U;VIW =w).

The rest of the proof is based on the technique of Fenchel to strengthen the
Carathéodory theorem. The region formed by equations (7.10), (7.11), (7.12), (7.13),
(7.14), (7.15) and (7.16) contains the vector w — p(W = w). The vector w
p(W = w) further lies in the half space defined by equation (7.17). We can write the
vector w +— p(W = w) as the convex combination of extreme points of the region
formed by equations (7.10), (7.11), (7.12), (7.13), (7.14), (7.15) and (7.16). Since
w +— p(W = w) is in the half space, it must be the case that at least one of these
extreme points satisfies equation (7.17). Any such extreme point can have at most
|X'| + 4 non-negative elements. This is because any extreme point must satisfy with
equality at least |[W)| of the equations (7.10), (7.11), (7.12), (7.13), (7.14), (7.15) and
(7.16). The number of equations that do not enforce one of the elements of the vector
w — p(W = w) to zero is |X| + 4. Therefore at least |[W| — |X| — 4 coordinates of
an extreme point must be zero. Hence the number of non-zero elements is at most
|X| + 4.

It remains to prove that the last part of Lemma 4 is true, i.e. that

S, S, | X|+4
Cor Sl M gy, 2|2))

SvSw< Su,Sy |X|+4(

is convex. Since Cr q(y, z|z)) is a subset of C; q(y, z|z)), it suffices to
show that Us Y CS SuSe (0(y, z|2)) is convex. Take two arbitrary points (R, Rs, ..., Rg)
and (Rl,RQ, ..., Rg) in Us, >0 Co%5e (q(y, z|z)). Corresponding to (Ry, ..., Rg) and
(Rl, . R6) are joint distributions po(u v, W, T, Y, 2 ) —po(u,v,w,x)q(y,szV) on
Where |L[ | \Z/l | = Su, |V| |V| = S, and furthermore the followrng equatlons
are satisfied: R, < I(W;Y), Ry < I(W;Z), Ry < I(UW;Y), . LRy < I(W:Y),
Ro < I(W:Z), Ry < I(UW;Y),...

Without loss of generality we can assume that

(U, V,W.,X,Y,Z)

and
(UVWXYZ)

AN AN T~ A A A

ously defined random variables. Let (U, V, W, XY, Z) beequal to (U,V,IWQ, X,Y, Z)



120

when Q = 0, and equal to (U v, WQ XY, Z) when Q = 1. One can verify that
pY =y 7 =2|X =2) =qV =y, 7 = 2|X = 1), I(UVW YZ|X) = 0, and

furthermore

1~ ~
I(W;Y)+§I(W;Y);

1~ ~
I(W;Z)+§I(W; Z);

1 o~ ~
IUW;Y) + S I(OW:Y);

Hence (3R + %E, TRy + %E;, 3R + %R ) belongs to (Jg, >, C ClwSvSw (g (y, z|z)).
Thus

SusSv,Sw SusSu,| X |+4 .
Us, >0 Cor 77 (q(y, z|2)) = Cyi 1 (q(y, z|z)) is convex.

Proof of Lemma 5: The equation H(X) = H(X) + eHp(X) — Elr(e - E[L|X])]
where r(z) = (1 + x)log(1 + z) is true because:

Zpe ) log pe(Z
— —ZPO(?)(l +e-E[LIX = 57\]) -log (po(’x\) . (1 +e-E[LIX = f]))

— S @+ e B = 2) - [tog (@) +1og (14 ¢ Bz =)

T

= H(X)—€> po(@)E[L|X = 7]log (PO(@) -

Zpo (1+¢e-E[L|X =7]) - log (1 +e-E[LIX = f])
:H(X)—i—eHL(X) —E[r(e- E[L|X])].

Next, note that 7(0) = 0, Zr(z) = log(1+z) +log(e) and 2 2 r(z) = log(e) . We have:

0

S-H(X) = Hy(X) — E[E[L|X]{log(1 + ¢ E[L|X]) + loge}] =

H,,(X) — E[E[LIX] log(1 + ¢ - B[LX])],
where at € = 0 is equal to Hp(X).
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15} r(x)=(1+x)log(1+x)

0.5

Figure 7.1: Plot of the convex function r(z) = (1 + x)lo x) over the interval

g(l +
[—1,1]. Note that r(0) = 0, Zr(z) = log(1 + =) + log(e) and Zr(z) = &< > 0.

Next, we have:

aa: H(X) = —%E[E[MX] log(1 + € - E[L|X])]
E[L|X]?
~ BB gy o) = s Bl e

On the other hand,

~

10 =3 (1080 =) 5% =) =

T

5 (row. (X =21 (1 e BILIX =21)) ) (X =) (15 € BlLIX = ) =

x

2 (%loge (1+e¢ E[LIX = :1:])) po(X =x)- (1 +e E[LIX =z]) =

T

2. <1 +IE[LH|1‘,)[(LI}QC]_ x]) po(X =) (14 E[LIX =a]) =

E[L|X = 2]? N E[L|X]?
Zx: 1+6-E[L|X:x]pO(X_x) _E[He-E[LlX]]
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7.3.2 Appendix
Appendix I

In this appendix we prove equation (7.6) assuming that A5 > 0 or Ag > 0, or both.
Let (Ry, Ry, ..., Rs) be a point in Cyi5* (q(y, z|z)) where the maximum of 30 AR}
over Coi% S“’( (y, z|r)) is obtained.? Corresponding to (Ry, Ry, ..., Rg) is at least one
joint dlstrlbution po(u,v,w,z,y,2) = po(u,v,w,x)q(y, z|x) on U, V,W, X, Y, Z where
Ul < S., V| <85, and [W| < S, and furthermore the following inequalities are
satisflied: Ry < I(W:Y), Ry < I(W;Z), Ry < I(UW;Y), ... etc. Maximum of
S0 AR, over CS“ v (0(y, z|2)) must be then equal to A - I(W;Y )+ Ay I(W; Z) +
A3 I(UW; Y)+)\4 I(VW;Z)+)\5~(I(U;Y|W)+I(V;Z|W)—I(U;V|W)+I(W;Y))+
Xe (L(U;YIW)+I(V; Z|W) — (U VIW)+I1(W;Z)). We would like to define random

~ o~ e~ o~ o~

variables U, V, W, X, Y and Z jointly distributed according to p(@, v, @, Z)q(7, 2|7),
and satisfying the followmg properties:

o M I(W:Y) 4 o - I(W; Z) 4 Ag- I{UW;Y) + M- VW Z) + \s - (L(U; Y|W) +
IV ZIW)=I(U; VIW)+I(W; YY)+ X6 (L(U; Y W)+ L(V; Z|W) = I(U; VIW) +
I(W; Z)) is less than or equal to A; - (W Y) + Ao (W Z) + As - (UW Y)+
Ag - I(VW Z) +)\5 ( (U Y|W) —i—](V Z]W) —[(U V|W) +I(W Y)) + Xg -
(1 (U Y|W) —i—I(V Z]W) (U V\W) —i—I(W Z))

o U] =|X|
o V=Vl
o (W=

Instead of finding U that takes values in a set of size at most | X], it however suffices
to find an appropriate U such that for any w, the conditional distribution p(u|w) # 0
for at most |X| values of u.

We assume that random variables U, V., W, X, Y and Z are respectively defined
on the alphabets of U, V., W, X, Y and Z. Wlthout loss of generality assume p(W =

w) > 0 for all w € W. We assume that the joint distribution of W X,Y,Z is the

9Note that by Lemma 4, CS“"S“"S“’( (y, z|x)) is closed and furthermore ). A\; R; is bounded from
above when \; > 0. Hence maximum of ), A; R over the region Cs S S (q(y, z|z)) is well defined.

10Thls is true because Marton’s inner bound depends only on the condltlonal distribution of U
given W rather than the distribution of U itself. More specifically, assume that we are given a
random variable U such that for every w € W there is a subset Ay of the alphabet of U satisfying
|Ag| = |X|, and p( = u|W =w)=0if u ¢ Ap. Assume that Az = {ag 1,052,053, ..., 05, |X‘}
Define U’, a random variable taking values from the set {1,2,3, ..., [X[}, as follows: p(U' = Z\W =
@,V =0,X = :1:) = p(U = awZ\W =@,V =0,X = ). The alphabet of U’ is of size |X| and
furthermore I(U’; V|W) = I(U; V|W) and I(U’; Y|W) = I(U;?\W).
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same as that of W, X,Y, Z. Therefore I(W;Y) = I(W;Y) and I(W;Z) = I(W; Z).
We therefore need to define p(u, v|w, z) such that

o Forany we W, Ay [({U; YW = w) + Ay - I(V; Z|W = w) + \s - (L(U; YW =
w)+ I(V; ZIW =w) — I{U; VIW =w)) + X - (I (U Y\W—w) (V Z|W—
w)—=I(U; VW = w)) is less than or equal to - (U Y|W—w)+)\4 (V Z|W—
w)+As- (1 (U Y|W—w)—|—I(V Z|W—w) L(U: VIW = w))+Ag-(I({U; Y|W =
W)+ I(V; ZIW =w) — I(U; VIW = w)).

o V=1V
e For any w, p(U = u|W = w) # 0 for at most |X| values of w.

The above statement holds since Lemma 3 of Section 7.1 holds.

Appendix 11

In this appendix, we prove that the closure of Cps(q(y, z|z)) is equal to the closure

of Us, s,.5.50 Co%% (q(y, z|)). In order to show this it suffices to show that any

triple (Ro, R1, R2) in Cu(q(y, 2|x)) is a limit point of Ug, ¢ s, >0 Cy® 5 (q(y, 2|z)).
Since (R, Ry, R») is in Ca(q(y, z|)), random variables U, V, W, X, Y and Z for which
equations (6.1), (6.2), (6.3) and (6.4) are satisfied, exist. First assume U,V,W are
discrete random variables taking values in {1, 2,3, ...}. For any integer m, let U,,, V,,
and W, be truncated versions of U,V and W defined on {1,2,3,...,m} as follows:

U, Vi and W are jointly distributed according to p(U,, = u, V,, = v,W,, = w) =
p(U=u,V=uv,W=w)
p(U<m,V<m,W<m

for every u, v and w less than or equal to m. Further assume that
ij Y,, and Z are random variables defined on X, ) and Z where p(Y,, =y, Z,,
2, Xm = 2|Up = u,Vy, = 0, W,, = w) =p(Y =9y, Z = 2,X = 2|U = u,V =
v, W = w) for every u, v and w less than or equal to m, and for every z, y and z.
Note that the joint distribution of U,,, V,,, Wi, X;n, Y, and Z,,, converges to that of
UV, W, XY and Z as m — oo. Therefore the mutual information terms I(W,,; Yy,),
I(Win; Zm), I(WyUp; Ya), ... (that define a region in Cy;™"™ (q(y, z|z))) converge to
the corresponding terms I(W;Y), I(W; Z), I(WU,;Y), ... Therefore (R, Ry, Rs) is
a limit point of g ¢ ¢ ¢ Com5e (g(y, 2|x)).

Next assume that some of the random variables U , V and W are continuous. Given
any positive ¢, one can quantize the continuous random variables to a precision ¢, and
get discrete random variables U,, V, and W,. We have already established that any
point in the Marton’s inner bound region corresponding to U,, V,, W,, X, Y, Z is a limit
point of Ug, 5 5,50 C5 5 (g(y, z|z)). The joint distribution of Uy, V,, W,, X,Y, Z
converges to that of U,V,W,X,Y,Z as q converges to zero. Therefore the corre-
sponding mutual information terms I(W,;Y,), I(Wy; Z,), I(W,U,;Y,), ... (that de-
fine a region in Cps(q(y, z|z))) converge to the corresponding terms I(W;Y'), I(W; Z),
I(WU;Y),.... Therefore (Ro, R1, ) is a limit point of Ug, ¢ ¢, >0 Co5e (g(y, z|z)).
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Appendix 111

In this appendix, we prove that € (q(y, z|z)) is equal to Z(q(y, z|x)). Clearly
€ (q(y, z|x)) is a subset of £ (q(y, z|x)). Therefore we need to show that £ (q(y, z|z)) C
% (q(y, z|z)). Instead we show that Z7(q(y, z|x)) C €1(q(y, z|z)).** Tt suffices to prove
that €7(q(y, z|z)) is convex, and that for any A;, Ag, ..., Ag, the maximum of Z?Zl AR
over triples (Ry, Ry, ..., Rg) in Z7(q(y, z|z)), is less than or equal to the maximum of
S0 MiR; over triples (Ry, Ry, ..., Rg) in €1(q(y, 2|)).

In order to show that %7(q(y, z|x)) is convex, we take two arbitrary points in
¢1(q(y, z|z)). Corresponding to them are joint distributions p(uy, vy, wy,z1,y1, 21)
and p(ug, Ve, Wa, T, Yo, 22). Let @ be a uniform binary random variable independent of
all previously defined random variables, and let U = Ug, V =V, W = (W, Q), X =
Xo, Y =Yg and Z = Zg. Clearly H(X|UVW) = 0, and furthermore I(W;Y) >
T (W Y1)+ I(Wa; o)), (W3 Z) > S(I(Wh; Z1) + 1(Wa; Z5)), ... Random variable
W is not however defined on an alphabet of size |X| + 4. However, one can reduce
the cardinality of W using the Carathéodory theorem (as in the proof of part two of
Lemma 4) by fixing p(u, v, z,y, z|w) and changing the marginal distribution of W in
a way that at most |X'| +4 elements get non-zero probability assigned to them. Since
we have preserved p(u, v, z,y, z|w) throughout the process, p(z|u, v, w) will remain to
belong to the set {0, 1} after reducing the cardinality of W.

Next, we need to show that for any A, g, ..., Ag, the maximum of Z?Zl AN R;
over triples (Ry, Ry, ..., Rg) in Z1(q(y, z|x)), is less than or equal to the maximum
of 329 MR; over triples (Ry, Ry, ..., Rg) in €1(q(y, z|z)). As discussed in the proof
of theorem 10, without loss of generality we can assume J; is non-negative for ¢ =
1,2,....6.

Take an arbitrary point (R, Ra, ..., Rg) in Z7(q(y, z|z)). By definition there exists
random variables U, V., W, X,Y and Z for which

6
S ONR S M IW3Y) + Mg - I(W5 2) + Ag - I(UW;Y) + Ay - I(VIW; Z) 4 (7.18)
=1

As - (LU Y W) + LV ZIW) = LU VIW) + T(W;Y))+
Xe (L(U;YIW) 4+ I(V; ZIW) = I(U; VIW) + 1(W; Z)).

Fix p(u,v,w). The right hand side of equation (7.18) would then be a convex
function of p(z|u,v,w).'* Therefore its maximum occurs at the extreme points

UThis is true because (Ro, R1, Ra) being in £(q(y, 2|z)) implies that (Ro, Ro, Ro + R1, Ro +
Ro, Ry + Ry + R2, Ry + Ry + Ro) is in Zr(q(y, z|z)). If L(q(y, z|x))(q(y, z|z)) is a subset of
€1(q(y, z|z)), the latter point would belong to €;(q(y, z|z)). Therefore (R, R1, R2) belongs to
% (q(y, z|x)).

12This is true because I(W;Y) is convex in the conditional distribution p(y|w); similarly
I(U;Y|W = w) is convex for any fixed value of w. The term I(U;V|W) that appears with a
negative sign is constant since the joint distribution of p(u,v,w) is fixed.
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AN N~ A~

U,V,W,X.,Y and Z exists for which
MAIWSY)+ X - I(W5 2) + ...
+ X (L(U;Y W)+ I(V; Z\W) = I(U; VIW) + I(W; Z)) <
A I(W:Y) 4+ A I(W: 2) + ...
+ X - (LU Y|W) + I(V; ZW) = I(U; VW) + [(W; Z))

and furthermore p(z|u,v,w) € {0, 1} for all z, u, v and W where p(u, v, w) > 0.
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Chapter 8

Follow up results

In this chapter we report the subsequent research that was done along the direction
of computing Marton’s inner bound. We prove various results that help to restrict
the search space for computing the sum-rate for Marton’s inner bound. For binary
input broadcast channels, we show that the computation can be further simplified
if we assume that Marton’s inner bound and the recent outer bound of Nair and El
Gamal match at the given channel. These results are used to show that the inner
and the outer bound do not match for some broadcast channels, thus establishing a
conjecture of [45]. We also show that unlike in the Gaussian case, for a degraded
broadcast channel even without a common message, Marton’s coding scheme without
a superposition variable is in general insufficient for obtaining the capacity region.
We end this chapter by mentioning a few other results that were left off because they
did not concern the computation of Marton’s inner bound. We establish the capacity
region along certain directions and show that it coincides with Marton’s inner bound.
We show that the Nair-El Gamal outer bound can be made fully computable. Lastly,
we discuss an idea that may lead to a larger inner bound.

8.1 Definitions and Notation

In this section, we provide other definitions we need for the rest of the dissertation.
Given random variables Ky, K» € {0,1,2,...,k — 1} for a natural number k, K; & K>
denotes (K7 + K3) mod k.

Definition 20. [46] Let Cyg(q(y, z|2)) denote the Nair-El Gamal outer bound on the
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channel ¢(y, z|z), defined as the set of non-negative rate triples (Ry, Ry, R2) satisfying

Ry <min{I(W;Y),I(W;Z)},
Ry + Ry < I{UW;Y),
Ry + Ry < I(VW: Z),
Ro+ R+ Ry < I(UW,Y) + I(V; ZIlUW),
Ro+ Ry + Ry < I(VW; Z) + I(U; Y|VW),

for some random variables (U, V, W, XY, Z) ~ p(u)p(v)p(w|u, v)p(x|u, v, w)q(y, z|x).

Definition 21. [30] Let Cy4, (q(y, z|x)) and Cq4,(¢(y, z|z)) denote the degraded message
set capacity regions, i.e. when R; = 0 and Ry = 0, respectively. The capacity region
Ca, (q(y, z|z)) is the set of of non-negative rate pairs (R, R2) satisfying

Ry + Ry < I(X; Z),

for some random variables (W, X,Y,Z) ~ p(w,z)q(y,z|x). The capacity region
Ca,(q(y, z|x)) is defined similarly.

Definition 22. The input symbols ¢ and x; are said to be indistinguishable by the
channel if ¢(y|zo) = q(y|x1) for all y, and q(z|zo) = ¢q(z|z1) for all z. A channel
q(y, z|z) is said to be irreducible if no two of its inputs symbols are indistinguishable
by the channel.

Definition 23. Let U = {uy, ug,...,upq}, V = {v1,...,vp} be finite sets, and & be
a deterministic mapping from U x V to X. One can represent the mapping by a
table having |/| rows and |V| columns; the rows are indexed by uy,us, ...., up, and
the columns are indexed by vy, vs, ..., v)y|. In the cell (4, j), we write &(u;,v;), for the
symbol z that (u;, v;) is being mapped to. The profile of the i*" row is defined to be a
vector of size |X| counting the number of occurrences of the elements of X in the ‘"
row. In other words if X = {x1,2,,..., 7%/}, the k" element of the profile of the i
row is the number of times that x;, shows up in the i** row of the table. The profile
of the j* column is defined similarly. Let the profile of the table to be a vector of
size (|U| + |V|)|X| formed by concatenating the profile vectors of the rows and the
columns of the table. The profile vector of the mapping & is denoted by U_g

8.2 On binary input broadcast channels

8.2.1 Statement of the result

In this section, we study binary input broadcast channels, that is when |X| = 2.
It therefore suffices to consider binary random variables U and V. The cardinality of
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W would be six and X can be taken to be a deterministic function of (U, V, W). Still,
the region is hard to evaluate. We however demonstrate that the computation can be
greatly simplified if we make the extra assumption that Cp(q(y, z|x)) and the recent
outer bound of Nair and El Gamal, Cyg(q(y, z|z)), match at the given broadcast
channel ¢(y, z|x). We demonstrate this by computing the maximum of the sum rate
Ry + Ry over all triples (Ry, Ry, Rs) in Cp(q(y, z|x)). For simplicity, we assume that
forany y € Yand z € Z, p(Y = y|X =0), p(Y =y|X = 1), p(Z = 2| X = 0) and
p(Z = z|X = 1) are non-zero. This is a mild assumption since an arbitrarily small
perturbation of a broadcast channel would place it in this class.

Theorem 11. Take an arbitrary binary input broadcast channel ¢(y, z|z) such that
forally e Yand z € Z, q(Y = y|X =0), ¢(Y =y|lX =1), ¢(Z = z|]X =0) and
q(Z = z|X = 1) are non-zero. Assuming that Cp(q(y, z|x)) = Cyr(q(y, z|z)), the
maximum of the sum rate Ry + Ry over triples (R, R, Ry) in the Marton’s inner
bound is equal to

max( min < max Y I(W;Y)+ (1 —)I(W;2)+
7€[0,1] fﬁI)Q(y,Z\x)
=2

S p(w)T(p(X = LW = w))),

max I(U;Y)+ 1(V; Z)), (8.1)
p(u, v)p(xluv)q(y, z|)
U=V =2,1U;V)=0,HX|UV)=0

where T'(p) = max {I(X;Y),[(X; Z)|P(X = 1) = p}.

Remark 3. The expression given in equation (8.1) is always a lower bound on the
maximum of the sum rate R; + Ry over triples (R, R1, Ry) in the Marton’s inner
bound whether Cy(q(y, z|x)) is equal to Cng(q(y, z|z)) or not.

Corollary 2. Take an arbitrary binary input broadcast channel ¢(y, z|z) such that
forally € Yand z € Z, ¢(Y = y|X =0), ¢(Y =y|X = 1), ¢(Z = z|X = 0) and
q(Z = z|X = 1) are non-zero. If the expression of equation (8.1) turns out to be
strictly less than the maximum of the sum rate R; + Ry over triples (Ry, Ry, Ry) in
Cne(q(y, z|z)) (which is given in [45]), it will serve as evidence for Cy/(q(y, z|x)) #
Cne(q(y, z|z)). The maximum of the sum rate Ry + Ry over triples (Ro, R, R2) in
Cne(q(y, z|z)) is known to be [45]

max min ([(U;Y) + I(V; 2), 1(U;Y) + I(V; Z|U), I(V; Z) + I(U; Y|V)),

p(u, v, 2)q(y, z|x)
which can be written as (see Bound 4 in [45])

( rn)a>(( " min ([(U;Y) + I(V; 2),1(U;Y) + I(X; Z|U), I(V; Z) + I(X; Y|V)).
plu,v,x)qly, z|T
Ul = v =3,
I(U;VIX) =0
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Sum rate curves for ¢=0.01

o
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Figure 8.1: Red curve (top curve): sum rate for Cng(q(y, z|z)); Blue curve (bottom
curve): sum rate for Cy(q(y, z|z)) assuming Cng(q(y, z|z)) = Cu(q(y, z|z)).

There are examples for which the expression of equation (8.1) turns out to be strictly
less than the maximum of the sum rate R; + Ry over triples (Ry, Ry, R2) in Cyg.
For instance given any two positive reals o and 8 in the interval (0, 1), consider the
broadcast channel for which |[X| = |Y| =|Z|=2,p(Y =0|X =0) =a, p(Y =0|X =
1)=06,p(Z=0X=0=1—-p5,p(Z=0X =1) =1—a. Assuming o = 0.01,
Figure 8.1 plots maximum of the sum rate for Cyg(q(y, z|z)), and the maximum of
the sum rate for Cy(q(y, z|z)) (assuming that Cyg(q(y, z|x)) = Cu(q(y, z|x))) as a
function of 5. Where the two curves do not match, Nair and El Gamal’s outer bound
and Marton’s inner bound cannot be equal for the corresponding broadcast channel.

8.2.2 Proofs

Proof of Theorem 11: The maximum of the sum rate Ry+ Rz over triples (Ro, Ry, Rs)
in Car(q(y, z|z)) is equal to

max HU;YIW)+ I(V; ZIW) = I(U; VW) +min(L(W;Y), [(W; Z)).
o
H(X|[UVW) =0

(8.2)
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The proof consists of two parts: first we show that the above expression is equal to
the following expression:

max ( ; max  min ([(W;Y),[(W;2)) + Zp(w)T(p(X =1|W =w)), (8.3)

wz)q(y, z|z)

max I(U;Y)+I(V;Z)).
p(u, v)p(z|uv)q(y, z|z)
Ul =1V =2,1(U;V)=0,H(X|UV)=0

Next, we show that the expression of equation 8.3 is equal to the expression given in
Theorem 11.

The expression of equation (8.2) is greater than or equal to the expression of
equation (8.3).! For the first part of the proof we thus need to prove that the ex-
pression of equation (8.2) is less than or equal to the expression of equation (8.3).
Take the joint distribution p(u,v,w,z) that maximizes the expression of equation
(82). Let U = (U, W) and V = (V,W). The maximum of the sum rate Ry + Ry
over triples (R, R1, R2) in Cng(q(y, z|z)) is greater than or equal to min (I(ﬁ; Y)+
I(V;2),1(U;Y) + I(V; Z|U),I(V; Z) + I(U;Y|V)) (see Bound 3 in [45]). Since
Cne(q(y, z|z)) = Cu(q(y, z|x)), we must have:

min (I(UW; Y)+I(VW; Z2), [(UW;Y)+I(VW; Z[UW), [(UW; Z)—l—[(UW;Y\VW)) <
U, YIW)+ I(V; ZW) = I(U; VIW) +min(I(W;Y), [(W; Z)).
Or alternatively

min (maX(I(W;Y),I(W; 2))+ 1(U; VW),

(W, Y) — min(I(W;Y), [(W; 2)) + [(U; VW 2),
IW;Z) —min(I(W,;Y), I(W; Z)) + 1(U; V]WY)) <0.

Since each expression is also greater than or equal to zero, at least one of the three
terms must be equal to zero. Therefore at least one of the following must hold:

1. I(W;Y)=I(W;Z)=0and I(U; V|W) =0,
2. I(U;V|WY) =0,
3. I(U;V|WZ) =0.

!Consider the following special cases: 1) given W = w, let (U, V) = (X, constant) if I(X;Y|W =
w) > I(X; ZIW = w), and (U, V) = (constant, X) otherwise. This would produce the first part of
the expression given in Theorem 11. 2) Assume that W is constant, and U is independent of V.
This would produce the second part of the expression given in Theorem 11.
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If (1) holds, I(U;Y|W) 4+ I(V; Z|IW) — I(U; VIW) + min(I(W;Y), [(W; Z)) equals
I(U;Y|W) + I(V Z|W). Suppose maxy.pw)>o L (U; YW = w) + I(V; Z|]W = w)
occurs at some w*. Clearly I(U; Y|W)+I(V; Z|W) < I(U; YW = w*)+1(V; Z|W =
w*). Let U, V,X,Y and Z be distributed according to p(u, v, z,y, z|w*). I((/]\; 17) =
(U,V]W w*) = 0. Therefore

HU;YW)+ I(V; ZIW) = I(U; VIW) +min(I(W;Y), I(W; Z))
is less than or equal to

max I(U;Y)+1(V; Z).
p(u, v)p(x|uv)q(y, z|)
U=V =2,I1U;V)=0,HX|UV)=0

Next assume (2) or (3) holds, i.e. I(U;V|IWY) =0 or I(U;VIWZ) = 0. We
show in Appendix of section 8.2.3 that for any value of w where p(w) > 0, either
I(U;VIW =w,Y) =0or I(U;VIW = w,Z) = 0 imply that I(U;Y|W = w) +
IV, ZIW =w) — [(U; VIW =w) < T(p(X = 1|W = w)). Therefore

HU; YW+ 1(V; Z|W) — I(U; VIW) +min(I(W;Y), [(W; Z)) <
min(I(W;Y), I(W;2)) + > p(w)T(p(X = 1|W = w)).

This in turn implies that I(U; Y |W)+I(V; ZIW)—1(U; V|W)+min(I(W;Y), [(W; Z))
is less than or equal to

max  min(I(W;Y), I(W;2)) + > p(w)T(p(X = L[W = w)).

p(w, x)q(y, z|z)

This completes the first part of the proof.
Next, we would like to show that the expression of equation (8.3) is equal to the
the expression given in Theorem 11. In order to show this, we prove that

max  min(I(W;Y), I(W; Z)) + > _ pw)T(p(X = 1|W = w)) (8.4)

p(w, z)q(y, z|z)

is equal to

YEl0.1] © p(wx)q(y, z|z)

min ( max A I(W;Y)+ (1= NI(W;2) + > plw)T(p(X = 1{W = w))).
W] =2 v

(8.5)
The expression given in equation (8.4) can be written as

max i (I(W; Y)+ 3 p)T(p(X = W = w)),

p(w, z)q(y, 2|z

0V:2) + S pw)T(p(X = 1 = w)).
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This expression can be expressed as

min ( max  AI(W;Y)+ (1 —-9)I(W;2Z) + Zp(w)T(p(X = 1W =w))).

7v€[0,1] * p(wx)q(y, z|z)

It remains to prove the cardinality bound of two on W. This is done using the
strengthened Carathéodory theorem of Fenchel. Take an arbitrary p(w, z)q(y, z|z).
The vector w — p(W = w) belongs to the set of vectors w — p(W = w) satisfying the
constraints pr(w =w) =1, p(W =w)>0and p(X =1) =) p(X =1|W =
w)p(W = w). The first two constraints ensure that w — p(W = w) corresponds to a
probability distribution, and the third constraint ensures that one can define random
variable W, jointly distributed with X, Y and Z according to p(w,x)q(y, z|z) and
further satisfying p(X = :L']W =w) = p(X = z|W = w). Since w — p(W = w)
belongs to the above set, it can be written as the convex combination of some of the
extreme points of this set. The expression > [—(1 —7)H(Z|W =w) —yHY|W =
w)+T(p(X =1|W = w))]p(W = w) is linear in p(W = w), therefore this expression
for w — p(W = w) is less than or equal to the corresponding expression for at least one
of these extreme points. On the other hand, every extreme point of the set of vectors
w — p(W = w) satisfying the constraints ) p(W = w) = 1, p(W = w) > 0 and
pX=1)=> pX=1W = w)p(W = w) satisfies the property that p(W =w)#0
for at most two values of w € W. Thus a cardinality bound of two is established.

[

8.2.3 Appendix

In this Appendix, we complete the proof of theorem 11 by showing that given
any random variables U, V. W, XY and Z where UVW — X — Y Z holds, U and V'
are binary, H(X|UVW) is zero, the transition matrices Py|x and Pz x have positive
elements, and for any value of w where p(w) > 0, either I(U; V|W = w,Y) =0 or
I(U; VIW = w, Z) = 0 holds, the following inequality is true:

HU; YW =w)+ I(V; ZIW =w) — I{U; VIW = w) < T(p(X = 1[W = w)).

We assume [(U; VW =w,Y) = 0 (the proof for the case I(U; VIW =w,Z) =0
is similar). First consider the case in which the individual capacity Cp, , is zero.
We will then have I(U;Y|W = w) = 0 and T(p(X = 1|W = w)) = I(X; Z|W =
w) > I(V; Z\W =w) — I(U; VW = w). Therefore the inequality holds in this case.
Assume therefore that C'py‘ IS non-zero.

It suffices to prove the following proposition:

Proposition: For any random variables U, V, XY and Z satisfying

e UV 5 X 5YZ,
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H(X|UV) =0,

U| = V| = |x] =2,

forally € Y, p(Y = y|X = 0) and p(Y = y|X = 1) are non-zero,

CPy‘X # 07
o I(U;V|Y)=0,

one of the following two cases must be true: (1) at least one of the random variables
X, U or V is constant, (2) Either U=X orU=1—-XorV=XorV=1-X.

Proof: Assume that neither (1) nor (2) holds. Since H(X|UV) = 0, there are 2!
possible descriptions for p(x|uv), some of which are ruled out because neither (1) nor
(2) holds. In the following we prove that X = U @&V and X = U AV can not hold.
The proof for other cases is essentially the same.

Since Cp, # 0 implies that the transition matrix Py|x has linearly independent
rows. This implies the existence of y;,y, € Y for which p(X = 1|Y = y;) # p(X =
1lY = y3).2 Furthermore since X is not constant, and p(Y = y|X = 0),p(Y =
1| X =1),p(Y = 32| X = 0) and p(Y = 2| X = 1) are all non-zero, both p(X = 1|Y =
y1) and p(X = 1|Y = ys) are in the open interval (0,1). Note that I[(U;V|Y) =0
implies that I(U; V|Y =y;) =0 and I(U; V]Y = ys) = 0.

Let a;,; = p(U =4,V = j) for i,j € {0,1}. First assume that X = U & V. We
have

o p(u=0,v=00y=y) = (X =0Y =y),

ap,0tai,1

o plu=0,0=1ly=y) = =" _p(X = 1]Y =),

ap,1ta1,0

o plu=1,0=00y=y) = —o—p(X = 1Y =),

ap,1t+a1,0

o plu=1v=1ly=uy) = =p(X =0]Y =y).

ap,0tai,1

Therefore I(U; VY =y;) = 0 for i = 1,2 implies that

plu=1v=1y=y) X plu=0,0=0y =y) =

plu=0,v=1ly=y;) x pu=1,0="0[y =y).

2If this is not the case we have p(X = 1|Y = y;) = p(X = 1|Y = yo) for all y1,y2 € V. This
would imply that X and Y are independent. Since X is not constant, independence of X and Y
implies that P(Y = y|X = 1) = p(Y = y|X = 0) for all y € J. Therefore the transition matrix
Py x has linearly dependent rows. Hence I(X;Y’) = 0 for all p(z). Therefore Cp,,, = 0 which is a
contradiction.
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Therefore

Q0,001,1 0,101,0
————p(X = 0]Y = ;) = —————p(X = 1]Y =y;)%,
(apo + a11) (ap1 + a1)

or alternatively

£/ @0,001,1 £/ 1,000,1
L p(X =0]Y =y) = ——Tp(X =1Y = y,). (8.6)

Go,0 T a1,1 a0+ ap1

Since X is not deterministic, P(X = 0) = ago + a1 and P(X = 1) = a; o+ aop, are
non-zero. Next, if either of ag o or a;; are zero, it implies that a; o or ag is zero. But
this implies that either U or V' are constant random variables which is a contradiction.
Hence Y=2200 and Y20 are non-zero. But then equation (8.6) uniquely specifies
0,0Fta11 a1,0+ao,1
p(X = 1Y = y;), implying that p(X = 1|Y = y1) = p(X = 1Y = y) which is again
a contradiction.
Next assume that X = U A V. We have:

o p(u=0,v=0ly=y) = siraira, (X =0 =u),
o plu=0,v=1y=y) = o p(X = 0Y =),
o plu=1v=0ly=y) = Gl p(X = 0Y =),

o plu=1lv=1y=y)=pX =1Y =y).

Note that P(X = 0) = agp + ao1 + a1, is non-zero. Independence of U and V' given
Y = y; implies that

plu=1v=1ly=y) x plu=0,v0=0]y =y) =

plu=0,v=1y=y;) x plu=1,v =0y = y;).

Therefore

a
- PX =0lY = yi)p(X = 1Y =y;) =

Go,0 + Qo1+ a1
a1,0Q0,1
(a0 + ao1 + aip)

P(X =0]Y =),

or alternatively

1,000,1

aO,O'p(X:]‘|Y:yi): a00+a01+a10

p(X =0]Y = y,), (8.7)

If ap is zero, either a;y or ap; must also be zero, but this implies that either U
or V' are constant random variables which is a contradiction. Therefore ag g is non-
zero. But then equation (8.7) uniquely specifies p(X = 1|Y = y;), implying that
p(X = 1Y = y1) = p(X = 1]Y = y») which is again a contradiction.
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8.3 Computing the sum-rate for Marton’s Inner
Bound

8.3.1 Statement of the result

In this section, we prove a result that helps to restrict the search space for com-
puting the sum-rate for Marton’s inner bound.

Computing the sum-rate for Marton’s inner bound is closely related to the follow-
ing maximization problem for A € [0, 1]: For any A € [0, 1], let

T(A) = max (M(W;Y)+ (1 —XNI(W;Z)+

p(u7v’w’z)

HU;YW) 4+ I(V; Z|W) = L(U; VIW)).
Observation 1. The maximum of the sum-rate for Marton’s inner bound is equal to

min T'(\).
A€[0,1]

The main theorem of this section restricts the search space for computing 7'(\).
In this section, we only deal with broadcast channels ¢(y, z|z) with strictly positive
transition matrices, i.e. when ¢(y|x) > 0,q(z|z) > 0 for all z, y, z. In order to evaluate
T(\) when q(y|z) or q(z|x) become zero for some y or z, one can use the continuity of
T()\) in ¢(y, z|x) and take the limit of T'(A) for a sequence of channels with positive
entries converging to the desired channel. The reason for dealing with this class of
broadcast channels should become clear by the following lemma.

Lemma 6. Take an arbitrary broadcast channel ¢(y, z|z) with strictly positive tran-
sition matrices (i.e. q(y|z) > 0,q(z|x) > 0 for all z,y, z). Let p(u,v,w,x) be an ar-
bitrary joint distribution maximizing 7'(A) for some A € [0, 1]. If p(u, w) and p(v, w)
are positive for some triple (u,v,w), then it must be the case that p(u,v,w) > 0,
p(u,w,y) > 0 and p(v,w, z) > 0 for all y and z.

Theorem 12. Take an arbitrary irreducible broadcast channel ¢(y, z|z) with strictly
positive transition matrices. In computing T'(\) for some X € [0, 1], it suffices to take
the maximum over auxiliary random variables p(u,v,w, z)q(y, z|z) simultaneously
satisfying the following constraints,

e [U] < min(|X[,|[Y]), [V| < min(|X],|Z]), W] < |X].

e H(X|UVW) = 0. Given w where p(w) > 0, we use z = £ (u,v) to denote
the deterministic mapping from U, x V, to X. Here U, is the set of u €
U such that p(uw) > 0 and V), is the set of v € V such that p(v|w) > 0.
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For arbitrary w such that p(w) > 0, the profile vector of the mapping &), Vg(w),

cannot be written as
M
Z —
Oétl)gt,
t=1

where & (for t = 1,2,3,..., M) are deterministic mappings from U, x V,, to
X not equal to €™, and oy are non-negative numbers adding up to one, i.e.

Zi‘iﬂ)‘t:l-

For arbitrary w such that p(w) > 0, let the functions

fuw : X = R for every u € U,,
Gow : X — R for every v € V,,,
and h, : X = R,

be defined by

Fuw(@) = qylz) log p(uy|w),

Y

Gouw(®) = q(z|z)log p(vz|w),

he(x) = min <log(p(u'v'|w))

w EUny W' EVop

i) = gs)).

These definitions make sense because of Lemma 6. Then, for any u € U,, and
v € V,, the following two equations hold:

log(p(uvfw)) = max[fuw(@) + gow() + hu(2)];
and

p(zolu, v,w) =1 for some zg € X =
Ty € argmary|fuw(T) + guw(x) + hy(T)].

Given any w, random variables U,,, V,,, X, Y, Z,, distributed according to
p(u, v, z,y, z|w) satisfy the following:
I(
I(

I(U; Vi Zy) for any U — Uy — Vi X Yo Zu,s

U;Yy) >
V; Zy) > I(V;Uy,Yy) for any V. — Vi, — Up XY Zo-
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Discussion 1. The first constraint imposes cardinality bounds on |U/| and |V| that
are better than those reported in section 7.3. However, we only claim the improved
cardinality bounds for T'(\) and not the whole capacity region. The second constraint
is not new, and can be found in section 7.3. The other constraints are useful in
restricting the search space due to the constraints imposed on p(u,v,w,z). For in-
stance, take arbitrary w where p(w) > 0, distinct wug, u; in U, and distinct vy, vy in
V. Assume further that o = &) (ug, vo) = €™ (uy, v;) for some xg. Then the third
bullet implies that 1 = ™) (uy,vg) = €™ (ug,v1) for some x; # x cannot hold,
and the fourth bullet implies that p(ug, v, w)p(uy,v1,w) < p(uy,ve, w)p(ug, v1, w).
Assume that the first claim is false. Let the mapping & to be equal to £®) except
that (u,v9) and (uy,v;) are mapped to x; (instead of ), and (uy,vg) and (ug,v;)
are mapped to zg (instead of z1). The mapping & has the same profile vector as ™)

The condition in the third bullet is violated for the choice of M =1, & and oy = 1.
The second claim holds since

log p(uo, vo|w) + log p(u1, vi|w) =
Juosw(20) + Guo (o) + T (0)+
Jur,w(20) + Goy (o) + P (T0)

Juow(T0) + Goyw(To) + o (T0)+
furw0(%0) + Gug(T0) + haw(w0) <

(
ha (

mg?X fu07w( ) + gvl,w( ) hw )+
m;iX ful,w(x) + g’UOﬂ-U( ) )
log p(ug, vi|w) + log p(uy, vo|w).

8

H

8.3.2 Proof

Proof of Theorem 12: From the set of pmfs p(u,v,w,z) that maximize the ex-
pression N[(W;Y) + (1 — NI(W;Z) + I(U;Y|W) + I(V; Z|W) — I(U; VIW), let
po(u, v, w,z) be the one that achieves the largest value of I(W;Y) + [(W;Z). In
Appendix I of section 8.3.3, we prove that one can find p(u, v, w, ) such that

e MW:Y)+(1—-NIW;2)+ [(U; Y W)+ I(V; Z]W) — (U V\W) is equal to
MW Y)+ (A =NIW;2)+ LU YIW)+ 1(V; Z|W) — (U V|W)

I(W;Y) + I(W; Z) is equal to I(W;Y) + I(W; Z),

U| < min(|X], [V]),

V[ < min(|&], [2]),

(Wl < |1,
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o« HX|UVW) =0.

Thus the constraints in the first and second bullets are satisfied by p(u,v,w, 7). In
Appendix 1II of section 8.3.3, we show that p(u, v, w,z) will automatically satisfy the
third bullet of Theorem 12. In Appendix V of section 8.3.3, we show that the fourth
bullet of Theorem 12 holds for any joint distribution that maximizes the expression
MWY)+ (1 =XNIW;2)+ I(U;)Y|W)+ I(V; Z|lW) — I(U; VIW). In Appendix
VT of section 8.3.3, we show that the fifth bullet of Theorem 12 holds for any joint
distribution that maximizes the expression \I[(W;Y)+ (1 =N I(W; Z)+I1(U;Y|W)+
I(V; Z|W) — I(U; VIW), and at the same time has the largest possible value of
IW;Y)+ 1I(W; Z).
[
Proof of Observation 1: This observation was exploited in section 3.1.1 of [28], but
no proof for it was given in [28]. In order to prove the observation, one needs to argue
that the following exchange of max and min is legitimate:

max min MI[(W;Y)+ (1 - NI(W;Z)+
p(u,v,w,z) A€[0,1]
U, YW)+ I(V; ZW) — I(U; VIW) =
min  max M(W;Y)+ (1= NI(W;2)+

Ae [071} p(u7v7w7x)

IU; YIW)+ I(V; ZIW) — [(U; VIIV).

Let Rararion—sum denote the sum-rate for Martons inner bound. We would like to
show that Rpjarton—sum 1 equal to ming<y<1 T'(\).
Let D be the union over all p(u, v, w, x) of real pairs (dy, ds) satisfying

dy < IW:Y) + LU Y W) + I(V; ZIW) — I(U; V|W),
dy < I(W; 2) + I(U;Y|W) + I(V; Z|W) = I[(U; V).

We claim that this region is convex. Take two points (dy,ds) and (dj,d}) in the
region. Corresponding to these are joint distributions p(uy, vy, wy, 1)q(y1, 21|x1) and
p(ua, Vo, Wa, T2)q(Ya, 22|T2). Take a uniform binary random variable @ independent of
all the previously defined random variables. Set U = Ug, V = Vo, W = (Q, W),
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X =Xq,Y =Yy, Z="Zg. We will then have

IW; Y)Y+ I(U; YIW)+ I(V; ZIW) = I(U; VW) =
I(Wq,Q;Yg) + 1(Ug; Yo[Wq, Q)+

I(Vg; ZgIWa, Q) — 1(Uqg; Vol We, Q) >

I(Wq:; YolQ) + I(Ug; Yo Wo, Q)+

1(Vg; ZqWa, Q) — 1(Ug; VolWe, Q) =

1

§(I<W1;Y1) + I(Uy; Y1 W)+
I(Vi; Zy|[Wh) = I(Uy; V[ W) +
%(I(W%Yz) + I(Us; Ya|[Wa)+
[(Va; Zo|Wa) — I(Us; Vo |W2)) >

1
§(d1 +d).

Similarly,

I(W:2) + [(U; Y W) + I(V: ZIW) = [({U; VW) >
1 ,
5(d2 + dy).

Thus, the point (3(dy + d}), 5(d2 + d})) is in the region. Thus, D is convex.
Next, note that the point (Ryrarton—Sums Baarton—sum) 18 in D. We claim that it
is a boundary point of D. If it is an interior point, there must exist ¢ > 0 such

that (Ryrarton—sum + €, Rayarton—sum + €) is in D. This implies the existence of some
p(u, v, w, z) where

Riarton—sum + € <
IW,; Y)Y+ I(U;YIW)+ I(V; Z|W) — I(U; V|IV),
Ritarton—Sum + € <
IW;Z2)+ I(U;Y|W)+ I(V; ZIW) = I(U; V|W).

This implies that

RMarton—Sum +e<
min(/(W;Y), I(W; 2)) + [(U; Y|W)+
I(V; Z|W) — I(U; VW)

for some p(u, v, w, x), which is a contradiction.

Using the supporting hyperplane theorem and the fact that D is convex and closed,
one can conclude that there exists a supporting hyperplane to D at the boundary
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point (Rasarton—sum, Bmarton—sum)- We claim that this supporting hyperplane must
have the equation \*dy + (1 — A\*)dy = T'(X\*) for some A* € [0,1]. The proof is as
follows: any supporting hyperplane has the formula A*d; + (1 — A*)dy = k for some
real \* and real k. We claim that A* must be in [0, 1] and & = T'(\*). Assume that for
instance A* < 0. We know that D must be entirely contained in one of the two closed
half-spaces determined by the hyperplane. Note that the points (0,0), (—o0,0) and
(0, —00) are in D (take p(u,v,w,x) satisfying I(U; V|W) = 0 in the definition of D).
The value of A*d; + (1 — A\*)dy at these points is equal to 0, 400 and —oo respectively.
Thus, D cannot possibly be entirely contained in one of the two closed half-spaces
determined by the hyperplane. Similarly the case 1—\* < 0 can be refuted. Therefore
A* must be in [0, 1]. Since the points (—o0,0) and (0, —o0) are in D, the half-space
determined by the hyperplane that contains D is the one determined by the equation
A*dy + (1 = X*)dy < k for some k. Since the half-space has at least one point of D, the
value of k£ must be equal to max g, 4,)er A*di +(1—A*)ds. The latter is equal to T'(\*).
Thus, the supporting hyperplane at the boundary point (Rpsarton—sum, Bararton—Sum)
has the equation \*d; + (1 — A*)dy = T'(\*) for some \* € [0, 1].

Since (Rararton—Sums Baarton—sum) lies on this hyperplane, A* Ryjarton—sum + (1 —
) Ratarton—sum = T(XN*) implies that Rasarton—sum = T(A\*) for some \* € [0,1].
Therefore

min T(>\) < RMarton—Sum-
0<X<1

On the other hand, for every A, T(\) > Rasarton—sum- Lherefore

min T<)\) > RMartonfSum-
0<A<1

[
Proof of Lemma 6: Take a triple (u,v,w) such that p(u,w) and p(v,w) are posi-
tive. There must exist some x such that p(u,w,z) > 0. Since the transition matrices
have positive entries and p(u,w,y) > p(u,w,x)q(y|z), p(u,w,y) will be positive for
all y. A similar statement could be proved for p(v, w, z). Assume that p(u,v,w) = 0.
Take some u, v’ such that p(u’, v, w) > 0. Let us reduce p(u’, v, w) by € and increase
p(u, v, w) by e. Furthermore, have (u, v, w) mapped to the same z that (v/,v", w) was
mapped to; this ensures that the joint distribution of W and X is preserved. One
can write

A(W:Y) + (1= NI(W; Z)+

LU Y|W) + I(V; ZW) — I(U; VW) =
A(W:Y) + (1= NI(W; Z)+

H(Y|W) + H(Z|W)+

HUVIW) — HUY|W) — H(VZ|W).

The only change in this expression comes from the change in H(UV|W = w) —
HUY W =w) — HVZ|W = w). The derivative of H({UV|W = w) with respect to
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¢, at € = 0, will be infinity. But the derivative of H(UY|W = w) and H(VZ|W = w)
will be finite since p(u, y|w), p(u', y|w), p(v, z|w) and p(v’, z|w) are positive for all y
and z. So, the first derivative of H({UV|W =w) — HUY|W =w) — HVZ|W = w)
with respect to €, at € = 0, will be positive. This is a contradiction since p(u, v, w, x)
was assumed to maximize T'(\).

8.3.3 Appendix
Appendix I

Suppose po(u,v,w,x) is a joint distribution that maximizes N[(W;Y) + (1 —
NIW; Z) + LU, YIW) + I(V; ZIW) — I(U; VIW), and among all such joint dis-
tributions has the largest value of I[(W;Y) + I[(W;Z). In this appendix, we prove
that one can find p(@, v, w, ) such that

o M(W3Y)+ (1 =NIW; Z)+ I(U;Y|W) + I(V; Z|W) = I(U; VW) is equal to
MW:Y) + (1= NI(W,; Z2) + [0 Y|W) + [(V; ZIW) - I(T; VW),
)

IW;Y)+1(W; Z) is equal to [(W EA/)JrI(/V[?;Z\),

U] < min(|X], [V]),
V| < min(|X],|Z]),

W < |X],

o« HX|UVW) =0.
We begin by reducing the cardinality of W. Assume that [W| > |X| and p(w) # 0
for all w. There must therefore exists a function L : W — R where

E[L(W)|X] =0,
Jw : p(w) #0, L(w) #0.

Let us perturb po(u, v, w, z) along L as follows:

pe(u,v,w,x,y, Z) = po(u,v,w,x,y,z) ) [1 + EL(U))],

where € is a real number in some interval [—€;, €] for some positive reals € and €.
Consider the expression \[(W;Y)+ (1= NI(W;2)+ [(U;Y|W)+ I[(V; Z]W) —
(U, VW) at p(u,v,w,x,y,z). It can be verified that the expression is a linear
function of € under this perturbation. Since a maximum of this expression occurs at
e = 0, which is a point strictly inside the interval [—€;, €], it must be the case that this
expression is a constant function of e. Next consider the expression I(W;Y)+I(W; Z)
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at pe(u,v,w,z,y,z). It can be verified that the expression is a linear function of
e under this perturbation. Note that po(u,v,w,x) is a joint distribution that has
the largest value of I[(W;Y') + I(W; Z) among all joint distributions that maximize
MW:Y)+A=-NIW; 2)+1(U;YIW)+1(V; ZIW)—1(U; VIW). Thus a maximum
of IW;Y) + I(W;Z) occurs at € = 0, which is a point strictly inside the interval
[—€1,€]. But this can only happen when I(W;Y') + I[(W; Z) is a constant function
of e. Now, taking ¢ = —€, or ¢ = & gives us a joint distribution with the same
values of N\I(W;Y) + (1 = NI(W; Z) + I({U;Y|W) + I[(V; ZIW) — I[(U; V|W) and
I(W;Y)+ 1(W; Z), but with a smaller support on Y. Using this argument, one can
reduce the cardinality of W to |X|.

Next, we show how one can reduce the cardinality of U to find p(u, v, w, ) such
that

o M(W;Y)+(1 /\)]( )+ LU YW+ I(V; ZIW) — [(U; VW) is equal to
MW, Y) + (1= NI(W; 2) + LT Y W) + I(V; Z[W) = I(U; VW),
1

)

o I(W:Y)+ I(W;Z) is equal to I(W;Y) + I(W: Z),
o |U] < min(|X], V),
o W<

We can repeat a similar procedure to impose the constraint |)7| < min(|X], | Z]).
Imposing the extra constraint H (X |U ‘7/1/17) = 0 will be discussed at the end.

If |X] < ]Y)|, establishing the cardinality bound of |X'| on U suffices. This cardi-
nality bound is proved in section 7.3 using perturbations of the type L : U x W — R
where

E[L(U, W)|W X] = 0.

Note that these perturbations preserve the marginal distribution of p(w, z), and thus
also I(W;Y) + I(W; Z). The interesting case is therefore when |X| > |)|. Assume
that |[U| > |Y|. If for every w € W, p(u|w) # 0 for at most || elements u, we are done,
since we can relabel the elements in the range of U to ensure that only an alphabet
of size at most |)| is used, without affecting any of the mutual information terms in
the expression of interest. There must therefore exists a function L : U x W — R
where

E[L(U,W)|WY] = 0,

El(’lj,,U)) Ip()(U,U)) 7£ 07 L(u,w) 7£ 0.
Let us perturb po(u, v, w, x) along the random variable L:UxW — R. Random

~~N~~~
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where € is a real number in some interval [—€, €).
The first derivative of A\I(W;Y) + (1 = NI(W; Z) + I(U; Y|W) + I[(V; Z|W) —
I(U; V|W) with respect to €, at ¢ = 0 should be zero. Since

MW;Y)+ (1 =NI(W;2Z) + I(U; Y|W)
+1(V; Z|W) = I(U; VW) =
AMHW)+H(Y)-HWY))
+(1-N(HW)+H(Z)-HWZ))+
HYW)+H(ZW) - HUYW)
—~H(\VZW)+ HUVW) - H(W),

we will have:

MNH, (W) + HL(Y) — H(WY))+
(1=N(H(W)+ H(Z) — HL(WZ))

+ H (YW) + H (ZW) — H(UYW)

— H,(VZW)+ H,(UVW) — H (W) =0,

where Hp (W) denotes ) E[L|W = w]p(w) log oy and similarly for the other terms.
Using Lemma 3 of section 7.3, we have:

MW;Y) + (1= NI(W; Z) + I(U; Y|W)
+ IV, Z|W) = I(U; V|W) =

MOW;Y)+ (1= NI(W; Z) + I(U; Y |W)
+ I(V: Z|W) = I({U: V|W)+

A(— E[r(e- ELIW])] — E[r (e E[L|Y])]
+E[r(e-E[LIWY])])+

(1 =X (—E[r(e-E[LIW])] —E[r(e-E[L|Z])]
+E[r(e-E[LIWZ])])+
—E[r(e-E[LYW])]
+E[r(e-E[LIUYW])
—E[r(e-E[LIUVW])

—E[r(e-E[L|ZW])]
] +E[r(e-E[LIVWZ])]
] +E[r(e-E[LIW])],
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where r(z) = (1 4 z)log(l + x). Since E[L(U,W)|WY] = 0, and L is a function of
UW , we have:

MW:Y) + (1= NI(W; Z) + 1(U: Y|W)
+ I(V; Z|W) = I(U; V|W) =
M(W;Y)+ (1= NI(W; Z)+ I(U:Y|W)
+ IV, Z|W) — I(U; V|W)+

(1=N(=E[r(e-E[L|Z])] + E[r(e - E[LW Z])])
—E[r(e-E[LIZW])] + E[r(e- E[LIVW Z])].

Since r(z) = (1 4+ z)log(1 + x) is a convex function, we have

—E[r(e-E[L|Z])] + E[r(e- E[LIWZ])] > 0,
—E[r(e-E[LIWZ])] + E[r(e- E[LIVIW Z])] > 0.

Therefore for any € € [—€;, €], we have

MW;Y) + (1= NI(W; Z) + I(U; Y|W)
+ IV, Z|W) = I(U: V|W) >
MW, Y)+ (1 =NIW;2)+ 1(U;Y|IV)
+ I(V; Z|W) = I(U; V|W).

This implies that AI(W:Y)+ (1= N I(W: Z)+ I({U; Y|W)+ I(V: Z|W) — I(U; VW)
is a constant function of e. The maximum of I(W;Y) + I[(W;Z) as a function of €
occurs at € = 0. Therefore

Using lemma 3 of section 7.3, one can observe that [[(W; Y) +I(W; D -[IW;Y)+
I(W; Z)] equals

—E[r(e-E[L|Z])] + E[r(e- E[LW Z])] > 0.

But this can only happen when I(W; }7) + I(W; 2) is a constant function of €. Now,
taking € = —€; or € = € gives us auxiliary random variable ((7 ,W) with smaller
support than that of (U, ). We can continue this process as long as there exists
w € W, such that p(u|w) # 0 for more than |Y| elements w.
It remains to show that one can impose the extra constraint H ()A( |ﬁ XA//I/I?) = 0.
Fix p(u, v, w). Consider the expressions )\I(W Y) (1= NIW;2)+ (U, Y|W) +
I(V; Z\W) — I(U; V|W) and I(W Y) + [(W Z) as functions of the conditional dis-
tribution of r(Z|u,v,w). We know that for instance that the former expression is
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maximized at p(Z|u,v,w). Further, the extreme points of the corresponding region
for r(z[u, v, w) satisty r(z|u, v,w) € {0,1}. Both of the expressions are convex func-
tions of 7(Z|u, ¥, @). This is because I(W:Y) is convex in the conditional distribu-
tion p(J|@); similarly I(U;Y|W = @) is convex for any fixed value of @. The term
1 ([7 ; ‘7]/1/[7) that appears with a negative sign is constant since the joint distribution
of p(u,v,w) is fixed.

We can express p(Z|u, v, w) as a linear combination of the extreme points of the
region formed by all conditional distributions T(x|u v,w). Since the maximum of
)\[(W Y)+ (1 - )\)I(W Z) + I(U; Y|W) + I(V; Z\W) — I(U; V]W) occurs at some

p(z|u,v,w) and the expression is convex in r(Z|u,v,w), the maximum must also
occur at all the extreme points showing up in the linear combination. One can use
the convexity of ](W Y)+I(W; Z) in r(Z|u, 7, ) to show that the value of I(W Y)+

I(W;Z) at all these extreme points must be also equal to that at p(Z|a, 7, @).

Appendix 11

It suffices to prove the following statement:

Statement: Take an irreducible broadcast channel with positive transition ma-
trices, and an arbitrary marginal input distribution on X, p(x). Let p(u,v,z) be a
solution to the following maximization problem

max IU; )+ 1(V;Z2) = 1(U; V).
UV—X—YZ X~p(x)
Further assume that p(u) > 0 for all u, and p(v) > 0 for all v. Further assume that
H(X|UV)=0. We use x = {y(u,v) to denote the deterministic mapping from U x V
to X.
Then the profile vector of the mapping &g, v_gg, cannot be written as

M

§ —
Oltvgt,

t=1

where & (for t = 1,2,3, ..., M) are deterministic mappings not equal to &y, and «; are
non-negative numbers adding up to one, i.e. Zfil ay = 1.

Proof of the statement: Assume that U = {uy, ug, ..., up } and V = {vy, v, ..., vy}
Let m; ; = p(w;,v;) fori =1,..., U], j = 1,2,3, ..., |V|. The proof of Lemma 6 could be
mimicked to show that p(u,v) is positive for all u, v whenever p(u) > 0 and p(v) > 0
for all u,v. Therefore we must have 7; ; > 0 for all ¢ and j. Let € = min; ; 7; ;. Take
some € € (0,€).

We prove the statement by contradiction. Assume that

M

%

& — Z Vg,
t=1
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for some mappings & (t = 1,2, .., M) and non-negative numbers a; adding up to one.
Let random variables T} ; (fori = 1,...,|U|, j = 1,2, 3, ..., |V|) be M +1-ary random
variables mutually independent of each other, and of U, V, XY, Z satisfying:
e p(Ti; =0)=1-

i’

o p(T;;,=1)= .:041;

s

o p(T;; =2) = =y,

Ti,j

b p(T;J = 3) = = asg,

Let X be defined as follows:

e Under the event the pair (U,V) = (u;,v;), let X be equal to ér,, (ug,v5). In
other words, if 7;; = 0, X is equal to Eo(ui,v)); if T;; = 1, X is equal to
51(ui,vj), etc.

We claim that p(X = z|U = w;) = p(X = #|U = ;) for all i = 1,2,3, ..., || and

; and similarly p(X = z|V = vj) =p(X =z|V =v;) forall j =1,2,3,...,|V| and z.
The reason is that

p()? =z|U =u;) =
Zp(V = v;|U :ui)p()N( =z|U =u;, V =v;) =

J

M
> p(V=ulU=wu)> p(Ti; = k)1, v)) = 2] =

7 k=0
€

> (V= u|U = w) (1 — —)1[&o(us, v5) = 2]+
j I

M €
ZP(V =v;|U = w) Z mjoékl[fk(uz',vj) =x| =
J k=1 "

7Ti’j — €

ZP(VZUHUZW)( )10 (us, v5) = x|+

M
DD PV = 0|U = ) —— a1 (s, vy) = al.

k=1 j b

.3
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Note that p(V = v;|U = w;) = p(‘;?}j:’z;u") = p(gi:’jui). Therefore

p(X =2|U = u;) =
Zm1[§0(ui,%‘) = 2]+

j

ZZ akl[fk(uuvj) = I] =

k=1 3

k=1
But since
M
_> o
U&] = E atvgt,
t=1

the profiles of the 7" rows must also satisfy the same property:

Z [So(ui, v5) = Z%Z €k (ui, v5) = ]

J
Therefore,
p()} =z|U = u;) =
S 6o (s, 0y) = a] +0 0 =

—~ (U = w)
S (s, vy) = ] = p(X = 2l = ).
p(U = u;)

J

The equation p(X = z|V = v;) =p(X =z|V =v;) forall j =1,2,3,...,|V| and
x can be proved similarly. B

Note that the above property implies that X and X have the same marginal
distributions. B L

Let Y and Z be defined such that UV(T; )12, j=12.. = X — YZ, and the
conditional law of y and z given Z is the same as q(y, z|z). Here (T} ;)i12, j=12..
denotes the collection of all T; ; for all ¢ and j.
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Without loss of generality, let us assume a3 # 0. Since the mapping (-, ")
is not equal to & (-,-), there must exist (¢,7) such that &o(u;,v;) # & (u,v;). Let
us label the inputs symbol &y(u;, v;) by xo, and the input symbol & (u;,v;) by z.
We know that the channel is irreducible. Let us then assume that there is some y
such that ¢(y|zo) # q(y[x1); the proof for the case when there is some z such that

q(z|zo) # q(z|z1) is similar. Let U=(UT,) and V =V.

Since p(X = z|U = u) = p(X = z|U = u) for all v and z, and p( =z|V =v) =
p(X = z|V =) for all v and z, we have

o I(U;Y)=1(U;Y),
o I(V;2)=1(V;2).

Therefore 1(V;Z) = I(V;Z) and 1(U;Y) = I(U;Y) + I( ”,Y|U) Furthermore
since T; ; is independent of U, V', we have I(U;V) = I(U; V). Therefore

IU;Y)+ I(V; Z) — I(U; V) — (I(U;Y) + I(V; Z) — I(U; V)
= I(T;;; Y|U).

Since p(u, v, x) was maximizing I(U;Y) +1(V; Z) — I(U; V) under fixed marginal
distribution on z, we must have I(T”,Y|U) = 0. Therefore I( ZJ,Y|U =u;) =0
holds as well.

In Appendix III of this section, we prove that the following are true

p()?—xo\U—u“ iy = )#p( =zo|U = u;, Tij = 1),

p()} =n|U =u;, Tij = 0) # p()N( =m|U =u;, Tij = 1).
But for any x ¢ {xo, 21},

Remember that we assumed that there is some y such that ¢(y|zg) # q(y|x1). 1
Appendix IV of this section, we show that

p(Y =y|lU =u;, Tp; = 0) # p(Y = y|U = w;, T;; = 1).

This implies that Y and T; ; are not conditionally independent given U = w;. There-
fore I(7; ;;Y|U = w;) # 0 which is a contradiction.
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Appendix 111
Note that

p()? =xo|U =, T;; =0) =

p()~( =xo|U =w;, T35 =0,V =v;)p(V = v;|U = u;, T; j = 0)
+

p(X = xo|U = wi, Tij =0,V #v)p(V # v;|U =, T; j = 0).

Since under the event (U,V) = (w;,v;) and T;; = 0, X is equal to z, the term
p(X =20|U = w;, T;; =0,V = v;) will be equal to one. Since (U, V) is independent
of T; ;, we have

p(V =v|U = u;, T j = 0) = p(V = 0;|U = ),

p(V # Uj|U = uini,j = 0) :p(V - Uj|U = Uz)

Lastly p(X = xo|U = w;, T;; =0,V # v;) is equal to p(X = zo|U = w;, V # v;) since

under the event that (U = w;, V' # v;), X will be independent of T;; (note that 7..
random variables were mutually independent of each other). Therefore,

p(X = xo|U = u;, T}; = 0) = (8.8)
p(V =v,|]U = w;)+
p(X = 20|U = w;, V # vj)p(V # v |U = ;).
Next, note that
p()N( =20lU =, T;j=1) =
p(X = l’o’U = ui,Tm =1,V = Uj)p(v = ’Uj’U = ui,Tm = 1)+
P(X = 2olU = w;, T, = 1,V # vj)p(V # v;|U = u;, T j = 1).
Since under the event (U, V) = (u;,v;) and T;; = 1, X is equal to x1, the term

p(X =2o|U = u;,T;; = 1,V = v;) will be equal to zero. Following an argument like
above, one can show that

0+ p(X =x0|U =uw;, V # vj)p(V # v;|U = ;).

Comparing equations (8.8) and (8.9), and noting that p(V = v;|U = v;) > 0, we
conclude that

p(X = 20U = u;, Ty = 0) # p(X = xo|lU = w;, Tp; = 1).
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is similar.
It remains to show that for any x ¢ {zg, x1},

p()z =z|U =v;,T;; =0) :p(X =z|U =u;,T;; =1).
Note that

PX =2|U =u;, Tij =1,V =v;)p(V = v)|U = w;, T, = 1)+
p()? =z|U = u, Tij =1,V # vj)p(V # Uj|U =u;, Ti; = 1) =

0+p(X =2|U =u;, V # vj)p(V # v|U = u;) =
p()z =z|U =u;,T;; =0).

Appendix IV

We prove the statement by contradiction. Assume that
p(Y =ylU =u;, T;; =0) = p(Y =ylU = u;, T;; = 1).
We have

p(Y = y|U = u;, Ty = 0) =

p(Y = y|lU = u;, Ty = 0, X = 20)p(X = 2|U = u;, Tp; = 0)+

p(Y =y|U =u;, Ti; = 0,X = 2)p(X = 24 |U = u;, Ty; = 0)+
Z (p(i}:y‘U:uiaT’i,j:O,jZ:x>x

2€X o {z0,x1}
p(X =2|U =u;,T;; =0)) =
p(Y = y|X = 20)p(X = 20U = uy;, Ty = 0)+
p(Y = y|X = 21)p(X = 21|U = u;, Ty = 0)+
Z (p(iN/ = y|X = 2)p(X = z|U = u;, T;; = 0)).

X, x¢{zo,x1}
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Similarly,

p(Y =y|U = u, T;;=1) =

p(? =ylU =u;,T;,; = 1, X = xo)p()zC = 20U = us, Ty = 1)+

p(V =ylU =ui, Tos = 1, X = 2)p(X = 21|U = w;, Tp; = 1)+
Z (p(Y =y|U =u;, T;; =1, X = 2)x

veX 3¢ {w0,71}
p()N( =z|U =w,T;; = 1)) =
p(Y = y|X = 2o)p(X = 20|U = w;, Ty ; = 1)+
p(Y = y|X = 2)p(X = 01|U = u;, Ty = 1)+
Yoo (Y =yl X = a)p(X = 2U = u;, Ty; = 1)).

X, x¢{xo,x1}

The assumption that
p(Y =y|lU =u;, T;; = 0) = p(Y = y|U = u;, T;; = 1),
therefore implies:

p(Y = y|X = 20)p(X = 2|U = u;, Ty = 0)+
P(? = yl)? = fl)P()? = 11U = u;, Ti; = 0)-+
> (p(Y =y|X = 2)x
o X x¢{wo,z1}
p(X = 2|U = u;, Ty = 0)) =
p(Y = y|X = z0)p(X = z0|U = wi, T; ;= 1)+
p(Y =ylX = 2)p(X = 21|U = i, Ty = 1)+
Z (p(}N/ = y|)~( = x)p()N( =z|U = u;, Ti; = 1)).

z€X ¢ {zo,x1}

It was shown in Appendix III of this section that
p(ji: = $0|U = u’hﬂ,j = 0) 7é p()? = :L‘O|U = uiaﬂ,j = 1)7

p()? =un|U=v,T,; =0) #p()? =u|U =u;, T;; =1).

Z'7j

But for any = ¢ {x, 21},

p(X = 2|U =u;, Tj; = 0) = (8.10)
1).

p(X =2|U =u;, Tij = 1)
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Thus, we must have

Y (X = 20|lU = u;, Tjj = 0

?:?J|X 1)p(5€:$1|U:UiaTi,j =0

Y 20)p( 1
)p( 1

This implies that

pQ? = 70|U = wi, Tij = 1) —P()? = mo|U = ui, Tij = 0) _ p(? = yl)? = 1)
pX =1|U =u;,Tij =0) = p(X =24|[U =w;, T;; =1)  p(Y =y|X = x0)

Note that the nominator and denominator are positive by what was proved in Ap-
pendix III of this section.
On the other hand, we also have by equation 8.10:

This implies that

— — = 1.
pX =21|U =u;,T;; =0) —p(X =24|U =u;,T;; = 1)

Hence,
p(? = ylff =1)
p(Y = y|X = o)

But we know that p( = y\X = 1x9) # p( = y\)z = x1) since the input values xg
and z; are distinguishable by the Y receiver. This is a contradiction.

=1

Appendix V

Take a broadcast channel with positive transition matrices, and let p(u,v,w, z)
maximize the expression AXI(W;Y) + (1 — \)I(W;2Z) + I(U;Y|W) + I(V; Z|W) —
I(U; V|W). Fixing the joint distribution of X and W, one can see that for any w the
conditional distribution p(u, v, z|w) will be a solution to the following maximization
problem:

max HUV) - HUY) — HVZ).

UV—X—YZ X~p(zlw)
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The proof relies on the following claim:

Claim. Take a broadcast channel with positive transition matrices, and an ar-
bitrary marginal input distribution on X, p(z). Let p(u,v,z) be a solution to the
following maximization problem

max H(UV)— HUY) - HVZ).

UV—X—YZ,X~p(z)

Further assume that p(u) > 0 for all u, and p(v) > 0 for all v. Let the functions

~

fu: X = R for every u € U,
gy : X = R for every v € V,

~

h:X — R,

be defined as follows:

ful@) =Y qlylz) log p(uy),

Y

gu(x) = Z q(z|z) logp(vz),

z

h(z) = min (log(p(u', ') = fur(x) = §u(@)).

u’ v’
It is then claimed that for any (u,v), we have

p(zo|u,v) =1 for some zg € X =
o € argmaz, fu(z) + gu(z) + h(z),

and

A~

log(p(u, v)) = max fu(2) + g () + h(z).

Proof of the claim: The proof of Lemma 6 could be mimicked to show that p(u,v),
p(u,y) and p(v, z) are positive for all u, v,y, z whenever p(u) > 0 and p(v) > 0 for all
u,v. Therefore f,(z), §,(z) and h(z) are well-defined.

The proof begins by noting that the definition of ﬁ(m) implies that for any (u,v, x),

~

h(z) < log(p(u,v)) = fu(z) = gu(2).

Therefore, for any (u, v, ),

~

log(p(u,v)) > fu(®) + 4u(x) + h(2).
Thus,

log(p(u,v) > max (fu(x) + gu(x) + hix)). (8.11)
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Note that the first partial derivative of H(UV') — H(UY) — H(V Z) with respect
to p(u, v, x) is proportional to

—logp(u,v) = 14> q(ylz)logp(u,y) + 1+
Y

> qlzlr)logp(v, 2) + 1 =

z

A

- logp(u,v) + fu(x) + g’u('f) + 1.

Assume that the triple (u,v,x) is such that p(u,v,z) > 0. Take some arbitrary
v’ and v'. Reducing p(u,v,z) by a small e and increasing p(u’,v’, x) by € does not
affect the marginal distribution of X and hence should not increase the expression
HWUV)—-HUY)— H(VZ). Therefore the first derivative of H(UV) — H(UY) —
H(V Z) with respect to p(u, v, z) must be greater than or equal to the first derivative
of HUV)— H(UY) — H(VZ) with respect to p(u’,v",z). Thus,

—logp(u,v) + fu(®) + Gu(x) + 1>

—logp(u/,0) + furlz) + g (x) + 1.

In other words, for any arbitrary «' and v, we have

logp(u,v) - fu(x) - gv(x) <
logp(u', U/) - fu/(lli') - f]v/({L’).

Therefore

~

log p(u,v) — fu(z) — gu(z) <
min log p(u’,v") — fu(x) — g,

u v’

Thus, logp(u, v) < fu(2) + §s(z) + h(z) whenever p(u,v,z) > 0. This together with
equation (8.11) imply that

~
A

log(p(u, v)) = max Ful®) + go(x) + h(z),
and

p(zolu,v) =1 for some zg € X =
o € argmazy fu(z) + go(z) + h(z).
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Appendix VI

The proof follows from the following two statements:

Statement 1: Assume that p*(u,v,w,z) is an arbitrary joint distribution maxi-
mizing NI(W;Y)+(1-NI(W; Z)+1(U;Y|W)+I1(V; Z|W)—1(U; V|W), and having
the largest value of I(W;Y')+ [(W; Z) among all maximizing joint distributions. For
every w, p*(xz|w) must belong to the set 7T defined as follows. Let T (¢(y, z|z)) be the
set of pmfs on X, t(x), such that

max {MW;Y) + (1= NI(W; 2)
p(u,v,w|z)t(z)q(y,z|z)
+ I(U;YIW) + I(V; ZIW) = I(U; VIW) }
= max (L(U;Y)+ I(V;2) — 1(U; V)),
p(u,v|x)t(z)q(y,z|z)
and I(W;Y) = I(W;Z) = 0 for any® pmf p(u, v, w|z)t(x) that maximizes the expres-
sion NI(W3Y) + (1= NI(W;2) + I(U;Y|W) + I(V; Z|W) — [(U; V|]W).4

Statement 2: Let q(y, z|z) be a general broadcast channel, and t(z) € T (q(y, z|z)).
Consider the maximization problem: max(y vje)(2)q(y,zz) (L (U Y)+I(V; Z)—=1(U; V)).
Assume that ¢ maximum occurs at p*(u, v|z). Then the following holds for random
variables (U, V, X,Y, Z) ~ p*(u,v|x)t(x)q(y, z|x):

o I(U;Y)>I(U;VZ) for every U - U = VXY Z.

o I(V;Z) > I(V;UY) forevery V=V - UXY Z.

Proof of Statement 1: Assume that the marginal pmf of X given W = w does
not belong to 7 for some w. By the definition then, at least one of the following must
hold:

Case 1: Corresponding to p’_,(2) is the conditional distribution p(u, v, @|Z)
such that

HU; YW =w)+ I(V; ZIW =w) — [(U; VIW =w) <

A~

MW Y)+ (1= NI(W; 2) + 1(U; Y |W)
+ I(V, Z|W) — 1(U; V|W) (8.12)

where p(u, v, 0, 7,7, z) = p(u, v, W[T)pxy_,, (T)a(y; Z]2).
Case 2: Corresponding to pﬁQW:w(a:) is the conditional distribution p(u, v, w|x)
such that
HU; YW =w)+ I[(V; ZIW =w) = [(U; VIW =w) =

—~

MW Y)+ (1= NI(W; 2) + I(U’ Y W)
+ I(V: ZIW) = I(U; VW)

3Note that such a pmf may not unique.
4We have used maximum and not supremum in the above conditions since cardinality bounds on
the auxiliary random variables exist.
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but I(W; Y)+I(W Z) > 0, where p(@,9,@,7,7,%) = p(@, , O|2) P = (Z)a(Y, 2]T).

Define U , V, w jointly distributed with U, V, W, X, Y, Z as follows: whenever
W # w, the random variables U = U, V =V, W = W. For W = w, the Markov
chain UVW — X — UVWY Z holds, and p(u,v,w|z) = p(u,v,w|x). Next, assume
that U' = U, V' =V, W' = WW.

If case 1 holds, we prove that A\[(W"Y) + (1 — NI(W"; Z) + [(U;Y|W') +
IV ZWH = 1O VW) > (W Y) + (1 =NIW 2)+ LU YW+ IV Z|W) —
I(U; V|W), which results in a contradiction. If case 2 holds, we prove that \XI(W';Y)+
(1—=NIW:2Z)+ (U Y|W) + I(V', ZlW') — I(U'; V’\W’) MW, Y)+ (1 —
NI(W;Z2)+ L(U; Y W) + I(V; ZIW) — I(U; VIW) but that (W Y) + I(W'; Z) >
I(W;Y)+ I(W; Z), which results in a contradiction.

Assume that case 1 holds. Since W/ = WW, I(W";Y) = I(W;Y) + I(W;Y|W)
and I[W"; Z2) =I(W; Z) + I(W; Z|W), we need to show that

MW YW) + (1= NI(W; Z|\W) + (U Y [WW)+
IV ZIWW) — I(U; VIWW) >
LU Y|W) + I(V; Z|W) = [(U; VW)

Remember that whenever W # w, random variables U , ‘7, W were defined to be
equal to U, V, W. Therefore we need to show that

p(W = w) MW YW = w) + (1 = NI(W; Z|W = w)+
HU;Y|W =w, W)+ I(V; Z|W = w, W)

— [({U;V|W = w,W)] >

p(W =w)[I(U; YW =w) + I(V; ZIW = w)

— [(U; VW = w)].

On the event W = w, random variables U, V, W were defined so that p(u, v, w|x) is
equal to p(u, v, w|z). Furthermore the marginal distribution of p(z) is p*(z|W = w).
Therefore I(W;Y|W = w) = I(W:Y), IW; Z|W = w) = I(W:2), I({U;Y|W =
w, W) = I(U: Y\W), etc. Thus it remains to show that

MW:Y)+ (1= NI(W; 2) + I(U; Y|W)

IV, Z[W) — I(U; VW) >
IU, YIW =w)+ I(V; ZIW =w) — [(U; VIW = w).

This holds because of equation (8.12). This concludes the proof for case 1.
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Now, assume that case 2 holds. Following, the above proof for case 1, one can get
MWLY)+ (1= NI(W2Z2)+ (U YW
+ IV, Z\W" — LU, V' |W') >
MW:Y)+ (1 =NI(W;2)+ I[(U;Y|W)
+ I(V; Z|W) = I(U; V|W).

Note that I(W"Y) + I(W'; Z) = I(W;Y) + I(W;Y|W) + I(W; Z) + I(W; Z|W).
Thus, we need to show that I(W;Y|W)+ I(W; Z|W) > 0. Note that
I(W;Y W)+ I(W; Z|W) =
p(W = w)(I(W; YW = w) + I(W; Z|W = w))
= p(W = w)(I(W;Y) + [(W; 2)) >
Proof of Statement 2: Take an arbitrary U satisfying U — U — VXY Z. Let
W =U,U=U,V =V. Since t(z) € T(qy,z|z)), and p*(u,v|z) maximizes
IU;)Y)+ I(V; Z) — I(U; V), we can write:
HUY)+1(V:2) - 1(U;V) =
AW Y) + (1= NIW; 2) + I({U; VW) + I(V; Z]W)

— [(U; VW), (8.13)
and furthermore if equality holds, we must have 1 (W, Y)=1 (W, Z) = 0. We prove
that this implies that [(U;Y) > I(U;V Z).

We can write:
HU;Y)+1(V;Z2) — [(U; V) >
MW:Y) + (1= NI(W; 2) + I(U; YW) + I(V; Z]W)
— [(U; V|W) =
MU;Y)+ (1= NI(U; Z2)+ 1(U; Y|U)
+I(V; Z|U) — I(U; V|U).

Therefore

IU;Y)+1(V;2) - I(U; V) >
MU;Y)+ (1 - NIU; Z2)+ LU YU) + 1(V; Z|U)
— I(U; V|0)
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Since U — U — VXY Z, we have I(U;Y) = I(UU;Y) and I(U;V) = I(UU;V).
This implies that

I( I(V:Z)-I{U;V) >

U:Y)+
M(U;Y) + (1= NI(U: Z2) + I(V; Z|U)
IU;Y)+ I(V;2) > M(U;Y)+ (1= NI(U; 2) + 1(V; ZU)
1=NIU;Y)>1-NI(U;2)+ 1[(V;U|Z).
In other words
1=NIU;Y)> 1 - NI(U;VZ)+ X(V;U|Z). (8.14)

Let us consider the following two cases:

e A\ < 1: In this case, equation (8.14) implies that 1(U; Y) > I(U;VZ) +
ﬁ[(v; U|Z). This inequality implies the desired inequality I(U;Y") > I(U;V Z).

e )\ = 1: In this case, equation (8.14) implies that I(V;U|Z) = 0. Furthermore
equation (8.13) will hold with equality. Since ¢(z) € T, we must have I(U;Y) =
I(U;Z) = 0.

The fact that I(V;U|Z) = I(U;Y) = I(U;Z) = 0 implies that I[(U;Y) =
I(U; ZV) = 0. Therefore the inequality I(U;Y) > I(U; ZV) also holds in this
case.

In each case, we are done. The proof for the inequality I(V;Z2) > I(V;YU) is
similar.

8.4 Insufficiency of Marton’s coding scheme with-
out a superposition variable

8.4.1 Statement of the result

In this section we then consider Marton’s inner bound and show that, unlike in the
Gaussian broadcast channel case, “Marton’s coding scheme” alone is not sufficient to
achieve the capacity region of the general degraded broadcast channel. Necessity of
the “superposition-coding” aspect of the inner bound had previously been observed
for a non-degraded broadcast channel [28].
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In Marton’s inner bound the auxiliary random variable W corresponds to the
“superposition-coding” aspect of the bound, and the random variables U and V
correspond to the “Marton-coding” aspect of the bound. When Ry, = 0 (private
messages only) and W = (), Marton’s inner bound reduces to the the set of non-
negative rate pairs (R;, Ry) satisfying

R, < I(U;Y|Q), (8.15)
Ry < 1(V; Z|Q), (8.16)
Ry + Ry < I(U;YQ) + I(V; Z|Q) — I(U; V|Q) (8.17)

for some random variables (Q,U,V, XY, Z) ~ p(q)p(u, v, z|q)q(y, z|z).

It is known that this inner bound is tight for Gaussian broadcast channels (through
dirty paper coding), implying that W is unnecessary for achieving the capacity region
of this class of degraded broadcast channels. We show through an example that this
is not the case in general.

Lemma 7. There are degraded broadcast channels for which Marton’s private mes-
sage inner bound without W is strictly contained in the capacity region of the channel.

8.4.2 Proof

Proof of Lemma 7: Consider the degraded broadcast channel p(y, z|z) =
p(y|z)p(z|y), where the channel from X to Y is a BSC(0.3) and the channel from Y
to Z is as follows: pz‘y(0|0) = 06, pz|y(1|0) = 04, pz|y<0‘1) = 0, pz|y(].|]_> =1. We
show that the private message capacity region for this channel is strictly larger than
Marton’s inner bound without W.

We first intuitively sketch outline of the proof: take a non-negative real a and
consider the maximum of Ry+aRs over the pairs (Ry, Ry) in the capacity region. Since
the broadcast channel is degraded, the maximum is equal to maxy _, x vz [(X;Y|V)+
al(V;Z). Since X — Y — Z, when the weight of the degraded receiver is less than or
equal to 1, an optimum V' will be equal to a constant (corresponding to Ry = 0). As
we gradually increase o beyond one, the optimum V' gradually moves from a constant
random variable to X (corresponding to Ry = 0). Now, let us consider the maximum
of Ry + aRy over the pairs (Ry, Ry) in Marton’s inner bound without the auxiliary
random variable . The latter maximum is equal to [(U;Y) + aI(V; Z) — I(U; V).
When a < 1, it is optimum to take U = X, V =constant and dedicate all the rate
to the stronger receiver. The simulation results however indicate that as we increase
a beyond one in the problem of maximizing I(U;Y) + ol (V; Z) — I(U; V), U = X,
V' =constant continues to be optimal up to a threshold. Beyond this threshold,
suddenly U =constant, V' = X becomes the optimizing choice, and stays as the
optimizing choice afterwards. In other words, unlike the gradual transition of the
maximizing V for the actual region, there is a sharp transition in the maximizing V'
for Marton’s inner bound without W.
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In the following, we provide a formal proof: the maximum of R; +2.4R5 over pairs
(R1, Ry) in the capacity region, is equal to maxy_,x vz [(X;Y|V)+241(V; Z). Take
the joint pmf of p(v,x) to be as follows: P(V =0,X =0)=0, P(V =0,X =1) =
041, P(V =1,X =0) =048, P(V =1,X = 1) = 0.11. For this choice of p(v,x),
I(X;Y|V)+2.41(V; Z) = 0.1229.... Therefore the maximum of R;+2.4R, > 0.1229....
The maximum of R; + 2.4R, over Marton’s inner bound without W is equal to
supyyx_yz LU V) +241(V; Z) — I(U; V). Using the perturbation method, one
can show that the supremum is indeed a minimum, and that the cardinality of U
and V can be bounded from above by |X'|. Furthermore X can be assumed to be
a deterministic function of (U,V’). Since X is a binary random variable, we need
to search over binary random variables U, V. Numerical simulations show that the
maximum is equal to 0.1215... < 0.1229... and occurs when X = V and U = constant.
Therefore Marton’s inner bound without W is not tight for this broadcast channel.

|

8.5 Computation of the Nair-El Gamal outer bound

8.5.1 Statement of the result

In this section, we find bounds on the cardinalities of the auxiliary random vari-
ables appearing in the Nair-El Gamal outer bound, thus making it fully computable
and generalizing an earlier result by Nair and Zizhou [45] for the case of Ry = 0.

Theorem 13. For a general broadcast channel ¢(y, z|x), the Nair-El Gamal outer
bound R yg is the set of non-negative rate triples (R, Ry, R2) satisfying

Ro < min{I(W;Y), [(W; 2)}, (8.18)

Ro+ Ry < I(UW:Y), (8.19)

Ro+ Ry < I(VW; 2), (8.20)
Ro+ Ry + Ry < min{ [(UW;Y) + I(X; Z|UW),

I(VW: Z) + I(X; Y[VIW)}, (8.21)

for some random variables (U, V,W, X, Y, Z) ~ p(w, z)p(u|w, z)p(v|w, z)q(y, z|z) with
Ul < x|, V| <&, W] < |X] + 6.

Note that the above result makes the Nair-El Gamal outer bound fully com-
putable.

8.5.2 Proof

Proof of Theorem 13: Let R denote the region given in the statement of Theorem
13. We would like to show that Ry = Ryg. Our proof resembles and generalizes
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the one provided by Nair and Zizhou [45] for the case of Ry = 0. We first show that
Rne = Ro, where Ry consists of the set of non-negative rate triples (Ry, Ry, R»)
satisfying

Ry <min{I/(W;Y),I(W;Z)},
Ry + R, < I(UW;Y),
Ry + Ry, <I(VW; Z2),
Ry + Ry + Ry < min{I(UW;Y) + I(X; Z|UW),
I(VW; Z)+ I(X;Y|VW)},

for some random variables U, V., W, XY, Z ~ p(u, v, w, x)q(y, z|x).

Clearly Ryr C Ra, since in Ry we take the union over all p(u,v,w,z), and
I(X;ZIUW) > I(V; Z|[UW), I(X;Y|VW) > I(U;Y|VW). In order to show that
Rs C RyEg, take some arbitrary p(u, v, w,z). Without loss of generality assume that
U=140,1,2 ..U -1}, v={0,1,2,....|V|—1} and X ={0,1,2, ..., |X| — 1}.

Let (7, \7, 551, )?2, )?3, X, be uniform random variables on sets U, V, X, X, X,
X respectively. We assume that U, V', X, Xo, X3 and X4 are mutually independent
of each other and of U, V,W, X,Y,Z. Let us define random variables U, V, W and
X, Y and Z as follows:

e U=UaUXaX &XyXs);
e V=(VaV,XaX,d X X,);
° /W:(W,ﬁ,f/,)zh)@);

° )A(:X;

eV =Y

«7=2.

It can be verified that U is independent of V. Furthermore
o I(W;Y) < I(W;Y);
o [(W;2) < I(W;2);

I (7/1/[7,?),

I({UW;Y

Tw);

N

) < I(
I(VW; 2) < I(VW; 2);
L{UW:Y) +

)+

+I(X; ZlUW) < I{OW; V) + I(V;
(

VW)

~D

o I(VW;2)+ I(X;Y|VW) < I(VW;2) + I(U;
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Therefore Ry C Ry, and Ry = Ryg. It remains to show that R, = Ry.

In evaluating R, it does not matter if we take the union over all p(u, v, w, x) or
over those of the form p(u, v, w,x) = p(w, z)p(ulw, x)p(v|w, x), since the expression
depends only on the marginals of p(u,w,z) and p(v,w,x), so let us assume this is
done. The last step is to establish cardinality bounds of |U| < |X|, |[V| < |X],
IW| < |X| + 6 on the auxiliary random variables in Ro. This would imply that
RQ - Rl.

Let us consider a six dimensional region Cyg_r(q(y, z|z)) defined as the union of

A{(IW;Y), I(W; Z), (UW;Y), [(VW; Z),
IUW;Y) + 1(X; Z|UW),
IVW;2)+ 1(X;Y[VIW) }),

over p(w, z)p(ulw, x)p(vjw, z). Here the down-set operator A(A) for a set A C R4
is defined as follows: A(A) = {¥/ € R?: ¥ is coordinatewise less than or equal to
W for some W € A}. Note that the region Cyp_;(q(y, z|z)) specifies Cyg(q(y, z|z)),
since given any p(u,v,w,z,y, z) = p(w, x)p(u|w, x)p(v|w, z)q(y, z|x) the correspond-
ing vector in Cyg—r(q(y, z|z)) is providing the values for the right hand side of the 6
inequalities that define the region Cyg(q(y, z|x)). Therefore, it suffices to prove the
cardinality bound for determining Cng_;(q(y, z|x)).

We begin by proving cardinality bounds for a weighted combination of the terms:
given non-negative A\;, Ag, ..., Ag, and any joint distribution p(u,v,w,z,y,z) =
p(u,v,w,z)q(y, z|z) on U, V,W,X,Y,Z, we would like to define random variables
U, Vv, W, X,Y and Z jointly distributed according to p(u,v,w,7)q(y, z|x), and
satisfying the following properties:

o N\ - I(WiY )+ XM IW 2)+ X3 - I(UWSY )+ My - I(VW Z) 4+ N5 - (LH{UW;Y) +
I(X;ZIUW)) + Xg - (I(VW; Z) + I(X;Y|VW)) is less than or equal to A -
IW:Y) 4 A - IW: Z) 4+ As - IOW;Y) + Ay - IVW: Z) + X5 - (I({UW;Y) +
I(X: ZIUW)) + Xs - I(VW; Z) + I(X: Y|VIV)),

o U] =],
o V| =|x|,
o (W|=|W|.

In the appendix in section 8.5.3, we verify that this is possible with a cardinality bound
of |X| on |U| and |V|. The cardinality of W can be reduced by fixing the conditional
distribution of p(u, v, x,y, z|w) and trying to change the marginal distribution of p(w)
so that non-zero probabilities are assigned to at most |X'| elements of WW. Note that
the above expression can be written as M H(Y) + Mo H(Z) + MsH(Y) + \MH(Z) +
MH(Y) + NgH(Z) plus a second term that is linear in p(w). In order to preserve
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the first term, we preserve the marginal distribution of Y and Z by preserving the
marginal distribution of X by imposing |X| — 1 linear equations on p(w). There is
one linear constraint ) p(w) = 1, and the inequalities p(w) > 0 for w € W. If we
want to use the traditional Carathéodory theorem, we need to impose one more linear
constraint for preserving the second linear term. The number of linear constraints
will be |X| + 1. The strengthened Carathéodory theorem of Fenchel however reduces
this to |X].

Having established cardinality bounds for a weighted combination of the terms, it
remains to show that if the alphabet of W is of size greater than or equal to |X| + 6,
then this guarantees the convexity of the region. We would like to show that the
region defined as the union of

A (IW;Y), [(W; 2), ([UW;Y), [(VW; Z),
HUW;Y) + I(X; ZIUW), [(VW; Z) + I(X; Y[VIV)) }),

over random variables U, V|, W, XY, Z having the joint distribution p(u, v, w, x,y, z) =
p(u,v,w, x)q(y, z|z), U] <|X], |V| < |X]|, and W] < |X| + 6 is convex. Note that if
the constraint |[W| < |X| + 6 is relaxed, the region becomes convex by a time-sharing
argument. One can then use the strengthened Carathéodory argument to reduce the
cardinality of W to |X| + 6 as we would like to preserve the marginal distribution
of X and the linear terms H(Y'|W), H(Z|W), HY|UW), H(ZIVW), I(X; Z|[UW),
I(X;Y|VWV).
[

8.5.3 Appendix

Claim: We claim that it suffices to find W, X , Y and Z jointly distributed
according to p(u,v,w, T)q(y, Z|T), and satisfying the following properties:

o M I(WiY) 4+ M- I(W3 Z)+ s - I(UW;Y) 4+ My - I(VW; Z) + A5 - (I({UW;Y) +
I(X;Z|UW)) + As - (L(VW; Z) + I(X;Y[VIV)) is less than or equal to A; -
I(W;Y) + X - I(W; Z) + As - I{OW;Y) + Ay - IV Z) + s - (I({UW;Y) +
I(X; Z\UW) 4 As - T(VW; Z) + I(X: Y|VIV)),

e For any w where p(w) > 0, p(u|w) # 0 for at most |X'| values of w,
e For any w where p(w) > 0, p(v|w) # 0 for at most |X| values of v,
o (W= |W|.

Proof of the claim: Given w € W, let Ag be a subset of U satisfying [Ag| = |X],
and p(U = u|W =w) = 0ifu ¢ Ag. Assume that Az = {ag1, 052, 053, - G5 x|}



164

Similarly, let Bz be a subset of V satisfying |Bg| = |X|, and p(V = 0|W = @) =
0if v ¢ Bg. Assume that Bg = {bg 1, bs 2, ba 3, ---, ba x| }-

Define U’ and V', two random variables taking values from the set {1,2,3, ..., [ X[},
and jointly distributed with W X Y and Z as follows: for any w,r,y and z where
p(W—wX—:L*Y—y,Z—A)>O letp(U’—zV’—]\W—wX—xY—
7,2 =72 =pU —awZ|W—w X =1)p (V—b@]|W—w X—m) Both U’ and V"
have alphabet of size |X| and furthermore (U Y|W) = ](U Y|W) (X ZIUW) =

I(X; Z|UW) (V’ Z]W) = I(V Z]W) and I(X;Y|V'W) = I(X; Y\VW) Random
variables U ! V’ W, X Y and Z have the desn"ed properties. [ |

~ o~ ~ o~ o~

L2 T OO

We assume that random Varlables U, V, W, X, Y and Z are respectively defined on
the alphabets of U, V., W, X, Y and Z. Without loss of generality assume p(W =
w) > 0 for all w € W. We assume that the joint distribution of W,)?, }7, 7 is the
same as that of W, X, Y, Z. Therefore [(W;Y) = I(W;Y) and I(W; Z) = I(W; Z). It

suffices to define p(u, v|w, ) = p(u|w, z)p(v|w, T) satisfying the following properties:

e Forany w € W, A3 - [(U; YW = w) + A5 ([(U; YW = w) + I(X; Z[UW = w))
is less than or equal to Ag-1(U: Y|W = w)+As-(I1(U; Y]W w)+1(X; Z|UW =
w)).

o Forany w € W, Ap-I(V; Z|W = w)+ Xs- (I(V; Z|IW = w) + I(X; Y |[VIV = w))
is less than or equal to Ay-I(V; Z|W = w)+Xg-(I(V; Z|W = w)+I(X;Y|VW =
w)).

e For any w, p(U = u|W = w) # 0 for at most |X| values of u.

e For any w, p(V = U|W = w) # 0 for at most |X| values of v.

Note that the conditions involving U and V' are disjoint, because we can choose
p(3, 5/, 7) = p(ilT, D)p(3)5, 7).

Such choices of p(u|w, z) and p(v|w, T) exist because of the following lemma that
can be proved using the strengthened Carathéodory theorem of Fenchel:

Lemma. Given any non-negative numbers « and 3, a broadcast channel ¢(y, z|x)
and a fixed marginal distribution p(z), consider the problem of finding the max-
imum of ol(U;Y) + B(I(U;Y) 4+ I(X;Z|U)) over all p(u|z) where U, X,Y,Z ~
p(ulx)p(z)q(y, z|x). The cardinality of U for this problem can be reduced to |X|.
Note that al(U;Y) + B(L(U;Y) + 1(X; Z|U)) is equal to (a + B)H(Y) plus — (v +
BYH(Y|U) + BI(X; Z|U). Since p(x) is fixed, we are interested in the maximum of
—(a+B)HY|U)+PI(X; Z|U) over all p(u|x). A typical application of the strength-
ened Carathéodory theorem of Fenchel reduces the cardinality of U to |X|.
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8.6 Computation of the capacity along certain di-
rections

8.6.1 Statement of the result

In this section we compute the capacity region along certain directions.

Lemma 8. For a broadcast channel ¢(y, z|x) and real numbers Ay, A; and Ag such
that )\0 Z )\1 + )\2,
max ()\()R(] + >\1R1 + )\2R2) =
(Ro,R1,R2)€C(q(yz[2))

max max ARy + N Rs),
{(Ro,Rz>ecd1<q<y,z|z>>( oflo + Aoltz)

max MRo+ MRy}
() ety ey 00 T A}
where Cy, (q(y, z|z)) and Cga,(q(y, z|x)) are the degraded message set capacity regions
for the given channel.

Corollary 3. The above observation essentially says that if Ay > A\; + Ao, then a
maximum of A\gRy + A\ Ry + ARy over triples (Ry, Ry, Ry) in the capacity region
occurs when either By = 0 or Ry = 0.

Remark 4. Since Cy,(q(y, z|x)) U Cq, (q(y, z|x)) C Crr(q(y, z|z)) C C(q(y, z|z)), the

above lemma implies that Marton’s inner bound is tight along the direction of such
()\0, )\1, )\2), 1e

max (MR + MRy + Mo Ry) =
(Ro,R1,R2)€C(q(y,z|7))
max (AoRo + MRy + Ao Ry),

(Ro,R1,R2)€Cnm (q(y,2|7))
whenever A\g > A; + Aq.

Based on numerical simulations for certain broadcast channels, we conjecture that
the Nair-El Gamal outer bound is also tight along the direction of any such (Ag, A1, A2).
However if this conjecture turns out to be false, it would imply that the Nair-El Gamal
outer bound is not tight.

8.6.2 Proof

Proof of Lemma 8: It suffices to show that
max ()\ORO -+ )\1R1 + )\2R2) S
(Ro,R1,R2)€C(q(y,2|2))

max max MRy + A2 Rs),
{<R0,Rz)ecd1(q<y,z|x>>< oo + Az Fz)

max Mg+ MR}
(Ro,R1>ecd2<q(y,z|z>>( ofto + M)}
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The key step is to show that if (Ry, Ry, R2) is in the capacity region of a broadcast
channel, then (R + min{ Ry, Ry}, Ry —min{ Ry, Ro}, R — min{ Ry, Ry}) is also in the
capacity region. Since A9 > A + Ay, we then have that A\o(Ro + min{R;, Ro}) +
)\1(R1 — min{Rl,RQ}) + )\Q(RQ — min{Rl,RQ}) > MRy + MR1 + MRy, so at the
maximum we must have min(R;, Ry) = 0. One can prove this property using the
result of Willems [55], which shows that the mazimal probability of error capacity
region is equal to the average probability of error capacity region. Willems’ proof,
however, is rather involved. Instead, we provide a simple direct proof. Consider an
arbitrary code (My, My, My, X™, €). We show that

201 (00) + 2 (0) + 2 (0m) - O(e) <

max( max ARy + ARy,
(Ro,R2)€C4q, (a(y,2]))
max MoRo + M Ry),
(Ro,R1)€Ca, (q(y,2]x))

where O(€) denotes a constant (depending only on |X|, |V|, | Z]) times e.
Assume without loss of generality that H (My) < H(My), i.e. Ry < Ry. Let

W = MoM,, X = X", ¥ =Y", Z = Z". Note that q(y, z|x) is the n-fold version of
q(y, z|z). Let us look at Cq4, (¢ (y, Z|x)), evaluated at the joint pmf p(w, T):

Ro <I(W;2),
R < I(X; VW),
Ro+ R <I(X;Y).

Note that, by Fano’s inequality,

[(W; Z) = I(MoMy; Z") = H(Mo) + H(M,) — O(ne),
[(X;Y|W) = I(X™Y"|MyMy) = H(My) — O(ne),
I(X:Y)=I(X"Y") = H(M,) + H(M,) — O(ne).

Therefore Ry = H(My) + H(Ms) — O(ne) = n(Ro + Rz) — O(ne) and R, = H(M,) —
H (M) = n(Ry—Ry)—O0(ne) isin Cq, (¢(y, 2|7)). Since (¥, z|T) is the n-fold version of
q(y, z|z) and Cq4, (¢(y, z]7)) is the degraded message set capacity region for ¢(y, z|),
we must have: Cq,(¢(y,2|7)) = n - Ca,(q(y, z|z)), where the multiplication here is
pointwise. Thus, (£2,51) € Cy (g(y, z|z)). We can complete the proof by letting
¢ — 0, and conclude that (Ry + Rz, Ry — Rs,0) € Cq,(q(y, z|2)), and thus also in the
capacity region.
|
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8.7 An achievable region

8.7.1 Statement of the result

In this section we discuss an idea that may lead to a larger inner bound. Since
capacity is defined in the limit of large block length, it is natural to expect that it
has an invariant structure with respect to shifts in time. This suggests that it should
be expressed via a formula that has a fixed-point character, namely it should involve
joint distributions that are invariant under a time shift. The following theorem is a
proposed inner bound along these lines.

Theorem 14. For a broadcast channel ¢(y, z|x), consider two i.i.d. copies (Uy, Vi, W)
and (Us, Vo, W3) and a conditional pmf r(x|uy, vy, wy, ug, ve, ws). Assume that

U17‘/17W17U2)‘/2)W27X17X273/17Y2721722
are distributed according to

p(ulavl,’wlaU27027w2,$17y172h$2,3/2722) =
r(uy, v1, wy)r (U2, V2, We)-
7‘($2|U17 U1, W1, Uz, Vg, w2)Q(y2, 22’962)'

f(l’lfuh U1, wl)Q(fgla 21’1’1),

where 7(z|u, v, w) is defined as

Z r(zu', v W' u, v, w)r(u, v w').

u' et v eVw' ew
Then a rate triple (R, Ry, Rs) is achievable if

Ry, Ry, Ry > 0,

Ry + Ry < I(UyWo; Y1Y2U W),

Ry + Ry < I1(VoWa; Z1 Z,ViWY),

Ry + Ry + Ry < I(Va; Z1 ZoViW, [Wy)
+ LU Wo; V1Yo Uy W) — I(Uy; Vo| W),

Ry + Ry + Ry < I(Us; Y1Y2U W1 |[W3)
+ I(VaWsy; Z1 Z5ViWh) — I(Us; Va|[Wa),

2Ry + Ry + Ry < I(UsWa; Y1YoU W)
+ I(VoWy; 2, ZoViWy) — I(Uy; Vo[ Wy),

for some Uy, Vi, W1, Us, Vo, W, X1, X5 that satisfy the above conditions.

Remark 5. The above inner bound reduces to Marton’s inner bound if the condi-
tional distribution r(x|uy, vy, wy, us, Vo, wa) = 1(x|Ug, Vo, W), 1.e. Uy VIW, — UsVoWy —
X form a Markov chain.
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8.7.2 Proof

_ Proof of Theorem 14: Consider a natural number n, and define the super symbols
X =XX...X,,Y=YIVLY,, Z =777, representing n-inputs and n-outputs
of the product broadcast channel

n

" (Y1Y2..Yn, 2122...2p |01 T2, T) = H q(Yi, zi|x:).
i=1

Since the capacity region of the product channel ¢" (g, Z|Z) is n times the capacity re-

. 1 n .
gion of q(y, z|z), we have ~Crr(¢" (Y1¥2---Yn, 2122... 20 |T122...2,)) C C(q(y, 2|z)). Given
an arbitrary joint pmf p(u™, v™, w", 2™), one can then show that the following region
is an inner bound to C(q(y, z|z)):

Ry, R1, Ry > 0,
Ro+ Ry < %I(U”W”; Y™, (8.22)
Ro+ R < %I(V"W”; 7m), (8.23)
Ro+ Ry + Ry < %[I(U”W”; Y™ 4 (V™ 27 W)
- I(U™ VW™, (8.24)
Ro+ Ry + Ry < [I(U Y [W™) + I(V"W"; 27)

- I(U™ VW™, (8.25)
[I(U"W™Y™) + I(V"W™; Z™)
— I(U™ VW™, (8.26)

S|

2Rop+ Ry + Ry <

where U™, V* W™ X" Y™ Z" are distributed according to p(u”, v™, w™, x™)q(y", 2™|z™).
Clearly if we assume that (U™, V™", W" X™) is n ii.d. copies of p(u,v,w,z) we get
back the one-letter version of Marton’s inner bound. Assume that

n
p<un7 vn7 wn) = H T(uia Uy, wz)
i=1
Note that U;, V;, W; are i.i.d. copies of (U, V, W) distributed according to r(u, v, w).
We further use the given conditional law r(x|uq, vy, wy, ug, Ve, we) to define the joint
distribution of X™ given U™, V™ W™ as
n
p<x3‘un7 Un7 wn) = H r(.ﬁCi‘U/l’,h Vi—1, Wi—1, Us, Vg, wi)7
=2
X, = constant.
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We then have
nurwwym™) = HU"W") - HU"W"|Y") =
i H(UW;) — HUW,|JUT'W'y™) =
i=1
Zn: H({UW; U Wty ™y > 2”: HUW;; Ui AW 1YY )
=1 =2
= (n — 1)1 (UsWo; Y1YoU, Wh).
Similarly [(V"W™; Z") > (n — 1)1 (VoWoy; VIW,Z1 Z,). Next, note that
v zMwn)y = HvVHw") — H(VMW"Z") =

> H(VIIW;) — H(V;|VItwnzm) =
i=1
i=1

ZI(Vi; VieaWia ZiZ; 1 |Wi) =
i=2
(n — 1)1 (Va; VAW Zy Z1 |Ws).

Similarly, I(U™; Y™ |W™) > (n—1)1(Us; Y1 YU W1 |Ws). Lastly, note that I(U™; V*|W™) =
n-1(U; V|W). We obtain the desired result by substituting these values into equations
(8.22)-(8.26), and letting n — oo.

[
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Appendix A

Appendices

A.1 Lower bound on secret key rate

A.1.1 Source Model

The essentially best known lower bound on the source model secrecy capacity,
proved using random binning arguments, is due to Ahlswede and Csiszar [1]: the maxi-
mum of supy 7, x, x,7 ([(US Xo|V)—1(U; ZW)) and supy L,y x, 5 x, 7 ([(U§ Xu|V)-
I,z |V)) !

Roughly speaking our new lower bound in the source model is proved by following
the interactive communication stage by stage, however we have to do some careful
bookkeeping of the buildup of the secret-key rate by controlling the amount of reduc-
tion of secret key rate built up in earlier stages due to the communication in later
stages. The lower bound in the source model is exploited for deriving a new lower
bound on the secret key capacity in the channel model. After the submission of [23],
the authors were informed about the existence of a related result in [54] in which a
two-way key agreement protocol for binary random variables (in the context of the
quantum key distribution) is discussed.

Theorem 15. S(X1; Xo;...; Xu; (Xur1)®; .5 (X)) P Z) is bounded below by

S alminy < e I(Uy; X, |Urjo1) — 1(Uy; Z|Urj—1)]
for all natural numbers a < b, and finite random variables Uy, Us, ..., U, satisfying the
following constraints:

'Maurer provided a different technique for deriving lower bounds on the secret key capacity in
[39]. He proved, for instance, that even when the maximum of the two one-way secret key capacities
vanishes, the secret key capacity may still be positive. This technique however seems to give us a
rather low secret key rate in this case. A generally applicable single letter form of a lower bound
based on the ideas in [39] is not known.
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p(Ul, U27 ce0y Ub’X17X2>X3> "'aXm7 Z) =
b
Hp(Uk|U1:k—1Xjk)7

k=1

where 1 < 75 < m is such that j, = k modulo m;

e U, =0 whenever u + 1 < jp < m where j, is defined as above.

This lower bound strictly improves what is essentially the currently best known
lower bound, namely the maximum of the two one-way secret key capacities.

Discussion: The first property that (Ui, ..., Uy) should satisfy is equivalent to the
following condition:
I(Uk; Xjm)— i | Urn—1X5,) = 0.
Intuitively, assuming that all the X;’s and Z have learnt U;.;_1, the jx-th terminal
can create U,. The individual terms in the lower bound can be understood from the
form of the one-way secret key capacity. [ |

Proof

Proof of Theorem 15: It is enough to prove the lower bound for the special case
of @ = 1. This is because S(X7; Xo; ---JXu§X7521§ ...;X},f)HZ) can be bounded below
by

S(X1U1:a—1; s XuUria—1; (Xu-i—lUl:a—l)(S);

ey (XmUlza—l)(S)HZUl:a—l)
since the m terminals can collaboratively create i.i.d. repetitions of U;.,_. Here we
are using the following inequality for k =1,2,....,a — 2:

S(X1U1;k—1; s XuUrig-1; (Xu+1U1;k—1)(S);

i (X Uiee) D | ZU 1)

> S(X1Ur; s XuUt; (X1 Ure)@; .

i (X U)W ZUn).

We proceed with the assumption a = 1.

For any sequence (s1, s, ..., ), let (s1, S2, ..., si_l,"gi\, Sit1, .-, 8;) refer to the sub-
sequence in which s; is removed. Apply Lemma A3.1 mentioned at the end of this
section to the m + 1-tuple:

—
(Ui7 XlUlzi—la ceey in_1 Ul:i—lv le Ul:i—la X;

Jit1 Ul:i—17
ceey XmUlziflv ZUliifl)
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for i = 1,2,...,b where j; is defined as the natural number 1 < j; < m satisfying
ji = i modulo m. The lemma implies the existence of a natural number n and
random variables C1,, satisfying the following four properties (here we use U7',_; as a

shorthand for U}USUY...U" |, n ii.d repetitions of U;Us...U;_1):
e (; is a function of U, 1 = 1,2,3...,b;

e U] could be reconstructed from C; and XU, ; for all j with probability 1 —e
fort=1,2,3....,b;

[} %](CZ, ZnUlnlfl) < €+ maX[O, I(Uz, ZUlzi—l) — minj I(UZ, Xlezi—l)] =
€+ max[(], ](UZ, Z|U1:i_1) - minj I(Uvz7 Xj|U1:i—1)];

L] %H(U;L|CZZnU{1l_1) Z max[(), minj ](UZ, Xlezi—l) - I(UZ7 ZUlzi—l)] — € =
HlaX[O, minj ](UZ, leUlzi—l) — I(UZ, Z|U1:7;_1)] — €.

Assume that the m terminals observe n i.i.d repetitions of their random variables.

At the i-th stage, U* and C; are created by the j;-th terminal. C; is then communi-

cated to the other terminals and thereby enabling the other m — 1 terminals to create
U™ with probability 1 — e. The probability that after b stages all the m terminals

(2
cannot agree on the common randomness U'U3U3.. Uy will therefore be at most

(m — 1)be. In other words, if we let G; represent the i-th terminal’s guess of U7, we
will have:
PG =---=G,=U7,)>1—(m—1)be.
We can bound S(X7; Xo;...; Xy; Xiizl; o Xr(,f)HZ) from below by

%S(Gl;GQ; ...;Gu;foJ)rl; ...;G(s)HClzbZ”) >
1
~[H(Gi|Cra2") ZH eNleh)

The last inequality was derived using property 4 of Theorem 1. Since
P(Gi=---=Gn=U0)>1—(m—1)be,

we can work out the last expression as follows:

1
~[H(G1|Cra2") ZHGJG

[H(UL|CraZ") = H(UR|Gr) = Y H(G1|Gy)) >

Sl 3=

H(Up|CraZ")

— m(h((m — 1)be) + (m — 1)belog H 1),
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where h(.) is the binary entropy function.
We prove that L H (U7, |C1,Z™) is at least
Z?Zl[minlgjgm I(U“ Xj|U1:i,1) — [(Uz; Z’Ul;ifl)] — 2b6
If we can show this, the proof would be finished by letting € tend to zero.

b
H(Ufy|CraZ") =y H(U!|CraZ U _y) =
i=1

b
ZH(UZ-"|C1:1‘Z”U1T€¢—1)_

i=1

Z I(U; Cig14|Cr 2"UT ) =

b
> H(UMNCZ UL, ) -

=1
Z LU Cig15|Cri 27U ).

Starting with the second term,

Z I(UP; Cig1p|Cri 27U ) =
i=1

Z LU Cy|Cj 27U y) =

1<i<j<p

b
Z [(U{L;jq; C;|Cy.j-12™) <
=2

b
Y IU Crya Z7C)) =

Jj=2

b
Z I(Uln;jlen; Cj) <
j=2

b
Zn e+ max|0, I(Uj; Z|Uy,j—1) — min [ (Uy; X, [Uyj-1)]),
j=2

where we have used the third above-mentioned property of the C; in the last step.
The first term in the above expansion of H(U7,|C1.,2™) can be bounded below
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using the fourth property of the C;.

b
S HUNCZ'UY, ) >

i=1
b
n Z (max[(), min I(Uu Xj|U1:i—1) - I(UZ, Z|U1:Z'_1)] - 6).
i=1 !
Therefore
H(UT|CrpZ") 2
b
n Z (max[0, min I (Uy; X;|Ur.i—1) — 1(Uy; Z|Ursi-1)]) —
i=1 !
b
n>  (max(0, I(Us; Z|Uri—1) — min I(Uy; X;|Ur;-1)]) — 2nbe.
i=2 !

Since, for every real number r, max[0, r| — max[0, —r] > r, we can conclude:

1
(U |CaZ") 2

Z[ min ](Uj;Xr|U1:j_1) — I(Uj;Z|U1:j_1)] — 2b6

1<r<m

j=1

It remains to prove that, in the case of two terminals, the new lower bound strictly
improves the maximum of the two one-way secret key capacities. Since m = 2, for
simplicity we use the notation X, Y instead of X; and X, for the rest of the proof.
We note that for any arbitrary random variables V; and V5 satisfying the Markov
chain Vi - Vo = X — Y Z, the choiceof a =b=3and U; = Vi, Uy =0, U3 = V5
would achieve I(Va; Y|Vy) — I(Va; Z|V7). Therefore the new lower bound is no worse
than the maximum of the two one-way secret key capacities. We use the example
and proof technique provided by Ahlswede and Csiszar in [1] to show that there is at
least one example in which the new lower bound outperforms the maximum of the
two one-way secret key capacities. Assume that X; and X5 are independent binary
random variables. The joint conditional distribution of Y, Y5, Z1, Z5 given X; and
X, is defined in Figure A.1. Let X = (X1, X5), Y = (Y1,Ys), Z = (41, Z,). Assume
further that X, has a uniform distribution.

The upper bound I(X;Y|Z) = I(Xy; Y1|Z1)+1(Xs; Y| Zs) is also a lower bound on
S(X;Y||Z). This is because the above expression is achievable with the choice of U; =
X5, Uy =Y5. But this cannot be achieved by either of the one-way secret key capaci-
ties. As pointed out in [1], the one-way secret key capacity S(X;Y *)||Z) depends only
on p(z,y) and p(z, z). But p((z1,z2), (Y1, y2)) is the same as p((z1, z2), (y1,12)). Fur-
ther (X1, Xy) — (Y1,Ty) — (Z1, Zy) forms a Markov chain. Therefore S(X;Y®)||Z) =
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Figure A.1: The conditional distribution of (Y3,Y3, Z1, Z3) given X; and X,

I(X1:Y1|Zy) + 1(Xo; 13| Z2) < 1(Xq;Y1|Z1) + 1(Xa; Ya|Zs). The last inequality is be-
cause ](}/2, ZQ) = 09](X2, ZQ) < I(XQ, ZQ)

Similarly, S(X©);Y||Z) < I(X;Y|Z) because p((y1,92), (¥1,72)) is the same as
p((y1,92), (t1,22)) as X; has a uniform distribution, and also because [(X;;7;) <
I(Y1; Zy). The latter inequality is valid because H(Z;|X;) = h(0.95¢,1 — €,0.05¢) >
H(Z,Y1) = 0.9h(e,1 —€) 4+ 0.1h(0.5¢, 1 — €, 0.5¢).

[ |

Lemma A83.1 For any random variables Xi, X», ..., X,, and Z taking values in
finite sets, and for any € > 0, there exists a natural number M such that for any
n > M, there exists random variable C' such that:

. HCIX}) =0,

e X7 could be reconstructed from €' and X7 for all j with probability 1 — €;

o L1(C;Z™) < e+ max(0,1(X;; Z) — min; I(X3; Xj));

o LH(XTICZ™) > max[0, min; I(X1; X;) — [(X1;Z) — €.

Proof: Let X; denote the alphabet of X;. We will find a mapping f : A" —
{1,2,3, ..., 2nmax; H(X1[X5)+e) ) gych that C' = f(X7) satisfies the required properties.
¢ < 1is a small constant that will be specified during the proof.

We consider two cases: in the first case we assume I(X;; Z) —min; I(X;; X;) > 0.
In other words, max; H(X;|X;) > H(X;|Z). Consider the scenario in which the first
terminal wants to enable the terminals Xo, X3, ..., X, and Z to recover his message
with probability at least 1 — ce. Slepian-Wolf tells us that there is a natural number
M such that for any n > M there exists random variable C' = f(X7) of entropy

n[max; H(X1|X;) + ce] that would work. Among the four properties that C' has to
satisfy, all but the third one are trivial. Regarding the third inequality one can write:

(X1 2") = 1(C; Z2") + 1(XT; Z2"|C) =
[(C; Z™) + H(XT|C) — H(XT|CZ™).
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According to the Fano inequality, H(X]|CZ™) is of order n(h(ce) + celog|Xi|)
since X' can be recovered from C'Z™ with probability 1 — ce and the logarithm of the
support set of these random variables is of order n. The constant ¢ can be chosen so
that h(ce) + celog | X | < e.

We get the desired bound on I(C; Z™) by noting that

H(XT|C) = H(XY) - H(C) =
n[H(X;) — m?XH(X1|Xj)] =n- mjinI(Xl;Xj).

For the second case, we assume that [(X;;Z) — min; I(X;;X;) < 0, or in other
words

max H(X,|X;) < H(X1|Z).
J

Slepian-Wolf shows the existence of a natural number M such that for any n > M
there are random variables C' = f(X7) of entropy n[max; H(X;|X;) + ce], and C' =
g(XT) of entropy n[H(X;|Z) —max; H(X;|X;)+ ce] such that X7 is recoverable from
(C, C',Z") with probability 1—ce, and from (C, X7') for any j with probability 1—ce.
Now,

(X100 Z™) = [(X1; Z2™) + H(CC' | Z™).
On the other hand,

(X, CC'Z™) = H(XT) — H(XPCC'Z") =
H(XT) —n(h(ce) + ce - log | X1 ]).

The constant ¢ can be chosen so that h(ce)+celog |X;| = e. Therefore H(CC'|Z™) =
H(X7]) — I[(X7; Z™) —ne > H(C) + H(C") — ne. In the last inequality we have used
the fact that the values of H(C) and H(C") are known.

But since H(CC'|Z™) = H(C|Z™) + H(C'|CZ™), we can conclude +1(C; Z") +
L1(C";CZ™) = e. This proves the third property that C' has to satisfy, i.e. +1(C;Z") <
€. The fourth property can be proved by noting that

1 1

HH(XﬁCZ”) > EH(C'|CZ") >

1

E[H<C,) —I(C";CZ")] > min [(X1; X;) — I(X1; Z) —e.
J
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A.1.2 Channel Model

In the channel model, for the case of m = 2, the best known upper bound explicitly
mentioned in the literature, as far as we are aware, is

min[sup (Xy; Xs), sup 1(X1; Xo|2))],

p(z1) p(z1)

which was proposed by Maurer [39]. This can however be easily generalized to

inf  [sup I(X1; X2|2)].

ZﬁZﬁXng p(ml)
The essentially best know lower bound, as far as we are aware, is
sup max { sup I(U; Xo|V) — I(U; Z|V)],
p(&?l) VoaU—-X1—X0Z
sup  [[(Us Xa|V) = I(U: Z|V)]}, (A1)

VoU—-Xeo— X172

which one can find in [12], [39]. Recently, Csiszar and Narayan have derived new
sufficient conditions for tight upper bounds [13].

In this section, we derive a new lower on the secrecy capacity. An example is pro-
vided to show that the new bound represents a strict improvement over the previously
best known bound.

Theorem 16. Assume that a < b are two arbitrary natural numbers and (Uy, Us, ..., Uy)
are arbitrary finite random variables satisfying the following constraints:

[ ]
p(Ul, UQ, ceey Ub’Xl,Xg,Xg, ...,Xm, Z) =

b
H p(Uk|Urk-1X,),

k=1
where 1 < 75 < m is such that jp = k£ modulo m;
e U, = 0 whenever u + 1 < j, < m where jj is defined as above.?

Cen(u,q(za, T3, ...Tm, z|x1)) is then bounded from below by

b
sup » [ min I(U;; X, |Upj1) — I(U; Z|Ury ),

1<r<
p(xl)j:a =r=m

2By Uy, = 0, we mean P(Uj, = 0) = 1, in effect meaning that the alphabet for Uy, is of size one.
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where random variables X, Xo, ..., X,,, Z, Uy, ..., Uy inside the supremum are jointly
distributed as

p(x1)q(T2, . T, 2|21 (U, Uy ooy Up| T, Ty oy Ty 2).

In the case of m = 2, the new lower bound on Cey(2,q(x2, z|z1)) derived by
taking supremum over all valid (a, b, Uy, Us, ..., Uy) strictly improves the

sup [max(S(X1; X571 2), S(X\*; X5]|2))]

p(z1)

lower bound, where in this expression, S (Xl;XQ(S)HZ) is the source model one-way
secret key capacity from X; to X5 in the presence of Z.

Discussion: Cop(u, q(xe, 3, ...Tm, z|21)) is bounded from below by

sup S(X1; Xo; . Xo; X515 X9 2),
p(x1)

because given any p(z;) and a source model key generation scheme for
S(Xs s Xus X130 X3 2),

one can simulate the scheme in the channel model [39]. More specifically, let SK(n,
€, S1, So, S3, ..., Sm, C) denote a source model secret key generation scheme. This
scheme can be simulated in the channel model by having the first terminal insert i.i.d.
copies of X7 at the input of the DMBC for n stages, and letting the first n — 1 public

discussions Cq, C,, ..., C,,_1 be vacuous, and C,, to be equal to the source model
discussion C. The same secret keys Sy, S, S5, ..., S, are then created at the end of
the scheme.

We can then apply Theorem 15 of section A.1.1 to bound
S(X1s Xoi i X X7 X1 2)

from below by

b
> [ min I(Uy; X, |Urj 1) = I(Uy; Z|Urj1)].

1<r<m

j=a

The proof will establish that, in the case of v = m = 2, this new lower bound
represents a strict improvement over the

sup [max(S(Xy; X57(12), S(X{V; X, Z))]

p(z1)

lower bound. [ |
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Proof of Theorem 16: Cop(u, (g, X3, ...xm, z|21)) is bounded from below by

sup S(X1; Xo; s Xus X515 X9 2).
p(T1

This is argued in the discussion following the statement of Theorem 16. We apply
Theorem 15 of section A.1.1 to bound

S(X7; Xo; ...;XU;XTS?l; ...;Xﬁf)HZ) from below by

S0 mini << I(Uj; X, |Ury1) — I(Uy; Z|Uyy—1)]. Therefore
Con(u,q(xe, T3, ...Tm, z|z1)) is bounded from below by

b
sup Z min 1(Uy; X,|Ur;1) — I(Uy; Z|Urj-1)]]- (A.2)

1<r<m

For the case of u = m = 2, for simplicity, we use the notation X, Y instead of
X, and X5 for the rest of the proof. We first prove that the new lower bound on
Cen(2,q(y, z|x)) is always greater than or equal to

sup[max(S(X; YW 2), S(X¥; Y| 2))].

p(z)

Take some arbitrary p(x), and consider random variables X, Y and Z having
the joint distribution p(x)q(y, z|z). Take arbitrary random variables V; and V5 sat-
isfying the Markov chain Vo — V; — X — Y Z. Specializing equation (A.2) to
a = b = 3, the chosen p(z), and (Uy,Us,Us) = (Va,0,V1), one can show that
Ceon(2,q(y, z|x)) > I(Va;Y|Vi) — I(Va; Z|V1). Therefore the new lower bound is
always greater than or equal to sup,,) S (X;Y®)||Z). By symmetry, it is greater than
or equal to sup,,) S(X; Y ®)||Z). Thus,

Con(2,q(y, 2|z)) =
sup[max(S(X; Y[ 2), S(X¥; Y 2))].

p(z)

Next, we construct an example to show that there is at least one case in which
the new lower bound outperforms sup,,, [max(S(X;Y®||2),S(X®):Y]|Z))]. Our
example is in part motivated by the example and the proof technique of Ahlswede
and Csiszar in [1].

Assume that X = (X1,Xs), Y = (Y1,Ys), Z = (Z1,Z5). The conditional
distribution of (Y7, Y3, Z1,Z,) given X; and X5 is defined in Figure A.1 in terms
of a parameter ¢ € [0,1]. We prove that the new lower bound and the upper

3By Uy = 0, we mean that the finite random variable U, takes on the value 0 with probability
one.
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bound sup,,,y I(X;Y|Z) match for this broadcast channel. This would imply that
Cen(2,q(y, z|z)) = sup,,) [(X;Y[Z). On the other hand, we show that

sup [(X;Y|Z) >
p(x)
sup[max(S(X; YW 2), S(X¥; Y| 2))], (A.3)
p(x)
meaning that the previously known lower bound does not close the gap.

We begin by showing that the supremum sup,,(,, [(X;Y|Z) is uniquely achieved at
the uniform distribution on X, i.e. when p(z) =  for all z = (21, 22) € {0,1}x{0,1}.
In other words, the supremum is uniquely achieved when X; and X5 are independent
uniform binary random variables. In appendix of section A.1.2, with reference to
Figure A.1 with X = (X1, Xs), Y = (Y1,Y2) and Z = (Z1, Z»), it is shown that for

any 0 < e <1, [(X;Y|Z) strictly increases when

e X; and X, are not independent and we replace p(Xy, X2)p(Y, Z|X) with
p(X1)p(X2)p(Y, Z|X), i.e. replacing the joint distribution of X;, Xo with the
product of their marginal distributions;

e we change the marginal distribution of X; to a uniform distribution if X; and
X, are independent, but X is not uniform;

e we change the marginal distribution of X5 to a uniform distribution if X; and
X, are independent, but X5 is not uniform.

Therefore the supremum sup,,,y I(X;Y|Z) is uniquely achieved when X; and X, are
independent uniform binary random variables.

When X; and X, are independent, the pairs (X, Y7, Z;) and (Xs, Y2, Z5) will be-
come independent. In this case, [(X;Y|Z) will be equal to I(X71; Y1|Z1)+1(Xo; Ya|Zs).
Since the Markov chains X; — Y; — Z; and Y5 — Xy — Z, hold, the sum
I(X1; Y1 Z1)+1(Xa; Ya| Z) will be equal to I(Xy; Y1) —1(X1; Z1)+1(Ya; Xo)—1(Ya; Za).
The latter secrecy rate is achievable by the choice of a = 1, b = 2, (Uy, Us) = (X1, Y2)
in equation (A.2).

Now, we will prove equation (A.3). Since

Vp(e), 1(X;Y1Z) 2 max(S(XY)|2), S(XW; Y] 2)),
and the supremum sup,,,y I(X;Y'|Z) is uniquely achieved when X; and X, are inde-
pendent uniform binary random variables, it suffices to show that
[(X;Y]2) > max(S(X; Y] 2), S(X; Y] 2))

for independent uniform binary random variables X; and X5. In the proof of Theorem
15 of section A.1.1, we have considered exactly the same joint distribution on X, Y
and Z, and showed that I(X;Y|Z) strictly exceeds max(S(X;Y®|2), S(X®):Y|Z)).
In order to avoid duplication, the argument is not repeated here.

[ |
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Appendix 1

In this appendix, we show that with reference to Figure A.1 with X = (X, X»),
Y =W,Ys) and Z = (Z,,2,), for any 0 < e < 1, [(X;Y|Z) strictly increases when

e X; and X, are not independent and we replace p(Xi, X2)p(Y, Z|X) with
p(X1)p(X2)p(Y, Z|X), i.e. replace the joint distribution of X, X5 with the
product of their marginal distributions;

e we change the marginal distribution of X; to a uniform distribution if X; and
X, are independent, but X; is not uniform;

e we change the marginal distribution of X5 to a uniform distribution if X; and
X, are independent, but X5 is not uniform.

Case 1:

I(X;Y]Z) =
I(X1X2§Y'1Y212122) =
HWY3|Z1Z5) — H(Y1Y5| 212, X1 X5).

Since Y177 — X1 — Xy — Y575, we can work out the second term as:

HWY5| 212, X1 X5) =
H(Yi’legXlXQ) + H(}/Q‘21Z2X1X2Y’1> -
HWM|Z1Xq) + H(Y2| X2 2s).

The first term can be bounded from above as follows:

HMY5|Z1Zy) = H(Y2|Z1Zy) + H(Y1|Z1Z5Y5) <
H(Y5|Zy) + H(Y1|Zy).

Therefore I(X;Y|Z) < I(Xy;Y1|Z1) + 1(Xs;Y2|Z3). This would mean that if we
replace
p(X1, Xo)p(Y, Z|X) with p(X1)p(X2)p(Y, Z|X), the term [(X;Y|Z) does not de-
crease.

We prove that I(X;Y|Z) strictly increases by contradiction. Assume I(X;Y|Z2)
does not increase. In this case, H(Y1|Z1Z5Y5) must be equal to H(Y;|Z), implying
that I(Y1;Ys|Z1) = 0. Since Z; — Y; — Y3 is a Markov chain, the I(Y3;Ys|Z;) = 0
constraint implies that I(Ys; Z1) = I(Ys;Y7). But since

I(Yo; Y1) > I(Ye; 1) > 1(Ya; Z4),
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we get 1(Ya; 1) = 1(Ya; Z4).

[(Yz; Zl) = [(Yz; Zl,]l[Zl = E]) =
1(Yy:1[Zy = E]) + [(Yo; ZY1[Z1 = E]) = 0+ € - I(Ya; T}).

Since € < 1, I(Ys;T1) = 1(Ys; Z1) can hold only when I(Yy;Ty) = [(Ys; Zy) =
I(Ya;¥3) = 0.

0=1I(Yy; V1) = I(Yo,1[Ys = EJ; Y1,1[Y; = E]) >
I(Yo; Yi[1[Ye = E]1[Y) = E]) >

p(Ya# E)p(Y1 # E).I(Yy; V1Yo # E, Y, # E) =
0.811(X1; Xo).

Therefore 1(X;; X5) = 0, meaning that X; and X, are independent. This is a
contradiction. [ |

Case 2:
be thought of as a function of p(X; =0) = a. H(Y1|X,) and H(Z,|X;) are constant
not depending on a. The marginal distribution of Z; equals (e-(0.9a+0.05),1 — €, €-
(—0.9a 4+ 0.95)), and the marginal distribution of Y; equals (0.9a,0.1,0.9 — 0.9a)).
Therefore it is enough to show that H(Y]) — H(Z;) uniquely reaches its maximum at
a = 0.5. This can be seen by noting that the derivative of 75(H (Y1) — H(Zy)) with

respect to a equals log % —elog %&:8:‘3, which is zero only at a = 0.5. l
Case 3:
](XQ;Y2|ZQ) = I(XQ; (Y2>1[Y2 = ED|Z2) =
[(X9;1[Ys = E]|Z) + I(Xo; Y5 [1[Ys = E], Z5) =
0+P(Yo=FE)*x0+ P(Ys # E) - H(X5|Z,) =
0.9H (X3|Z5).
But
H(X»|Z,) =
Therefore

We are done by noting that H(X5) strictly increases when the distribution of Xj is
changed to the uniform distribution.
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