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Abstract
Towards Trustworthy Machine Learning
by
Adam Gleave
Doctor of Philosophy in Electrical Engineering and Computer Science
University of California, Berkeley

Professor Stuart Russell, Chair

Real-world applications of machine learning often have complex objectives and safety-critical
constraints. Contemporary machine learning systems excel at achieving high average-case
performance at tasks with simple procedurally specified objectives, but they struggle at many
more demanding real-world tasks. In this thesis, we work towards developing trustworthy
machine learning systems that understand human values and reliably optimize them.

Machine learning’s key insight was that it is often easier to learn an algorithm than to write
it down directly—yet many machine learning systems still have a hard-coded, procedurally
specified objective. The field of reward learning applies this insight to instead learn the
objective itself. As there is a many-to-one mapping between reward functions and objectives,
we start by introducing the notion of equivalence classes consisting of reward functions that
specify the same objective.

In the first part of the dissertation, we apply this notion of equivalence classes to three
distinct settings. First, we study reward function identifiability: what set of reward functions
is compatible with the data? We start by categorizing the equivalence classes of reward
functions that induce the same data. By comparing these to the aforementioned optimal
policy equivalence class, we can determine whether a given data source provides sufficient
information to recover the optimal policy.

Second, we address the fundamental question of how similar or dissimilar two reward function
equivalence classes are. We introduce a distance metric over these equivalence classes, the
Equivalent-Policy Invariant Comparison (EPIC), and show rewards with low EPIC distance
induce policies with similar returns even under different transition dynamics. Finally, we
introduce an interpretability method for reward function equivalence classes. The method
selects the easiest to understand representative from the equivalence class, and then visualizes
the representative function.

In the second part of the dissertation, we study the adversarial robustness of models. We



start by introducing a physically realistic threat model consisting of an adversarial policy
acting in a multi-agent environment so as to create natural observations that are adversarial
to the defender. We train the adversary using deep RL against a frozen state-of-the-art
defender that was trained via self-play to be robust to opponents. We find this attack reliably
wins against state-of-the-art simulated robotics RL agents, and superhuman Go programs.

Finally, we investigate ways to improve agent robustness. We find adversarial training is
ineffective, however population-based training offers hope as a partial defense: it does not
prevent the attack, but it does increase the computational burden of the attacker. Using
explicit planning also helps, as we find that defenders with large amounts of search are harder
to exploit.



For humanity, that we may overcome our challenges and achieve a flourishing future.
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Chapter 1

Introduction

1.1 A decomposition of trustworthy machine learning

The field of machine learning (ML) has made remarkable progress towards building automated
systems that achieve high average performance on procedurally specified objectives. In
reinforcement learning, we have seen superhuman performance in a variety of board games |151,
152|161}, [175] and real-time strategy games |21} [169]. Meanwhile, many image classifiers
have reached or surpassed human performance [126, |136, 148, 125|, and language models
outperform humans on next-token prediction [150].

An outside observer might expect these advances to allow machine learning systems to
automate a wide variety of tasks previously performed by humans. However, real-world tasks
have so far proved much more difficult than benchmark tasks that prima facie appear more
complex. Even a task as simple as peg insertion from pixels has a non-trivial reward function
that must usually be learned [166, IV.A]. Tasks involving human interaction can have far
more complex reward functions that users may not even be able to introspect on. We believe
this disconnect demonstrates the need for progress on trustworthy machine learning.

We propose two necessary conditions for trustworthy machine learning in the context
of sequential decision-making agents. First, the agent objective should be aligned with the
human principal, otherwise optimizing it will clearly result in undesired consequences. Second,
the agent should be robust, reliably pursuing this objective across a wide range of scenarios.

Correctly specifying the agent objective can be challenging. Procedurally specified
objectives usually miss important frame conditions [61]. Instead of procedurally specifying
the objective, a designer may build a system that infers the objective from human data [74].
Learned rewards often provide a higher-fidelity representation of the designer’s objective
than procedural objectives. For example, Stiennon et al. [156] find that optimizing a learned
reward model produces summaries that human evaluators prefer over those produced by a
model optimizing the widely used ROUGE metric.

However, there remains a large gap between machine learning systems ability to learn
our objectives, versus optimizing objectives for tasks that can be easily specified. While
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superhuman performance was achieved several years ago in the strategically complex video
game StarCraft [169], there is still no extant Al system that can perform strategically simpler
but hard-to-specify tasks in Minecraft such as “build a beautiful waterfall and take a scenic
picture of it” [147].

Critically, it is not enough for the optimization objective to be highly correlated with the
designer’s intent. Optimization processes are excellent at finding edge cases in objectives,
often finding the cases where this correlation breaks down, an instance of Goodhart’s law [59,
101]. Indeed, prior work has shown that both procedurally specified [118] and learned reward
functions |104] are vulnerable to such “reward hacking”. Consequently, it is necessary to hold
learned objectives to a higher standard than we typically do for machine learning models. It
is important learned reward objectives accurately represent human preferences, not a shallow
facsimile of them, such as a model built on top of spurious correlates.

Even if the objective is correctly specified and robust, it is common for the policy produced
by the optimization process to be lacking in robustness. That is, the policy may not be
able to achieve its objective across a wide range of situations. An illustrative example is
autonomous driving. The RALPH autonomous vehicle completed a 3000-mile trip across the
United States with 96% autonomous steering in 1995 [128]. Nearly three decades later, firms
have only just begun limited deployments of commercial autonomous vehicles [81]. Obtaining
good performance in the average case was achievable on a shoestring budget several decades
ago, but reliably handling the long-tail of real-world scenarios is only just achievable now
after billions of dollars of investment.

Perhaps surprisingly, we find that in many cases there is no framework to even rigorously
evaluate whether a given machine learning system is trustworthy. Our key contribution is to
formalize the notion of trustworthiness in several important settings, providing theoretical and
empirical understanding of the limits and potential of different system designs. Concretely,
for agent objectives we establish an upper bound of performance for idealized reward learning
algorithms, develop a distance metric over reward functions which bounds the regret of
resulting optimal policies, and a novel approach for explainable reward models. For agent
robustness, we introduce a novel and physically realistic threat model, demonstrate that
state-of-the-art and even superhuman systems are vulnerable to our attack, and propose
several defenses.

1.2 Agent objectives: trying to do the right thing

A key insight behind machine learning is that it is often simpler to specify an objective for
a task than an algorithm to procedurally solve the task. Designing systems to optimize
objectives such as reward functions or loss functions has allowed systems to “learn” how to
perform complex tasks such as image classification and game playing. These learned systems
often outperform more classical artificial intelligence approaches that rely on hard-coded
algorithms or features. Unfortunately, the reward functions for most real-world tasks are
difficult or impossible to specify procedurally. This suggests that we may benefit from taking
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learning a step further: replacing the hard-coded objective with one that is learned from
human feedback.

There exist a variety of methods to learn reward functions. Inverse reinforcement learning
(IRL) [138, |112, |131, 183, 47, 49, 11] is a common approach that works by inferring a
reward function from demonstrations. An alternative approach is to learn from preference
comparisons between two trajectories [4, [173], 33, [141], 68, [184]. T-REX [27] is a hybrid
approach, learning from a ranked set of demonstrations. More directly, Cabi et al. [29] learn
from “sketches” of cumulative reward over an episode.

Reward learning has achieved some notable successes. For example, it has achieved
state-of-the-art performance in developing language models that follow instructions and
are helpful assistants [116], [12]. However, the learned reward is often fragile. For example,
Stiennon et al. [156, Table 29| find that optimizing the learned reward leads to gibberish
summaries of articles that achieves a high learned reward but do not solve the task at hand.
They work around this by applying a Kullback—Leibler (KL) penalty to keep the learned
policy close to a base imitation-learned model, an approach that is followed in later work |116,
12|. In other words, better performance is obtained when only weakly optimizing the learned
reward—actually maximizing it leads to worse performance.

This suggests a serious deficiency in current reward learning approaches. A natural
question to ask is to what degree we are limited by current algorithms, versus the human data
collected. In Chapter [3] we examine the degree to which reward functions can be identified
from a given data source, developing a hierarchy of informativeness of different data sources.
These results provide an upper bound on reward learning performance.

Notably we find there is significant unidentifiability for many data sources. That is,
no matter how much data are collected or how sophisticated the algorithm, there remains
irreducible ambiguity when learning from widely used sources such as demonstrations. In
some cases this ambiguity may even impact the optimal policy, causing a reward learning
agent to take worse actions than if it had received data with less ambiguity.

It is natural to judge reward learning algorithms based on how close they are to attaining
this infinite-data upper bound on a given amount of data. However, prior work in reward
learning has largely not evaluated the learned reward directly. Instead, it has evaluated the
learned reward functions by first training a policy by applying RL on the learned reward.
This policy is then evaluated, whether by measuring the ground-truth reward attained or by
direct human inspection.

Unfortunately, this policy evaluation method cannot distinguish between the learned
reward function failing to reflect user preferences, and the RL algorithm failing to correctly
optimize the learned reward. Moreover, the policy evaluation method can only tell us about
behavior in the evaluation environment, but the reward may incentivize very different behavior
in even a slightly different deployment environment.

In Chapter {4 we introduce an alternative approach that can directly evaluate the learned
reward function. Our Equivalent-Policy Invariant Comparison (EPIC) distance quantifies
the difference between two reward functions directly, without a policy optimization step.
Importantly, EPIC is invariant to positive affine transformations and potential shaping [111]
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of reward functions, which are both guaranteed to never change which policy is optimal.
Furthermore, we find in Chapter |5| that EPIC distance bounds the regret of optimal policies
even under different transition dynamics. We furthermore confirm this result holds empirically
even when the assumptions in the theorem are violated.

EPIC is of immediate applicability for benchmarking reward learning algorithms, as it
can be used to compare the learned reward function to a “ground-truth” reward function
provided in the benchmark. However, in practical settings of reward learning there is no
ground-truth reward! In this setting, EPIC can be used to cluster together similar learned
reward functions that were perhaps learned by different algorithms or from different data
sources, allowing us to analyze just a single representative of each cluster. But an additional
technique is required to perform this analysis.

In Chapter[6] we introduce methods for interpreting learned reward functions. We leverage
the same key insight from EPIC: we do not care about the reward function per se, but rather
the equivalence class of rewards that always induce the same optimal policy. Consequently,
we wish to choose a representative of this equivalence class that is easiest to understand.
We introduce a method to automatically search for interpretable representatives, and we
demonstrate this approach with several commonly used visualization techniques.

1.3 Agent robustness: achieving high levels of reliability

Machine learning excels in settings where data is independent and identically distributed
(iid), and where achieving high average-case performance is sufficient. However, the resulting
models are often fragile. Adversarial examples show that carefully chosen perturbations that
are barely perceptible to a human can trigger errors in otherwise highly capable models [15§].
Even when the iid assumption holds, safety-critical applications often require very high levels
of reliability which contemporary methods often struggle to reach on complex, real-world
datasets [64].

This suggests a need to focus not just on training agents to have good average-case
performance, but also on them being robust in the face of rare and possibly adversarially
chosen inputs. Prior work has shown that, similar to image classifiers, policies trained by
reinforcement learning in video game environments are vulnerable to image perturbations [67].
However, an attacker cannot usually directly modify another agent’s observations. This might
lead one to wonder: is it possible to attack an RL agent simply by choosing an adversarial
policy acting in a multi-agent environment so as to create natural observations that are
adversarial?

In Chapter [7] we formalize this threat model and demonstrate the existence of adver-
sarial policies in zero-sum games between simulated humanoid robots with proprioceptive
observations. We train the adversary using deep RL against a fixed state-of-the-art “defender”
policy that was trained via self-play to be robust to opponents. The adversarial policies
reliably win against the defenders but generate seemingly random and uncoordinated behavior.
We find that these policies induce substantially different activations in the defender policy
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network than when the defender plays against a normal opponent. Videos are available at
https://adversarialpolicies.github.io/.

Although the simulated robotics agents that we attacked were state-of-the-art, due to
the challenging nature of robotics they were still well below human performance. This raises
the question: are adversarial policies a vulnerability of self-play policies in general, or simply
an artifact of sub-human policies? In Chapter [0, we perform a similar attack against the
state-of-the-art Go-playing Al system, KataGo. Our attack achieves a >99% win rate against
KataGo without Monte Carlo tree search (MCTS) and a >80% win rate when KataGo uses
enough search to be near-superhuman.

In Chapter we investigate ways to improve agent robustness. We find that training a
defender against a specific adversary protects against that adversary, but repeating the attack
method finds a new adversarial policy that can exploit the hardened defender. However, we
find that population-based training of the defender can increase the amount of training time
the attack requires to find an exploit. Additionally, we find that increasing the search depth
and defenses using domain-specific knowledge of the environment can improve robustness.

1.4 Overview

The remainder of the dissertation is organized as follows:

e Chapter |2 introduces background material used throughout the work, including on
sequential decision-making such as Markov Decision Processes and the Bellman backup.
We also define an equivalence class over reward functions consisting of reward functions
guaranteed to have the same optimal policy.

e In Chapter [3] we start our study of learning agent objectives by studying the information
content of different data sources used for reward learning. This gives fundamental upper
bounds on the performance of any algorithm learning from that data source, no matter
how many samples it sees. More generally, the framework introduced allows us to study
what kinds of ambiguity certain uses of reward functions, such as policy optimization
or policy comparison, are sensitive to.

e Chapter [4] introduces the EPIC distance over reward functions, which is invariant on the
equivalence class defined in Chapter 2] The EPIC distance allows us to directly compare
reward functions, rather than the policies they induce. Reward learning algorithms
can be benchmarked by comparing their learned reward to a ground-truth reward. In
real-world applications where a ground-truth reward is absent, EPIC can be used to
cluster similar reward functions together.

e Chapter [5| shows that the EPIC distance between two rewards bounds the difference
in return between their respective optimal policies. This result holds under arbitrary
transition dynamics with only minor assumptions. Moreover, we find empirically
that the EPIC distance of a reward from the ground-truth predicts the ground-truth
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performance of policies optimized using that reward, even when the assumptions made
in the theorem are relaxed.

e Chapter [0] introduces a method to explain learned reward functions. In particular,
it chooses the easiest-to-interpret representative of the equivalence class over reward
functions, and then visualizes it using existing methods.

e In Chapter [/} we focus on the other half of trustworthy machine learning: agent
robustness. We introduce a novel and physically realistic threat model, adversarial
policies, where an attacker acts in an environment shared with the defender. The game
is assumed to be zero-sum, and the defender agent was trained to win this game, so
should in principle already be robust to attack.

e Chapter [§ applies this threat model to games between simulated humanoid robots.
We find adversarial policies against state-of-the-art agents. Our attack is simple: we
freeze the defender’s network, then train the adversary on the resulting single-agent RL
problem. This simple black-box attack nonetheless finds highly successful adversarial
policies with a fraction of the compute used to train the defender. Moreover, it wins
not by playing the intended game, but by performing seemingly random motion that
confuses the defender.

e Chapter [9] describes an exploit of professional-level Go-playing Al system, KataGo,
demonstrating that advances in average-case capabilities are not sufficient to provide
adversarial or worst-case guarantees. Similar to Chapter [§| we find that the resulting
adversarial policies win in surprising ways by fooling the defender.

e Chapter [10] investigates population-based RL as a defense against adversarial policies.
We find that it improves robustness, as measured by the amount of training time needed
by an adversary to exploit the defender. However, it does so at a significant increase in
computational cost, making it most useful when the defender has more computational
resources than the attacker.

e In Chapter [IT| we summarize our findings and describe avenues for future work.



Chapter 2

Preliminaries

2.1 Markov Decision Processes

We formalize the sequential decision-making problem as a Markov Decision Process [MDP;
157, §3|.

Definition 2.1.1. A Markov Decision Process (MDP) M = (S, A,~, io, T, R) consists of a
set of states S and a set of actions A, a discount factor v € [0, 1], an initial state distribution
to(s), a transition distribution 7(s" | s,a) specifying the probability of transitioning to s’
from s after taking action a, and a reward function R(s,a,s’) specifying the reward upon
taking action a in state s and transitioning to state s’.

In this dissertation, unless otherwise stated we assume a discounted (v < 1) infinite-
horizon MDP. Our results can usually be generalized to undiscounted (y = 1) MDPs subject
to regularity conditions needed for convergence.

In the case of reward learning, we do not have access to the ground-truth reward R,
but typically do still have access to an environment with which we can interact. This
environment can be modeled as an MDP without a reward function, often called an MDP\R,
M~ = (S, A,~, 1o, 7). Typically, only the state space S, action space A, and discount factor
~ are known exactly, with the initial state distribution o and transition dynamics 7 only
observable from interacting with the environment M.

We distinguish states in the support of ug as initial states and states s with 7(s|s,a) =1
and R(s,a,s) = 0 for all a as terminal states.

We represent the transition from state s to state s’ using action a as the tuple x = (s, a, s').
A trajectory is an infinite sequence of concatenated transitions £ = (so, ag, s1, a1, S2, - - .),
and a trajectory fragment of length n is a finite sequence of n concatenated transitions
C = (80,00, 515+, 0n_1,8n)-

We define the return function G over trajectory (fragments) as the cumulative discounted
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reward
n—1

G(¢) = Z v R(st, g, 5141)
t=0

for a trajectory fragment ( of length n, and for trajectories as
0
G(¢§) = Z'YtR(St, Aty Se+1)-
=0

A stochastic policy m(a | s) assigns probabilities to taking each action a € A in state
s € §. Together with an MDP’s transition distribution 7, a policy 7 induces a distribution of
trajectories starting from each state. We denote such a trajectory starting from s with the
random variable =, and its remaining components with random variables Ag, S1, A1, S2, and
SO On.

Given an MDP and a policy 7, the value function encodes the expected return from a
state, Vy(s) = Ez,<r, [G(Zs)], and the Q-function of m encodes the expected return given
an initial action, Q,(s,a) = Ez, <, , [G(Es) ! Ay = a]. Q. and V, each (uniquely) satisfy a
Bellman equation:

QW(‘SV CL) = ES’~r(s,a) [R(Sa a, S/) + 7VW(S,)] ) VW(S) = EA~7T(S) [QW(S7 A)] (2‘1)

for all s € § and a € A. Their difference, A,(s,a) = Qr(s,a) — Vy(s), is the advantage
function.

We further define a policy evaluation function, J, encoding the expected return from
following a particular policy in an MDP, J(7) = Eg,~,, [Vx(S0)]. J induces an order over
policies. A policy maximizing J is an optimal policy, denoted m,. Similarly, Q., V,, and A,
denote the @)-, value, and advantage functions of an optimal policy respectively. Since J
may have multiple maxima, we often discuss the set of optimal policies. However, Q,, Vi,
and A, are each unique.

2.2 Optimal-policy-preserving reward transformations

There are two main classes of reward transformations that never change the optimal policy:
potential shaping and positive affine transformations. We introduce both of them below.
Finally, we combine them into an equivalence class.

Potential shaping is a reward transformation that moves reward earlier or later in a
trajectory [111]. It does not change the overall return G (up to a constant), so it leaves the
optimal policy 7, unchanged.

Definition 2.2.1. Let € [0, 1] be the discount factor, and ® : S — R a real-valued function.
Then R(s,a,s’) = y®(s') — ®(s) is a potential-shaping reward, with potential ® [111].
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The expected return of potential shaping v®(s")—®(s) on a trajectory segment (sg, - - - , S7)
is Y'®(sp) — ®(sg). The first term 47 ®(sy) — 0 as T — oo, while the second term ®(s)
only depends on the initial state. Thus, potential shaping does not change the set of optimal
policies. Moreover, any additive transformation that is not potential shaping will, for some
reward R and transition distribution 7, produce a set of optimal policies that is disjoint from
the original [111].

The set of optimal policies is invariant to constant shifts ¢ € R in the reward; however,
this can already be obtained by shifting ® by 731 Scaling a reward function by a positive
factor A > 0 scales the expected return of all trajectories by A, also leaving the set of optimal
policies unchanged.

Below, we describe an equivalence class whose members are guaranteed to have the same
optimal policy set in any MDP\R M~ with fixed S, A, and v (allowing the unknown 7 and gy
to take arbitrary values). This combines potential shaping and positive affine transformations.

Definition 2.2.2 (Reward Equivalence). We define two bounded reward functions R4 and
Rp to be equivalent, Ry = Rp, for a fixed (S,.A,) if and only if there exists a constant
A > 0 and a bounded potential function ® : S — R such that for all s,s' € S and a € A:

Rgp(s,a,s’) = ARa(s,a,s") + y®(s') — O(s). (2.2)

Proposition 2.2.3. The binary relation = is an equivalence relation. Let Ra, R, Ro :
SxAxS — R be bounded reward functions. Then = is reflexive, Ry = Ry4; symmetric,
Ra = Rp implies Rg = Ra; and transitive, (Ra = Rp) A (Rgp = R¢) implies Ry = Re.

Proof. Ry = Ry since choosing A =1 > 0 and ®(s) = 0, a bounded potential function, we
have R4(s,a,s") = ARa(s,a,s’) + yP(s') — ®(s) for all s,s' € S and a € A.

Suppose R4 = Rp. Then there exists some A > 0 and a bounded potential function
® : S — R such that Rg(s,a,s’) = ARa(s,a,s) + yP(s') — ®(s) for all s, € Sand a € A.
Rearranging:

Rals,as) = (Ra(s,a.s) 0 (Sro) - (Fraw). (23)

Since 1 > 0 and ®'(s) = 5®(s) is a bounded potential function, it follows that Rp = R4.

Finally, suppose R4 = Rp and R = R¢c. Then there exists some \j, Ay > 0 and bounded
potential functions ®;,®, : S — R such that for all s,s’ € S and a € A:

Rp(s,a,s’) = MRa(s,a,s") + yP1(s") — ®4(s), :
Reo(s,a,s") = MaRp(s,a,s") +7Pa(s") — a(s). (2.5)

*Note constant shifts in the reward of an undiscounted MDP would cause the value function to diverge.
Fortunately, the shaping v®(s’) — ®(s) is unchanged by constant shifts to ® when v = 1.
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Substituting the expression for Rp into the expression for R¢:

Re(s,a,s") = Ao (M Ra(s,a,8) +yP1(8") — D1(s)) + 7Po(s") — Da(s) (2.6)

= MARa(s,a,s) +7(Ma®@1(s) + Do) — (MNa®Pi(s) + Pa(s)) (2.7

= ARA(s,a,8") + yP(s') — ®(s), (2.8)

where A = A1 Ay > 0 and ®(s) = APy (s) + Po(s) is bounded. Thus R4 = Rc. O

If R4 = Rp for some fixed (S, .A4,7), then for any MDP\R M~ = (S, A, ~, o, 7) we have
T (M~ Ra)) = m (M~,Rp)), where (M, R) denotes the MDP specified by M~ with
reward function R. In other words, R4 and Rp induce the same optimal policies for all initial
state distributions pg and transition dynamics 7.



Part 1

Inferring agent objectives
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Chapter 3

Upper bounds on reward learning

Reward learning algorithms infer reward functions from data. However, multiple reward
functions often fit the data equally well, even in the infinite-data limit. Prior work often
imposes assumptions on data sources so that reward functions can be uniquely recoverable.
By contrast, we formally characterize the partial identifiability of reward functions inferred
from popular data sources, including demonstrations and trajectory preferences, under
multiple common sets of assumptions. We analyze the impact of this partial identifiability
on downstream tasks such as policy optimization, including under changes in environment
dynamics. We unify our results in a framework for comparing data sources and downstream
tasks by their invariances, with implications for the design and selection of data sources for
reward learning.

3.1 Introduction

Multiple reward functions are often consistent with a given data source, even in the infinite-
data limit. For most data sources, this fundamental ambiguity has been acknowledged,
but its extent has not been characterized. We contribute a formal characterization of the
ambiguity of several popular data sources, including expert demonstrations (Section
and trajectory preferences (Section [3.3.2). By studying infinite-data limits, we provide an
upper bound on the information recoverable from finite data sets using any algorithm. These
bounds are useful for evaluating algorithms relative to their limits and choosing between
different data sources.

Often, uniquely identifying a reward function is unnecessary. For example, learnt reward
functions are often used for policy optimization via reinforcement learning (RL) Perhaps
the reward function underpinning some data is ambiguous, but all plausible reward functions
already imply the same optimal policy. We suggest that the ambiguity of a data source should
be evaluated relative to the intended downstream application. We contribute a characterization

*Applications also arise in other fields where reward functions are used to understand and predict the
behavior of humans, animals, and other systems [see, e.g., (143} 40, (140} |66, |124], |34].
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of this ambiguity tolerance for various applications, including policy optimization under
arbitrary dynamics (Section .

Ambiguity and ambiguity tolerance are formally related. Both concern invariances
— of data sources or downstream outcomes — to reward function transformations. This
perspective provides a unifying framework in which to discuss ambiguity and ambiguity
tolerance. In Section [3.4] we explore a partial order on reward transformation invariances
and its implications for selecting and evaluating data sources, addressing an open problem in
reward learning |88, §3.1].

3.1.1 Related work

Inverse reinforcement learning [IRL;|138] infers a reward function from expert demonstrations
by inverting a model of the expert’s planning algorithm |9, [146]. Existing work partially
characterizes the inherent ambiguity of behavior for certain planning algorithms 112} 30|
and classes of tasks |44} |80]. Using a more expressive space of reward functions that reveals
novel ambiguity, we extend these results to more planning algorithms and arbitrary stochastic
infinite-horizon tasks.

Another popular and effective data source is preferences over behavioral trajectories |3,
33|. Unlike for IRL, the ambiguity arising from these data sources has not been formally
characterized. We contribute a formal characterization of the ambiguity for central models of
evaluative feedback, including trajectory preferences.

Prior work has explored learning from expert behavior and preferences [68, [117} 22, 82],
or other multimodal data sources 164, 74]. One motivation is that different data sources may
provide complementary reward information [82], decreasing ambiguity. Similarly, Amin, Jiang,
and Singh [6] and Cao, Cohen, and Szpruch [30] show reduced ambiguity from combining
behavioral data across multiple tasks. Our partial order provides a general framework for
understanding these results.

Computing an optimal behavioral policy is a primary application of learnt reward func-
tions |1, 174]. Ng, Harada, and Russell [111]| proved that potential-shaping transformations
always preserve the set of optimal policies and so are always tolerable for this application.
We extend this result, characterizing the full set of transformations that preserve a task’s
optimal policies, and considering additional policy optimization techniques such as maximum
entropy RL.

Ambiguity corresponds to the partial identifiability |90] of the reward function modelled
as a latent parameter. The prevailing response to this ambiguity in reward learning has been
to impose additional constraints or assumptions until the data identifies the reward function
uniquely (or, at least, sufficiently for policy optimization). Following Manski [102, 103| and
Tamer [160], we instead describe ambiguity given various constraints and assumptions. This
gives practitioners results appropriate for their real data (and the ambiguity tolerance of
their actual application).
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3.1.2 Preliminaries

We use the Markov Decision Process (MDP) formalism introduced in Section 2.1 We classify
a transition (s, a,s’) as possible in an MDP if &' is in the support of 7(s,a), otherwise it is
impossible. A trajectory or fragment is possible if all of its transitions are possible and is
impossible otherwise. A trajectory or fragment is initial if its first state is initial. A state or
transition is reachable if it is part of some possible and initial trajectory.

We primarily consider return functions with various restricted domains, such as only
possible or initial trajectories or fragments. Additionally, we focus on deterministic rewards on
S x A xS. In Appendix we discuss how our invariance results change given alternative
spaces of rewards (such as stochastic rewards, or with domain S or § x A).

In addition to the optimal policies introduced in Section we consider policies resulting
from alternative objectives. Given an inverse temperature parameter 5 > 0, we define the
Boltzmann-rational policy [131], denoted 75, with a softmax distribution over the optimal
advantage function:

mi(a | s) = exp(BA.(s,0))/ (Dyes exp(BAL(s,d'))) . (3.1)
The Mazimal Causal Entropy (MCE) policy |181} 60] is given by
i (a ] s) = (exp(BQE (s, )/ (Luea exp(BQ5(5,0))) . (3.2)

where QE is the soft Q-function, a regularized variant of the Q-function. Haarnoja et al. |60,
Theorem 2 and Appendix A.2| show that Qg is the unique function satisfying

Qli(s,a) = E| R(s,0,8) + 7} 108 e 4 exp BQH(S", ') | (33)

The MCE policy is the result of maximizing a policy evaluation function with an entropy
regularization term with weight a = 37! [60]. The Boltzmann-rational policy can also be
connected to a kind of (per-timestep) entropy regularization [60).

3.2 Reward function transformations

In this section, we discuss how invariance to reward function transformations relates to
infinite-data ambiguity in reward learning and ambiguity tolerance in applications.

Definition 3.2.1 (Transformations and invariances). A transformation is a map between
reward functions. The invariances of an object X derived from reward R via function f
are all transformations ¢ that preserve f: X = f(R) = f(t(R)) for all R. We say that X
determines R up to its invariances.

A set of transformations carves out a partition of the space of reward functions by grouping
those reward functions reachable from one another using the transformations. The partition
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carved out by the invariances of an object is the equivalence kernel of the object’s derivation
function, grouping the reward functions from which identical objects are derived into partition
blocks.

Given a reward learning data source, consider the object that encodes the information
available from the data source in the infinite-data limit [90} §3.1]. The invariances of this object
represent the infinite-data ambiguity of the data source—it is impossible to recover the reward
function beyond the corresponding partition block, as that block implies indistinguishable
data.

Similarly, consider a downstream application of learnt reward functions involving the
computation of an object. The object’s invariances capture the ambiguity tolerance of this
computation, as by definition all reward functions in each partition block lead to identical
outcomes.

We now introduce several fundamental sets of reward function transformations, forming a
basis for the invariances we study in Section We build on potential shaping, introduced
by Ng, Harada, and Russell [111] and widely known to preserve optimal policies in all MDPs.
We further distinguish special potential-shaping transformations with constant potential over
an MDP’s initial states.

Definition 3.2.2 (Potential Shaping). A potential function is a function ® : S — R, where
®(s) = 0 if s is a terminal state. If ®(s) = k for all initial states, then we say that & is
k-initial. Let R and R’ be reward functions. Given a discount 7, we say R’ is produced
by (k-initial) potential shaping of R if R'(s,a,s’) = R(s,a,s’) + v - ®(s") — ®(s) for some
(k-initial) potential function ®.

See Appendix for key properties of potential shaping. We now introduce novel
transformations.

Definition 3.2.3 (S’-Redistribution). Let R and R’ be reward functions. Given tran-
sition dynamics 7, R’ is produced by S’-redistribution of R if Egr(sa) [R(s,a,5")] =
ES’~T(S,CL) [R/(Sa a, S/):I

S’-redistribution allows changing R arbitrarily for impossible transitions. Moreover, if two
states s}, s5 are in the support of 7(s, a) then S'-redistribution lets us increase R(s,a, s}) and
decrease R(s,a, s,) by a proportionate amount. Note that S’-redistribution depends crucially
on the reward function’s dependence on the successor state. This set of transformations
collapses to the identity for simpler spaces of reward functions, as we explore in Appendix

Definition 3.2.4 (Monotonic Transformations). Let R and R’ be reward functions. We say
R’ is produced by a zero-preserving monotonic transformation (ZPMT) of R if for all pairs
of transitions z,2’ € S x A x S, R(z) < R(2') if and only if R'(xz) < R'(2'), and R(z) =0
if and only if R'(z) = 0. Moreover, we say R’ is produced by positive linear scaling of R if
R = ¢ R for a positive constant c.
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The next general definition is used to describe transformations that leave a particular
set of actions optimal in each state. The class is parameterized by a set-valued function
O that specifies the optimal actions (U acts as a value function). In use, we constrain O
to argmax, A.(s,a) in some or all states s (see, e.g., Theorems and [3.3.6). Thus an
implicit dependence on R arises (through A,). If O were unconstrained, the set would contain
all possible transformations.

Definition 3.2.5 (Optimality-Preserving Transformation). Let R and R’ be reward functions.
Given a function O : § — P(A)\{J}, transition dynamics 7, and discount rate v, we say
R’ is produced from R by an optimality-preserving transformation (OPT) with O if there
is a function ¥ : S — R such that Eg . -(sq) [R'(s,a,5") + y¥(S")] < ¥(s) for all s,a, with
equality if and only if a € O(s).

Finally, we consider transformations allowing the reward to vary freely for a given set of
transitions.

Definition 3.2.6 (Masking). Let R and R’ be reward functions. Given a transition set
X <S8 xAxS, wesay R is produced by a mask of X from R if R(x) = R/(z) for all z ¢ X.

3.3 Invariances of reward-related objects

Here, we catalogue the invariances of various central objects derived from reward functions
(Definition , including expert trajectory distributions, the trajectory ranking induced
by the return function, and the set of optimal policies. Some of these objects represent the
information available in the infinite-data limit of a data source. Others represent the outcome
of a downstream application.

If an object X can be derived from another object Y without further reference to the
reward function, then X inherits Y’s invariances. For example, the optimal Q)-function’s
invariances are inherited by various expert policies. Accordingly, we organize this section
by incrementally deriving objects from the reward function, cataloguing the invariances
introduced in each step. This mirrors the structure of Figure [3.1 We defer proofs to

Appendix [A.2]

3.3.1 Invariances of expert behavior

Inverse reinforcement learning (IRL) algorithms infer a task’s reward function from the
behavior of task experts. Formally, this behavior is represented as an expert’s policy or a
sample of trajectories. To characterize policy invariances, we begin with Q-functions—which
are instrumental to deriving many policies. @-functions are invariant to S’-redistribution
since they are defined as an expectation over the successor state S’. We show that this is the
only invariance for Q-functions, and that the soft )-function has the same invariances.
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Theorem 3.3.1. Given an MDP and a policy w, the Q-function for m, Q),, determines R up
to S'-redistribution. The optimal Q-function Q. has the same invariances.

Theorem 3.3.2. Given an MDP and an inverse temperature parameter (3, the soft Q-function
Qg determines R up to S'-redistribution.

This invariance is inherited by any object that can be derived from a (soft) Q-function.
However, note that S’-redistribution vanishes in simpler spaces of reward functions, as we
explore in Appendix

We now turn to policies derived using various planning algorithms. These policies are
instrumental in constructing the trajectories studied in IRL. For example, Ramachandran
and Amir [131] assume that expert behavior is drawn from a Boltzmann-rational policy, and
Ziebart, Bagnell, and Dey [182] assume a Mazimum Causal Entropy policy. As these policies
can be derived from ), and Qg respectively, they inherit invariance to S’-redistribution. We
show they are also invariant to potential shaping, but not to any other transformations. We
note that the result for the MCE policy generalizes a similar result from Cao, Cohen, and
Szpruch [30, Theorem 1] to MDPs with rewards dependent on successor states.

Theorem 3.3.3. Given an MDP and an inverse temperature parameter 3, the Boltzmann-
rational policy 7, or the MCE policy FBH, determines R up to S’-redistribution and potential
shaping.

By contrast, Ng and Russell |[112] and Abbeel and Ng [1] assume that experts follow an
optimal policy. The set of optimal policies is known to be invariant to potential shaping [111]
and positive linear scaling. It also inherits S’-redistribution invariance from @,. We show
that under certain assumptions, these and any additional invariances of an optimal policy
are captured in a class of optimality-preserving transformations (Definition based on
each state’s set of optimal actions.

When there are multiple optimal policies, ambiguity depends on how the given policy
is selected. We do not assume full knowledge of the selection method, only the following:
(1) We observe a mazimally supportive policy, that is, one giving all optimal actions positive
probability. (2) The exact probabilities in each state depend only on the set of optimal
actions. We comment on how the invariance might be affected by other assumptions in

Remark [A2.101

Theorem 3.3.4. Given an MDP, a mazimally supportive optimal policy determines R up to
optimality-preserving transformations with O(s) = arg max, A,(s,a).

In the infinite-data limit, trajectories sampled from a policy reveal the distribution of
trajectories induced by the policy, and therefore the policy itself for all states reachable via
its supported actions. Boltzmann-rational policies and MCE policies support all actions,
so the trajectory distribution determines the policy for all reachable states. It follows that
trajectory sampling introduces an invariance solely to changes in the reward of unreachable
transitions.
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Theorem 3.3.5. Given an MDP M and an inverse temperature parameter 3, the distribution
of trajectories A% induced by the Boltzmann-rational policy 77, or Ag induced by the MCE
policy WEI, determines R up to S'-redistribution, potential shaping, and a mask of unreachable
transitions.

Similarly, trajectories sampled from an optimal policy reveal the policy in those states
that its actions reach, and introduce invariance to transformations of reward in other states.

Theorem 3.3.6. Given an MDP, consider the distribution of trajectories, A, induced by a
maximally supportive optimal policy. Let & be the set of states in supported trajectories. Let
O be the set of functions O defined on S such that O(s) = arg max, A.(s,a) for all s € &.

A, determines R up to optimality-preserving transformations for any O € O.

A mask of unreachable transitions is included as a special case. Note that a mask of the
complement of & is not included. However, as O is unconstrained outside &, the reward is
effectively unconstrained in those states, except that the reward of transitions out of & may
have to “compensate” for the value of their successor states to prevent new actions that lead
out of & from becoming optimal.

3.3.2 Invariances of trajectory evaluation

The return function captures the reward accumulated over a trajectory and is instrumental
in deriving data, such as reward labels and trajectory-preference comparisons, for evaluative
feedback. Here, we consider the invariances of the return function for various restricted
domains.

Theorem 3.3.7. Given an MDP, the return function restricted to possible trajectory frag-
ments, G¢, determines R up to a mask of impossible transitions.

Theorem 3.3.8. Given an MDP, the return function restricted to possible and initial
trajectories, G¢, determines R up to zero-initial potential shaping and a mask of unreachable
transitions.

G¢ has few invariances because its domain includes all possible individual transitions.
Further invariances would hold given domain restrictions such as minimum or maximum
fragment lengths.

Pairwise comparisons between trajectories have been studied as a data source for reward
learning [3} 133]. It is common to model the comparisons as based on the return of trajectories
but with accompanying decision noise following a Boltzmann distribution. Under this
assumption, in the limit of infinite noisy comparisons for each pair of trajectories, the data
source reveals the Boltzmann distributions governing each possible comparison. Boltzmann
noise encodes the precise difference in return between trajectories, so little invariance is
introduced.
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Formally, given an MDP and an inverse temperature parameter 5 > 0, let ﬁg be a
stochastic relation on possible trajectory fragments, such that for each pair of possible
trajectory fragments (q, (o,

P(¢1 <5 Co) = exp(BG((2)/ (exp(BG(Gr)) + exp(BG(G2)))

and let <& be the analogous relation on possible and initial trajectories.

Theorem 3.3.9. Given an MDP and an inverse temperature 3, the distribution of comparisons
of possible trajectory fragments, ﬁg, determines R up to a mask of impossible transitions.

Theorem 3.3.10. Given an MDP and an inverse temperature [3, the distribution of compar-
1sons of possible and initial trajectories, ﬁg, determines R up to k-initial potential shaping
and a mask of unreachable transitions.

Boltzmann comparisons of fragments have few invariances due to the broad range of
comparisons permitted, including those between individual transitions and empty trajectories.
Additional invariances will arise from additional restrictions, such as permitting comparisons
only between fragments of a fixed length. Moreover, it is worth reiterating that these
invariances rely heavily on the precise structure of the decision noise revealing cardinal
information in the infinite-data limit.

We also consider noiseless comparisons of the return. The infinite-data limit then
corresponds to the order induced by the return function. Formally, define the noiseless
order of possible trajectory fragments as a relation, <$, on possible trajectory fragments:
G <$ G = G(¢G) < G(G). Similarly, define the noiseless order of possible and initial
trajectories as the analogous relation, <&, for pairs of possible and initial trajectories. These
relations omit cardinal information about pairwise comparisons, so invariances to certain
monotonic transformations are introduced. The precise monotonic invariances depend on the

MDP (for example, see the proof in Appendix [A.2.4)).

Theorem 3.3.11. We have the following bounds on the invariances of the noiseless order of
possible trajectory fragments, <S$. In all MDPs:
(1) <$ is invariant to positive linear scaling and a mask of impossible transitions; and
(2) <¢ is not invariant to transformations other than zero-preserving monotonic transfor-
mations or masks of impossible transitions.

Moreover, there exist MDPs attaining each of these bounds.

We give a lower bound on the invariances of the noiseless order of possible and initial
trajectories, <¢, inherited from ﬁg and <$. Note that this lower bound does not rule out
additional invariances (unlike our other results). We comment further in Appendix [A.2.4]

Theorem 3.3.12. Given an MDP, the noiseless order of possible and initial trajectories, <&,

is invariant to (at least) k-initial potential shaping, positive linear scaling, and a mask of
unreachable transitions.
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We next give the transformations that preserve preferences over lotteries of trajectories. It
is possible to model such preferences as von Neumann—Morgenstern (VNM)-rational choices
between lotteries (distributions) over trajectory returns. Such lotteries are well known to be
invariant to positive affine transformations of return [110, appendix A]. We show that these
transformations correspond to k-initial potential shaping and positive linear scaling of the
reward function. Let <4 be the relation on distributions over possible initial trajectories:
Dy <5, Dy Esop, [G(Z)] < Bzan, [G(E)].

Theorem 3.3.13. Given an MDP, ﬁ% determines R up to k-initial potential shaping, positive
linear scaling, and a mask of unreachable transitions.

3.3.3 Invariances of policy optimization

The primary application of learnt reward functions is to compute optimal policies using
techniques such as RL. Policy optimization procedures typically compute a single optimal
policy. However, in terms of invariances, one may desire to preserve the whole set of optimal
policies so as not to tolerate any suboptimal policies becoming optimal through a reward
transformation.

The set of optimal policies inherits S’-redistribution invariance from the optimal Q-
function and is also known to be invariant to potential shaping [111]. In fact, because a
maximally supportive optimal policy can be derived from the set of optimal policies and vice
versa, the set shares exactly the same invariances as a maximally supportive optimal policy

(Theorem |3.3.4)).

Theorem 3.3.14. Given an MDP, the set of optimal policies determines R up to optimality-
preserving transformations with O(s) = arg max, A.(s,a).

Moreover, if one uses an algorithm not guaranteed to find a globally optimal policy,
one may desire to preserve the entire order induced on the space of policies by the policy
evaluation function, rather than just the set of maximizing policies. Future work could
investigate the invariances of the ordinal information in the policy evaluation function. Note
that since the set of optimal policies can be derived from this order, the order has at most
the invariances of the set of optimal policies.

3.4 Implications for reward learning

So far, we have catalogued the invariances of various objects to transformations of the reward
function. These invariances characterize the infinite-data ambiguity of several reward learning
data sources and the ambiguity tolerance of policy optimization. In this section, we discuss
the implications for practical evaluation of reward learning data sources.

We begin by defining a framework for comparing data sources and applications based on
their ambiguity. The characterization of ambiguity and tolerance as invariances to reward
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Figure 3.1: The infinite-data ambiguity of reward learning data sources and the ambiguity
tolerance of downstream applications of a learnt reward function are both invariances of
objects derived from reward functions (Definition [3.2.1]). These invariances imbue the data
sources and applications with a partial order by ambiguity refinement (Definition . For
a fixed MDP, here we give the partial order. X — Y means X <Y, that is, X is no more
ambiguous than Y as a data source (or, as a downstream application, Y is tolerant to X's
ambiguity). Note that the partial order is transitive—X is no more ambiguous than Y (Y
is tolerant to X’s ambiguity) if there is a path from X to Y. These objects are defined in

Sections @ and @

transformations suggests a natural partial order on data sources and applications. Recall
that the invariances of an object correspond to a partition of the space of reward functions
(Section [3.2]). We lift the refinement relation for partitions |2, §1.2.B] to data sources and

applications as follows.

Definition 3.4.1 (Ambiguity refinement). Consider two reward learning data sources (or
applications) X and Y, and let IIx and IIy be the partitions of the space of reward functions
corresponding to their invariances (Definition . If IIx is a partition refinement of Ily,
we write X <Y and say X is no more ambiguous than Y (or X is tolerable for application
Y). If X <Y but not Y < X, then we write X < Y and say X is (strictly) less ambiguous
than Y.

Given two data sources X and Y, X < Y corresponds to X conflating no additional
reward functions compared to Y in the infinite-data limit. This is the sense in which we say
X is mo more ambiguous than Y. Moreover, given a downstream application Z, X < 7 is
precisely the condition of Z tolerating the infinite-data ambiguity of data source X: X < 7
if and only if the reward functions conflated by X in the infinite-data limit all lead to the
same outcome in Z.

More concretely, we can compare the ambiguity of specific data sources and applications.
Figure depicts the partial order for a fixed MDP. For example, the ambiguity tolerance of
the set of optimal policies is a class of optimality-preserving transformations. Data sources
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Figure 3.2: For a fixed MDP, here we give the partition refinement relation for each of the
basic families of reward transformations defined in Section [3.2 Each of our ambiguity results
involve compositions of these basic invariances. This order is therefore helpful for calculating
ambiguity refinements.

that are less ambiguous than this tolerance (higher in Figure are sufficient for policy
optimization. Notably, this excludes noiseless comparisons between trajectory fragments in
some MDPs. Specifically, policy optimization does not, in general, tolerate zero-preserving
monotonic transformations (ZPMTs), while noiseless comparisons are invariant to ZPMTs in
some MDPs (Theorem [3.3.11)). Policy optimization is also intolerant to data sources based
on possible and initial trajectories, which are invariant to a mask of unreachable transitions.
However, these sources are tolerable if the application only requires optimal behavior in
reachable states.

Moreover, we can compare data sources drawn from one MDP to applications in another
MDP, such as under a shift in transition dynamics or initial state distribution. This captures
the common sim-to-real setting where learning occurs in a simulated or otherwise restricted
environment that differs from the deployment environment. The simplest transformations to
consider are masks of impossible or unreachable transitions — these depend on transition
dynamics. In general, the ambiguity corresponding to a mask of X is less than for a mask of
X' o X. For example, if the new dynamics supports previously impossible transitions, then
sources with invariance to an impossible-transition mask from the original MDP may not be
tolerable for applications in the new MDP.

A similar result holds for S’-redistribution, which involves an expectation over MDP
dynamics. Moreover, the effect of S’-redistribution on optimal behavior under changed
dynamics can be dramatic. For example, if 7 changes for each state-action pair, then @),
is completely undetermined, which means that S’-redistribution could make any policy
whatsoever seem optimal under the new transition dynamics. This is a consequence of the
following general result: if we determine R modulo S’-redistribution under 7, and then shift
to some other transition dynamics 7/, then Eg /(s 0) [R'(s, a, S")] is completely undetermined
for all s,a where 7(s,a) # 7'(s,a). Note that this result relies on the formulation of rewards
as depending on the successor state (see Appendix .
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Theorem 3.4.2. Consider an MDP (S, A, T, po, R1,7) and alternative transition dynamics
7. Given any function L : S x A — R, there exists a reward function Ry, produced from R
by S'-redistribution under 7, such that Eg ;s [Ra(s,a,5")] = L(s,a) for all s,a such that
7(s,a) # 7'(s,a).

Ambiguity refinement is a partial order, and some data sources are indeed incomparable.
In consolation, we observe that such incomparable ambiguity is complementary ambiguity, in
that by combining the associated data sources, we reduce overall ambiguity about the latent
reward.

Theorem 3.4.3. Given data sources X and Y, let (X,Y') denote the combined data source
formed from X and Y. If X and Y are incomparable, then (X,Y) < X and (X,Y) < Y.

This perspective highlights promising directions for the design of reward learning data
sources. In particular, it suggests developing reward learning algorithms for mixtures of data
sources with complementary ambiguity. Most popular data sources appear to have similar
kinds of ambiguity given a fixed MDP. However, ambiguity could be reduced by incorporating
data from multiple MDPs with different dynamics or discount rates. This is a new perspective
in which to frame some of the results of Amin, Jiang, and Singh [6] and Cao, Cohen, and
Szpruch [30].

3.5 Limitations and future work

Our results give an upper bound on the amount of information that can be extracted from
various data sources by studying the limit of infinite data. In practice, these limits may never
be attained on finite data sets. Future work should characterize how much information is
contained in data sets of varying sizes. This would determine the most efficient data source
for a fixed data-collection budget.

It is important to choose the right reward learning algorithm when designing an automated
system. Learning the wrong reward function can cause large negative impacts [8], especially
for systems of increased power [23, §12]. We stress that system designers must evaluate
reward learning approaches holistically, with our work on ambiguity contributing to one
dimension. In the following, we describe two complementary axes for evaluating reward
learning algorithms.

Our results apply under the assumptions made by popular reward learning algorithms
(see Section . However, these assumptions may not be sound for real data. In fact,
there are important differences between human data and data synthesized with standard
assumptions [115]. Moreover, there can be a trade-off between ambiguity and plausibility:
a data source may have low ambiguity because it makes unrealistic assumptions. At one
extreme, directly requesting a human’s reward function leaves no ambiguity, but is unsound,
this being the reason we set out to learn rewards.
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Furthermore, even given an ideal reward learning algorithm, what kinds of rewards should
we seek to learn—stated preferences, revealed preferences, instructions, or something else [50]?
Who should we seek to learn rewards from? Such normative questions may constrain our
choice of data sources. All stakeholders should be considered in the design of automated
systems. Perhaps only certain experts can provide demonstrations, but more stakeholders
can provide comparisons.

3.6 Conclusion

Substantial effort has been invested to develop reward learning algorithms for a variety of
data sources. A fundamental question is how effective these algorithms are, relative to an
optimal algorithm for that data source? Our contribution is to characterize the information
available from each data source, thereby establishing an upper bound on the performance of
any algorithm using that data source.

In particular, we prove invariances of various reward-related objects to transformations
such as potential shaping. Moreover, we show that these objects form a partial order under
ambiguity refinement. The resulting framework enables direct comparisons between data
sources. We find that some data sources contain strictly less information than others, such as
noiseless preference comparisons vs. return labels. By contrast, others are incomparable and
have complementary ambiguity, such as ()-values and trajectory returns.

While practitioners could simply collect data from the least ambiguous source, this might
be costly. We also characterize the ambiguity tolerance of downstream applications (such
as policy optimization) for which the reward function is used. This enables practitioners
to identify data sources that are precise only in the areas their application needs, limiting
unnecessary costs.



25

Chapter 4

Distance metrics on reward functions

Prior work has evaluated learned reward functions by evaluating policies optimized for
the learned reward. However, this method cannot distinguish between the learned reward
function failing to reflect user preferences and the policy optimization process failing to
optimize the learned reward. Moreover, this method can only tell us about behavior in
the evaluation environment, but the reward may incentivize very different behavior in even
a slightly different deployment environment. To address these problems, we introduce
the Equivalent-Policy Invariant Comparison (EPIC) distance to quantify the difference
between two reward functions directly, without a policy optimization step. We prove
EPIC is invariant on an equivalence class of reward functions that always induce the same
optimal policy. Furthermore, we find EPIC can be efficiently approximated and is more
robust than baselines to the choice of coverage distribution. Our source code is available at
https://github.com/HumanCompatibleAIl/evaluating-rewards.

4.1 Introduction

Prior work has usually evaluated the learned reward function R using the “rollout method™
training a policy 7 to optimize R and then examining rollouts from 7. Unfortunately, using
RL to compute 7y, is often computationally expensive. Furthermore, the method produces

false negatives when the reward R matches user preferences but the RL algorithm fails to
optimize with respect to R.

The rollout method also produces false positives. Of the many reward functions that
induce the desired rollout in a given environment, only a small subset align with the user’s
preferences. For example, suppose the agent can reach states {A, B, C}. If the user prefers
A > B > C, but the agent instead learns A > C > B, the agent will still go to the
correct state A. However, if the initial state distribution or transition dynamics change,
misaligned rewards may induce undesirable policies. For example, if A is no longer reachable
at deployment, the previously reliable agent would misbehave by going to the least-favored
state C.
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Table 4.1: Summary of the desiderata satisfied by each reward function distance studied
in this dissertation. Key — the distance is: a pseudometric (Definition ; tnvartant
to potential shaping [111] and positive rescaling (Section ; a computationally efficient
approximation achieving low error (Section; robust to the choice of coverage distribution
(Section ; and predictive of the similarity of the trained policies (Section .

Distance Pseudometric Invariant Efficient Robust Predictive

EPIC 4 v v v v
NPEC X v X X v
ERC 4 X 4 X v

We propose instead to evaluate learned rewards via their distance from other reward
functions. Table 1] summarizes our desiderata for reward function distances.

For benchmarks, it is usually possible to directly compare a learned reward R to the true
reward function R. Alternatively, benchmark creators can train a “proxy” reward function
from a large human data set. This proxy can then be used as a stand-in for the true reward
R when evaluating algorithms trained on a different or smaller data set.

Comparison with a ground-truth reward function is rarely possible outside of benchmarks.
However, even in this challenging case, comparisons can at least be used to cluster reward
models trained using different techniques or data. Larger clusters are more likely to be
correct, since multiple methods arrived at a similar result. Moreover, our regret bound
(Theorem |5.1.1)) suggests we could use interpretability methods discussed in Chapter |§| on
one model and get some guarantees for models in the same cluster.

To the best of our knowledge, there is no prior work that focuses on evaluating reward
functions directly. The most closely related work is Ng, Harada, and Russell [111], identifying
reward transformations guaranteed to not change the optimal policy. However, a variety of
ad hoc methods have been developed to evaluate reward functions. The rollout method—
evaluating rollouts of a policy trained on the learned reward—is evident in the earliest work
on IRL [112]. Fu, Luo, and Levine [49] refined the rollout method by testing on a transfer
environment, inspiring our experiment in Section Recent work has compared reward
functions by scatterplotting returns |68, 27|, inspiring our Episode Return Correlation (ERC)
baseline (Section [£.3.1)).

We introduce the Equivalent-Policy Invariant Comparison (EPIC) distance that meets
all the criteria in Table 4.1l We believe EPIC is the first method to quantitatively evaluate
reward functions without training a policy. EPIC (Section canonicalizes the reward
functions’ potential-based shaping [111], then takes the correlation between the canonical
rewards over a coverage distribution D of transitions. We also introduce baselines Nearest
Point in Equivalence Class (NPEC) and ERC (Section [4.3)) which partially satisfy the criteria.

EPIC works best when D has support on all realistic transitions. We achieve this in our
experiments by using uninformative priors, such as rollouts of a policy taking random actions.
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Moreover, we find that EPIC is robust to the exact choice of distribution D, producing similar
results across a range of distributions, whereas ERC and especially NPEC are highly sensitive
to the choice of D (Section [4.4.2).

Moreover, low EPIC distance between a learned reward R and the true reward R predicts
low regret. That is, the policies 7; and mp optimized for R and R obtain similar returns
under R. Theorem [5.1.1] can be used to bound the regret even in unseen environments; by
contrast, the rollout method can only determine regret in the evaluation environment. We
also confirm this result empirically (Section [5.2)).

4.2 Comparing reward functions with EPIC

In this section, we introduce the Equivalent-Policy Invariant Comparison (EPIC) pseudo-
metric. This novel distance canonicalizes the reward functions’ potential-based shaping,
then compares the canonical representatives using Pearson correlation, which is invariant to
scale. Together, this construction makes EPIC invariant on reward equivalence classes. See

Section for proofs.

First, we must define the notion of a distance.

Definition 4.2.1. Let X be a set and d : X x X — [0,0) a function. d is a premetric if
d(xz,x) = 0for all z € X. dis a pseudometric if, furthermore, it is symmetric, d(z,y) = d(y, =)
for all z,y € X, and satisfies the triangle inequality, d(z, z) < d(z,y)+d(y, z) for all x,y, z € X.
d is a metric if, furthermore, for all x,y € X, d(z,y) =0 = x =y.

We wish for d(R4,Rg) = 0 whenever the rewards are equivalent (Definition [2.2.2)),
R4 = Rp, even if they are not identical, R4 # Rp. This is forbidden in a metric but
permitted in a pseudometric, while retaining other guarantees such as symmetry and triangle
inequality that a metric provides. Accordingly, a pseudometric is usually the best choice for
a distance d over reward functions.

We define the canonically shaped reward Cpg p, (R) as an expectation over some arbitrary
distributions Dg and D4 over states S and actions A respectively. These two distributions
can be combined to define a distribution over transitions by taking their outer product,
Ds x Dy x Dg, which we refer to as the canonicalization distribution. This construction
means that Cpg p, (R) does not depend on the MDP’s initial state distribution yi or transition
dynamics 7. In particular, we may evaluate R on transitions that are impossible in the
training environment, since these may become possible in a deployment environment with a
different pg or 7.

Definition 4.2.2 (Canonically Shaped Reward). Let R : S x A x § — R be a reward
function. Given distributions Dg € A(S) and D4 € A(A) over states and actions, let S and
S’ be random variables independently sampled from Ds and let A be sampled from D 4. We
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define the canonically shaped R to be

O'DSfDA (R> (‘97@’8,) = R(S,CL,S/) (41)
+E[yR(s,A,S) — R(s,A,S") —~vR(S, A, 5] .

Informally, if R is shaped by potential ®, then increasing ®(s) decreases R(s,a,s’) but
increases E[—R(s, A, S")], canceling. Similarly, increasing ®(s’) increases R(s,a,s’) but
decreases E [yR(s', A, S")]. Finally, E[vR(S, A, S")] centers the reward, canceling constant
shift.

Proposition 4.2.3 (The Canonically Shaped Reward is Invariant to Shaping). Let R :
Sx A xS — R be areward function and ® : S — R a potential function. Let vy € [0,1] be a
discount rate, and Ds € A(S) and D € A(A) be distributions over states and actions. Let
R’ denote R shaped by ®: R'(s,a,s’) = R(s,a,s’) +~yP(s') — ®(s). Then the canonically
shaped R’ and R are equal: Cpgp, (R') = Cpsp, (R).

Proof. See Section [B.3.1] O

Proposition holds for arbitrary distributions Ds and D 4. However, in the following
proposition we show that the potential shaping applied by the canonicalization Cpgp, (R)
is more influenced by perturbations to R of transitions (s, a, s’) with high joint probability.
This suggests choosing Ds and D 4 to have broad support, making Cp, p, (R) more robust
to perturbations of any given transition.

Proposition 4.2.4. Let S and A be finite, with |S| = 2. Let Ds € A(S) and Dy € A(A).
Let R, v: S8 x A xS — R be reward functions, with v(s,a,s’) = N|(s,a,s) = (z,u,2')],
AeR, z,2" €S, andu e A. Let Op,p,(R)(s,a,s) = Cpsp, (R)(s,a,s) — R(s,a,s).
Then,

|®pspu(R+v) — Ppgp,(R)],, = A(1+7Ds(z)) Da(u)Ds(z'). (4.2)

We have canonicalized potential shaping; next, we compare the rewards in a scale-invariant
manner.

Definition 4.2.5. The Pearson distance between random variables X and Y is defined
by the expression D,(X,Y) = 1/1 — p(X,Y)/+/2, where p(X,Y) is the Pearson correlation
between X and Y.

Lemma 4.2.6. The Pearson distance D, is a pseudometric. Moreover, let a,b € (0, 0),
c,d € R, and X,Y be random variables. Then it follows that 0 < D,(aX + ¢, bY +d) =
D,(X,Y)<1.

We can now define EPIC in terms of the Pearson distance between canonically shaped
rewards.
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Definition 4.2.7 (Equivalent-Policy Invariant Comparison (EPIC) pseudometric). Let D be
some coverage distribution over transitions s % s’. Let S, A, S’ be random variables jointly
sampled from D. Let Ds and D4 be some distributions over states S and A respectively.
The Equivalent-Policy Invariant Comparison (EPIC) distance between reward functions R4
and Rp is

Dgpic(Ra, Rp) = D, (Cpgp, (Ra) (S, A,S"), Cpgp, (Rp) (S, A, ) . (4.3)

Theorem 4.2.8. The Equivalent-Policy Invariant Comparison distance is a pseudometric.

Since EPIC is a pseudometric, it satisfies the triangle inequality. To see why this is useful,
consider an environment with an expensive-to-evaluate ground-truth reward R. Directly
comparing many learned rewards Rto R might be prohibitively expensive. We can instead
pay a one-off cost: query R a finite number of times and infer a proxy reward Rp with
Dgpic(R, Rp)A < e. The triangle inequality allows us to evaluate R via comparison to Rp,

since Dgpic(R, R) < DEPIC(R, Rp) + €. This is particularly useful for benchmarks, which
can be expensive to build but should be cheap to use.

Theorem 4.2.9. Let Ry, R, R, Rz : § x A x § — R be reward functions such that
i4 = RA and R/ = RB. Then 0 < DEPIC(R;U Rjg) = DEplc(RA, RB) < 1.

The following is our main theoretical result, showing that the Dgpic(Ra, Rp) distance
gives an upper bound on the difference in returns under either R4 or Rg between optimal
policies 724 and w2, In other words, EPIC bounds the regret under R4 of using 7% instead
of w4, Moreover, by symmetry Dgpic(Ra, Rp) also bounds the regret under Rp of using
7R instead of 7f5.

To demonstrate EPIC’s properties, we compare the gridworld reward functions from
Figure .1 reporting the distances between all reward pairs in Figure [B.2] Dense is
a rescaled and shaped version of Sparse, despite looking dissimilar at first glance, so
Dgpic (Sparse, Dense) = 0. By contrast, Dgpic (Path,Cliff) = 0.27. In deterministic grid-
worlds, Path and Cliff have the same optimal policy, so the rollout method could wrongly
conclude they are equivalent. But in fact the rewards are fundamentally different: when
there is a significant risk of “slipping” in the wrong direction, the optimal policy for C1iff
walks along the top instead of the middle row, incurring a —1 penalty to avoid the risk of
falling into the —4 “cliff.”

For this example, we used state and action distributions Ds and D 4 uniform over § and
A, and coverage distribution D uniform over state-action pairs (s,a), with s’ deterministically
computed. It is important these distributions have adequate support. As an extreme example,
if Ds and D have no support for a particular state, then the reward of that state has no
effect on the distance. We can compute EPIC exactly in a tabular setting, but in general, we

use a sample-based approximation (Section [B.1.1]).
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Figure 4.1: Heatmaps of four reward functions for a 3 x 3 gridworld. Sparse and Dense
look different but are actually equivalent with Dgpic (Sparse,Dense) = 0. By contrast, the
optimal policies for Path and C1iff are the same if the gridworld is deterministic but different
if it is “slippery.” EPIC recognizes this difference with Dgpic (Path,Cliff) = 0.27. Key:
Reward R(s,s’) for moving from s to §' is given by the triangular wedge in cell s that
is adjacent to cell s'. R(s,s) is given by the central circle in cell s. Optimal action(s)
(deterministic, infinite horizon, discount v = 0.99) have bold labels. See Figure for the
distances between all reward pairs.

4.3 Baseline approaches for comparing reward functions

Given the lack of established methods, we develop two alternatives as baselines: Episode
Return Correlation (ERC) and Nearest Point in Equivalence Class (NPEC).

4.3.1 Episode Return Correlation (ERC)

The goal of an MDP is to maximize expected episode return, so it is natural to compare
reward functions by the returns they induce. If the return of a reward function R, is a
positive affine transformation of another reward Rp, then R4 and Rp have the same set of
optimal policies. This suggests using Pearson distance, which is invariant to positive affine
transformations.

Definition 4.3.1 (Episode Return Correlation (ERC) pseudometric). Let D be some distri-
bution over trajectories. Let E be a random variable sampled from D. The Episode Return
Correlation distance between reward functions R4 and Rp is the Pearson distance between

their episode returns on D, Dgrc(Ra, Rg) = D,(g9(E; Ra), 9(E; Rp)).

Prior work has produced scatter plots of the return of R4 against Rp over episodes [27,
Figure 3| and fixed-length segments [68, section D|. ERC is the Pearson distance of such
plots, so it is a natural baseline. We approximate ERC by the correlation of episode returns
on a finite collection of rollouts.

ERC is invariant to shaping when the initial state sy and terminal state sy are fixed.
Let R be a reward function and ® a potential function, and define the shaped reward
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R'(s,a,s") = R(s,a,s") +vyP(s") — ®(s). The return under the shaped reward on a trajectory
7 = (80,00, - ,s7) is g(1; R') = g(m; R) + yT®(s7) — ®(sg). Since sy and sy are fixed,
YT ®(s7) — ®(sp) is constant. It follows that ERC is invariant to shaping, as Pearson distance
is invariant to constant shifts. In fact, for infinite-horizon discounted MDPs, only sy needs to
be fixed, since vT®(sy) — 0 as T — oo.

However, if the initial state sq is stochastic, then the ERC distance can take on arbitrary
values under shaping. Let R4 and Rp be two arbitrary reward functions. Suppose that
there are at least two distinct initial states, sx and sy, with non-zero measure in D. Choose
potential ®(s) = 0 everywhere except ®(sx) = P(sy) = ¢, and let R, and R}; denote
R4 and Rp shaped by ®. As ¢ — oo, the correlation p(g(E; R,),g(E; Rj3)) — 1. This is
because the relative difference tends to zero, even though g(F; R/,) and g(E; R3) continue
to have the same absolute difference as ¢ varies. Consequently, the ERC pseudometric
Dgre(Ry, Rz) — 0 as ¢ — oo. By an analogous argument, setting ®(sx) = c and ®(sy) = —c
gives Dgrc(R)y, Rz) — 1 as ¢ — oo,

4.3.2 Nearest Point in Equivalence Class (NPEC)

NPEC takes the minimum L? distance between equivalence classes. See Section for
proofs.

Definition 4.3.2 (L? distance). Let D be a coverage distribution over transitions s > &'
and let p > 1 be a power. The LP distance between reward functions R4 and Rp is the L”
norm of their difference:

DLP,D(RAa RB) = (]Es,a,s’w'D [|RA(37 a, S/) - RB(Sa a, 5/)|p])1/p : (44)

The LP distance is affected by potential shaping and positive rescaling that do not change
the optimal policy. A natural solution is to take the distance from the nearest point in
the equivalence class: Dippo(Ra, Rp) = infr =g, Di» p(R)y, Rp). Unfortunately, Dippc is
sensitive to Rpg’s scale.

It is tempting to instead take the infimum over both arguments of Dy»p. However,
infp) =R, R,=Rjs Di»p(R'y, Rg) = 0 since all equivalence classes come arbitrarily close to the
origin in L? space. Instead, we fix this by normalizing D{ppc.

Definition 4.3.3. NPEC is defined by
Dnprc(Ra, Rp) = Dppo(Ra, Rp)/Dypre(Zero, Rp) (4.5)

when D{ppo(Zero, Rp) # 0, and is otherwise given by Dxprc(Ra, Rp) = 0.

If D{ppc(Zero, Rp) = 0, then D{ppc(Ra, Rp) = 0 since R4 can be scaled arbitrarily
close to Zero. Since all policies are optimal for R = Zero, we choose Dypgc(Ra, Rp) =0 in
this case.
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Theorem 4.3.4. Dypgc is a premetric on the space of bounded reward functions. Moreover,
let Ra,R4',Rp,Rp' : S x A xS — R be bounded reward functions such that Ry = R4’ and
Rp = RB,. Then 0 < DNPEC(RA,, RB,) = DNpEc(RA,RB) < 1.

Proof. Pseudometric follows from Dy» p a pseudometric; see Section for details. The
invariance to R’y = R4 is immediate from the infimum being over R = R4. The invariance
to R = Rp is due to translational invariance of Dy» p, and

Dippc(Ra, AR5) = ADYppc(Ra, Rp), for A > 0.
Upper bound of 1 is due to
Dypgo(Ra, Rp) < Dypgc(Zero, Rp),

while lower bound is immediate from D»p being non-negative. See section for
details. 0

Note that Dyprc may not be symmetric and so is not, in general, a pseudometric: see
proposition m The infimum in D¥{ppe can be computed exactly in a tabular setting, but in
general we must approximate it using gradient descent. This gives an upper bound for D{ppc,
but the quotient of upper bounds Dypgc may be too low or too high. See Section for
details of the approximation.

4.4 Experiments

We evaluate EPIC and the baselines ERC and NPEC in a variety of continuous control
tasks. In Section [£.4.1] we compute the distance between hand-designed reward functions,
finding EPIC to be the most reliable. NPEC has substantial approximation error, and ERC
sometimes erroneously assigns high distance to equivalent rewards. Finally, in Section
we show that EPIC is robust to the exact choice of coverage distribution D, whereas ERC
and especially NPEC are highly sensitive to the choice of D.

4.4.1 Comparing hand-designed reward functions

We compare procedurally specified reward functions in four tasks, finding that EPIC is
more reliable than the baselines NPEC and ERC, and more computationally efficient than
NPEC. Figure presents results in the proof-of-concept PointMass task. The results for
Gridworld, HalfCheetah, and Hopper, in Section [B.2.4] are qualitatively similar.

In PointMass, the agent can accelerate ¥ left or right on a line. The reward functions
include (@) or exclude (#f) a quadratic penalty 2. The sparse reward (S) gives a reward of
1 in the region +0.05 from the origin. The dense reward (D) is a shaped version of the sparse

reward. The magnitude reward (M) is the negative distance of the agent from the origin.
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Figure 4.2: Approximate distances between hand-designed reward functions in PointMass,
where the agent moves on a line trying to reach the origin. EPIC correctly assigns 0
distance between equivalent rewards such as (D#t, S#() while Dypgc(D#t, S#t) = 0.58 and
Dgre(Drt, Set) = 0.56. The coverage distribution D is sampled from rollouts of a policy
Tuni taking actions uniformly at random. Key: The agent has position z € R, velocity
2 € R, and can accelerate = € R, producing future position 2’ € R. @ quadratic penalty on
control #2, #¢ no control penalty. S is Sparse(z) = 1[|z| < 0.05], D is shaped Dense(z, 2’) =
Sparse(x) + |2'| — |z|, while M is Magnitude(z) = —|z|.

We find that EPIC correctly identifies the equivalent reward pairs (S@-D@ and S#¢-D#t)
with estimated distance < 1 x 1073. By contrast, NPEC has substantial approximation error:
Dypgc(Drt, Sot) = 0.58. Similarly, Dgrc(Det, S#t) = 0.56 due to ERC’s erroneous handling
of stochastic initial states. Moreover, NPEC is computationally inefficient: Figure [£.2|b)
took 31 hours to compute. By contrast, the figures for EPIC and ERC were generated in less
than two hours, and a lower precision approximation of EPIC finishes in just 17 seconds (see

Section [B.2.6)).

4.4.2 Sensitivity of reward distance to coverage distribution

Reward distances should be robust to the choice of coverage distribution D. In Table
(center), we report distances from the ground-truth reward (GT) to reward functions (rows)
across coverage distributions D € {myu, 7%, Mix} (columns). We find EPIC is fairly robust to
the choice of D with a similar ratio between rows in each column D. By contrast, ERC and
especially NPEC are substantially more sensitive to the choice of D.

We evaluate in the PointMaze MuJoCo task from Fu, Luo, and Levine [49], where a point
mass agent must navigate around a wall to reach a goal. The coverage distributions D are
induced by rollouts from three different policies: m.,; takes actions uniformly at random,
producing broad support over transitions; 7* is an expert policy, yielding a distribution
concentrated around the goal; and Mix is a mixture of the two. In EPIC, Ds and D4 are
marginalized from D and so also vary with D.

We evaluate four reward learning algorithms: Regression onto reward labels [target
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Table 4.2: Low reward distance from the ground-truth (GT) in PointMaze-Train predicts high
policy return even in unseen task PointMaze-Test. EPIC distance is robust to the choice of
coverage distribution D, with similar values across columns, while ERC and especially NPEC
are sensitive to D. The table shows approximate distances (1000x scale) of reward functions
from GT. The coverage distribution D is computed from rollouts in PointMaze-Train of a
uniform random policy 7runi, an expert 7*, and a Mixture of these policies. Ds and D4 are
computed by marginalizing D. Confidence Intervals: see Table .

Reward 1000 x DEPIC 1000 x DNPEC 1000 x DERC

Function | mwyn ®* Mix 7ym ©®F Mix  7wrgm ©F Mix
GT 0.06 0.05 0.04 0.04 3.17 0.01 0.00 0.00 0.00
Regress 35.8 33.7 26.1 1.42 38.9 0.35 9.99 90.7 2.43
Pref 68.7 100 56.8 8.51 1333 9.74 24.9 360 19.6

AIRL SO 572 520 404 817 2706 488 549 523 240
AIRL SA 776 930 894 1067 2040 1039 803 722 964
Mirage 17.0 0.05 397  0.68 6.30 597  35.3 <0.01 166

method from 33} section 3.3], Preference comparisons on trajectories [33|, and adversarial
IRL with a state-only (AIRL S0) and state-action (AIRL SA) reward model [49]. All models are
trained using synthetic data from an oracle with access to the ground-truth; see Section
for details.

We find EPIC is robust to varying D when comparing the learned reward models: the
distance varies by less than 2x, and the ranking between the reward models is the same
across coverage distributions. By contrast, NPEC is highly sensitive to D: the ratio of AIRL
S0 (817) to Pref (8.51) is 96 : 1 under my,; but only 2 : 1 (2706 : 1333) under 7*. ERC lies
somewhere in the middle: the ratio is 22 : 1 (549 : 24.9) under m,,; and 3 : 2 (523 : 360) under
.

We evaluate the effect of pathological choices of coverage distribution D in Table [B.§
For example, Ind independently samples states and next states, giving physically impossible
transitions, while Jail constrains rollouts to a tiny region excluding the goal. We find that
the ranking of EPIC changes in only one distribution, while the ranking of NPEC changes in
two cases and ERC changes in all cases.

However, we do find that EPIC is sensitive to D on Mirage, a reward function we explicitly
designed to break these methods. Mirage assigns a larger reward when close to a “mirage”
state than when at the true goal, but is identical to GT at all other points. The “mirage” state
is rarely visited by random exploration m,; as it is far away and on the opposite side of the
wall from the agent. The expert policy 7* is even less likely to visit it, as it is not on or
close to the optimal path to the goal. As a result, the EPIC distance from Mirage to GT
(Table 4.2 bottom row) is small under 7, and 7*.

In general, any black-box method for assessing reward models — including the rollout
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method — only has predictive power on transitions visited during testing. Fortunately, we
can achieve a broad support over states with Mix: it often navigates around the wall due
to *, but strays from the goal thanks to m,,;. As a result, EPIC under Mix correctly infers
that Mirage is far from the ground-truth GT.

These empirical results support our theoretically inspired recommendation from Sec-
tion 4.2} “in general, it is best to choose D to have broad coverage over plausible transitions.”
Distributions such as 7* are too narrow, assigning coverage only on a direct path from the
initial state to the goal. Very broad distributions such as Ind waste probability mass on
impossible transitions like teleporting. Distributions like Mix strike the right balance between
these extremes.

4.5 Conclusion

Our novel EPIC distance compares reward functions directly, without training a policy.
We have proved it is a pseudometric, is bounded, and is invariant to equivalent rewards.
Empirically, we find EPIC correctly infers zero distance between equivalent reward functions
that the NPEC and ERC baselines wrongly consider dissimilar.

Although EPIC can in principle be used to compare arbitrary reward models, we have
only evaluated on reward models trained on synthetic data in continuous control tasks. An
important direction for future work is to apply EPIC to models trained on real-world data
in a broader variety of domains, such as image-based tasks. Such models will have a higher
EPIC distance from the ground-truth than models trained on synthetic data. However, some
algorithms may be more robust to imperfect feedback than others, potentially changing our
ranking of algorithms implied from Table [4.2]

Standardized metrics are an important driver of progress in machine learning. Unfor-
tunately, traditional policy-based metrics do not provide any guarantees as to the fidelity
of the learned reward function. We believe the EPIC distance will be a highly informative
addition to the evaluation toolbox, and would encourage researchers to report EPIC distance
in addition to policy-based metrics. Our implementation of EPIC and our baselines, including
a tutorial and documentation, are available at https://github.com/HumanCompatibleAI/
evaluating-rewards,


https://github.com/HumanCompatibleAI/evaluating-rewards
https://github.com/HumanCompatibleAI/evaluating-rewards
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Chapter 5

Distance metrics predict regret

In the previous chapter, we introduced the EPIC distance. In this chapter, we show that
the EPIC distance can be used to bound the regret of optimal policies even under different
transition dynamics. Moreover, we confirm empirically that it predicts policy training success,
even in situations which do not satisfy the assumptions made in our regret bound theorem.

5.1 A regret bound for EPIC

Theorem 5.1.1. Let M be a y-discounted MDP\R with finite state and action spaces S and
A. Let Ry, Rp : S x A xS — R be rewards, and 7%, 7}, be respective optimal policies. Let
Dy (t, st, a4, S4+1) denote the distribution over transitions S x A x S induced by policy w at time
t, D(s,a,s’) be the coverage distribution used to compute Dgpic, and Ds(s), D(a) be the
distributions defining the canonicalization in Dgpic. Assume the coverage distribution is set
equal to the canonicalization distribution: D(s,a,s’) = Ds(s)Da(a)Ds(s')Vs,s' € S,a € A.
Suppose there exists K > 0 such that KD(sy, at, S¢+1) = Dr(t, St, ar, Se41) for all times t € N,
triples (s, ar,S141) € S X A x S, and policies w € {r%,75}. Then, the regret under Ra from
executing 75 instead of 74 is at most

Gr,(7%) — Gr, (%) < 16K|Rall> (1 — %) Dgpic(Ra, Rp),

where Gr(m) is the return of policy m under reward R, and the L* norm ||R4l|s is taken with
respect to the coverage distribution D.

We generalize the regret bound to continuous spaces in theorem via a Lipschitz
assumption and with Wasserstein distance replacing K. Importantly, the returns of 7% and
7%, converge as Dgpic(Ra, Rp) — 0 in both cases, no matter which reward function is used
for evaluation.

The theorem supplies a non-trivial bound when the coverage distribution D has adequate
support for transitions occurring in rollouts of 7% and 7j. The bound is tightest when
D is similar to Dy« and Dyx. However, computing 7 and 7y is often intractable. The
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MDP M may be unknown, such as when making predictions about an unseen deployment
environment. Even when M is known, RL is computationally expensive and may fail to
converge in non-trivial environments.

In finite cases, a uniform D satisfies the requirements with K < |S]?|A|. In general, it is
best to choose D to have broad coverage over plausible transitions. Broad coverage ensures
adequate support for Do and Dyx. But excluding transitions that are unlikely or impossible
to occur leads to tighter regret bounds due to a smaller K (finite case) or Wasserstein distance
(continuous case).

The theorem requires the coverage and canonicalization distributions to be equal. However,
in practice it can be desirable to set the coverage distribution to something narrower. For
example, setting Ds and D4 to be uniform over & and A means the canonicalization
distribution Ds x D4 x Dgs places equal weight on all transitions, including many impossible
transitions (e.g., teleportation in gridworlds). Putting more weight on transitions that are
likely to happen and placing no support on transitions we know a priori to be impossible
seem likely to make the EPIC distance a better predictor of reward function similarity in
practice. Empirically, the EPIC distance remains highly correlated to regret even when the
coverage and canonicalization distributions do not match (demonstrated in Section [5.2)).

While EPIC upper bounds policy regret, it does not lower bound it. In fact, no reward
distance can lower bound regret in arbitrary environments. For example, suppose the
deployment environment transitions to a randomly chosen state independent of the action
taken. In this case, all policies obtain the same expected return, so the policy regret is always
zero, regardless of the reward functions.

5.2 Experiments

We find that low distance from the ground-truth reward GT (Table 5.1} center) predicts high
GT return (Table , right) of policies optimized for that reward. Moreover, the distance is
predictive of return not just in PointMaze-Train where the reward functions were trained
and evaluated in, but also in the unseen variant PointMaze-Test. This is despite the two
variants differing in the position of the wall such that policies for PointMaze-Train run
directly into the wall in PointMaze-Test. Notably, the regret bound (Theorem does
not apply to this setting because the canonicalization distribution does not match the coverage
distribution. However, it seems in practice that the EPIC distance remains highly predictive
of regret even when this assumption is violated.

Both Regress and Pref achieve very low distances at convergence, producing near-expert
policy performance. The AIRL SO and AIRL SA models have reward distances an order of
magnitude higher and have poor policy performance. Yet, intriguingly, the generator policies
for ATIRL SO and AIRL SA — trained simultaneously with the reward — perform reasonably
in PointMaze-Train, achieving —5.43 and —5.05 respectively. This suggests the learned
rewards are reasonable on the subset of transitions taken by the generator policy yet fail to
transfer to the different transitions taken by a policy being trained from scratch.
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Table 5.1: Low reward distance from the ground-truth (GT) in PointMaze-Train predicts high
policy return even in unseen task PointMaze-Test. EPIC distance is robust to the choice of
coverage distribution D, with similar values across columns, while ERC and especially NPEC
are sensitive to D. Center: approximate distances (1000x scale) of reward functions from
GT. The coverage distribution D is computed from rollouts in PointMaze-Train of a uniform
random policy Tryni, an expert ¥, and a Mixture of these policies. Ds and D 4 are computed
by marginalizing D. Right: mean GT return over 9 seeds of RL training on the reward in
PointMaze-{Train,Test}. Confidence Intervals: see Table .

Reward 1000 x Dgpic 1000 x Dnpec 1000 x Dggrc Return

Function | mwyy ®F Mix 7ym ©®F Mix  7wrgm ©F Mix Train Test
GT 0.06 0.05 0.04 0.04 3.17 0.01 0.00 0.00 0.00 | —5.19 —6.59
Regress 35.8 33.7 26.1 1.42 38.9 0.35 9.99 90.7 243 | —5.47 —6.30
Pref 68.7 100 56.8 8.51 1333 9.74 24.9 360 19.6 | —5.57 —5.04

AIRL SO 572 520 404 817 2706 488 549 523 240 —27.3 =22.7
AIRL SA 776 930 894 1067 2040 1039 803 722 964 -30.7 —29.0

Mirage 17.0 0.05 397  0.68 6.30 597  35.3 <0.01 166 -30.4 —29.1

Figure shows reward distance and policy regret during reward model training. The
lines all closely track each other, showing that the distance to GT is highly correlated with
policy regret for intermediate reward checkpoints as well as at convergence. Regress and
Pref converge quickly to low distance and low regret, while AIRL SO and AIRL SA are slower
and more unstable.

5.3 Conclusion

We have shown that EPIC bounds the regret of optimal policies (Theorems [4.2.8]
and . This bound assumes the coverage distribution is a product of state and action
marginals. However, we find empirically that even when this assumption is violated, the
EPIC distance of learned reward functions to the ground-truth reward still predicts the
return of policies optimized for the learned reward. Notably, this prediction holds even when
the distance is computed in PointMaze-Train and the regret is computed for the unseen
PointMaze-Test environments.

This is important since it is common for the initial state distribution or transition dynamics
to change between the training environment where the reward function was learned and
the test environment where the system is deployed [130} [8, [121]. For example, one might
learn a reward and policy in simulation and then fine-tune the policy in the real world with
the learned reward. Moreover, in life-long learning the policy is continually trained with
the learned reward. In this case, the reward must also be robust to unintentional changes
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that may occur over time in the deployment environment. Although we can only test with
intentional changes, we expect our method to also be predictive of robustness.
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Chapter 6

Understanding learned reward functions

It is often possible to learn a reward function that would be difficult or impossible to manually
specify. However, learned rewards may fail to represent user preferences, so it is important to
be able to validate the learned reward function prior to deployment. One promising approach
is to apply interpretability tools to the reward function to spot potential deviations from
the user’s intention. Existing work has applied general-purpose interpretability tools to
understand learned reward functions. We propose exploiting the intrinsic structure of reward
functions by first preprocessing them into simpler but equivalent reward functions, which
are then visualized. We introduce a general framework for such reward preprocessing and
propose concrete preprocessing algorithms. Our empirical evaluation shows that preprocessed
rewards are often significantly easier to understand than the original reward.

6.1 Introduction

Manually specifying reward functions has many challenges, but it does at least have the
advantage that we can easily understand the reward function (if not the consequences of
optimizing it) by reading the implementation. By contrast, learned reward functions are
often black-box models. This makes it challenging to evaluate a learned reward function in
order to spot potential failure modes prior to deployment.

In Chapter [, we introduced the EPIC distance to quantify the difference between two
functions. This works great when a ground-truth reward is available, as we can evaluate a
learned reward simply by computing its EPIC distance to the ground-truth. However, reward
learning is most useful precisely when we do not have access to a ground-truth reward. In
this setting, EPIC may still have some limited utility for comparing and perhaps clustering
several learned reward models, but it cannot tell us if any of these learned models are correct.

In Michaud, Gleave, and Russell |105] we instead suggest interpreting reward models to
verify they capture user preferences. We find that existing interpretability methods such
as saliency maps can help understand reward models. However, we also find significant
limitations in this approach, concluding that “reward interpretability may need significantly
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different methods from policy interpretability.”

We believe that significant advances in reward interpretability can be made by taking
advantage of the special structure of reward functions. In particular, many different reward
functions are equivalent, in the sense that they induce the same optimal policies—no matter
the environment dynamics. Given a learned reward model, we can apply transformations that
do not change the optimal policy, but simplify the reward function. We can then visualize
this simplified reward instead of the original. We call this approach reward preprocessing, as
we “preprocess” the reward model prior to visualization.

Our framework for reward preprocessing involves two key components: 1) a class of reward
transformations that yield equivalent reward functions in some sense (e.g., by preserving the
optimal policy under arbitrary environment dynamics), and 2) an objective that measures how
interpretable a given reward function is. We then optimize over the class of transformations
using the given objective to find the most interpretable equivalent reward function. A key
property of this framework is that the learned reward model is treated as a black box. This
means that it may use an arbitrary function approximator and can be learned using any
reward learning algorithm and feedback modality.

In summary, our key contributions are: 1) a novel framework that exploits the intrinsic
structure of reward functions to increase their interpretability before visualization; 2) two
concrete applications of this framework, using different objectives for interpretability; and 3)
an empirical evaluation, finding that our methods often significantly improve interpretability.

6.1.1 Related work

Interpreting reward models has recently begun to receive some attention. Russell and Santos
[137] apply standard interpretability methods from supervised learning to reward functions.
Specifically, they use feature importance estimates from a simple fitted global model and
from LIME [134] to interpret the reward function.

Globally fitting a simpler model to a reward function has some similarities to our reward
preprocessing approach. However, a major difference is that the simple model will usually
not be equivalent to the original reward function. In contrast, we learn an equivalent
but still simplified reward model. This is possible because we exploit the structure that
reward functions naturally have, whereas Russell and Santos [137]| only apply preexisting
interpretability methods.

Michaud, Gleave, and Russell [105] also apply existing interpretability methods to un-
derstand reward models. In contrast to Russell and Santos, they work directly with the
given reward, without fitting a simpler model. They suggest and combine three different
approaches, namely gradient saliency maps, occlusion maps, and handcrafted counterfactual
inputs. All of these methods can also be applied to supervised learning more broadly and do
not take advantage of the structure of reward functions.

Our reward preprocessing framework is complementary to these methods for interpreting
reward functions. We advocate first preprocessing a given reward to select a maximally
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comprehensible equivalent reward function. The resulting reward function can then be
visualized or otherwise interpreted using a range of techniques.

While there is only a handful of work seeking to understand learned reward functions,
considerably more work has focused on interpreting policies [129]. One approach is to learn
a policy from a class of intrinsically simple functions rather than neural networks [167].
Alternatively, Juozapaitis et al. [76] present a method that explains policy actions by an
additive decomposition of ()-values. Another promising recent direction is using causal models
to explain policy behavior [99, |39).

Devidze et al. [41] approach interpretability of reward functions from a different angle:
rather than interpreting a complex learned reward function, they aim to design a reward
function that trades off between interpretability (operationalized as sparsity) and ease of
policy optimization.

6.2 The reward preprocessing framework

Our interpretability method operates on a reward function r(s, a, s’), where s is the current
state, a is the action taken in that state, and s’ is the next state. Our method only requires
the ability to evaluate r: there are no restrictions on how r is computed or how it was learned.
From r, we produce a simpler but equivalent reward function 7/, which we then visualize.

Concrete instantiations of this framework must make two choices. First, they must specify
which reward functions are deemed equivalent via an equivalence relation ~. Second, they
must provide some measure of “simplicity” or “interpretability,” represented by a cost function
J. We then seek to find a minimum cost reward function 7’ that is equivalent to r:

r’:= argmin J(7). (6.1)

F~r

In the following, we discuss how to choose the equivalence relation ~ and cost function J.

6.2.1 Equivalence relation

We would like to treat two rewards as equivalent if they will produce the same behavior in
the intended downstream application. It is known that potential shaping [111] and rescaling
by a positive constant never change the ordering of policies (see Section . It is therefore
safe to treat such rewards as equivalent for most applications.

However, some applications permit a broader notion of equivalence. For example, if the
reward model will only ever be used for policy optimization in a specific task, then we can
include any transformations that preserve optimal policies in that task. A simple example
is S’-redistribution: moving reward between different successor states, while preserving
Esr(s,a,S") = Egr'(s,a,S"). This will not change the optimal policy, so long as the
transition dynamics determining S’ remain fixed. Skalse et al. |155] characterize a variety of
such equivalence classes under varying assumptions.
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6.2.2 Choosing cost functions

The cost function J should represent the interpretability of a reward function. Of course, no
simple objective can capture the entire concept of interpretability since reward functions may
be interpretable for a variety of reasons. For example, sparse rewards are often interpretable,
as the user can pay attention only to the few transitions on which the agent receives a
non-zero reward. However, a dense reward could still be easy to understand if it has some
other simple structure: for example, taking on only two different values depending on which
region of the world the agent is in.

Instead of looking for a single cost function that completely characterizes interpretability,
we therefore suggest using multiple cost functions, each of which describes some condition that
is sufficient but not necessary for interpretability. We can then find an optimal equivalent
reward for each of the cost functions and present all of these rewards for the user to choose
between. Provided the cost functions are on a comparable scale, we can also rank the reward
functions, presenting the lowest-cost rewards first.

Another factor determining the appropriate cost functions is the method used for visual-
ization. For example, a reward function that has sparse output is ideal if we wish to show the
user the reward of particular transitions. However, we might prefer sparsity in the features
that the reward depends on if we are using higher-level visualization methods like saliency
maps.

6.3 Methodology

In this section, we describe a few simple concrete instances of our reward preprocessing
framework. Despite their simplicity, we find in Section that they nonetheless can yield
significant improvements. However, these choices are likely far from optimal and so should be
viewed as establishing a lower bound on the benefit obtainable from reward preprocessing.

6.3.1 Potential-shaping equivalence relation

We define two rewards to be equivalent, r ~ 7/, if they are equal up to potential shaping [111].
Specifically, r ~ r’ if there exists some real-valued state-only function ® called a potential for
which 7'(s,a,s") = r(s,a,s") + yP(s") — ®(s), where v € [0,1). Potential shaping changes the
returns of an episode by only the potential ®(sy) of the initial state (in the finite horizon
case, the potential of terminal states is restricted to be zero). Since the policy does not affect
the initial state, the ordering over policies is invariant under potential shaping. This holds for
arbitrary transition dynamics and initial state distributions. Therefore, rewards related to
each other by potential shaping can be considered equivalent even under transfer to different
environment dynamics.

A notable advantage of potential shaping for our purposes is that it is very easy to
optimize over the resulting equivalence class. We simply parameterize the potential as a
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neural network ®y(s) with parameters . Then, the optimization problem from Equation (6.1])
becomes
argmin J(ry), where ry(s,a,s’) = r(s,a,s") + yPp(s") — Py(s). (6.2)
0

We optimize Equation (6.2)) using (stochastic) gradient descent. This requires a differen-
tiable cost function J but does not require the reward function r to be differentiable.

Rewards differing by a positive scale factor also produce the same policy ordering. However,
since our visualization techniques can handle rewards at a range of scales, we choose to
preserve the scale during preprocessing. Accordingly, we do not include rescaled rewards as
equivalent.

6.3.2 Cost functions

We evaluate two types of cost functions: a sparsity-inducing one based on the L' norm
and a smoothness-inducing measure of absolute deviation. In tabular (gridworld) settings,
we evaluate these cost functions on a uniform distribution D over all possible transitions.
In continuous control environments, we evaluate on transitions sampled from the same
distribution D used for visualization.

Sparse rewards are easy to understand as the user only needs to attend to rewards with
non-zero transitions. However, the L° norm is non-differentiable. Moreover, even if the
ground-truth reward is sparse, learned reward functions are usually not exactly equivalent to
a sparse reward due to the presence of noise. We therefore use two different relaxed notions
of sparsity: the L' norm |r| and the slightly transformed version log(1 + |r|). In particular,
we minimize

Jsparse(r) = IE(s,a,s’)~'D f(T(S, a, S/)) ’ (63)

where D is the distribution over transitions and f(z) is either |z| or log(1 + |z|).

An alternative is to minimize the fluctuations between rewards of transitions adjacent
in time. This creates a smoothly varying reward signal. The user can then understand the
reward by looking at the trend over time. This frees the user from having to attend to the
reward at every single transition, similar to sparsity. Again, we use an L' and a logarithmic
version of such a smoothness cost:

Jsmooth(r) = E(st,at,st+1,at+1,st+2)~D f(T’(St, ag, 8t+1) - T<St+1a Q¢41, St+2)) . (64)

6.4 Results

We evaluate our methods in two environments: a gridworld, with varying rewards, and the
classic mountain car continuous control task [24]. We test our method with a mixture of
hand-designed and learned rewards. The hand-designed rewards consist of a simple ground-
truth reward, with shaping and/or noise added to challenge the preprocessing method. The
learned rewards are trained via either adversarial inverse reinforcement learning [49, AIRL],
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or deep reinforcement learning from human preferences [33, DRLHP|. Both methods are
trained on synthetic data, consisting of rollouts from an expert policy (AIRL) or preference
comparisons induced by the ground-truth reward (DRLHP).

In gridworld experiments, we use a tabular potential and reward model. That is, we
learn a separate value ®(s) and r(s,a,s’) for each state and transition. In mountain car,
we use small MLPs for the reward model and potentials, except for some cases where a
linear potential is sufficient to find a simple equivalent reward. Our code is available at
https://github.com/HumanCompatibleAI/reward-preprocessing.

6.4.1 Simplifying shaped rewards

We start by testing our method in a gridworld setting [186]. While unrealistic, gridworlds
have the considerable benefit of allowing the entire reward function to be easily visualized.
This therefore allows a more thorough evaluation of our method than in other tasks.

In Figures and [6.2] we visualize gridworld rewards before (leftmost column) and after
(middle and right column) our preprocessing methods. In the Goal environment in Figure ,
the reward is simply 1 on a single goal square in the top right corner and 0 everywhere
else. This is readily understood and our preprocessing largely retains this reward unchanged.
However, when we add shaping with the Manhattan distance from the goal (second row), the
reward becomes much harder to understand. Our preprocessing, however, is able to simplify
this shaped reward to something close to the original sparse objective. Similar results hold
for the negative Manhattan distance from the goal (third row) and the particularly confusing
random shaping (last row).

In the Path environment in Figure[6.2] the original reward (top left) prefers a specific path
for reaching the goal state. Once again, the shaped versions obscure this, but preprocessing
reliably recovers a simple and interpretable reward.

In these plots, we use the L! version of the sparsity cost and the logarithmic version of
the smoothness cost. These work slightly better than the other versions, but the difference is
very small. The results for all versions can be found in Figures to in the appendix.

6.4.2 Understanding learned rewards

In the previous experiment, all the reward functions were exactly equivalent to the simple
original reward. By contrast, learned reward models may be noisy or contain systematic errors,
and may not be equivalent to any simple reward. To evaluate how our method performs
in this more realistic setting, we trained reward models from demonstrations (AIRL) and
preference comparisons (DRLHP) on synthetic data in both of the previous Goal and Path
environments. The results of applying our preprocessing method are shown in Figures
to in the appendix.

For the reward model learned using preference comparisons (DRLHP), even the prepro-
cessed models look very noisy. The goal state does tend to be somewhat more visible in
the preprocessed than the unprocessed rewards, but neither are easy to understand. The
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reward model learned by AIRL differs even more from the ground-truth reward, and potential
shaping is unable to bridge that gap.

It might be possible to remove more of the noise by using a larger equivalence class than
potential shaping. However, expanding the equivalence class might mean the preprocessed
reward would no longer induce the same optimal policy as the unmodified reward in some
environment dynamics. Indeed, the fact that potential shaping is not sufficient to remove the
noise suggests that what DRLHP and AIRL have learned is not just a complex but validly
shaped version of the ground-truth reward.

6.4.3 DMountain car

Since the mountain car environment has an infinite number of possible transitions, we cannot
plot the rewards of all possible transitions as we did in the gridworld tasks. Instead, we
visualize reward functions by plotting the reward signal over time during expert trajectories.
Figure[6.3] visualizes two learned reward models (left) and the reward signal after preprocessing
with a log sparse (middle) and log smooth (right) cost function.

The model in the top row was trained using DRLHP on synthetically generated preferences.
Specifically, we sampled Boltzmann-rational preferences between trajectory fragments based
on the ground-truth reward. In the second row, we first learned an optimal state value
function for the mountain car environment and then used this to shape the ground-truth
reward before generating preferences. This simulates human feedback, which may be shaped
compared to a sparse ground-truth since humans already reward incremental progress [33].

As in the gridworld setting, both the learned and preprocessed rewards are noisy. However,
the preprocessed reward functions are still significantly simpler than the learned models,
especially in the shaped case. The sparsity cost function performs better here than the
smoothness cost. Figure uses the logarithmic version of both but the L! version in
Figure yields almost exactly the same results.

Notably, the residual noise after preprocessing in Figure is likely not removable by
potential shaping. In particular, we find in Figures [C.13] and [C.14] that preprocessing on
shaped versions of the ground-truth reward recover simple, noise-free rewards. The residual
noise is therefore likely an accurate depiction of errors in the learned reward.

6.5 Limitations and future work

One limitation of our approach is that while potential shaping does not change the optimal
policy, it can make the policy optimization problem easier or harder. Consequently, the policy
learned by an RL algorithm might well differ between the unmodified learned reward and
the theoretically “equivalent” reward used for visualization. This issue is most significant in
environments where policy optimization can be challenging. Reasoning about how shaping
affects RL algorithm performance is challenging, so this is only a significant factor when the
tool is being used by trained practitioners.
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Figure 6.1: Preprocessing can recover a sparse reward from complex shaping. The original
sparse Goal reward is shown in the top left, with three shaped versions below. These rewards
are shown after preprocessing with the sparsity (middle) and smoothness (right) cost functions.
The preprocessed rewards are easy to understand, and are similar across a range of shaping.
Each heatmap shows the rewards for all possible transitions in a 10 x 10 gridworld. The
circle in the center of each square represents the reward for staying in that state. The four
triangles in each square represent the reward of transitions leaving that square in each of the
four directions.
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Figure 6.2: Preprocessing recovers a simpler dense reward from three complex shaped rewards.
The original Path reward (top-left) incentivizes following a diagonal path to the goal state.
The shaped versions below obscure this pattern, but preprocessing recovers something similar
to the original reward. This is notable as the original reward is not sparse, so has a relatively
high cost under the L! norm, but is still lower cost than the highly complex shaped rewards.
Each heatmap shows the rewards for all possible transitions in a 10 x 10 gridworld. The
circle in the center of each square represents the reward for staying in that state. The four
triangles in each square represent the reward of transitions leaving that square in each of the
four directions.
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Figure 6.3: Preprocessing can simplify complex learned reward models for mountain car. The
left column shows reward models learned using synthetic preference comparisons based on
the ground-truth reward (top), and the ground-truth shaped with an optimal value function
(bottom). Preprocessing for sparsity (middle) and smoothness (right) produces simpler and
less noisy reward curves, especially in the shaped setting. Each plot shows the reward during
a rollout over five episodes (separated by the gray vertical lines).

The above limitation is a way in which potential shaping can be too big an equivalence
class. However, there is also a sense in which it is too small. In practice, we do not usually care
about a reward function transferring to all possible transition dynamics. If it is known the
transition dynamics satisfy certain invariants, then we may be able to use a larger equivalence
class while still guaranteeing optimal policy preservation.

In addition to modifying the equivalence class, there are also numerous alternative cost
functions that could be employed. In particular, the cost functions we suggest are targeted at
the visualizations we use in this paper. Other visualizations might benefit from different cost
functions. However, it seems likely that the basic concepts of sparsity and smoothness will
be useful in many settings. For example, visualizations using gradient saliency maps might
benefit from maximizing the sparsity of the gradients rather than of the rewards themselves.
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6.6 Conclusion

We have introduced a novel framework to preprocess reward functions prior to visualization.
Our empirical results demonstrate this methodology can recover simple reward functions from
shaped versions of ground-truth rewards. Moreover, our method can substantially simplify
even noisy learned reward models. However, some low-quality learned reward models are still
difficult to understand even with our method, suggesting that reward learning algorithms
often converge to models significantly different from the user’s intended preferences.
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Chapter 7

The adversarial policies threat model

Deep reinforcement learning (RL) policies are known to be vulnerable to adversarial per-
turbations to their observations, similar to adversarial examples for classifiers. However, an
attacker is not usually able to directly modify another agent’s observations. This might lead
one to wonder: is it possible to attack an RL agent simply by choosing an adversarial policy
acting in a multi-agent environment so as to create natural observations that are adversarial?
In this chapter, we formalize this threat model and review related work. In Chapter [§, we
will demonstrate this attack against state-of-the-art policies controlling simulated humanoid
robots. Next, in Chapter [9] we demonstrate a similar attack against professional-level Go-
playing Al systems. Finally, in Chapter 10| we introduce and evaluate defenses against this
attack.

7.1 Introduction

Most study of adversarial examples has focused on small £,-norm perturbations to images,
which Szegedy et al. [158] found cause misclassifications in a variety of models, even though
the changes are visually imperceptible to a human. Most prior work studying adversarial
examples in RL has also assumed an ¢,-norm threat model. In particular, Huang et al. [67],
Kos and Song [83], and Lin et al. [93] showed that deep RL policies are vulnerable to small
perturbations in image observations.

RL has been applied in settings as varied as autonomous driving [42], negotiation [91],
and automated trading [113]|. In domains such as these, an attacker cannot usually directly
modify the defender policy’s input. For example, in autonomous driving, pedestrians and
other drivers can take actions in the world that affect the camera image, but only in a
physically realistic fashion. They cannot add noise to arbitrary pixels, or make a building
disappear. Similarly, in financial trading, an attacker can send orders to an exchange which
will appear in the defender’s market data feed, but the attacker cannot modify observations
of a third party’s orders.

We therefore introduce a physically realistic threat model where the adversary can take
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actions in a shared environment with the defender but cannot directly perturb the defender’s
observations. Our work was in part inspired by prior criticisms of the £, model. For example,
Gilmer et al. [52] argue that attackers are not limited to small perturbations and can instead
construct new images or search for naturally misclassified images. Similarly, Uesato et al. [165]
argue that the £, model is merely a convenient local approximation for the true worst-case
risk. We follow Goodfellow et al. [57] in viewing adversarial examples as any input “that an
attacker has intentionally designed to cause the model to make a mistake.”

A similar threat model was used in Behzadan and Munir [19], who pit autonomous vehicles
against an adversarial car. However, in collaborative games like driving, even the optimal
policy may be exploitable; we therefore focus on zero-sum games. Lanctot et al. [86] showed
that agents may be tightly coupled to the agents they were trained with, causing seemingly
strong polices to fail against new opponents. However, the agents we attack beat a range of
opponents, so they are not coupled.

This work follows a rich tradition of worst-case analysis in RL. In robust MDPs, the
transition function is chosen adversarially from an uncertainty set |10} |159]. Doyle et al. [43]
solve the converse problem: finding the set of transition functions for which a policy is optimal.
Methods also exist to verify controllers or find a counterexample to a specification. Bastani,
Pu, and Solar-Lezama [16] verify decision trees distilled from RL policies, while Ghosh et al.
[51] test black-box closed-loop simulations. Ravanbakhsh and Sankaranarayanan [132] can
even synthesize controllers robust to adversarial disturbances. Unfortunately, these techniques
are only practical in simple environments with low-dimensional adversarial disturbances. By
contrast, while our method lacks formal guarantees, it can test policies in complex multi-agent
tasks, and it naturally scales with improvements in RL algorithms.

7.2 Framework

We model the defender as playing against an opponent in a two-player Markov game [149].
Our threat model, illustrated in Figure [7.1], assumes the attacker can control the opponent,
in which case we call the opponent an adversary. We denote the adversary and defender by
subscript v and v respectively. The game M = (S, (A4, A,), T, (R4, R,)) consists of state set
S, action sets A, and A,, and a joint state transition function 7' : S x A, x A, — A(S)
where A (8) is a probability distribution on S. The reward function R; : S x A, x A, xS — R
for player i € {«, v} depends on the current state, next state, and both players’ actions. Each
player wishes to maximize their (discounted) sum of rewards.

The adversary is allowed unlimited black-box access to actions sampled from m,, but is
not given any white-box information such as weights or activations. We further assume the
defender agent follows a fixed stochastic policy m,, corresponding to the common case of a
pre-trained model deployed with static weights. Note that in safety-critical systems, where
attacks like these would be most concerning, it is standard practice to validate a model and
then freeze it, so as to ensure that the deployed model does not develop any new issues due
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Figure 7.1: Left: Prior work models the adversary as being able to perturb arbitrary sensory
inputs of the defender, but only by a small amount. Right: The adversarial policies threat
model treats the adversary as an agent acting in an environment shared with the defender.
It has no special powers, and only takes the same (or similar) set of actions as the defender.

to retraining. Therefore, a fixed defender is a realistic reflection of what we might see with
RL-trained policies in real-world settings, such as with autonomous vehicles.

Since the defender policy 7, is held fixed, the two-player Markov game M reduces to a
single-player MDP M, = (S, Aq, T,, R.,) that the attacker must solve. The state and action
space of the adversary are the same as in M, while the transition and reward functions have
the defender policy m, embedded:

T, (s,aq) =T (s,04,a,) and R.(s,a4,8") = Ra(s, a4, a,,s"),

where the defender’s action is sampled from the stochastic policy a,, ~ 7, (- | s). The attacker’s
goal is to find an adversarial policy 7, maximizing the sum of discounted rewards:

oe}

Ztha(s(t),ag), s¢) where s ~ T,(s®,a®) and ay ~ 7o(- | sY).  (7.1)
Note the MDP’s dynamics 7T, will be unknown even if the Markov game’s dynamics 71" are
known, since the defender policy 7, is a black box. Consequently, the attacker must solve an
RL problem.

We measure two primary success metrics: the win rate of the adversarial policy against
the defender and the adversary’s training time. Crucially, tracking training time rules out the
degenerate “attack” of simply training our adversary for longer than the defender. In principle,
it is possible that a more sample-efficient training regime could produce a stronger agent than
the defender in a fraction of the training time. While this might be an important advance in
multi-agent RL, we would hesitate to classify it as an attack. Rather, we are looking for the
adversarial policy to demonstrate non-transitivity, as this suggests the adversary is winning
by exploiting a specific weakness in the opponent.
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Chapter 8

Adversarial policies in continuous control

In this chapter, we demonstrate the existence of adversarial policies in zero-sum games
between simulated humanoid robots. These policies target state-of-the-art defenders trained
via self-play to be robust to opponents. The adversarial policies reliably win against the
defenders but generate seemingly random and uncoordinated behavior. We find that these
policies are more successful in high-dimensional environments, and they induce substantially
different activations in the defender policy network than when the defender plays against a
normal opponent. Videos are available at https://adversarialpolicies.github.io/.

8.1 Introduction

As a proof of concept, we show the existence of adversarial policies in zero-sum simulated
robotics games with proprioceptive observations [14]. The state-of-the-art defender policies
were trained via self-play to be robust to opponents. We train each adversarial policy using
model-free RL against a fixed black-box defender. We find that the adversarial policies
reliably beat their defender, despite training for less than 3% of the timesteps initially used
to train the defender policies.

Critically, we find that the adversaries win by creating natural observations that are
adversarial, not by becoming generally strong opponents. Qualitatively, the adversaries fall
to the ground in contorted positions, as illustrated in Figure [8.I] rather than learning to
run, kick, or block like normal opponents. This strategy does not work when the defender is
“masked” and cannot see the adversary’s position, suggesting that the adversary succeeds by
manipulating a defender’s observations through its actions.

Having observed these results, we wanted to understand the sensitivity of the attack to
the dimensionality of the defender’s observations. We find that defender policies in higher-
dimensional Humanoid environments are substantially more vulnerable to adversarial policies
than in lower-dimensional Ant environments. To gain insight into why adversarial policies
succeed, we analyze the activations of the defender’s policy network using a Gaussian Mixture
Model (GMM) and t-SNE [97]. We find that adversarial policies induce significantly different
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Figure 8.1: Illustrative snapshots of a defender (in blue) against normal and adversarial
opponents (in red). The defender wins if it crosses the finish line; otherwise, the opponent
wins. Despite never standing up, the adversarial opponent wins 86% of episodes, far above
the normal opponent’s 47% win rate.

Normal

Adversarial

activations than normal opponents, and that the adversarial activations are typically more
widely dispersed between timesteps than normal activations.

We consider a defense based around fine-tuning the defender against the adversary. This
is inspired by adversarial training, a common defense to adversarial examples that achieves
state-of-the-art robustness in image classification . Prior work has also applied adversarial
training to improve the robustness of deep RL policies, where the adversary exerts a force
vector on the defender or varies dynamics parameters such as friction 120]. We find
that training the defender against an adversary protects against that particular adversary,
but that repeating the attack method finds a new adversary that the fine-tuned defender is
vulnerable to. However, this new adversary differs qualitatively by physically interfering with
the defender. This suggests repeated fine-tuning might provide protection against a range of
adversaries.

This chapter makes two key contributions. First, we demonstrate the existence of
adversarial policies in this threat model for several simulated robotics games. Our adversarial
policies reliably beat the defender, despite training with less than 3% as many timesteps
and generating seemingly random behavior. Second, we conduct a detailed analysis of why
the adversarial policies work. We show they create natural observations that are adversarial
to the defender and push the activations of the defender’s policy network off-distribution.
Additionally, we find that policies are easier to attack in high-dimensional environments.

As deep RL is increasingly deployed in environments with potential adversaries, we believe
it is important that practitioners are aware of this previously unrecognized threat model.
Moreover, even in benign settings, we believe adversarial policies can be a useful tool for
uncovering unexpected policy failure modes. Finally, we are excited by the potential of
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Figure 8.2: Illustrations of the zero-sum simulated robotics games from Bansal et al. we
use for evaluation. Environments are further described in Section m

adversarial training using adversarial policies, which could improve robustness relative to
conventional self-play by training against adversaries that exploit weaknesses undiscovered
by the distribution of similar opponents present during self-play.

8.2 Finding adversarial policies

We demonstrate the existence of adversarial policies in zero-sum simulated robotics games.
First, we describe how the defender policies were trained and the environments they operate
in. Subsequently, we provide details of our attack method in these environments and
describe several baselines. Finally, we present a quantitative and qualitative evaluation of
the adversarial policies and baseline opponents.

8.2.1 Environments and defender policies

We attack defender policies for the zero-sum simulated robotics games created by Bansal
et al. [14], illustrated in Figure . The defenders were trained in pairs via self-play against
random old versions of their opponent for between 680 and 1360 million timesteps. We use
the pre-trained policy weights released in the “agent zoo” of Bansal et al. [15]. In symmetric
environments, the zoo agents are labeled ZooN where N is a random seed. In asymmetric
environments, they are labeled ZooVN and ZooON representing the Victim and Opponent
agents.

All environments are two-player games in the MuJoCo robotics simulator. Both agents
observe the position, velocity, and contact forces of joints in their body, and the position of
their opponent’s joints. The episodes end when a win condition is triggered or after a time
limit, in which case the agents draw. We evaluate in all environments from Bansal et al.
except for Run to Goal, which we omit as the setup is identical to You Shall Not Pass except
for the win condition. We describe the environments below and specify the number of trained
zoo policies and their type (MLP or LSTM):
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Kick and Defend (3, LSTM). A soccer penalty shootout between two Humanoid robots.
The positions of the kicker, goalie, and ball are randomly initialized. The kicker wins if the
ball goes between the goalposts; otherwise, the goalie wins, provided it remains within 3
units of the goal.

You Shall Not Pass (1, MLP). Two Humanoid agents are initialized facing each other.
The runner wins if it reaches the finish line; the blocker wins if it does not.

Sumo Humans (3, LSTM). Two Humanoid agents compete on a round arena. The
players’ positions are randomly initialized. A player wins by remaining standing after their
opponent has fallen[f

Sumo Ants (4, LSTM). The same task as Sumo Humans, but with “Ant” quadrupedal
robot bodies. We use this task in Section to investigate the importance of dimensionality
to this attack method.

8.2.2 Methods evaluated

Following the RL formulation in Section [7.2] we train an adversarial policy to maximize
Equation using proximal policy optimization (PPO) [144]. We give a sparse reward at
the end of the episode, positive when the adversary wins the game and negative when it
loses or ties. Bansal et al. [14] trained the defender policies using a similar reward, with an
additional dense component at the start of training. We train for 20 million timesteps using
the PPO implementation from Stable Baselines [65]. The hyperparameters were selected
through a combination of manual tuning and a random search of 100 samples; see Section
in the appendix for details. We compare our methods to three baselines: a policy Rand taking
random actions, a lifeless policy Zero that exerts zero control, and all pre-trained policies
Zoo* from Bansal et al. [14].

8.2.3 Results

Quantitative Evaluation We find that the adversarial policies reliably win against most
defender policies and outperform the pre-trained Zoo baseline for a majority of environments
and defenders. We report the win rate over time against the median defender in each
environment in Figure [8.3] with full results in Figure in the appendix. Win rates against
all defenders are summarized in Figure [8.4]

Qualitative Evaluation The adversarial policies beat the defender not by performing
the intended task (e.g., blocking a goal), but rather by exploiting weaknesses in the defender’s
policy. This effect is best seen by watching the videos at https://adversarialpolicies.
github.io/. In Kick and Defend and You Shall Not Pass, the adversarial policy never stands
up. The adversary instead wins by positioning their body to induce adversarial observations
that cause the defender’s policy to take poor actions. A robust defender could easily win, a
result we demonstrate in Section [8.3.1]

*Bansal et al. [14] consider the episode to end in a tie if a player falls before it is touched by an opponent.
Our win condition allows for attacks that indirectly modify observations without physical contact.
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Figure 8.3: Win rates while training adversary Adv against the median defender in each
environment (based on the difference between the win rate for Adv and Zoo). The adversary
outperforms the Zoo baseline against the median defender in Kick and Defend and You Shall
Not Pass, and is competitive on Sumo Humans. For full results, see Figure below or
Figure in the supplementary material.

Key: The solid line shows the median win rate for Adv across 5 random seeds,
with the shaded region representing the minimum and maximum. The win rate is smoothed
with a rolling average over 100000 timesteps. Baselines are shown as horizontal dashed
lines. Agents Rand and Zero take random and zero actions respectively. The Zoo baseline is
whichever ZooM (Sumo) or ZooOM (other environments) agent achieves the highest win rate.
The defender is ZooN (Sumo) or ZooVN (other environments), where N is given in the title
above each figure.

This flavor of attack is impossible in Sumo Humans, since the adversarial policy immedi-
ately loses if it falls over. Faced with this control constraint, the adversarial policy learns
a more high-level strategy: it kneels in the center in a stable position. Surprisingly, this is
very effective against defender 1, which in 88% of cases falls over attempting to tackle the
adversary. However, it proves less effective against defenders 2 and 3, achieving only a 62%
and 45% win rate, below Zoo baselines. We further explore the importance of the number of
dimensions the adversary can safely manipulate in Section [8.3.3]

Distribution Shift One might wonder if the adversarial policies win because they are
outside the training distribution of the defender. To test this, we evaluate defenders against
two simple off-distribution baselines: a random policy Rand (green) and a lifeless policy Zero
(red). These baselines win as often as 30% to 50% in Kick and Defend, but less than 1%
of the time in Sumo and You Shall Not Pass. This is well below the performance of our
adversarial policies. We conclude that most defender policies are robust to off-distribution
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Figure 8.4: Percentage of games won by the opponent (out of 1000) against defender (or
“victim”). The maximal cell in each row is in red. Key: Agents ZooYN are pre-trained
policies from Bansal et al. [14], where Y € {V",*0’,’} denotes the agent plays as (V)ictim,
(O)pponent, or either side, and N is a random seed. Opponents AdvN are the best adversarial
policy of 5 seeds trained against the corresponding Zoo[V]N. Agents Rand and Zero are
baseline agents taking random and zero actions respectively. Hardened defenders ZooXYN,
where X € {'S’,'D’,*M’}, are derived from ZooYN by fine-tuning against a (S)ingle opponent
AdvN, or (D)ual opponents AdvN and Zoo [0]N, or by (M)asking the observations.

observations that are not adversarially optimized.

8.3 Understanding adversarial policies

In the previous section, we demonstrated that adversarial policies exist for defenders in a range
of competitive simulated robotics environments. In this section, we focus on understanding
why these policies exist. Specifically, we establish that adversarial policies manipulate the
defender through their body position, that defenders are more vulnerable to adversarial
policies in high-dimensional environments, and that activations of the defender’s policy
network differ substantially when playing an adversarial opponent.
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Figure 8.5: Analysis of activations of the defender’s policy network. Both figures show the
adversary Adv induces off-distribution activations. Key: legends specify the opponent the
defender played against. Adv is the best adversary trained against the defender, and Rand is
a policy taking random actions. Zoo*N corresponds to ZooN (Sumo) or ZooON (otherwise).
Zoo*1T and Zoox1V are the train and validation datasets, drawn from Zoo1 (Sumo) or Zoo0O1
(otherwise).

8.3.1 Masked policies

We have previously shown that adversarial policies are able to reliably win against defenders.
In this section, we demonstrate that they win by taking actions to induce natural observations
that are adversarial to the defender, not by physically interfering with the defender. To test
this, we introduce a “masked” defender (labeled ZooMN or ZooMVN), illustrated in Figure .
The masked defender is the same as the normal defender ZooN or ZooVN, except the observation
of the adversary’s position is set to a static value corresponding to a typical initial position.
We use the same adversarial policy against the normal and masked defender.

One would expect it to be beneficial to be able to see your opponent. Indeed, the masked
defenders do worse than a normal defender when playing normal opponents. For example,
Figure shows that in You Shall Not Pass the normal opponent Zoo01 wins 78% of
the time against the masked defender ZooMV1 but only 47% of the time against the normal
defender ZooV1. However, the relationship is reversed when playing an adversary. The normal
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Figure 8.6: The masked defender has the observation of the opponent replaced by a static
value, blinding it to the opponent’s moves.

defender ZooV1 loses 86% of the time to adversary Adv1, whereas the masked defender ZooMV1
wins 99% of the time. This pattern is particularly clear in You Shall Not Pass, but the trend
is similar in other environments.

This result is surprising as it implies highly non-transitive relationships may exist between
policies even in games that seem to be transitive, as illustrated in Figure A game is said
to be transitive if policies can be ranked such that higher-ranked policies beat lower-ranked
policies. Prima facie, the games in this paper seem transitive: professional human soccer
players and sumo wrestlers can reliably beat amateurs. Despite this, there is a non-transitive
relationship between adversarial policies, defenders, and masked defenders. Consequently, we
urge caution when using methods such as self-play that assume transitivity, and we would
recommend more general methods where practical , .

Our findings also suggest a trade-off in the size of the observation space. In benign
environments, allowing more observation of the environment increases performance. However,
this also makes the agent more vulnerable to adversaries. This is in contrast to an idealized
Bayesian agent, where the value of information is always non-negative . In the following
section, we investigate further the connection between vulnerability to attack and the size of
the observation space.

8.3.2 Adversarial training

The ease with which policies can be attacked highlights the need for effective defenses. A
natural defense is to fine-tune the defender zoo policy against an adversary, which we term
single training. We also investigate dual training, randomly picking either an adversary or a
z0o policy at the start of each episode. The training procedure is otherwise the same as for
adversaries, as described in Section [8.2.2

We report on the win rates in You Shall Not Pass in Figure We find that both the
single-trained ZooSV1 and dual-trained ZooDV1 fine-tuned defenders are robust to adversary
Adv1, with the adversary win rate dropping from 87% to around 10%. However, ZooSV1
catastrophically forgets how to play against the normal opponent Zoo01. The dual fine-tuned
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Figure 8.7: The defender and adversary have a non-transitive relationship, showing there is
no consistent ordering of the policies’ strengths, violating a key assumption of self-play.

defender ZooDV1 fares better, with opponent Zoo01 winning only 57% of the time. However,
this is still an increase from Zoo01’s 48% win rate against the original defender ZooV1. This
suggests ZooV1 may use features that are helpful against a normal opponent but which are
easily manipulable [70].

Although the fine-tuned defenders are robust to the original adversarial policy Adv1, they
are still vulnerable to our attack method. New adversaries AdvS1 and AdvD1 trained against
ZooSV1 and ZooDV1 win at equal or greater rates than before and transfer successfully to the
original defender. However, the new adversaries AdvS1 and AdvD1 are qualitatively different,
tripping the defender up by lying prone on the ground, whereas Adv1 causes ZooV1 to fall
without ever touching it.

8.3.3 Dimensionality

A variety of work has concluded that classifiers are more vulnerable to adversarial examples
on high-dimensional inputs [53} 79, 145|. We hypothesize a similar result for RL policies:
the greater the dimensionality of the component P of the observation space under control
of the adversary, the more vulnerable the defender is to attack. We test this hypothesis in
the Sumo environment, varying whether the agents are Ants or Humanoids. The results in
Figures and support the hypothesis. The adversary has a much lower win rate in
the low-dimensional Sumo Ants (dim P = 15) environment than in the higher-dimensional
Sumo Humans (dim P = 24) environment, where P is the position of the adversary’s joints.



CHAPTER 8. ADVERSARIAL POLICIES IN CONTINUOUS CONTROL 64

8.3.4 Defender activations

In Section [8.3.1], we showed that adversarial policies win by creating natural observations
that are adversarial to the defender. In this section, we seek to better understand why these
observations are adversarial. We record activations from each defender’s policy network
playing a range of opponents and analyze these using a Gaussian Mixture Model (GMM)
and a t-SNE visualization. See Section in the appendix for details of training and
hyperparameters.

We fit a GMM on activations of Zoo*1T collected playing against a normal opponent,
Zool or ZooV1, holding out Zoo*1V for validation. Figure shows that the adversarial
policy Adv induces activations with the lowest log-likelihood, with random baseline Rand only
slightly more probable. Normal opponents Zoo*2 and Zoo*3 induce activations with almost
as high likelihood as the validation set Zoo*1V, except in Sumo Humans where they are as
unlikely as Rand.

We plot a t-SNE visualization of the activations of Kick and Defend defender ZooV2 in
Figure As expected from the density model results, there is a clear separation between
Adv, Rand, and the normal opponent Zoo02. Intriguingly, Adv induces activations more widely
dispersed than the random policy Rand, which in turn are more widely dispersed than Zoo02.
We report on the full set of defender policies in Figures and in the appendix.

8.4 Discussion

Contributions. We make three key contributions in this chapter. First, we have proposed
a novel threat model of natural adversarial observations produced by an adversarial policy
taking actions in a shared environment. Second, we demonstrate that adversarial policies
exist in a range of zero-sum simulated robotics games against state-of-the-art defenders
trained via self-play to be robust to adversaries. Third, we verify that the adversarial policies
win by confusing the defender, not by learning a generally strong policy. Specifically, we find
the adversary induces highly off-distribution activations in the defender, and that defender
performance increases when it is blind to the adversary’s position.

Self-play. While it may at first appear unsurprising that a policy trained as an adversary
against another RL policy would be able to exploit it, we believe that this observation is
highly significant. The policies we have attacked were explicitly trained via self-play to be
robust. Although it is known that self-play with deep RL may not converge or may converge
only to a local rather than global Nash equilibrium, self-play has been used with great success
in a number of works focused on playing adversarial games directly against humans [152,
114]. Our work shows that even apparently strong self-play policies can harbor serious but
hard-to-find failure modes, demonstrating that these theoretical limitations are practically
relevant and highlighting the need for careful testing.

Our attack provides some amount of testing by constructively lower-bounding the ex-
ploitability of a defender policy—its performance against its worst-case opponent—by training
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an adversary. Since the defender’s win rate declines against our adversarial policy, we can
confirm that the defender and its self-play opponent were not in a global Nash equilibrium.
Notably, we expect our attack to succeed even for policies in a local Nash equilibrium, as
the adversary is trained starting from a random point that is likely outside the defender’s
attractive basin.

Defense. We implemented a simple defense: fine-tuning the defender against the
adversary. We find that our attack can be successfully reapplied to beat this defense,
suggesting adversarial policies are difficult to eliminate. However, the defense does appear
to protect against attacks that rely on confusing the defender: the new adversarial policy is
forced to instead trip the defender up. We therefore believe that scaling up this defense is a
promising direction for future work. In particular, we envisage a variant of population-based
training where new agents are continually added to the pool to promote diversity, and agents
train against a fixed opponent for a prolonged period of time to avoid local equilibria.

Conclusion. Overall, we are excited about the implications the adversarial policy model
has for the robustness, security, and understanding of deep RL policies. Our results show the
existence of a previously unrecognized problem in deep RL, and we hope this work encourages
other researchers to investigate this area further. Videos and other supplementary material are
available online at https://adversarialpolicies.github.io/ and our source code is avail-
able on GitHub at https://github.com/HumanCompatibleAI/adversarial-policies.
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Chapter 9

Adversarial policies in superhuman Go Al
systems

We attack the state-of-the-art Go-playing Al system, KataGo, by training an adversarial
policy that plays against a KataGo defender with frozen network. Our attack achieves a >99%
win-rate against KataGo without Monte-Carlo tree search, and a >50% win-rate when KataGo
uses enough search to be near-superhuman. To the best of our knowledge, this is the first
successful end-to-end attack against a Go Al playing at the level of a top human professional.
Notably, the adversary does not win by learning to play Go better than KataGo—in fact,
the adversary is easily beaten by human amateurs. Instead, the adversary wins by tricking
KataGo into ending the game prematurely at a point that is favorable to the adversary. Our
results demonstrate that even professional-level Al systems may harbor surprising failure
modes. Example games are available at https://goattack.alignmentfund.org/.

9.1 Introduction

Reinforcement learning from self-play has achieved superhuman performance in a range of
games including Go [151], chess and shogi [152], and Dota [21]. Moreover, idealized versions of
self-play provably converge to Nash equilibria |26, 63]. Although realistic versions of self-play
may not always converge, the strong empirical performance of self-play seems to suggest this
is rarely an issue in practice.

Nonetheless, prior work has found that seemingly highly capable continuous control
policies trained via self-play can be exploited by adversarial policies |55, 178]. This suggests
that self-play may not be as robust as previously thought. However, although the defender
agents are state-of-the-art for continuous control, they are still well below human performance.
This raises the question: are adversarial policies a vulnerability of self-play policies in general,
or simply an artifact of insufficiently capable policies?

To answer this, we study a domain where self-play has achieved very strong performance:
Go. Specifically, we attack KataGo [175], the strongest publicly available Go-playing Al
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system. We train an adversarial policy end-to-end against a fixed defender policy network.
Using only 0.3% of the compute used to train KataGo, we obtain an adversarial policy that
wins >99% of the time against KataGo with no search, and >50% against KataGo with
enough search to be near-superhuman.

Critically, our adversary does not win by learning a generally capable Go policy. Instead,
the adversary has learned a simple strategy that stakes out a small corner territory, then
places some easily capturable stones in KataGo’s larger complementary territory. This
strategy, illustrated and explained in Figure , loses against even amateur Go players (see
Section , so the defender is in this instance less robust than human amateurs, despite
having professional-level capabilities. This is a striking example of non-transitivity, illustrated
in Figure 9.2

Our adversary has no special powers: it can only place stones, or pass, like a regular
player. We do, however, give the adversary access to a fixed KataGo defender. In particular,
we train the adversary using an AlphaZero-style training process [152|, similar to that of
KataGo. The key difference is that we collect games with the adversary playing the separate
(fixed) defender network. Additionally, we use the defender network to select defender moves
during the adversary’s tree search.

KataGo is the strongest publicly available Go Al system at the time of writing. With
search, KataGo is strongly superhuman, winning [175] section 5.1] against ELF OpenGo [161]
and Leela Zero [119] that are themselves superhuman. In Section [E.4 we estimate that
KataGo without search plays at the level of a top 100 European player, and KataGo with a
small amount of search is at the level of the best Go players on earth.

This chapter makes three contributions. First, we propose a novel attack method,
hybridizing the attack of Gleave et al. [55] and AlphaZero-style training [152]. Second, we
demonstrate the existence of adversarial policies against the state-of-the-art Go Al system,
KataGo. Finally, we find the adversary pursues a simple strategy that fools the defender
into predicting victory, causing it to pass prematurely. Our open-source implementation is
available at \GitHub.

9.2 Related Work

Our work is inspired by the presence of adversarial examples in a wide variety of models [15§].
Notably, many image classifiers reach or surpass human performance [126} 136} 148, [125].
Yet even these state-of-the-art image classifiers are vulnerable to adversarial examples |31}
133|. This raises the question: could highly capable deep RL policies be similarly vulnerable?

One might hope that the adversarial nature of self-play training would naturally lead
to robustness. This strategy works for image classifiers, where adversarial training is an
effective if computationally expensive defense |98, 133|. This view is further bolstered by the
fact that idealized versions of self-play provably converge to a Nash equilibrium, which is
unexploitable 26|, 63|. However, our work finds that in practice even state-of-the-art and
professional-level deep RL policies are still vulnerable to exploitation.
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Figure 9.1: The adversarial policy beats the KataGo defender by playing a counterintuitive
strategy: staking out a minority territory in the corner, allowing KataGo to stake the
complement, and placing weak stones in KataGo’s stake. KataGo predicts a high win
probability for itself and, in a way, it’s right—it would be simple to capture most of the
adversary’s stones in KataGo’s stake, achieving a decisive victory. However, KataGo plays a
pass move before it has finished securing its territory, allowing the adversary to pass in turn
and end the game. This results in a win for the adversary under the Tromp-Taylor ruleset
for computer Go [163] that KataGo was trained and configured to use (see Appendix [E.1)).
Specifically, the adversary gets points for its corner territory (devoid of defender stones)
whereas the defender does not receive points for its territory because of the presence of the
adversary’s stones. These games are randomly selected from an attack against Latest, the
strongest policy network, playing without search.

It is known that self-play may not converge in non-transitive games [13|. However,
Czarnecki et al. [36] has argued that real-world games like Go grow increasingly transitive as
skill increases. This would imply that while self-play may struggle with non-transitivity early
on during training, comparisons involving highly capable policies such as KataGo should be
mostly transitive. By contrast, we find a striking non-transitivity: our adversary exploits
KataGo agents that beat human professionals, yet even an amateur Go player can beat our
adversary (Appendix .

Most prior work attacking deep RL has focused on perturbing observations |67} [69].
Concurrent work by Lan et al. [85] shows that KataGo with < 50 visits can be induced to
play poorly after adding two adversarially chosen moves to the history. Critically, these
moves are “meaningless” in the sense of not significantly changing the win rate estimated by
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Figure 9.2: A human amateur beats our adversarial policy (Appendix [E.5.2) that beats
KataGo. This non-transitivity shows the adversary is not a generally capable policy and is
just exploiting KataGo.

KataGo with 800 visits. These results show that KataGo’s network can seriously misevaluate
certain states.

However, the threat model of Lan et al. unrealistically assumes the adversary can force
the opponent to play a specific move. An attacker with this power has easier ways to win: it
could simply make the opponent resign, or play a maximally bad move. We instead follow
the threat model introduced by Gleave et al. [55] of an adversarial agent acting in a shared
environment.

Prior work on such adversarial policies has focused on attacking subhuman policies in
simulated robotics environments [55, |178]. In these environments, the adversary can often
win just by causing small changes in the defender’s actions. By contrast, our work focuses on
exploiting professional-level Go policies that have a discrete action space. Despite the more
challenging setting, we find these policies are not only vulnerable to attack, but also fail in
surprising ways that are quite different from human-like mistakes.

Adversarial policies give a lower bound on the exploitability of an agent: how much
expected utility a best-response policy achieves above the minimax value of the game. Exactly
computing a policy’s exploitability is feasible in some low-dimensional games [75|, but not in
larger games such as Go, which has approximately 10'™ possible states |5, section 6.3.12].
Prior work has lower bounded the exploitability in some poker variants using search [95], but
the method relies on domain-specific heuristics that are not applicable to Go.

In concurrent work Timbers et al. [162] developed the approzimate best response (ABR)
method to estimating exploitability. Whereas we exploit the open-source KataGo agent, they
exploit a proprietary replica of AlphaZero from Schmid et al. [142]. They obtain a 90% win
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rate against no-search AlphaZero and 65% with 800 visits [162, Figure 3|. In section [E.4.3]
we estimate that their AlphaZero defender with 800 visits plays at least at the level of a
top-200 professional, and may be superhuman. That we were both able to exploit unrelated
codebases confirms the vulnerability is in AlphaZero-style training as a whole, not merely an
implementation bug.

Our attack methodology is similar to Timbers et al.: we both use an AlphaZero-style
training procedure that is adapted to use the opponent’s policy during search. However,
unlike Timbers et al. we attempt to model the defender’s search process inside our adversary
via A-MCTS-R and A-MCTS-VM (see Section . Additionally, our curriculum uses
checkpoints as well as search. Finally, we provide a detailed empirical investigation into how
the attack works, including examples of games played by the adversary, the degree to which
the adversary transfers, and an investigation of possible defenses.

9.3 Background

9.3.1 Threat Model

Following Gleave et al. [55], we consider the setting of a two-player zero-sum Markov game [149].
Our threat model assumes the attacker plays as one of the agents, which we will call the
adversary, and seeks to win against some defender agent. Critically, the attacker does not
have any special powers—it can only take the same actions available to a regular player.

The key capability we grant to the attacker is gray-box access to the defender agent. That
is, the attacker can evaluate the defender’s neural network on arbitrary inputs. However,
the attacker does not have direct access to the network weights. We furthermore assume
the defender agent follows a fixed policy, corresponding to the common case of a pre-trained
model deployed with static weights. Gray-box access to a fixed defender naturally arises
whenever the attacker can run a copy of the defender agent, such as a commercially available
or open-source Go Al system.

This is a challenging setting even with gray-box access. Although finding an exact Nash
equilibrium in a game as complex as Go is intractable, a priori it seems plausible that a
professional-level Go system might have reached a near-Nash or e-equilibrium. In this case,
the defender could only be exploited by an € margin. Moreover, even if there ezists a policy
that can exploit the defender, it might be computationally expensive to find given that
self-play training did not discover the vulnerability.

Consequently, our two primary success metrics are the win rate of the adversarial policy
against the defender and the adversary’s training time. We also track the mean score difference
between the adversary and defender, but this is not explicitly optimized for by the attack.
Crucially, tracking training time rules out the degenerate “attack” of simply training the
attacker for longer than the defender.

In principle, it is possible that a more sample-efficient training regime could produce
a stronger agent than KataGo in a fraction of the training time. While this might be an
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important advance in computer Go, we would hesitate to classify it as an attack. Rather, we
are looking for the adversarial policy to demonstrate non-transitivity, as this suggests the
adversary is winning by exploiting a specific weakness in the opponent. That is, as depicted
in Figure [9.2] the adversary beats the defender, the defender beats some baseline opponent,
and that baseline opponent can in turn beat the adversary.

9.3.2 KataGo

We chose to attack KataGo as it is the strongest publicly available Go Al system. KataGo
won against ELF OpenGo [161] and Leela Zero [119] after training for only 513 V100 GPU
days [175, section 5.1]. ELF OpenGo is itself superhuman, having won all 20 games played
against four top-30 professional players. The latest networks of KataGo are even stronger than
the original, having been trained for over 10,000 V100-equivalent GPU days. Indeed, even
the policy network with no search is competitive with top professionals (see Section .

KataGo learns via self-play, using an AlphaZero-style training procedure [152]. The agent
contains a neural network with a policy head, outputting a probability distribution over the
next move, and a value head, estimating the win rate from the current state. It then conducts
Monte-Carlo Tree Search (MCTS) using these heads to select self-play moves, described in
Appendix [E.2.1] KataGo trains the policy head to predict the outcome of this tree search, a
policy improvement operator, and trains the value head to predict whether the agent wins
the self-play game.

In contrast to AlphaZero, KataGo also has a number of additional heads predicting
auxiliary targets such as the opponent’s move on the following turn and which player “owns”
a square on the board. These heads’ output are not used for actual game play—they serve
only to speed up training via the addition of auxiliary losses. KataGo additionally introduces
architectural improvements such as global pooling, and improvements to the training process
such as playout cap randomization.

These modifications to KataGo improve its sample and compute efficiency by several
orders of magnitude relative to prior work such as ELF OpenGo. For this reason, we choose
to build our attack on top of KataGo, although in principle the same attack could be
implemented on top of any AlphaZero-style training pipeline. We describe our extensions to
KataGo in the following section.

9.4 Attack Methodology

Prior works, such as KataGo and AlphaZero, train on self-play games where the agent plays
many games against itself. We instead train on games between our adversary and a fixed
defender agent, and only train the adversary on data from the turns where it is the adversary’s
move, since we wish to train the adversary to exploit the defender, not mimic it. We dub
this procedure defender-play.
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In regular self-play, the agent models its opponent’s moves by sampling from its own policy
network. This makes sense in self-play, as the policy is playing itself. But in defender-play, it
would be a mistake to model the defender as playing from the adversary’s policy network.
We introduce three distinct families of Adversarial MCTS (A-MCTS) to address this problem.
See Appendix for the hyperparameter settings we used in experiments.

Adversarial MCTS: Sample (A-MCTS-S). In A-MCTS-S (Appendix [E.2.2)), we
modify the adversary’s search procedure to sample from the defender’s policy network
at defender-nodes in the Monte Carlo tree when it is the defender’s move, and from the
adversary’s network at adversary-nodes where it is the adversary’s turn. We also disable
some optimizations added in KataGo, such as adding noise to the policy network at the root.
Finally, we introduce a variant A-MCTS-S++ that averages the defender policy network’s
predictions over board symmetries, to match the default behavior of KataGo.

Adversarial MCTS: Recursive (A-MCTS-R). A-MCTS-S systematically underes-
timates the strength of defenders that use search since it models the defender as sampling
directly from the policy head. To resolve this, A-MCTS-R runs MCTS for the defender
at each defender node in the A-MCTS-R tree. Unfortunately, this change increases the
computational complexity of both adversary training and inference by a factor equal to the
defender search budget. We include A-MCTS-R primarily as an upper bound to establish
how much benefit can be gained by resolving this misspecification.

Adversarial MCTS: Defender Model (A-MCTS-VM). In A-MCTS-VM, we fine-
tune a copy of the defender network to predict the moves played by the defender in games
played against the adversarial policy. This is similar to how the defender network itself was
trained, but may be a better predictor as it is trained on-distribution. The adversary follows
the same search procedure as in A-MCTS-S but samples from this predictive model instead of
the defender. This therefore has the same inference complexity as A-MCTS-S, with slightly
greater training complexity due to the need to train an additional network. However, it does
require white-box access to the defender.

Initialization. We randomly initialize the adversary’s network. Note that we cannot
initialize the adversary’s weights to those of the defender as our threat model does not
allow white-box access. Additionally, a random initialization encourages exploration to find
weaknesses in the defender, rather than simply producing a stronger Go player. However, a
randomly initialized network will almost always lose against a highly capable network, leading
to a challenging initial learning problem. We use KataGo’s auxiliary targets to partially
alleviate this problem: the adversary’s network can learn something useful about the game
even from lost matches.

Curriculum. To help overcome the challenging random initialization, we introduce a
curriculum that trains against successively stronger versions of the defender. We switch to a
more challenging defender agent once the adversary’s win rate exceeds 50%. In particular, as
KataGo releases the entire training history, we start with an early checkpoint and then move
to later defender checkpoints.

Baselines. We also test hard-coded baseline adversarial policies. These baselines were
inspired by the behavior of our trained adversaries. The Edge plays random legal moves in
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the outermost ¢*-box available on the board. The Spiral attack is similar to the Fdge attack,
except that it plays moves in a deterministic counterclockwise order, forming a spiral pattern.
Finally, we also implement Mirror Go, a classic novice strategy which plays the opponent’s
last move reflected about the y = = diagonal. If the opponent plays on y = x, Mirror Go
plays that move reflected along the y = —z diagonal. If the mirrored vertex is taken, Mirror
Go plays the closest legal move by ¢! distance.

9.5 Evaluation

We evaluate our attack method against KataGo [175]. In Section [9.5.1} we find our A-
MCTS-S algorithm achieves a greater than 99% win rate against Latest playing without
search. Notably Latest is very strong even without search: we find in Section that it is
comparable to a top 100 European player. Our attack manages to transfer to the low-search
regime as well, our best result in Section being a 54% win rate against Latest with 64
playouts. In Section [E.4.2] we estimate that Latest with 64 playouts is comparable to the
best human Go players. However, our adversary performs poorly against Latest with 128 or
more playouts.

Additionally, we find in Section that the adversarial policy is specialized to the
defender it is attacking, and has limited transfer to other defenders. Finally, in Section [9.5.4]
we study how the attack works, including investigating the value prediction of the defender
and evaluating a hard-coded defense.

9.5.1 Attacking the Defender Policy Network

We train an adversarial policy using A-MCTS-S and a curriculum, as described in Section
We start from a checkpoint Initial around a quarter of the way through training, until
reaching the Latest checkpoint corresponding to the strongest KataGo network (see Ap-
pendix for details). In Figure we evaluate our adversarial policy against the policy
networks of both Initial and Latest. We find our adversary attains a large (>90%) win
rate against both defenders throughout much of training. However, over time the adversary
overfits to Latest, with the win rate against Initial falling to around 20%.

We evaluate our best adversarial policy checkpoint against Latest, achieving a greater
than 99% win rate. Notably, this high win rate is achieved despite our adversarial policy
being trained for only 3.4 x 107 time steps — just 0.3% as many time steps as the defender
it is exploiting. Critically, this adversarial policy does not win by playing a stronger game
of Go than the defender. Instead, it follows a bizarre strategy illustrated in Figure that
loses even against human amateurs (see Section [E.5.2)).



CHAPTER 9. ADVERSARIAL POLICIES IN SUPERHUMAN GO AI SYSTEMS 74

— Initial Latest
100 A
X 80 T
[«3)
E
£ 607
B
Z
s 40
g
>
<
< 20 A
0 1 _ . P
T T T T T T
1 2 3 4 5 6
Adversary training steps x107

Figure 9.3: The win rate (y-axis) of the adversarial policy over time (z-axis) against the
Initial and Latestdefender policy networks playing without search. The strongest adversary
checkpoint (marked 4) wins 999/1000 games against Latest. The adversary overfits to Latest,
winning less often against Initial over time. the shaded interval is a 95% Clopper-Pearson
interval over n = 50 games per checkpoint. The adversarial policy is trained with a curriculum,
starting from Initial and ending at Latest. Vertical dashed lines denote switches to a later
defender training policy.

9.5.2 Transferring to a Defender With Search

We evaluate the ability of the adversarial policy trained in the previous section to exploit
Latest playing with search. Although this adversarial policy achieves a win rate greater than
99% against Latest without search, in Figure we find the win rate of A-MCTS-S drops
to 80% at 32defender visits. However, A-MCTS-S models the defender as having no search
at both training and inference time. We also test A-MCTS-R, which correctly models the
defender at inference by performing an MCTS search at each defender node in the adversary’s
tree. We find that A-MCTS-R performs somewhat better, obtaining a greater than 99% win
rate against Latest with 32 visits, but performance drops below 10% at 128 visits.

Of course, A-MCTS-R is more computationally expensive than A-MCTS-S. An alternative
way to spend our inference-time compute budget is to perform A-MCTS-S with a greater
adversary visit count. In Figure we show that we obtain up to a 54% win rate against
Latest with 64 visits when the adversary has 4,096 visits. This is very similar to the
performance of A-MCTS-R with 200 visits, which has a 49% win rate against the same
defender. Interestingly, the inference cost of these attacks is also similar, with 4,096 neural
network forward passes (NNFPs) per move for A-MCTS-S (one per visit) versus 6,500 NNFPs
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Latest without search to transfer to Latest with search.

/ move for A-MCTS-R[]

Note these experiments only attempt to transfer our adversarial policy. It would also be
possible to repeat the attack from scratch against a defender with search, producing a new
adversarial policy. We leave this for future work as we cannot currently run this attack due
to computational constraints.

9.5.3 Transferring to Other Checkpoints

From Figure in the appendix, we see that an adversary trained against Latest does
better against Latest than Initial, despite Latest being a stronger agent. The converse
also holds: an agent trained against Initial does better against Initial than Latest. This
pattern holds for most visit counts where the adversary wins consistently, although in the
case of the adversary for Latest the gap is fairly narrow (99% vs. 80% win rate) at low visit
counts. These results suggest that different checkpoints have unique vulnerabilities.

9.5.4 Understanding the Attack

We observed in Figure that the adversary appears to win by tricking the defender into
passing prematurely at a time favorable to the adversary. In this section, we seek to answer
three key questions. First, why does the adversary pass even when it leads to a guaranteed

*A-MCTS-R with 200 visits performs 100 - 64 + 100 = 6500 NNFPs / move.
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loss? Second, is passing causally responsible for the defender losing, or would it lose anyway
for a different reason? Third, is the adversary performing a simple strategy, or does it contain
some hidden complexity?

Evaluating the Latestdefender without search against the adversary from section [0.5.]]
over n = 250 games, we find that Latest passes (and loses) in 247 games and does not
pass (and wins) in the remaining 3 games. In all cases, Latest’s value head estimates a
win probability of greater than 99.5% after the final move it makes, although its true win
percentage is only 1.2%. Latest predicts it will win by pu = 134.5 points (o = 27.9) after its
final move, and passing would be reasonable if it were so far ahead. But in fact it is just one
move away from losing by an average of 86.26 points.

We conjecture the defender’s prediction is so mistaken as the games induced by playing
against the adversarial policy are very different from those seen during the defender’s self-play
training. Certainly, there is no fundamental inability for neural networks to predict the
outcome correctly. The adversary’s value head achieves a mean-squared error of only 3.18
(compared to 49,742 for the defender) on the adversary’s penultimate move. The adversary
predicts it will win 98.6% of the time—extremely close to the true 98.8% win rate in this
sample.

To verify whether this pathological passing behavior is the reason the adversarial policy
wins, we design a hard-coded defense for the defender: only passing when it cannot change
the outcome of the game. Concretely, we only allow the defender to pass when its only legal
moves are in its own pass-alive territory, a concept described in the official KataGo rules and
which extends the traditional Go notion of a pass-alive group [177] (see Appendix for a
full description of the algorithm).

We apply this defense to the Latest policy network. Whereas the adversarial policy in
Section won greater than 99% of games against vanilla Latest, we find that it loses all
1600 evaluation games against Latest with this defense. This confirms the adversarial policy
wins via passing.

Unfortunately, this “defense” has two undesirable properties. First, it causes KataGo to
continue to play even when a game is clearly won or lost, which is frustrating for human
opponents. In fact, the average game length when playing with pass-hardening against an
adversarial policy increases from 95 to 421 moves—over a factor of four! This is also almost
twice that of the 211 moves typical for Go games between professional players [25].

Second, the defense relies on hard-coded knowledge about Go, using a search algorithm to
compute the pass-alive territories. Ideally, we would be able to apply Al techniques to systems
where humans do not have such domain expertise: indeed, this was the key contribution of
AlphaZero [152] over AlphaGo [151]. Moreover, there may be games where Al systems are
vulnerable but where there is no simple algorithm to address the vulnerabilities.

Finally, we seek to determine if the adversarial policy is winning by pursuing a simple
high-level strategy, or via a more subtle exploit such as forming an adversarial example by
the pattern of stones it plays. We start by evaluating the hard-coded baseline adversarial
policies described in Section [9.4] In Figure[9.5] we see that all of our baseline attacks perform
substantially worse than our trained adversarial policy (Figure . Moreover, all our
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Figure 9.5: Win rates of different baseline adversaries (see Section [9.4) versus Latest at
varying visit counts (z-axis) with adversary playing as white. 95% Cls are shown. See
Figure in the appendix for average win margin of baselines.

baseline attacks only win by komi, and so never win as black. By contrast, our adversarial
policy in Section wins playing as either color, and often by a large margin (in excess of
50 points).

We also attempted to manually mimic the adversary’s game play with limited success.m
Although the basics of our adversarial policy seem readily mimicable, matching its performance
is challenging, suggesting it may be performing a more subtle exploit.

9.6 Limitations and Future Work

This chapter has demonstrated that even agents at the level of top human professionals can
be vulnerable to adversarial policies. However, our results do not establish how common
such vulnerabilities are: it is possible Go-playing Al systems are unusually vulnerable. A
promising direction for future work is to evaluate our attack against strong Al systems in
other games.

Finally, we found it much harder to exploit agents that use search, with our attacks
achieving a lower win rate and requiring more computational resources. An interesting
direction for future work is to see if there exist more effective and compute-efficient methods

fWe were only able to perform a manual exploit when the friendlyPassOk flag in KataGo was set to
true. This flag makes KataGo more willing to pass. However, this flag is set to false in all of our training and
evaluation runs. See Appendix for details.
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for attacking agents that use search. If such methods do not exist, then search may be a
viable defense against adversaries.

9.7 Conclusion

We have developed the first adversarial policy exploiting an Al agent that performs at the
level of a top human professional. Notably, the adversarial policy does not win by playing a
strong game of Go—in fact, the adversarial policy can be easily beaten by a human amateur.
Instead, the adversary wins by exploiting a particular blind spot in the defender agent. This
result suggests that even highly capable agents can harbor serious vulnerabilities.

The original KataGo paper [175] was published in 2019, and KataGo has since been used
by many Go enthusiasts and professional players as a playing partner and analysis engine.
However, despite the large amount of attention placed on KataGo, the vulnerability in this
paper was to our knowledge unknown. This suggests that learning-based attacks like the one
developed in this chapter may be an important tool for uncovering hard-to-spot vulnerabilities
in Al systems.

Our results underscore that improvements in capabilities do not always translate into
adequate robustness. These failures in Go Al systems are entertaining, but a similar failure in
safety-critical systems such as automated financial trading or autonomous vehicles could have
dire consequences. We believe that the ML research community should invest considerable
effort into improving robust training and adversarial defense techniques in order to produce
models with the high levels of reliability needed for safety-critical systems.
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Chapter 10

Defending against adversarial policies

We saw in the previous two chapters that state-of-the-art Al systems can fail catastrophically
in the face of adversarial policies. Section introduced the pass-alive defense that
is effective in Go, but requires a domain-specific hard-coded algorithm. In this chapter,
we instead seek a general defense methodology that does not require any domain-specific
knowledge.

We found in Section that adversarial training can protect against the specific
adversary the defender was trained with, but does not generalize to other adversaries.
We conjecture that this limitation can be overcome by population-based reinforcement
learning to expose the defender to a diverse set of opponents. We evaluate this method’s
robustness against new adversaries in two low-dimensional environments. Our defense
increases robustness against adversaries, as measured by the number of attacker training
timesteps to exploit the defender. Furthermore, we show that robustness is correlated with
the size of the opponent population.

10.1 Introduction

We propose using population-based reinforcement learning [PBRL; |71|, illustrated in Fig-
ure [10.1] to train an agent against a diverse population of opponents. Whereas self-play trains
an agent to be robust against itself, PBRL with a sufficient number of opponents will force
an agent to be robust against a wide range of strategies, potentially giving a similar benefit
to adversarial training [58| for classification models. PBRL is a variation of population-based
training [PBT; 72|, which jointly optimizes a population of models and their hyperparameters
for improved convergence, adapted for RL.

We evaluate PBRL as a defense in two simple two-player zero-sum games. We find that
the self-play baseline can on average be exploited by an adversary using less than 60% as
many timesteps as self-play. The PBRL-trained policy is more robust: more timesteps are
needed until an initial adversarial policy can be found.

We make three key contributions. First, we introduce PBRL as an end-to-end robust
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Figure 10.1: Hlustration of self-play training (top) compared to our defense (bottom),
described in Section During training, the protagonist policy plays against a population
of opponents.
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training method for deep RL. Second, we evaluate PBRL empirically, finding that it decreases
the exploitability of the defender. Third, we investigate how attributes of the environment
(such as dimensionality) and algorithm (such as population size) influence robustness.

10.1.1 Related work

Our work is inspired by prior work in multi-agent RL using populations of agents. Notably,
policy-space response oracles [86] learn an approximate best response to a mixture of policies.
Furthermore, AlphaStar’s Nash league [169] uses a large population of agents playing against
each other, with diverse objectives. Our key contribution relative to prior work is a detailed
empirical study of the exploitability of population-based trained agents relative to self-play.
To avoid confounders, we keep training as close as possible to our self-play baseline, using a
relatively simple form of population-based training compared to much of the prior work.

There are also a variety of multi-agent RL approaches that do not use populations but
may produce policies that are less exploitable than self-play. One successful technique is
counterfactual regret minimization [185, CFR]| that can beat professional human poker
players [28|, although this method has difficulty scaling to high-dimensional state spaces. The
more recent regularization method [122] can natively scale to games such as Stratego with a
game tree 10'™ times larger than Go [123]. We chose to focus on self-play as our baseline
since it is widely used and, despite some theoretical deficiencies, has produced state-of-the-art
results in many environments.

The most closely related work to this chapter is Adversarially Robust Control |ARC; [84].
They consider the semi-competitive setting of autonomous driving and find that imitation-
learned policies are vulnerable to adversarial vehicles trained to cause collisions — even when
the adversary is limited to only cause preventable collisions. To improve robustness, they
fine-tune the imitation policies against an ensemble of adversaries that train concurrently with
the main policy. Since autonomous driving is semi-competitive, an optimal policy against
adversaries might fare poorly against regular agents, so Kuutti, Fallah, and Bowden add an
auxiliary loss to keep the fine-tuned policy similar to the imitation policy. In contrast, we
focus on the more challenging zero-sum setting which self-play was designed to work with.

Vinitsky et al. [168] reformulate single-agent RL robustness as a zero-sum two-agent
problem, where the adversary applies perturbations to the environment dynamics to minimize
the performance of the “control” agent. Their method is similar to ours: they train the control
agent against a population of adversaries and find this helps avoid overfitting to particular
adversaries, increases robustness on a held-out set of test tasks, and is more reliable than the
domain randomization baseline. By contrast, we focus on environments that are naturally
two-player games, where the adversary has a similar (possibly identical) action space to the
defender. Moreover, whereas Vinitsky et al. measure robustness of the control agent on
randomly generated test tasks, we evaluate against an adversary that trains directly against
a frozen version of our hardened defender.

Intriguingly, Vinitsky et al. encounter diminishing returns at fairly low adversarial popu-
lation sizes, whereas we see benefits at much higher population sizes. One reason for this
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difference may be that the two-player games we evaluate in have more strategic complexity
than the artificial game with an adversary controlling limited perturbations of transition
dynamics. Additionally, we train all policies (including adversaries) with a balanced number of
timesteps (see Section , eliminating the problem that adversaries in larger populations
have less opportunity to train.

10.2 PBRL defense

We would like to find a Nash equilibrium (7,,7,) for the defender and adversary (see
Section , which for zero-sum games corresponds to the minimax solutions of the expected
return:

0
arg min max E Ztha(S“),Afj),A(j), S+ | Ty T

T,
@ t=0

with random variables sampled from S© ~  (initial state), AZ@ ~ mi(- | S®) (stochastic
policy), and S+ ~ T(S®), AD. A,(,t)) (transition dynamics).

However, self-play may not find the Nash equilibrium. In particular, we conjecture that
the approximate best response behind self-play often leads to self-play getting stuck in a local
Nash equilibrium: it converges but is not globally optimal. This explains why the self-play
policies are often highly capable against their self-play opponent but may fail catastrophically
against adversarial policies. Notably, adversarially training against some 7, trained against
7, might just cause 7, to move to a new local Nash equilibrium that is robust to 7, but not
to an unseen adversary 7.

We therefore propose using population-based reinforcement learning [PBRL; 71|, as
illustrated in Figure [I0.1 We train a protagonist agent to be robust by pitting it against a
population of n opponents 7,,. By jointly optimizing against multiple opponents, we increase
the coverage of the space of opponent policies. Since an adversary 7/, optimizes in a similar
way as the opponents, it is likely to be close to one of the opponent policies 7,,. Moreover,
given sufficient diversity in opponents it may be easier for the protagonist to learn a policy
close to a global Nash equilibrium than to learn n strategies that overfit to each opponent.

Each of the n opponents has identical architecture and training objective, differing only
in the seed used to randomly initialize their network. We alternate between training the
opponents against a fixed protagonist, and a protagonist against all fixed opponents. All
agents (opponent and protagonist) are trained for the same total number of timesteps,
decoupling training time from the number of opponents and making hyperparameters easier
to tune.

The total number of training timesteps for all policies is n + 1 times the number of
timesteps the protagonist is trained for. When logging timesteps for PBRL training, we
report the number of timesteps the protagonist agent trains, since this is the relevant metric
for protagonist training. Note that this means the compute necessary for training PBRL is



CHAPTER 10. DEFENDING AGAINST ADVERSARIAL POLICIES 83

Aggressor
Target O
® Defender
@)
Decoy
@
(a) Laser Tag (b) Simple Push

Figure 10.2: Ilustrations of the (a) Laser Tag and (b) Simple Push environments. Laser Tag
is a symmetric gridworld game, where agents get points by “tagging” the other agent with a
light beam. Simple Push is an asymmetric continuous control game, consisting of aggressor
and protector agents. The protector knows which landmark is the target rather than the
decoy. The protector wishes to be close to the target while keeping the aggressor away from
it.

n + 1 times higher than self-play at the same number of training steps (although PBRL is
more parallelizable).

We train all policies — self-play, PBRL, and adversarial—using proximal policy optimiza-
tion [PPO; @ PPO is widely used and has achieved good results with self-play in complex
environments . Furthermore, PPO was used in Chapter [8| to train adversarial policies
in similar continuous control environments. We use the PPO implementation in RL1ib ,
from the ray library , due to its support for multi-agent environments and parallelizing
RL training.

10.3 Experiments

We evaluate the PBRL defense in two low-dimensional environments, described in Sec-
tion [10.3.1] In Section [10.3.2] we confirm that baseline self-play policies are vulnerable to
attack. To the best of our knowledge, these are the lowest-dimensional environments in which
an adversarial policy has been found. Finally, in Section [10.3.3| we find that PBRL improves
robustness against adversarial policies and explore the relationship with population size.

Unless otherwise noted, in all experiments we train 5 seeds of defender policies. We attack
each defender using 3 seeds of adversaries for a total of 15 adversaries. Unless omitted for
legibility, 95% confidence intervals are shown as shaded regions for training curves and bars
in bar plots.
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10.3.1 Environments

We evaluate in two low-dimensional, two-player zero-sum games illustrated in Figure [10.2
Laser Tag and Stmple Push. We choose relatively simple environments compared to Chapters
and [J9] as even self-play in those environments would be at the limits of our computational
resources, and the PBRL defense further inflates the computational requirements.

Laser Tag is a symmetric game with incomplete information [86]. The players see 17
spaces in front, 10 to the sides, and 2 spaces behind their agent. The two agents move on a
grid world and get points for tagging each other with a light beam. Obstacles block movement
and beams. We make the environment zero-sum by also subtracting a point from the tagged
player.

Simple Push is a continuous environment introduced by Mordatch and Abbeel [106] and
released with Lowe et al. [96]. The environment is asymmetric, with one agent the aggressor
and the other the protector[]

The environment contains two randomly placed landmarks. Only the protector knows
which of these is the true target; the other landmark acts as a “decoy” for the aggressor.
The aggressor receives positive reward based on the protector’s distance to the true target.
Subtracted from this is a relative penalty, based on its own distance. Unlike vanilla Simple
Push, where the protector’s rewards are solely based on its own distance, we make the
environment zero-sum by giving the protector the negative of the aggressor’s reward.

As Simple Push is very low dimensional (a two-dimensional continuous control task), we
develop a variant with a “cheap talk” communication channel (see Section in the appendix)
that increases the dimensionality but does not otherwise change the dynamics. This channel
extends the action and observation spaces allowing agents to send one-hot coded tokens to
each other. See Section of the appendix for details on the communication channel.

10.3.2 Self-play baseline

Before evaluating our PBRL defense, we first consider the exploitability of the self-play
baseline using the attack from Chapter [§] We find self-play policies to be vulnerable in Simple
Push with a communication channel. In Laser Tag, adversarial policies can be found, however
variance is high and some self-play defenders are hard to attack.

Initial experiments, whose training curves can be found in Figure of the appendix,
showed that the attack fails in vanilla Simple Push. Consequently, we performed subsequent
experiments in Simple Push with a one-hot coded communication channel of 50 tokens. These
results add nuance to the finding from Chapter [§| that adversarial policies are easier to find
in higher-dimensional environments. The environments in this chapter are significantly lower-
dimensional than those considered in Chapter |8, suggesting the minimum dimensionality for
attack is fairy small. However, the fact that policies are only vulnerable in Simple Push given

*Note, that the notion of aggressor and protector in this environment is orthogonal to adversary and
defender in the sense of adversarial policies.
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Figure 10.3: Training curve of adversaries in Laser Tag against the self-play baseline. An
adversarial policy can on average be found after fewer than 15 million timesteps of training.
However the variance between seeds is high, and adversary performance deteriorates against
some defenders over time.

a communication channel, and the high variance in the defender robustness in Laser Tag,
supports the previous claim that dimensionality is an important mediator for exploitability.

Laser Tag. We train self-play policies in the symmetric Laser Tag environment for 25 million
timesteps. This should be adequate to produce a strong policy, as the paper introducing
the environment [86] trained self-play for only 3 million timesteps. Figure [10.3]shows the
average return of the adversaries trained against these defenders. We train adversaries for 50
million timesteps, twice as many as the defenders, in order to reason about the adversaries
behavior given more compute. Since the game is symmetric, an agent with a return above
zero outperforms its opponent.

Successful adversarial policies can be found within, on average, fewer than 15 million
timesteps. The loose confidence interval suggests high variability between different seeds: some
of the trained defenders are robust while others are not. On average, attacker performance
deteriorates after 20 million timesteps, which suggests an instability in adversary training.

Y

Simple Push. Since Simple Push has an asymmetric observation space, we train self-play
using a separate policy for each player. We train the agents for 25 million timesteps, which
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Figure 10.4: Training curve of adversaries in Simple Push against the self-play baseline, where
the adversary controls the aggressor (left) or defender (right). The environment includes a
50-token communication channel. The black dotted line marks the return achieved by the
self-play training baseline controlling the respective agent at the end of training. The attack
substantially outperforms the self-play baseline when the adversary controls the protector
(right), but only barely outperforms the baseline when the adversary controls the aggressor

(left).

we expect to be more than sufficient given the 625,000 timesteps used in prior work [96].
While prior work used the multi-agent deep deterministic policy gradient (MADDPG), not
PPO, in exploratory experiments we find PPO to perform comparably to MADDPG.

Again we train adversaries for 50 million timesteps, twice as many as the defenders, in
order to reason about the adversaries’ behavior given more compute. Figure shows the
when the adversary controls the protector, the adversary achieves almost twice the return
on average (in red) as the self-play baseline (in black) at 25 million timesteps, which is the
point where adversary and defender trained for the same number of timesteps. By contrast,
Figure [10.4b| shows that when controlling the aggressor, the adversary needs around 20 million
timesteps just to match the defender. Return after training the adversary for twice as many
timesteps as the defender is only slightly higher than the baseline.

These results suggest that protector policies in Stmple Push are more robust to adversarial
policies than aggressor policies are. We conjecture this asymmetry is due to the protector
having more information than the aggressor: it knows the target landmark. Consequently,
the aggressor needs to observe the opponent to learn the true target landmark. The protector
could exploit this and perform movements that fool a defender aggressor. Due to the stronger
nature of the attack controlling the protector, we focus our defense in the upcoming section
on adversaries that control the protector aggent.



CHAPTER 10. DEFENDING AGAINST ADVERSARIAL POLICIES 87

500

Victim
—— Self-play
—— PBRL-20
—— PBRL-40

PBRL-60
—— PBRL-80
—-—=- Zero

=500

-1000+—4—————+ 7
0123450123 4501234501234°5
Timestep 1e7 Timestep le7 Timestep le7 Timestep le7

Figure 10.5: Training curves of adversaries in Laser Tag against defenders trained with PBRL
against (from left to right) 20, 40, 60, and 80 opponents. We measure exploitability by how
few timesteps the adversary needs to train until outperforming the defender (i.e., achieving
larger than 0 return). We find that exploitability decreases with increasing PBRL population
size. Notably, self-play is exploitable within 15 million timesteps whereas PBRL-80 (right) is
only exploitable after 40 million timesteps. We observe significant instability in the training
of the adversary, with performance against the self-play baseline beginning to decline after 15
million timesteps, with similar instability present after 30 million timesteps against PBRL-20.

10.3.3 PBRL defense

In this section, we evaluate the effectiveness of our PBRL defense by trying to exploit PBRL-
trained policies. We train our adversaries for up to 50 million timesteps against the same
fixed 25-million-timestep defender to evaluate how many timesteps are needed to attack more
robust defenders. We find some improvement in robustness relative to the self-play baseline
in both environments. In Laser Tag, larger populations increase the number of timesteps
needed to find the first adversarial policy — at the cost of requiring more computational
resources. In Simple Push, we find that PBRL significantly outperforms the self-play baseline,
with as few as n = 2 opponents being sufficient.

Laser Tag. To explore the impact of population size, we train policies with n = 20, 40, 60,
and 80 opponents in Laser Tag. Figure shows the average return of adversaries attacking
these hardened protagonists. We find that using PBRL increases robustness: finding an
adversary that achieves higher than 0 reward takes more timesteps on average. While fairly
noisy, generally the number of timesteps needed to outperform the defender — when return
exceeds the zero line — grows with increasing population size. An adversary attacking a
protagonist trained against a population of size 80 needs to train for almost double the
timesteps as the self-play defender. However, there are diminishing returns to population
size, with the relative difference in timesteps growing smaller.

Although the adversarial policy was trained for up to double the number of timesteps as
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the protagonist agent, note that PBRL used 80 times as much compute for every timestep
of the protagonist, since it had to train the opponents for the same number of timesteps.
Additionally, we find that adversaries that continue to train eventually do outperform PBRL
defenders on average, whereas average performance against self-play defenders decreases over
time. The 95% confidence intervals in Figure [10.5| show that the variance of adversaries
attacking self-play increases over time, which suggests adversary training to be less stable
when attacking self-play as opposed to attacking PBRL. Self-play seems to converge to
policies of widely varying robustness, whereas in PBRL the variance of the adversary’s return
is lower.

A possible explanation for why the defender’s are vulnerable to advesrarial attack is
that the fairly small neural networks used in RL may be unable to represent more robust
policies. However, our results show improvements in protagonist performance as population
size increases, even while holding the model architecture fixed. This suggests that a lack of
model capacity is not the main cause of adversarial policies success.

Simple Push. We focus on making the aggressor agent more robust in Simple Push, as
Section [10.3.2| showed that the defender self-play policy is already relatively robust to attack.
Consequently, the protagonist controls the aggressor and adversaries control the protector
agent. We use PBRL to train against n = 2, 4, 8, and 16 opponents. Since the environment
is not balanced, as a baseline we compare the adversary’s performance to those of the average
return achieved by the PBRL opponents at the end of training against the same defender

policy.

Self-play PBRL-2 PBRL-4 PBRL-8 PBRL-16
Victim

Figure 10.6: Adversary return (y-axis) against defenders (z-axis) in Simple Push. PBRL-
trained defenders (green) are significantly more robust to adversarial attack than the self-play
baseline (red) and attain similar return to the baseline that plays against a non-adversarial
agent (black dotted line).
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Figure shows the returns at 25 million timesteps. Since baselines in different setups
could converge to different returns, we calculate separate baseline thresholds for each of the 4
settings (in addition to the self-play baseline from Figure , marked by the dashed black
line. The PBRL-trained agent is significantly more robust than the self-play policy, in red. In
fact, the PBRL protagonist achieves similar return under a zero-shot attack as the self-play
policy does against its self-play opponent (the dashed threshold). Notably, the values all
PBRL policies converge to differ by less than 3%.

5.0

— Adv. vs PBRL
-=-= PBRL vs PBRL

_50 1 T T T T T
0 1 2 3 4 5
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Figure 10.7: Adversary return (y-axis) over time in Simple Push, averaged over 60 PBRL-
trained defender agents (number of opponents n € {2,4,8,16}). The tight confidence interval
shows that defenders are all similarly robust in Simple Push. The adversarial return only
crosses the zero line around 25 million timesteps, indicating adversaries need at least as many
timesteps as the defender in order to outperform it.

Figure [10.7] shows the training curve when training adversaries for up to 50 million
timesteps. Since there is no discernible difference in the 4 PBRL settings, we average over
these for a total of 60 adversarial policies. The attack eventually outperforms the PBRL
protagonist defender, but is only slightly stronger even after training for twice as long.

Although PBRL is significantly more robust than self-play (effectively PBRL with n = 1
opponent), perhaps surprisingly there is little benefit from using more than n = 2 opponents.
In particular, there is no clear decrease in robustness when using n as low as 2, which is the
lowest PBRL setting that does not degenerate to self-play. This is in contrast to Laser Tag,
which saw large differences in robustness depending on population size.

This difference is likely due to Simple Push having only a handful of high-level strategies
that can be pursued. By contrast, the Laser Tag environment allows for more variation in
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the details of possible strategies, making it harder to achieve full robustness. Additionally, it
is possible that the intervention of slightly increasing dimensionality by adding a “cheap talk”
channel can be circumvented with minimally higher diversity during training.

10.4 Limitations and future work

We have shown that our hardened PBRL defender agents are significantly more robust, often
only being exploitable when the adversary is trained for more timesteps than the protagonist
defender. However, PBRL is computationally very demanding, since it also requires training
n opponents for as many timesteps as the protagonist. Accordingly, adversaries can still
exploit defenders given the same compute and training timestep budget.

However, in many cases defenders have access to more compute and training timesteps.
First, defenders may be able to limit the number of timesteps an attacker can use to train
against the defender, such as if access to the policy is behind a rate-limited API. Second,
if a small number of opponents suffices (such as n = 2 in Simple Push) then the defender
only needs to have slightly more compute than the attacker. Finally, defenders often have
significant computational resources: although PBRL is unlikely to prevent an attack from a
sophisticated adversary like a nation state, it may be enough to defeat many low-resource
attacks. Nonetheless, reducing this computational overhead is an important direction for
future work. For example, can we obtain similar performance with fewer opponents if we
train them to be maximally diverse from one another?

In addition, if additional compute resources are available, our approach allows a defender
to make use of them. Once an agent has converged, using additional compute to continue
training in self-play is usually of no use. However, convergence is not sufficient for robustness
— as illustrated by the existence of adversarial policies. Our approach enables a purposeful
use for additional computing power.

A key open question is how the number of opponents n required for robustness scales with
the complexity of the environment. PBRL will scale poorly if the required population size is
proportional to the size of the state space: in more complex environments each opponent will
take longer to train and more opponents will be required. But a priori it seems likely that n
may depend more on the number of high-level strategies in the environment. This is only
loosely related to the dimensionality of the state space. For example, some simple matrix
games have high strategic complexity, while some high-dimensional video games have only a
handful of sensible strategies.

Our evaluation uses the same adversarial policy attack introduced in Chapter [§, which
we established was strong enough to exploit unhardened defenders in these environments.
However, it is possible that alternative attacks would be able to exploit even our hardened
defender. We hope to see iterative development of stronger attacks and defenses, similar to
the trend in adversarial examples more broadly.
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10.5 Conclusion

We introduced the defense by PBRL as a method to reduce exploitability of RL policies.
Our results show an increase in zero-shot robustness against new adversaries compared to
self-play training. However, some self-play defenders are naturally robust, and PBRL comes
with an increased computational cost. We find that the size of the population necessary
depends on the environment used, and larger populations can increase overall robustness.
This work suggests that increasing diversity during training can lead to improved robustness
and contributes toward the goal of making agents less exploitable. Source code is available at
https://github.com/HumanCompatibleAI/reducing-exploitability.
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Chapter 11

Conclusion

Machine learning has the potential to be enormously beneficial to humanity, whether by
automating mundane tasks or by performing certain tasks better than a human could.
However, existing techniques are insufficient to ensure machine learning systems reliably
perform open-ended tasks, especially in safety-critical domains. Until this is resolved, machine
learning systems can only be safely deployed in limited domains where task specification is
simple and occasional failure is tolerable. Overcoming these hurdles and building trustworthy
machine learning is therefore a key challenge for the machine learning research community.

In this dissertation, we have decomposed trustworthy machine learning into two parts.
First, the agent must learn an objective that is aligned with the goals of the human principal.
This is often challenging, especially in complex, value-laden, open-ended tasks. Second, the
agent must reliably and robustly optimize that objective. Although we cannot expect the
agent to perform well in arbitrary situations, performance should degrade gracefully as we go
off-distribution, and we must avoid unpredictable catastrophic failures.

We have introduced several complementary methods for understanding and testing learned
rewards. In Chapter [3, we characterized the fundamental limits of different reward learning
data sources. Next, in Chapter 4] we introduced the EPIC distance between reward functions
and showed in Chapter [p| that this distance bounds the difference in returns of optimal policies.
Finally, in Chapter [6] we developed an interpretability method to explain learned reward
functions, taking into account the special structure of reward functions. Together, these
methods provide a toolkit to evaluate learned reward functions both for practitioners seeking
to learn rewards and for researchers seeking to benchmark new reward learning algorithms.

Specifying the objective correctly is an important component of trustworthy machine
learning, but it is not sufficient. The agent must also reliably pursue the objective across the
wide range of settings that may be experienced during deployment in real-world scenarios. We
studied reliability through the lens of adversarial robustness, introducing in Chapter [7] a novel
physically realistic threat model for adversaries in sequential decision-making. In Chapters
and [9] we found that state-of-the-art and even human-level Al systems are vulnerable to this
attack, failing in surprising ways. This shows that even seemingly highly capable systems
may contain hidden failure modes, emphasizing the importance of testing using approaches
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such as these. Finally, in Chapter [L0] we showed that training can be made more robust using
population-based RL.

11.1 Limitations and future work

Infinite-data assumption Our analysis of reward learning data sources in Chapter
considers their informativeness in the infinite-sample limit. Although this provides a useful
upper bound, for practical applications we care about their informativeness given a finite
number of samples. We expect that some data sources, such as demonstrations, will be
highly informative early on but have sharply diminishing returns, whereas other data sources,
such as preference comparisons, may provide less information per sample but reach their
asymptote at a higher level. We hope to explore this systematically, either theoretically or
empirically, in future work.

Equivalence classes The EPIC distance introduced in Chapter [4] uses a conservative
equivalence class for reward functions, consisting of just potential shaping and positive
affine transformations, that is guaranteed to never change optimal policies in any MDP.
However, in practice we often have additional information about the structure of an MDP;
for example, we know that energy is conserved in a physical system, even if we may not know
the details of all relevant physical parameters such as the exact friction at a joint. The set of
optimal-policy-preserving transformations under such assumptions is broader, and we could
get more informative distances if we include those in the equivalence class.

Wulfe et al. [179] provide an initial step in this direction by adapting EPIC to use the
transition dynamics. Unfortunately, however, this modification loses some of EPIC’s desirable
properties, such as the canonicalization remaining within the equivalence class. Moreover,
their method requires knowing the transition dynamics exactly, whereas in general we might
only know some invariants. An important direction for future work would be to incorporate
such invariances while still preserving the theoretical desiderata of EPIC.

Generality of adversarial policies We have found adversarial policies in state-of-the-art
continuous control policies (Chapter and in professional-level Go-playing Al systems
(Chapter @ Although this provides significant evidence that adversarial policies are a fairly
common phenomenon in self-play policies, we still do not know whether they are ubiquitous or
merely commonly occurring. We plan to attempt to attack other highly capable Al systems,
such as Leela Chess [94] and Polygames for Hex [32]. If these other systems are similarly
exploitable, this would provide strong evidence that self-play in general fails to produce
robust policies.

Understanding adversarial policies Our study of adversarial policies and their effect on
the defender indicates that they win by fooling the defender, likely in part by inducing highly
off-distribution inputs and, therefore, activations in the defender’s network. We conjecture
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that defenders are vulnerable to adversarial policies because self-play may converge to local
equilibria. This is supported by our finding in Chapter [10[ that population-based RL makes
defenders harder to exploit. However, we currently lack a rigorous understanding of how and
why adversarial policies emerge. Further study here is warranted as it may provide general
insights about the limitations of self-play, deep learning, and related algorithms, and suggest
avenues for improvement.

Computationally efficient defenses The population-based RL defense in Chapter [10] is
promising, but the computational overhead introduced makes it challenging to deploy for
complex games, where even self-play can be extremely computationally demanding. We plan to
investigate ways to reduce the computational overhead, such as by using a smaller population
of opponents that is explicitly optimized for diversity. When the computational overhead is
reduced, we intend to evaluate the defense in more strategically complex environments such
as Go.

11.2 Closing thoughts

The importance of machine learning systems being trustworthy is widely acknowledged.
However, the results in this dissertation show that it can be far from obvious whether or not a
system can be trusted. We have seen that many learned reward functions can be very fragile,
despite having high predictive accuracy on the training data. Moreover, even highly capable
AT systems that have been widely studied and that beat top professionals can fall prey to
exploits that would not fool even a human amateur. These results demonstrate that Al
systems that reach human performance may still have alien goals and internal representations
that can produce surprising and often undesirable behavior.

We hope that the methodologies developed in this dissertation help researchers and
practitioners build trustworthy ML systems and validate if their systems are trustworthy
prior to deployment. Although there remains significant scope for improvement, we believe
these techniques are already a valuable part of the toolkit and could grow to become staples
of training and evaluation. However, it would be a mistake to rely on these or indeed any
set of technical tools: we would argue the ubiquity of difficult-to-detect and potentially
catastrophic failure modes also requires a shift in culture. In particular, the machine learning
community could borrow many of the mental tools and organizational structures already
found to be effective in the computer security and safety engineering communities, which
have long tackled similar problems [89].
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Appendix A

Deferred content from Chapter

A.1 Properties of fundamental reward transformations

We begin with some supporting results concerning the basic reward transformations used in
Section [3.3] to characterise the invariances of various objects derived from the reward function.

The following result captures how potential shaping affects various reward-related func-
tions.

Lemma A.1.1. Consider M and M’', two MDPs differing only in their reward functions,
respectively R and R'. Denote the return function, Q-function, value function, policy evalua-
tion function, and advantage function of M' by G', Q., V!, J', and A.. If R is produced by
potential shaping of R with a potential function ®, then:

(1) for a trajectory fragment ¢ = (50, 60,51, - $2), G'(C) = G(C) +7"®(s,) — B(50);

(2) for a trajectory & = (so, ao, - ..), G'(§) = G(&§) — P(s0);

(8) for a state s € S and action a € A, Q' (s,a) = Qr(s,a) — D(s);

(4) for a state s€ S, V!(s) = V(s) — ®(s);

(5) for a policy w, J'(m) = T (1) — Egyapo [P(S0)]; and

(6) for a state s € S, and action a € A, Al (s,a) = Ax(s,a).
Proof. (1) is given by a straightforward telescopic argument. For (2), take the limit as the
length of a prefix goes to infinity, whereupon 4"®(s,,) goes to zero (7 < 1 by definition, and
®(s,,) is bounded since its domain is finite). (3) and (4) were proved for optimal policies by
Ng, Harada, and Russell [111], and they also observed that the extension to arbitrary policies
is straightforward (it follows immediately from (2), for example). (5) is immediate from (4).

(6) follows from (3) and (4) as the shifts of —®(s) to both the @- and value functions cancel
eachother. O

In the next result we show that potential shaping induces a similar state-dependent shift
in the soft @-function as well.
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Lemma A.1.2. Consider My and Ms, two MDPs differing only in their reward functions,
respectively Ry and Rs. Denote the soft Q-function of My by Qg,p and of My by Qg2 If Ry
1s produced by potential shaping of Ry with a potential function ®, then for all states s € S
and actions a € A, Qf,(s,a) = QF (s,a) — ®(s).

Proof. We will appeal to to uniqueness of the soft @-function. By definition, Rs(s,a,s’) =
Ri(s,a,s') + v - ®(s') — ®(s). Combining with Equation (3.3]), we have for all s € S and
aec A

| 1
Qg,l (S’ CL) = ES’wT(s,a) Ry (87 a, S/) + ’YB lOg Z exp BQg,l(Slv a/)]
a’e A

| 1 / 1 /o
= ES’~T(s,a) R2(57a7 S) -7 (I)(S) + (I)(S) +75 log Z eXpﬁQg,l(S aa)
6 a’eA

This implies that:

QgJ(Sa CL) - (I)(S) = ES’~T(S,¢1) RQ(Sv a, Sl) + 7% log Z expﬁ (Qg,l(sla a'/> - CI)(S’))] :
a’eA

We see that Q},(s,a) — ®(s) satisfies Equation (3.3) for Qf,(s,a), for all s € S and a € A.

Since the soft @-function is the unique solution to this equation, we conclude QEQ(S, a) =

Qpa(s,a) — 2(s). =

We next show that k-initial potential shaping and linear scaling of R correspond to affine
transformations of G.

Lemma A.1.3. Let (S, A, T, 1o, R,7y) be an MDP, R a reward function, and k € R a
constant. Then we have that G'(§) = G(§) — k for all possible and initial trajectories &, if
and only if R’ is produced from R by k-initial potential shaping and a mask of unreachable
transitions.

Proof. The converse follows from Lemma and that, by definition, varying the reward
for unreachable transitions does not affect the return of any possible, initial trajectories.

For the forward direction, we show that the constant difference between G’ and G on
possible initial trajectories implies a constant difference between the returns of possible
trajectories from any given reachable state, and that this state-dependent difference defines a
k-initial potential function that transforms R into R'.

Consider an arbitrary reachable state s € §. Let & be some possible trajectory starting in
s, and define A¢, = G(&5) — G'(&;), the difference in return ascribed to this trajectory by G
and G'. We show that A, is independent of £, given s. To extend &, into an initial trajectory,
let (s be some possible, initial, trajectory fragment ending in s (at least one exists, since s is
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reachable; let its length be n). Let (5 + & denote the concatenation of (s and &;. Then,

Ag, = G(&) — G'(&)
_ G(Cs + 58) B G(Cs) . G/(Cs + fs) B G/(Cs) (T)
" 7"
_ k=G(6) +G'(G)
= o : (1)
~y
To reach (1), note that by definition of return, G({s + &) = G((s) +7"G(&s) (and likewise for
G'), and recall that we have defined v > 0. To reach (f), note that since (s + £ is an initial
trajectory, we have by assumption G((s + &) — G'((s + &) = k. Note (1) shows that A, is
independent of &, except for a possible dependence on &’s starting state s (arising through
0.

Thus, we may associate a unique P(s) = Ag, with each reachable s. Then P(s) is a
k-initial potential function on reachable states. In particular, P(s) = A¢, = k if s is initial as
then we may choose (; to be empty with G((;) = G'(¢s) = 0 and n = 0. Furthermore, from
the definition of terminal states we must have that P(s) = Ag, = 0 for terminal s.

Moreover, for reachable transitions, R’ is given by k-initial potential shaping of R with
®(s) = P(s). Consider a reachable transition (s,a,s’). Let £ and £ be possible trajectories
such that £ = (s,a,s") + £'. Then,

R(s,a,s) +7P(s') = P(s) = R(s,a,5") + 7(G({) = G'(£)) = (G(§) = G'(9))

= G'(§) =1G'(&) + (R(s,a,5") +1G(E) — G(S)
= G'(§) —1G(€) + G(§) = G(&)
= G'(§) =1G'(€)
= R'(s,a,s).
Any variation in reward for unreachable transitions can be accounted for by a mask. O

Lemma A.1.4. Let (S, A, T, po, R,v) be an MDP, R a reward function, and ¢ € R a constant.
Then G' (&) = c-G(&) for all possible initial trajectories &, if and only if R’ is produced from R
by zero-initial potential shaping, linear scaling by a factor of ¢, and a mask of all unreachable
transitions.

Proof. Tt is sufficient to show that the first condition is equivalent to R’ being produced from
¢+ R by zero-initial potential shaping and a mask of all unreachable transitions (in particular,
any sequence of the above three transformations from R can be converted into a sequence
where the linear scaling happens first).

Denote by G, the return function of the scaled reward function c- R. It is straightforward
to show that ¢ - G(§) = G.(&) for all £&. Then our first condition, G'(§) = ¢ - G(§) for all
possible initial trajectories, is equivalent to having G'(§) = G.(&) for these trajectories.
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By Lemma (with & = 0) this is equivalent to R’ being produced from ¢ - R by
zero-initial potential shaping and a mask of all unreachable transitions. This completes the
proof. O]

A.2 Proofs

We provide proofs for the theoretical results presented in the main paper along with several
general supporting lemmas from which these results follow.

We distribute proofs of the results from Section [3.3.1] across three subsections. Ap-
pendix proves results for the invariances of (soft) Q-functions (Theorems (3.3.1/and [3.3.2)).
Appendix [A.2.2) proves results concerning alternative policies and their trajectory distributions
(Theorems [3.3.3| and [3.3.5)). Appendix proves the results relating to optimal policies
and their trajectory distributions (Theorems [3.3.4] and |3.3.6]).

The remaining subsections (Appendices |[A.2.4] to [A.2.6) prove the results from Sec-

tions [3.3.2] [3.3.3) and [3.4] respectively.

A.2.1 Proofs for Section |3.3.1] Results Concerning ()-functions

Theorem 3.3.1. Given an MDP and a policy w, the Q-function for m, QQ., determines R up
to S'-redistribution. The optimal Q-function Q). has the same invariances.

Proof. @) is the only function which satisfies the Bellman equation (2.1)) for all s€ S, a € A:

QTF(Sa a) = IES’~7’(s,a),A’~71'(S") [R(Sv a, S/) +- QW(Sly A,)] .

This equation can be rewritten as

Esroroa) [R(5,0,8)] = Qn(5,@) =7 - Esimr(osny aren(s) [Qn(S, A)].

Since @, is the only function which satisfies this equation for all s € S,a € A, we have
that the values of the left-hand side for each s € S, a € A together determine (), and vice
versa. Since the left-hand side values are preserved by S’-redistribution of R, and no other
transformations (cf. Definition , we have that @ is preserved by S’-redistribution of R,
and no other transformations.
Q. = ., where 7, is any optimal policy derived from ),, so the invariances of the
optimal Q-function follow as a special case.
m

Theorem 3.3.2. Given an MDP and an inverse temperature parameter (3, the soft Q-function
Qg determines R up to S’-redistribution.
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Proof. The proof is essentially the same as that for Theorem . Qg is the only function
that satisfies Equation (3.3)) for all s€ S, a € A:

I 1 ! /
Qg(s,a) = Egnr(sa) [R(s,a, S+ 'yElog E exp 5@?(5 ,a )] .
a’e A

This can be rewritten as

/ 1 '
]ES’~7'(5,(1) [R(Sa a, S )] = Qg(su CL) -7 ES’~T(s,a) [E IOg Z €xp BQE(S y @ )] .
a'eA

Since Qg is the only function which satisfies this equation for all s € S,a € A, we have
that the values of the left-hand side for each s € S,a € A together determine Qg, and vice
versa. Since the left-hand side values are preserved by S’-redistribution of R, and no other
transformations (cf. Definition , we have that Qg is preserved by S’-redistribution of R,
and no other transformations. O]

A.2.2 Proofs for Section Results Concerning Alternative
Policies

We split the proof of Theorem into two proofs, Theorem and Theorem
below.

In order to derive the invariances of the Boltzmann-rational policy, we analyse a more
general softmax-based policy we call a Boltzmann policy, of which the Boltzmann-rational
policy is a special case. Given a base policy 7y, and an inverse temperature parameter 3 > 0,
we define the Boltzmann policy with respect to 7o, denoted 73°, using the softmax function:

exp (ﬂAWO (s, a))
Za’eA exp (BATFO(S7 a,)) '

The Boltzmann-rational policy, 7, is the Boltzmann policy with respect to optimal

policies (cf. [3.1).

We begin with Lemma[A.2.1] characterising the invariance of the advantage functions from
which Boltzmann policies are derived. This in turn supports Lemma characterising
the invariances of arbitrary Boltzmann policies.

(A.1)

w5 (a | s) =

Lemma A.2.1. Given an MDP and a policy 7, the advantage function for w, A,, determines
R up to S'-redistribution and potential shaping. The optimal advantage A, has the same
MVaAriances.

Proof. A, can be derived from @, given 7 (by Equation (2.1), A.(s,a) = Qx(s,a) —
Eavr(s) [@=(s, A)]). Thus A is invariant to S’-redistribution following Theorem [3.3.1] More-
over, by Lemma[A.T.T] potential shaping causes no change in A,. That is, A, is also invariant
to potential shaping.
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Conversely, let R and R’ be such that A, = AL. Define ® : § — R such that ®(s) =
Er(s) [@r(s, A) — Q(s, A)]. This ® satisfies the requirements of a potential function (all
@-values from terminal states are zero). Potential shaping R with ® yields a new reward
function, denoted R(®, with Q-function denoted Qﬁ?’). Then observe, for each s € S,a € A:

Q) = 0, (s, ) — B(s) (by Lemma [S-1)
= (Qx(5,a) = Eaun(s) [Qn(5, A)]) + Ean(s) [Qr (s, A)]
= Ax(s,a) + Eacrs) [Q (5, A)
= Al (s,a) + Eacns) [Q%(s, A)
= (Q(5,a) = Egun(s) [Qr (5, A
= Qr(s,a).

That is, R® and R’ share a Q-function. Thus, by Theorem , R’ is given by S’-
redistribution from R(®)

The optimal advantage function’s invariances arise as a special case, since A, = A,,,
where 7, is any optimal policy derived from A,. ]

~—

Q@
Q (A, = A! by assumption)
]) + ]EA~7r(s) [Q;‘(’(S7 A)]

\/\_Il_l

Lemma A.2.2. Given an MDP, an inverse temperature parameter 3, and a base policy o,
the Boltzmann policy Wgo determines R up to S’'-redistribution and potential shaping.

Proof. By Equation , 75’ can be derived from A . Thus 75° is invariant to S'-
redistribution and potential shaping by Lemma [A.2.1]

Conversely, we show that Ay, can be derived from 73’ in turn. Therefore 73" can have
no more invariances than A, , amounting to S’-redistribution and potential shaping by

Lemma [A.2.1]
For each s € S,a € A, observe:
exp (B Ax, (s, a))
a’ed EXP (/BAWO (87 (J/))

+ l log Z exp(ﬂAﬂo (8, a’)) . (T)

B a’eA

T (a ] s) = S

1
—logm’(a | s)

— A, (s,a) = 5

We have not yet solved for A, since it still occurs on both sides of (f). However, we can
eliminate the RHS occurrence by appealing to the following identity (that the advantage has
zero mean in each state s € S):

IEA~7T0(S) [Aﬂ'o(3> A)] = IEjA~7ro(s) [Qﬂ'o (87 A) - ]EA'NWO(S) [Q”()(S’ A/)]]
= EA~7r0(S) [Qﬂo (Sa A)] - EANWO(S) [QWO (8’ A)]
=0.
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Taking the expectation of both side of () therefore yields:

1 iy
EA~7T0(S) [Am)(S, A)] = ]EA~7r0(s) lg log ﬂ-ﬁo (A | 8)]

1
+ IEA~7T0 (s) [_

log Z exp (BAWO (s, a')) ]

6 a’eA

1 1
—  0=FEacrys [E log 3% (A | 3)] - 3 log Z exp(ﬂAﬂo(s,&'))
a’eA

— %log 2 exp(BAry(s,d")) = —Eamny(s) [%logﬁgo(/l | s)] . (1)
a’eA

Combining (f) with () gives us an expression for A, in terms only of 75°, as required:

1 iy 1 iy
A (s,a) = Blog 750 (a | 8) = Eanm(s) [Elogﬂﬁo(A | s)] :

Our main result concerning Boltzmann-rational policies follows immediately.

Theorem A.2.3. Given an MDP and an inverse temperature parameter [3, the Boltzmann-
rational policy mj, determines R up to S’-redistribution and potential shaping.

Proof. The Boltzmann-rational policy 75 determines its own base policy .. This is because
the maximum probability actions in 7} are precisely those actions with maximal optimal
advantage A, (argmax,c 4 A.(s) = argmax,c 4 75(s,a)). We can break ties arbitrarily, as any
optimal base policy will lead to the same Boltzmann-rational policy. So, given 73, we are
effectively also given a base policy, and the invariances of 7 therefore follow as a special case
of Lemma, O

We turn to prove the corresponding result about MCE policies, which follows a similar line
of reasoning relative to the soft Q)-function. We use an elementary property of the softmax
function, which we state and derive as Lemma for the convenience of the unfamiliar
reader.

Theorem A.2.4. Given an MDP and an inverse temperature 3, the MCE policy 7TBH deter-
mines R up to S’-redistribution and potential shaping.

Proof. wg is given by applying the softmax function to Qg. Recall (or see Lemma
below) that the softmax function is invariant to a constant shift, and no other transformations.
This means that 7TEI is invariant to exactly those transformations that induce constant shifts
in Qj for each state.
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S’-redistribution induces no shift in QEI by Theorem By Lemma potential
shaping induces a state-dependent constant shift. Thus, 75 is invariant to S’-redistribution
and potential shaping.

Conversely, we show that any state-dependent constant shift in QEI can be described by
these two kinds of transformations. Therefore, they are the only invariances. Let B : § — R,
and suppose R, and R, are two reward functions such that the corresponding soft ()-functions

satisfy Qf 1(s,a) = Qfo(s,a) + B(s). Then,

ES/~T(s,a) [R1<S, a, S/>] = le(s, a) ES’~T (s,a) [ 6 log Z exp BQB 1( )]

a’eA

l log Z exp [ (QEQ(S/7 a/) + B(S/))

= Qgg(s, a) + B(s) = Egier(s,a) fyﬁ
a’eA

[ 1
= QE’Q(S, a) + B(s) = Egrer(s,a) 75 log <2 exp 6@272(5', a')) +~vB(S")

a’eA

= Egor(sa) [R2(s,a,5) + B(s) —vB(S)] .

Now set ®(s) = —B(s), and we can see that the difference between R and R’ is described by
potential shaping and S’-redistribution. O

Lemma A.2.5. Consider two functions f : X — R and g : X — R defined on a finite set X.
Then the softmax distributions over f and f + g agree, that is, for all x € X,

exp(f(z) + g(z)) exp(f(2))

)
Divex xp(f() + 9(2))  Ypex exp(f(2))

if and only if g is a constant function over X .

(A.2)

Proof. This is an elementary property of the softmax function. The forward direction can be
seen by manipulating Equation (A.2)) as follows:

exp(f(z) +9(z)) _ Dpea exP(f(2) + 9(2))
exp(f(x)) Dwex exp(f(2))
Ywex XP(f(2) + g(z )))
)

Dex exp(f (7))

S ge) = log(

which is constant in .
The converse can be seen as follows. Assume g(z) = G, a constant. Then,

exp(f(z) +9(x)) _ exp(f(x))-exp(G) _ exp(f(z))

)
D xp(f(@) +9(@)  (Cpexexp(f(a) - exp(G)  Xexexp(f(2))
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We continue with results about the trajectories derived from these alternative policies.
We once again prove Theorem in two parts (Theorems|A.2.7|and [A.2.8). For Boltzmann-
rational trajectories, we once again provide a more general lemma concerning arbitrary

Boltzmann policies (A.1)).

Lemma A.2.6. Given an MDP M, an inverse temperature 3, and a base policy my, the
distribution of trajectories, A%, induced by the Boltzmann policy Wgo acting in MDP M
determines R up to S’-redistribution, potential shaping, and a mask of unreachable transitions.

Proof. That the distribution is invariant to S’-redistribution and potential shaping follows
from Lemma [A.2.2] The distribution is also invariant to changes in the reward for transitions
out of unreachable states, since these rewards cannot affect the policy for reachable states.
As a result, the distribution is additionally invariant to a mask of unreachable transitions.
The trajectory distribution can be factored into the separate distributions 73°(s) € A(A)
for each reachable state s by conditioning on a supported prefix trajectory fragment that
leads to s and marginalising over subsequent states and actions. Via a similar argument to
the proof of Lemma the distribution determines the reward function for transitions
(out of these reachable states) up to potential shaping and S’-redistribution (as they affect
reachable states). O

Theorem A.2.7. Given an MDP M and an inverse temperature parameter (3, the distribution
of tragectories, A%, induced by the Boltzmann-rational policy 7} acting in MDP M, determines
R up to S'-redistribution, potential shaping, and a mask of unreachable transitions.

Proof. As in Theorem [3.3.3] the invariances for the Boltzmann-rational policy’s trajectories
arises as a special case. ]

We turn to prove the corresponding result about MCE policies, which follows a similar
line of reasoning as for the Boltzmann trajectories, but relative to the MCE policy instead.

Theorem A.2.8. Given an MDP M and an inverse temperature parameter [3, the distribution
of trajectories, AEI, induced by the MCE policy ’ﬂ'g acting in MDP M determines R up to
S’-redistribution, potential shaping, and a mask of unreachable transitions.

Proof. Directly analogous to the proof of Lemma [A.2.6] (relative to Theorem [A.2.4)). O

A.2.3 Proofs for Section Results Concerning Optimal Policies

Our results concerning the invariance of optimal policies and their trajectories follow from
the following general result connecting optimality preserving transformations to the set of
optimal actions in some subset of states.

The key idea of the proof is to establish a link between the value-bounding function ¥
(Definition and the optimal value function for R’ via the Bellman optimality equation.
We note that the definition of optimality preserving transformations is designed specifically
to elicit this link.
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Lemma A.2.9. Given an MDP M, suppose we have the set of optimal actions for each state
in a subset of states & = S. Let O be the set of (set-valued) functions O : S — P(A)\{T}
such that O(s) = argmax, 4 A«(s,a) for all s € & (but where O is unconstrained outside S ).
Then, these optimal action sets determine R up to optimality-preserving transformations with

Oe9.

Proof. Suppose R’ is obtained from M’s reward R via an optimality-preserving transformation
with some O € 9. Let ¥ be the corresponding value-bounding function, that is, a function
U : S — R satisfying, for all se S and a € A,

Egor(sa) [R(s,a,5) +~-U(S)] < ¥(s), (A.3)

with equality if and only if a € O(s). Since O(s) is nonempty (by definition), we have for all
seS

U(s) = max (ES/W(S,Q) [R'(s,a,S") +~ - \IJ(S/)]) )

This recursive condition on W is the Bellman optimality equation for the unique optimal
value function, V}, of the MDP with transformed reward R’. Therefore, ¥(s) = V/(s) for all
s € S, and we can rewrite Equation (A.3]) as

ES’~T(S,(1) [R/(S, a, S/) + Y V;/(S/)] < V;/(S) s (A4)

with equality only for a € O(s).

Now, consider a state s € &. By assumption, for this s, O(s) = argmax, 4 A.(s,a).
Then for this state, the actions that attain the optimal value bound in Equation (A.4]) are
these same optimal actions. Therefore, R’ induces the same sets of optimal actions from
states in S.

Conversely, consider a second MDP M’, differing from M only in its reward function, R’
Assume the set of optimal actions in states in & agrees with the optimal actions in M for
those states. Let V/ and A’ denote the optimal value and advantage functions for M’. The
Bellman optimality equation for M’ ensures that, for s € S,

V!(s) = max (Esimr(sa) [R(s,a,5") +~-V!(S)]) (A.5)

with the maximum attained precisely by the actions a € argmax, (A% (s,a)). Setting
O(s) = argmax,e 4 (A’ (s,a)), Equation (A.5) can be rewritten as

ESINT(S,G) [R/(S, a, S/> + Y- V;(S,)] < V;(S) (A6)

for all s € S and a € A, with equality if and only if a € O(s).

Now, for s € &, we have arg max,. 4 (A4’ (s,a)) = argmax, 4 (A.(s,a)), because M and M’
have matching sets of optimal actions for these states (by assumption). Then, Equation (A.6))
shows that R’ is produced from R by an optimality-preserving transformation with O(s) =
arg max, 4 (A,(s,a)) (and ¥(s) = V/(s)). O
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We are now in a position to prove Theorems |3.3.4] and |3.3.6}

Theorem 3.3.4. Given an MDP, a maximally supportive optimal policy determines R up to
optimality-preserving transformations with O(s) = arg max, A.(s,a).

Proof. By assumption, our optimal policies are maximally supportive. Therefore, their
support determine the set of optimal actions from all states. Also by assumption, our
maximally supportive optimal policies are determined by the set of optimal actions in each
state. Therefore, a maximally supportive optimal policy has the same reward information as
the set of optimal policies in each state. Its invariances follow as a special case of Lemmal[A.2.9]
with & = S. O]

Theorem 3.3.6. Given an MDP, consider the distribution of trajectories, A,, induced by a
maximally supportive optimal policy. Let & be the set of states in supported trajectories. Let
O be the set of functions O defined on S such that O(s) = argmax, A.(s,a) for all s € &.
A, determines R up to optimality-preserving transformations for any O € O.

Proof. The distribution of trajectories can be factored into separate distributions 7, (s) € A(A)
for each state s € & (in a manner similar to Lemma as proved above). As above, these
individual distributions determine and are determined by the set of optimal actions within
each of those states. The invariance result therefore follows from Lemma [A.2.9] O

Remark A.2.10. As mentioned in Section [3.3] when there are multiple optimal policies,
invariances depend on how the given policy is chosen. The proofs above reveal that our
assumptions are crucial in connecting maximally supportive optimal policies to optimal action
sets. We comment on the motivation for these assumptions and, following our theme of
cataloguing partial identifiability, we sketch how the result would change without them.

Assumption (1), that the given policy is maximally supportive, allows us to rule out unsup-
ported actions as suboptimal. Additional reward transformations could become permissible
otherwise. As a well-known example, the zero reward function is consistent with any policy if
unsupported actions could also be optimal |[112]. This more general case is difficult to analyse
within our framework, because it is not well-described by transformations or an equivalence
relation. The assumption may be demanding, but the consequences of misspecification are
mild in the case of policy optimisation — at least the learnt reward function won’t allow any
suboptimal actions to become optimal.

Assumption (2), that a given policy is computed only from the set of optimal actions
in each state, appears to be common. The purpose of this technical assumption is to rule
out pathological schemes for encoding additional reward information through the selection
of the policy. Through such schemes one could in principle encode the full reward function,
for example into the infinite decimal representation of the probability of taking one action
over another in some state. Such a selection scheme, even if it was not known to the learner,
would remove invariances, as transformations that change the reward function but not the
set of optimal states would change the given policy.
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A.2.4 Proofs for Section [3.3.2 Results

Theorem 3.3.7. Given an MDP, the return function restricted to possible trajectory frag-
ments, G¢, determines R up to a mask of impossible transitions.

Proof. The result is immediate, since the restricted domain still includes all possible transitions
(as length one trajectory fragments with return equal to the reward of the transition), and no
fragments with impossible transitions. O]

Theorem 3.3.8. Given an MDP, the return function restricted to possible and initial
trajectories, G¢, determines R up to zero-initial potential shaping and a mask of unreachable
transitions.

Proof. The result follows from Lemma with & = 0. O

Theorem 3.3.9. Given an MDP and an inverse temperature 3, the distribution of comparisons
of possible trajectory fragments, ﬁg, determines R up to a mask of impossible transitions.

Proof. Since ﬁg can be derived from G, it is invariant to a mask of impossible transitions

by Theorem |3.3.7, Conversely, ig determines R for all possible transitions. This is because
R(s,a,s') is encoded in the Boltzmann distribution of comparisons between the length zero
trajectory fragment (y = (s) and the length one trajectory fragment (; = (s,a,s’), and can
be recovered as follows:

_ eplBG(Q)
exp(8G(Co)) + exp(BG (1))

_ exp(BR(s,a,s"))
exp(f - 0) + exp(BR(s,a,s"))

1 P((p <
—  R(s,a,s') == -log o =5 gl) .
5 1- P(CO ﬁg Cl)
Therefore 5% is invariant to precisely a mask of impossible transitions. O

Theorem 3.3.10. Given an MDP and an inverse temperature 3, the distribution of compar-
1sons of possible and initial trajectories, ﬁg, determines R up to k-initial potential shaping
and a mask of unreachable transitions.

Proof. Note that as ﬁg can be derived from G¢, by Theorem |3.3.8 ﬁg is invariant to zero-
initial potential shaping and a mask of unreachable transitions. It is additionally invariant to
k-initial potential shaping for arbitrary constants k € R, and no other transformations: G¢

can be recovered from ﬁg up to a constant (we can compare all possible initial trajectories to
an arbitrary reference trajectory and recover their relative return using a similar manipulation
as above, but we can’t determine the return of the reference trajectory). From there, the
precise invariance follows from Lemma [A.1.3] O
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Theorem 3.3.11. We have the following bounds on the invariances of the noiseless order of
possible trajectory fragments, <S$. In all MDPs:
(1) < is invariant to positive linear scaling and a mask of impossible transitions; and
(2) <S$ is not invariant to transformations other than zero-preserving monotonic transfor-
mations or masks of impossible transitions.

Moreover, there exist MDPs attaining each of these bounds.

Proof. For (1), positive linear scaling of reward by a constant ¢ leads to the same scaling of
the return of each trajectory fragment, and this always preserves the relation <¢, since for
any ¢ > 0, ¢- G((1) < ¢ G(() < G(¢1) < G((y) for all pairs of trajectory fragments (i, (o.
Moreover, < inherits invariance to a mask of impossible transitions from G (Theorem .

For (2), let R be produced from R via some transformation that is neither a mask of
impossible transitions nor a zero-preserving monotonic transformation. It must be that
either R’ fails to preserve the ordinal comparison of two possible transitions, or that it fails
to preserve the set of zero-reward possible transitions, compared to R. In the first case,
consider two possible transitions whose rewards are not preserved, x1 and xo. Without loss
of generality, suppose R(z1) < R(x3) but R'(x1) > R'(x3). This corresponds to a change in
<¢’s comparison of the length one trajectories formed from x; and x5, namely z; <$ x5 from
true to false. Similarly, in the second case, the comparisons between the transition whose
reward became or ceased to be zero and a length one trajectory (with return 0) will have
changed. Therefore, <¢ is not invariant to such transformations.

The bound (1) is attained by the following MDP invariant precisely to positive linear
scaling and a mask of impossible transitions. Let S = {s}, A = {a1, a2}, R(s,a1,8) = 1,
and R(s,as,s) = 1+ . Since R(s,as,8) = R(s,ay,s) +vR(s,ay,s), the corresponding order
relation will contain both (s, ay,s) <$ (s,a1,s,a1,s) and (s,a1,s,a1,8) <$ (s,as,s). This
property requires that R(s,ay,s) = (1 + ) - R(s, az, s), which is preserved only by linear
scaling of R. (Non-positive linear scaling is already ruled out by (2)).

The bound (2) is attained by the following MDP invariant to arbitrary zero-preserving
monotonic transformations. Let S = {s1, 52}, A = {a}, with possible transitions (s1, a, s2) and
(s9,a,89), and R(s1,a,sy) > R(sa,a,ss) = 0. Any zero-preserving monotonic transformation
of R preserves the ordering of all possible trajectory fragments, namely that all nonempty
trajectories starting in s; have positive return and all other possible trajectories have zero
return. O

Theorem 3.3.12. Given an MDP, the noiseless order of possible and initial trajectories, <&,
is invariant to (at least) k-initial potential shaping, positive linear scaling, and a mask of
unreachable transitions.

Proof. The pairwise Boltzmann distributions of ﬁg can be used to derive the noiseless
comparisons of <¢, since the relative return of each pair of trajectories is encoded in each

P& <5 &)

b <56 = (G6) < G&) = ((FG(&)) < ep(FG(E)) = ( <P(6r <5 &)
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Therefore, <¢ is invariant to k-initial potential shaping and a mask of unreachable transitions

by Theorem |3.3.10]
That <¢ is also invariant to positive linear scaling follows from a similar argument as for
the first bound in Theorem [3.3.11], proved above. O

Remark A.2.11. Theorem [3.3.121is a lower bound on the full set of invariances of the noiseless
order of possible and initial trajectories. We note the following:

e It is not a tight bound: At least in some MDPs, the order is invariant to additional
transformations.

e A slightly tigher lower bound can be achieved by establishing that <¢ can be derived
from <$: Consider, for a given trajectory £, the sequence of ‘prefix’ trajectory fragments
€0 ) ¢@  with each €™ comprising the first n transitions of £. By definition
G(&) = lim,_ G(£™), and so for each pair of trajectories &1, &, we have & <§ &, if
and only if €™ <¢ ¢l for infinitely many n. While this is not a practical method to
compute the trajectory order <¢ from the fragment order <¢, it counts as a derivation
in that it is sufficient to show that if a transformation does not change the fragment
order <, it cannot change the trajectory order < either. Therefore, in particular, <§

inherits invariance to ZPMTs in some MDPs from <$. This tightens the bound, at
least in some MDPs.

e The previous point does not imply that the trajectory order <¢ inherits the fragment
order <¢’s non-invariances. A case in point is that <¢ is invariant to k-initial potential
shaping and a mask of unreachable transitions, where <¢ is not (Theorem [3.3.11]).
It is not yet clear if there are MDPs where <$ is invariant to no ZPMTs other than
positive linear scaling, or even to not all ZPMTs, and there may be invariances of <§
that require new transformation classes to describe. However, Theorem [3.3.12| and this

remark give us enough information to confidently position <¢ in our partial order of
reward-derived objects (see Figure [3.1)).

Theorem 3.3.13. Given an MDP, ﬁ% determines R up to k-initial potential shaping, positive
linear scaling, and a mask of unreachable transitions.

Proof. 1t is clear that preferences between lotteries over a choice set are preserved by positive
affine transformations of the value (and no other transformations). In particular, the converse
is a consequence of the well-known VNM utility theorem [110]. The proof by Neumann and
Morgenstern [110] covers a finite number of outcomes, and the result also holds for an infinite
number of outcomes [see, e.g., |48].

Thus, our result is immediate from Lemmas [A.1.3] and [A.1.4] which together state that
these positive affine transformations of the return function correspond exactly to k-initial
potential shaping, positive linear scaling, and a mask of unreachable transitions. O
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A.2.5 Proofs for Section 3.3.3 Results

Theorem 3.3.14. Given an MDP, the set of optimal policies determines R up to optimality-
preserving transformations with O(s) = arg max, A.(s,a).

Proof. The set of all optimal policies determines a maximally supportive policy, for example
by constructing a policy that supports all actions supported by any policy in the set. Likewise,
a maximally supportive policy determines the set of optimal policies, namely as the set of
all policies whose support is a subset of the maximally supportive policy. Therefore, these
objects share precisely the same invariances. O

A.2.6 Proofs for Section [3.4] Results

Theorem 3.4.2. Consider an MDP (S, A, T, 1o, R1,7) and alternative transition dynamics
7' Given any function L : S x A — R, there exists a reward function Ry, produced from Ry
by S'-redistribution under 7, such that Eg (s [Ra(s,a,5")] = L(s,a) for all s,a such that
7(s,a) # 7'(s,a).

Proof. Per Definition that R, is produced from R; by S’-redistribution under 7 requires
that, for all s€ S and a € A,

ES’~T(s,a) [Rl(sa a, S/)] = ]ES’~T(s,a) [RQ(sa a, S/)] . <A7)
Let s € S and a € A be any state and action such that 7/(s, a) # 7(s,a). Let 7,4 and 7/, , be

7(s,a) and 7'(s,a) expressed as vectors, and let Rﬁls’a be the vector where ﬁlgi = Ri(s,a,s;).
The question is then if there is an analogous vector ﬁgs’a such that:

- - (A.8)
oo Rosa = L(5,0).

Since T, and o s,o differ and are valid probability distributions, they are linearly independent.
Therefore, the system of equations l} always has a solution for Ry, ,. Form the required
Rs as R; modified to have the values of ﬁgsa in these states where the transition function is

disturbed. n

Theorem 3.4.3. Given data sources X and Y, let (X,Y) denote the combined data source
formed from X and Y. If X and Y are incomparable, then (X,Y) < X and (X,Y) < Y.

Proof. Transformations that preserve (X,Y') necessarily preserve X, therefore

(X,Y) < X. But since X and Y are incomparable, there is some transformation that
preserves X and not Y. This transformation does not preserve (X, Y'). Therefore, (X,Y) < X.
Similarly, (X,Y) < Y. O

We note that the above result is also an elementary consequence of the lattice structure of
the partial order of partition refinement |2, §1.2.B], since the combined data source corresponds
to the meet of the original data sources.



APPENDIX A. DEFERRED CONTENT FROM CHAPTER@ 126

A.3 Other spaces of reward functions

Hitherto, we have assumed reward functions are members of S x A x § — R. That is, they
are deterministic functions of transitions depending on the state, action, and the successor
state. In this appendix, we discuss several alternative spaces of reward functions and their
implications for the invariance properties of various objects derived from the reward function.

A.3.1 Restricted-domain Reward Functions

It is common in both reinforcement learning and reward learning to consider less expressive
spaces of reward functions. In particular, the domain of the reward function is often restricted
to S or § x A. When modelling a task, the choice of reward function domain is usually a
formality: An MDP taking full advantage of the domain & x A x S has an “equivalent” MDP
with a restricted domain and some added auxiliary states [139, §17]. Conversely, reward
functions with restricted domains can be viewed as a special case of functions from & x A x S
where the functions are constant in the final argument(s). Restricting the domain can be an
appealing simplification when modelling a task, hence the popularity of these formulations.

When modelling a data source, this equivalence may not apply: We may not have access
to data regarding auxiliary states, so assuming a restricted domain effectively assumes the
latent reward is indeed constant with respect to the successor state (and possibly the action)
of each transition. This assumption may or may not be warranted.

If a restricted domain of § or § x A is preferred, then our invariance results can be
adapted in a straightforward manner. In general, since we are effectively considering a
subspace of candidate reward functions for transformations, ambiguity can only decrease. In
particular, these restrictions have two main consequences.

Firstly, the reward function transformation of S’-redistribution vanishes to the identity
transformation, since it allows variation only in the successor state argument of the reward
function, which is now impossible. This reduces the effective ambiguity of the ()-function and
all derivative objects. Notably, the Q-function uniquely identifies the reward function, and
Boltzmann policies have the same invariances as Boltzmann comparisons between trajectories.
Restricting the domain to S means the (state) value function for an arbitrary known policy
also uniquely identifies the reward function but doesn’t otherwise alter the invariances we
have explored.

Secondly, for most MDPs, the available potential-shaping transformations are restricted,
but not eliminated. The function added in a potential-shaping transformation (- ®(s") —®(s))
nominally depends on the successor state of the transition. Some transformed reward functions
may rely on this dependence, falling outside of the restricted domain. However, some non-zero
transformations will usually remain. For example, in a discounted MDP without terminal
states, a non-zero constant potential function ®(s) = k does not effectively depend on s,
and the reward transformation of adding v - ®(s') — ®(s) = (y — 1) - k to a reward function
does not introduce a dependence on s’. In general, the set of remaining potential-shaping
transformations will depend on the network structure of the MDP. At the extreme, in a
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deterministic MDP with state-action rewards, all potential-shaping transformations are
permitted, since a dependence on s’ can be satisfied by a.

A.3.2 Stochastic Reward Functions

Certain tasks are naturally modelled as providing rewards drawn stochastically from some
distribution upon each transition. An even more expressive space of reward functions than
we consider is the space of transition-conditional reward distributions[] Identifying the reward
function in this case is more challenging in general because the latent parameter contains a
full distribution of information for each input, rather than a single point. In the spirit of this
paper, we sketch a characterisation of this additional ambiguity.

A deterministic reward function can be viewed as the conditional expectation of a reward
distribution function. Taking the expectation of the reward distribution for each transition
introduces invariance, since the expectation operation is not injective (except in certain
restricted cases such as for parametric families of distributions that can be parametrised by
their mean). The invariance introduced is akin to S’-redistribution, but with an expectation
over the support of the reward distribution rather than the successor state of each transition.

In the extension of the RL formalism to account for stochastic rewards, this expectation
is effectively the first step in the derivation of each of the objects we have studied. Therefore,
all of these objects inherit this new invariance.

As a consequence, all data sources are effectively more ambiguous with respect to this new
latent parameter. For example, if optimal comparisons between trajectories are understood
to be performed based on the pairwise comparison of the expected return of each individual
trajectory, then these comparisons are also invariant to transformations of the reward
distributions that preserve their means.

Fortunately, much of reinforcement learning also focuses on expected return and reward in
application. Accordingly, most downstream tasks are tolerant to any ambiguity in the exact
distribution of stochastic rewards, beyond identifying the mean. Since this is the same kind
of ambiguity that is introduced by considering the latent parameter of reward learning as a
conditional distribution rather than a deterministic function, our results are still informative
for these situations.

A.3.3 Further Spaces and Future Work

For certain applications, including risk-sensitive RL where non-mean objectives are pur-
sued [107} /108, |38|, the distribution of stochastic rewards can be consequential. Moreover,
the introduction of stochastic rewards suggests considering data sources based on samples
rather than expectations, such as a data source of trajectory comparisons based on sampled
trajectory returns. Characterising the invariances of these objectives to transformations of
the reward distribution, and thereby their ambiguity tolerance, is left to future work.

*Of course, it’s also possible to consider reward to be distributed conditionally on only the state or
state-action components of a transition and not the full transition.
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In future extensions of this work to handle continuous MDPs, there will be an opportunity
to study the effect of restricting to various parametrised spaces of reward functions. For
example, it is common in reinforcement learning and reward learning to study MDPs with
reward functions that are linear in a feature vector associated with each transition. This kind
of restriction may reduce the available reward transformations compared to those available
to a non-parametric reward function in a similar manner to restricting the domain of a finite
reward function as discussed above.

The relaxation of the Markovian assumption also introduces a broader space of reward
functions and with it new dimensions for transformations and invariance. As one example
related to potential shaping, the non-Markovian additive transformations studied by Wiewiora,
Cottrell, and Elkan [172| will amount to new invariances of the optimal policy and other
related objects.
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Appendix B

Deferred content from Chapter

B.1 Approximation procedures

B.1.1 Sample-based approximation for EPIC distance

We approximate EPIC distance (definition by estimating Pearson distance on a set
of samples, canonicalizing the reward on-demand. Specifically, we sample a batch By of
Ny samples from the coverage distribution D, and a batch Bj; of N, samples from the
joint state and action distributions Ds x Dy4. For each (s, a,s’) € By, we approximate the

canonically shaped rewards (definition [4.2.2]) by taking the mean over Byy;:

Cpsps (R) (s,a,s') = R(s,a,s') + E[yR(s', A, S") — R(s, A, S") —vR(S,A,S")] (B.1)

~ R(s,a,s") + NL Z R(s',u,x) (B.2)
M (z,u)eBum
1
-5 > R(s,u,7) —c (B.3)
M (w,u)EBM

We drop the constant ¢ from the approximation since it does not affect the Pearson
distance; it can also be estimated in O(N3;) time by
c= NLJQW D) By 2w wyeBy 1@, u, 2'). Finally, we compute the Pearson distance between the

approximate canonically shaped rewards on the batch of samples By, yielding an O(Ny Nyy)
time algorithm.

B.1.2 Optimization-based approximation for NPEC distance

Dnprc(Ra, Rp) (section |4.3.2)) is defined as the infimum of L” distance over an infinite set
of equivalent reward functions R = R4. We approximate this using gradient descent on the
reward model

Ry cw(s,a,s) =exp(V)Ra(s,a,s) + c+yPyu(s") — Pu(s), (B.4)
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where v, c € R are scalar weights and w is a vector of weights parameterizing a deep neural
network ®,,. The constant ¢ € R is unnecessary if ®,, has a bias term, but its inclusion
simplifies the optimization problem.

We optimize v, ¢, w to minimize the mean of the cost

J(v,c,w)(s,a,s) = |Rycw(s,a,s), Rp(s,a,s)|" (B.5)
on samples (s,a, s’) from a coverage distribution D. Note
E(S,A,S/)'wD [J(Va G, w)(Sa A) Sl)]l/p = -DLP,'D(RV,C,'Lw RB) (B6)

upper bounds the true NPEC distance since R, .., = Ra.

We found empirically that v and ¢ need to be initialized close to their optimal values
for gradient descent to reliably converge. To resolve this problem, we initialize the affine
parameters to v < log A and ¢ found by:

argmin  E _(ARu(s,a,s') + ¢ — Rp(s,a,s))”. (B.7)

A>0,ceR $:a,8'~D

We use the active set method of Lawson and Hanson [87] to solve this constrained least-squares
problem. These initial affine parameters minimize the LP distance

DLP,'D(RV,C,O(Sa a, S/)v RB(Sa a, S/))

when p = 2 with the potential fixed at ®y(s) = 0.

B.1.3 Confidence Intervals

We report confidence intervals to help measure the degree of error introduced by the approxi-
mations. Since approximate distances may not be normally distributed, we use bootstrapping
to produce a distribution-free confidence interval. For EPIC, NPEC and Episode Return
(sometimes reported as regret rather than return), we compute independent approximate
distances or returns over different seeds, and then compute a bootstrapped confidence interval
for each seed. We use 30 seeds for EPIC, but only 9 seeds for computing Episode Return and
3 seeds for NPEC due to their greater computational requirements. In ERC, computing the
distance is very fast, so we instead apply bootstrapping to the collected episodes, computing
the ERC distance for each bootstrapped episode sample.

B.2 Experiments

B.2.1 Hyperparameters for Approximate Distances

Table summarizes the hyperparameters and distributions used to compute the distances
between reward functions. Most parameters are the same across all environments. We
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Table B.1: Summary of hyperparameters and distributions used in experiments. The uniform
random coverage distribution D,,;; samples states and actions uniformly at random, and
samples the next state from the transition dynamics. Random policy m.,; takes uniform
random actions. The synthetic expert policy 7* was trained with PPO on the ground-truth
reward. Mixture samples actions from either m,,; or 7*, switching between them at each
time step with probability 0.05. Warmstart Size is the size of the dataset used to compute
initialization parameters described in section [B.1.2] See Table for the policy training
hyperparameters.

Parameter Value In experiment

Random transitions D,,; GridWorld

PointMass, HalfCheetah
Hopper

PointMaze

Distribution D
Coverage Distribution Rollouts from my;

Tuni, 7 and Mixture

Bootstrap Samples 10000 All
Discount 0.99 All
EPIC

State Distribution Dg Marginalized from D All
Action Distribution D4  Marginalized from D All
Seeds 30 All
Samples Ny 32768 All
Mean Samples Ny, 32768 All
NPEC

Seeds 3 All
Total Time Steps 1 x 108 All
Optimizer Adam All
Learning Rate 1x1072 All
Batch Size 4096 All
Warmstart Size 16 386 All
Loss £ Uz, y) = (v —y)? All
ERC

Episodes 131072 All
Episode Return

Seeds 9 All
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use a coverage distribution of uniform random transitions Dy, in the simple GridWorld
environment with known deterministic dynamics. In other environments, the coverage
distribution is sampled from rollouts of a policy. We use a random policy m,; for PointMass,
HalfCheetah and Hopper in the hand-designed reward experiments (section . In
PointMaze, we compare three coverage distributions (section induced by rollouts of
Tuni, an expert policy 7* and a Mixture of the two policies, sampling actions from either
Tani OF 7% and switching between them with probability 0.05 per time step.

B.2.2 Training Learned Reward Models
For the experiments on learned reward functions (sections and [£.4.2), we trained

reward models using adversarial inverse reinforcement learning (AIRL) [49]), preference
comparison [33] and by regression onto the ground-truth reward [target method from
33, section 3.3]. For AIRL, we use an existing open-source implementation [170]. We
developed new implementations for preference comparison and regression, available at
https://github.com/HumanCompatibleAI/evaluating-rewards. We also use the RL al-
gorithm proximal policy optimization (PPO) [144]) on the ground-truth reward to train
expert policies to provide demonstrations for AIRL. We use 9 seeds, taking rollouts from the
seed with the highest ground-truth return.

Our hyperparameters for PPO in Table were based on the defaults in Stable Base-
lines [65]. We only modified the batch size and learning rate, and disabled value function
clipping to match the original PPO implementation.

Our AIRL hyperparameters in Table likewise match the defaults, except for increasing
the total number of timesteps to 10%. Due to the high variance of AIRL, we trained 5 seeds,
selecting the one with the highest ground-truth return. While this does introduce a positive
bias for our AIRL results, in spite of this AIRL performed worse in our tests than other
algorithms. Moreover, the goal in this paper is to evaluate distance metrics, not reward
learning algorithms.

For preference comparison we performed a sweep over batch size, trajectory length and
learning rate to decide on the hyperparameters in Table Total time steps was selected
once diminishing returns were observed in loss curves. The exact value of the regularization
weight was found to be unimportant, largely controlling the scale of the output at convergence.

Finally, for regression we performed a sweep over batch size, learning rate and total time
steps to decide on the hyperparameters in Table We found batch size and learning rate
to be relatively unimportant with many combinations performing well, but regression was
found to converge slowly but steadily requiring a relatively large 10 x 10° time steps for good
performance in our environments.

All algorithms are trained on synthetic data generated from the ground-truth reward
function. AIRL is provided with a large demonstration dataset of 100000 time steps from an
expert policy trained on the ground-truth reward (see Table . In preference comparison
and regression, each batch is sampled afresh from the coverage distribution specified in
Table and labeled according to the ground-truth reward.


https://github.com/HumanCompatibleAI/evaluating-rewards
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Table B.2: Hyperparameters for proximal policy optimization (PPO) [144]. We used the
implementation and default hyperparameters from Hill et al. [65]. PPO was used to train
expert policies on ground-truth reward and to optimize learned reward functions for evaluation.

Parameter Value In environment
Total Time Steps 1x10% Al
Seeds 9 All
Batch Size 4096 All
Discount 0.99 All
Entropy Coefficient 0.01 All
Learning Rate 3x107% Al
Value Function Coefficient 0.5 All
Gradient Clipping Threshold 0.5 All
Ratio Clipping Thrsehold 0.2 All
Lambda (GAE) 0.95 All
Minibatches 4 All
Optimization Epochs 4 All
Parallel Environments 8 All

Parameter Value
RL Algorithm PPO [144]
Total Time Steps 1000 000
Discount v 0.99
Demonstration Time Steps 100000
Generator Batch Size 2048
Discriminator Batch Size 50
Entropy Weight 1.0

Reward Function Architecture
Potential Function Architecture

MLP, two 32-unit hidden layers
MLP, two 32-unit hidden layers

Table B.3: Hyperparameters for adversarial inverse reinforcement learning (AIRL) used in
Wang, Gleave, and Toyer [170].
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Table B.4: Hyperparameters for preference comparison used in our implementation of
Christiano et al. [33].

Parameter Value Range Tested
Total Time Steps 5 x 10° [1,1 x 107]
Batch Size 10000 [500, 250 000]
Trajectory Length 5 [1,100]
Learning Rate 1072 [1074,1071]
Discount 7y 0.99

Reward Function Architecture MLP, 2 32-unit hidden layers
Output L2 Regularization Weight 10~*

Table B.5: Hyperparameters for regression used in our implementation of Christiano et al.
[33, target method from section 3.3|.

Parameter Value Range Tested
Total Time Steps 10 x 106 [1,20 x 109]
Batch Size 4096 [256, 16 384]
Learning Rate 2 x 1072 [1073,1071]
Discount -y 0.99

Reward Function Architecture MLP, two 32-unit hidden layers

B.2.3 Computing infrastructure

Experiments were conducted on a workstation (Intel 19-7920X CPU with 64 GB of RAM),
and a small number of r5.24xlarge AWS VM instances, with 48 CPU cores on an Intel
Skylake processor and 768 GB of RAM. It takes less than three weeks of compute on a single
r5.24xlarge instance to run all the experiments described in this paper.

B.2.4 Comparing hand-designed reward functions

We compute distances between hand-designed reward functions in four environments: GridWorld,
PointMass, HalfCheetah and Hopper. The reward functions for GridWorld are described
in Figure [B.I] and the distances are reported in Figure [B.2l We report the approximate
distances and confidence intervals between reward functions in the other environments in
Figures [B.3] [B.4] and [B.5]

We find the (approximate) EPIC distance closely matches our intuitions for similarity
between the reward functions. NPEC often produces similar results to EPIC, but unfortu-
nately is dogged by optimization error. This is particularly notable in higher-dimensional
environments like HalfCheetah and Hopper, where the NPEC distance often exceeds the
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theoretical upper bound of 1.0 and the confidence interval width is frequently larger than 0.2.

By contrast, ERC distance generally has a tight confidence interval, but systematically
fails in the presence of shaping. For example, it confidently assigns large distances between
equivalent reward pairs in PointMass such as S#{-D#{. However, ERC produces reasonable
results in HalfCheetah and Hopper where rewards are all similarly shaped. In fact, ERC
picks up on a detail in Hopper that EPIC misses: whereas EPIC assigns a distance of around
0.71 between all rewards of different types (running vs backflipping), ERC assigns lower
distances when the rewards are in the same direction (forward or backward). Given this,
ERC may be attractive in some circumstances, especially given the ease of implementation.
However, we would caution against using it in isolation due to the likelihood of misleading
results in the presence of shaping.

B.2.5 Comparing learned reward functions

Previously, we reported the mean approximate distance from a ground-truth reward of four
learned reward models in PointMaze (Table . Since these distances are approximate,
we report 95% lower and upper bounds computed via bootstrapping in Table We also
include the relative difference of the upper and lower bounds from the mean, finding the
relative difference to be fairly consistent across reward models for a given algorithm and
coverage distribution pair. The relative difference is less than 1% for all EPIC and ERC
distances. However, NPEC confidence intervals can be as wide as 50%: this is due to the
method’s high variance, and the small number of seeds we were able to run because of the
method’s computational expense.

B.2.6 Runtime of Distance Metrics

We report the empirical runtime for EPIC and baselines in Table [B.6] performing 25 pairwise
comparisons across 5 reward functions in PointMass. These comparisons were run on an
unloaded machine running Ubuntu 20.04 (kernel 5.4.0-52) with an Intel i9-7920X CPU and
64 GB of RAM. We report sequential runtimes: runtimes for all methods could be decreased
further by parallelizing across seeds. The algorithms were configured to use 8 parallel
environments for sampling. Inference and training took place on CPU. All methods used
the same TensorFlow configuration, parallelizing operations across threads both within and
between operations. We found GPUs offered no performance benefit in this setting, and in
some cases even increased runtime. This is due to the fixed cost of CPU-GPU communication,
and the relatively small size of the observations.

We find that in just 17 seconds EPIC can provide results with a 95% confidence interval
< 0.023, an order of magnitude tighter than NPEC running for over 8 hours. Training policies
for all learned rewards in this environment using PPO is comparatively slow, taking over 4
hours even with only 3 seeds. While ERC is relatively fast, it takes a large number of samples
to achieve tight confidence intervals. Moreover, since PointMass has stochastic initial states,
ERC can take on arbitrary values under shaping, as discussed in sections and [5.2]
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Figure B.1: Heatmaps of reward functions R(s,a,s’) for a 3 x 3 deterministic gridworld.
R(s,stay, s) is given by the central circle in cell s. R(s,a,s’) is given by the triangular wedge
in cell s adjacent to cell ' in direction a. Optimal action(s) (for infinite horizon, discount
v = 0.99) have bold labels against a hatched background. See Figure for the distance
between all reward pairs.
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Figure B.2: Distances (EPIC, top; NPEC, bottom) between hand-designed reward functions
for the 3 x 3 deterministic Gridworld environment. EPIC and NPEC produce similar results,
but EPIC more clearly discriminates between rewards whereas NPEC distance tends to
saturate. For example, the NPEC distance from Penalty to other rewards lies in the very
narrow [0.98,1.0] range, whereas EPIC uses the wider [0.66, 1.0] range. See Figure for
definitions of each reward. Distances are computed using tabular algorithms. We do not
report confidence intervals since these algorithms are deterministic and exact up to floating
point error.
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Distance Wall-Clock Environment Reward # of 95% CI Width

Metric Time Time Steps  Queries Seeds Max Mean
EPIC Quick 17s 8192 1.67 x 107 3 0.02304 0.008 60
EPIC 6738s 65 536 1.07 x 10° 30 0.00558 0.002 34
NPEC 29769 7.50 x 107 7.50 x 10" 3 0.31591  0.066 20
ERC 1376 6.55 x 108 6.55 x 105 — 0.01581 0.00533
RL (PPO)  14745s 7.50 x 107 7.50 x 107 3 — —

Table B.6: Time and resources taken by different metrics to perform 25 distance comparisons
on PointMass, and the confidence interval widths obtained (smaller is better). Methods
EPIC, NPEC and ERC correspond to Figures{4.2(a), (b) and (c) respectively. EPIC Quick is
an abbreviated version with fewer samples. RL (PPO) is estimated from the time taken using
PPO to train a single policy (16m:23s) until convergence (10° time steps). EPIC samples
Ny + Ny time steps from the environment and performs N,; Ny reward queries. In EPIC
Quick, Ny = Ny = 4096; in EPIC, Ny, = Ny = 302768. Other methods query the reward
once per environment time step.
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Figure B.3: Approximate distances between hand-designed reward functions in PointMass.
The coverage distribution D is sampled from rollouts of a policy m,,; taking actions uniformly
at random. Key: The agent has position x € R, velocity x € R, and can accelerate x € R,
producing future position 2’ € R. @ quadratic penalty on control #2, #f no control penalty.
S is Sparse(z) = 1[|z| < 0.05], D is shaped Dense(x,z’) = Sparse(z) + |2’| — |z|, while M is
Magnitude(x) = —|z|. Confidence Interval (CI): 95% CI computed by bootstraping over
10000 samples.
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Figure B.4: Approximate distances between hand-designed reward functions in HalfCheetah.
The coverage distribution D is sampled from rollouts of a policy m,,; taking actions uniformly
at random. Key: £ is a reward proportional to the change in center of mass and moving
forward is rewarded when £ to the right, and moving backward is rewarded when X to the
left. @' quadratic control penalty, #¢ no control penalty. Confidence Interval (CI): 95%
CI computed by bootstraping over 10 000 samples.
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Figure B.5: Approximate distances between hand-designed reward functions in Hopper. The
coverage distribution D is sampled from rollouts of a policy 7., taking actions uniformly
at random. Key: & is a reward proportional to the change in center of mass and % is the
backflip reward defined in Amodei, Christiano, and Ray , footnote|. Moving forward is
rewarded when £ or # is to the right, and moving backward is rewarded when i or ¥* is to
the left. @ quadratic control penalty, # no control penalty. Confidence Interval (CI):
95% CI computed by bootstraping over 10000 samples.
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Table B.7: Approximate distances of reward functions from the ground-truth (GT). We report
the 95% bootstrapped lower and upper bounds, the mean, and a 95% bound on the relative
error from the mean. Distances (1000x scale) use coverage distribution D from rollouts in
the PointMaze-Train environment of: a uniform random policy 7run;, an expert * and a
Mixture of these policies. Dg and D4 are computed by marginalizing D.

(a) 95% lower bound DYOW of approximate distance.

Reward 1000 x DEOW, 1000 x DfQW, 1000 x DES¥  Episode Return

Function 7, 7% Mix 7y 7 Mix  myy 7 Mix Train Test

GT 0.030.02 <0.01 0.021.43 <0.01 0.000.00 0.00 —4.46 —5.82
Regress  35.533.626.0 1.2238.8 0.33 9.9490.2 242 47 —5.63
Pref 68.3100 56.6  7.0212399.25 247358 19.5 526  —4.88
AIRL SO 570 519 402 734 1645 424 o047 521 238 =273 =227
AIRL SA 774 930 894 956 723 952 802 720 963  —29.9 —28

Mirage 3.490.02 381 0.174.03 481 25.8 <0.01162 —284  —26.2
(b) Mean approximate distance D. Results are the same as Table

Reward 1000 x BEPIC 1000 x ENPEC 1000 x EERC Episode Return

Function 7, 7 Mix myy 7 Mix myy 7 Mix Train Test

GT 0.06 0.050.04 0.04 3.17 0.01 0.000.00 0.00 -5.19 —6.59
Regress  35.833.726.1 142 38.9 0.35 9.9990.7 243 —5.47 —6.3
Pref 68.7100 56.8 &8.51 13339.74 249360 19.6 —557 —5.04
AIRL SO 572 520 404 817 2706488 549 523 240 273  —22.7
AIRL SA 776 930 894 1067 2040 1039 803 722 964 —30.7 -29

Mirage 17.00.056397  0.68 6.30 597 35.3 <0.01166 —30.4 —29.1
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(c) 95% upper bound DYP of approximate distance.
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Reward 1000 x DgE . 1000 x DYpoc

1000 x DYF_

Episode Return

Function 7wy, 7 Mix 7y 7 Mix 7wy 7 Mix Train Test
GT 0.090.070.07 0.06 6.14 0.01 <0.01 <0.01 <0.01 —-6.04 —7.14
Regress 36.133.726.2 153 39.1 0.37 10.0 91.2 2.44 —-6.26 —6.83
Pref 69.1 101 57.1 10.0 143210.1 25.2 361 19.7 -5.9 —5.22
AIRL SO 574 520 407 982 3984 532 551 526 242 -27.3 =228
ATIRL SA 779 930 895 1241 4378 1124 805 724 964 —31.7 —29.8
Mirage 35.20.09 414 1.66 10.8 821 454 <0.01171 -32 -31.4

(d) Relative 95% confidence interval DRFL = ’max (

Upper 1.1 = Lower
Mean ’ Mean

with 95% probability.

mean is contained within + DRELY% of the sample mean in Table

Reward DEEL % DREnc% DREL% Episode Return
Function my; 7% Mix my; 7 Mix mgy #F Mix Train Test

GT 50.0 62.5 80.0 61.894.029.7 inf inf inf 0.16 0.12
Regress 0.810.140.40 14.20.427.48 0.530.550.57 0.14 0.11
Pref 0.610.140.44 17.57.495.02 0.900.48 0.48 0.06 0.04
AIRL SO 0.380.080.67 20.247.213.2 0.340.400.69 <0.01 <0.01
AIRL SA 0.350.020.08 16.3115 8.42 0.230.26 0.04 0.03 0.04
Mirage 108 65.54.17 142 70.937.5 28.50.55 2.66 0.07 0.10

in percent. The population
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Table B.8: Approximate distances of reward functions from the ground-truth (GT) under
pathological coverage distributions. We report the 95% bootstrapped lower and upper bounds,
the mean, and a 95% bound on the relative error from the mean. Distances (1000x scale)
use four different coverage distributions D. o independently samples states, actions and next
states from the marginal distributions of rollouts from the uniform random policy m.,; in
the PointMaze-Train environment. Ind independently samples the components of states
and next states from N(0, 1), and actions from U[—1,1]. Jail consists of rollouts of
restricted to a small 0.09 x 0.09 “jail” square that excludes the goal state 0.5 distance away.
Thaq are rollouts in PointMaze-Train of a policy that goes to the corner opposite the goal
state. o and Ind are not supported by ERC since they do not produce complete episodes.

(a) 95% lower bound DYOW of approximate distance.

Reward 1000 x DEOW. 1000 x DLOW. 1000 x DLOW

Function o Ind Jail wnh,g o Ind Jail mwp.q Jail  mpag

Regress 127 398 705 205 87.6 590 2433 898 809 456
Pref 146 433 462 349 974 632 661 221 372 332
AIRL SO 570 541 712 710 697 821 957 621 751 543
AIRL SA 768 628 558 669 720 960 940 2355 428 753

Mirage 9.22 0.03 <0.01 0.02 0.41 0.05 11.2 31.3 <0.01 0.02
(b) Mean approximate distance D. Results are the same as Table

Reward 1000 x 1_)EPIC 1000 x 1_)NPEC 1000 XEERC

Function o Ind Jail w,q o Ind Jail m,,q Jail 7paq

Regress 128 398 705 206 97.2 591 2549 921 810 458
Pref 147 433 463 349 117 633 683 237 374 333
AIRL SO 573 541 713 710 826 823 988 852 753 545
AIRL SA 771 628 558 669 859 962 964 2694 430 754

Mirage 42.4 0.06 0.03 0.05 1.41 0.25 18.3 39 <0.01 0.02
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(c) 95% upper bound DU of approximate distance.

Reward 1000 x DZE. 1000 x DPpc 1000x D
Function o Ind Jail g o Ind Jail mp.q Jail mpag
Regress 129 398 706 206 106 593 2654 948 812 460
Pref 148 433 464 349 132 635 705 265 376 335
AIRL SO 576 541 713 710 939 825 1047 1021 755 547
ATIRL SA 774 628 559 669 1015 963 981 3012 432 756
Mirage 85.9 0.09 0.05 0.09 3.25 0.46 28.6 45.3 <0.01 0.02

(d) Relative 95% confidence interval DREL = ‘max (Upper —1,1 — Lower

‘ in percent. The population

Mean Mean

mean is contained within +DRELY% of the sample mean in Table [B.8b| with 95% probability.

Reward DS % DREnc% DREL%
Function o Ind Jail mpaq o Ind Jail mp.q Jail mpag
Regress 0.79 0.01 0.08 0.06 9.81 0.24 4.54 2.89 0.18 0.42
Pref 0.76 <0.01 0.16 0.07 16.9 0.35 3.35 11.7 0.47 0.48
ATIRL SO 0.48 <0.01 0.07 0.02 15.6 0.28 6.01 27.1 0.23 0.38
AIRL SA 0.38 <0.01 0.13 0.03 18.2 0.22 2.47 12.6 0.45 0.23
Mirage 103 50 80 83.3 131 85.4 56.4 19.7 0.54 0.55
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(a) Comparisons of Regress using all distance algorithms.

EPIC NPEC ERC RL Train RL Test

1.0 - 30
8 -
g 20
Rz 0.5 qu
arw F10

0.0 +— ; T T T —F 0

0 20 40 60 30 100

Pref Training Progress (%)
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(d) Comparisons of AIRL SA using all distance algorithms.

Figure B.6: Distance of reward checkpoints from the ground-truth in PointMaze and policy
regret for reward checkpoints during reward model training. Each point evaluates a reward
function checkpoint from a single seed. EPIC, NPEC and ERC distance use the Mixture
distribution. Regret is computed by running RL on the checkpoint. The shaded region
represents the bootstrapped 95% confidence interval for the distance or regret at that
checkpoint, calculated following Section [B.1.3|
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(d) Comparisons using Episode Return on all reward models.

Figure B.7: Distance of

reward checkpoints from the ground-truth in PointMaze and policy

regret for reward checkpoints during reward model training. Each point evaluates a reward
function checkpoint from a single seed. EPIC, NPEC and ERC distance use the Mixture

distribution. Regret is

computed by running RL on the checkpoint. The shaded region

represents the bootstrapped 95% confidence interval for the distance or regret at that
checkpoint, calculated following Section [B.1.3]



APPENDIX B. DEFERRED CONTENT FROM CHAPTER 147

B.3 Proofs

B.3.1 Equivalent-Policy Invariant Comparison (EPIC)
pseudometric

Proposition 4.2.3 (The Canonically Shaped Reward is Invariant to Shaping). Let R :
Sx A xS — R be areward function and ® : S — R a potential function. Let vy € [0,1] be a
discount rate, and Ds € A(S) and Dy € A(A) be distributions over states and actions. Let
R’ denote R shaped by ®: R'(s,a,s’) = R(s,a,s") +yP(s') — ®(s). Then the canonically
shaped R' and R are equal: Cpgp, (R') = Cpgp, (R).

Proof. Let s,a,s' € Sx A xS. Then by substituting in the definition of R’ and using linearity
of expectations:

Cpsp, (R)(s,a,s") = R'(s,a,s') + E[yR'(s',A,S8") — R'(s, A, S") —vR'(S, A, 5")] (B.8)
= (R(s,a,s) +y®(s") — ®(s)) (B.9)

+E [’yR(s/, A, S+ 72(S") — 'yCD(s’)]

—E[R(s, A, 5) +7@(5) — @(s)]

~E[yR(S,4,8) +7*0(5") = 12(5)]

= R(s,a,s') + E[yR(s',A,S") — R(s,A,S") —vR(S,A,S")] (B.10)

+ (v2(s') — @(s)) — E[v2(s") — @(s)]

E[12®(5') — y®(S")] — E[y*®(S") — 7®(9)]
= R(s,a,s') + E[yR(s',A,5") — R(s,A,S") —vR(S,A,S")] (B.11)
Cpsp, (R) (s,a,s), (B.12)

>

where the penultimate step uses E[®(S")] = E[®(.5)] since S and S’ are identically distributed.
0

Proposition 4.2.4. Let S and A be finite, with |S| = 2. Let Ds € A(S) and D e A(A).
Let R, v: S x A xS — R be reward functions, with v(s,a,s’) = M|(s,a,s") = (z,u,z’)],
ANeR, z,2" €S, andue A. Let Op,p,(R)(s,a,s) = Cpgp, (R)(s,a,8') — R(s,a,s).
Then,

|®psp4(R+v) = Ppgp,(R)|, = A1+ 7Ds(x)) Dal(u)Ds(z'). (4.2)
Proof. Observe that:
Ppsp,(R)(s,a,8") =E[vR(s',A,S) — R(s,A,S") —yR(S, A, S)], (B.13)

where S and S’ are random variables independently sampled from Dgs, and A independently
sampled from D 4.
Then:

(I)DS,DA (R + V) - (I)DS,DA (R) = CDD&DA (V> (B'14>
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Now:
LHS = |®pg p, (R +v) — Ppsp, (R)|, (B.15)
= max E[yv(s', A, S) —v(s, A, S) —yv(S, A, S| (B.16)
= max |A (7I[z = s'[Da(u)Ds(2") (B.17)
~ [ = sJDA(u)Ds(s’) — +Ds ) D (w)Ds (o)) (5.15)
= max IAD4(u)Ds(x') (HI[x = '] — [z = s] — vDs(z))] (B.19)
= A (1 +vDs(x)) Da(u)Ds(z'), (B.20)
where the final step follows by substituting s = z and s’ # x (using |S| > 2). O

Lemma 4.2.6. The Pearson distance D, is a pseudometric. Moreover, let a,b € (0,0),
c,d € R, and X,Y be random variables. Then it follows that 0 < D,(aX + ¢, bY +d) =
D,(X,Y)<1.

Proof. For a non-constant random variable V| define a standardized (zero mean and unit
variance) version:

V —E[V]

\/IEVIE D7

The Pearson correlation coefficient on random variables A and B is equal to the expected
product of these standardized random variables:

(B.21)

p(A,B) = E[Z(A)Z(B)]. (B.22)

Let W, X, Y be random variables.

Identity. Have p(X, X) =1, so D,(X,X) = 0.

Symmetry. Have p(X,Y) = p(Y, X) by commutativity of multiplication, so D,(X,Y) =
D, (Y, X).

Triangle Inequality. For any random variables A, B:

E[(Z(A) - Z(B))Q] E|[Z(A) -22(A)Z(B) + Z(B)?] (B.23)
E[Z(A)?] +E[Z(B)*] - 2E[Z(A)Z(B)] (B.24)

—=2-2E[Z(A)Z(B)] (B.25)

2(1=p(A, B)) (B.26)

— 4D,(A, B)>. (B.27)
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So:
AD,(W,Y)? =E[(Z(W) - Z(Y)) (B.28)
=E[(Z(W) - Z(X)+ Z(X) - Z(Y))’] (B.29)
=E[(Z(W) - Z2(X))’] + E[(Z2(X) - Z(Y))’] (B.30)
+2E[(Z(W) — Z(X)) (Z(X) = Z(Y))]

= 4D, (W, X)* +4D,(X,Y)* + 8E[(Z(W) — Z(X)) (Z(X) — Z(Y))]. (B.31)
Since (A, B) = E[AB] is an inner product over R, it follows by the Cauchy-Schwarz inequality
that E[AB] < \/W So:
D,(W,Y)2 < D,(W,X)?+ D,(X,Y)? + 2D,(W, X)D,(X,Y) (B.32)
— (D,(W.X) + D,(X.Y))". (B.33)
Taking the square root of both sides:
D,W,Y)<D,(W,X)+ D,(X,Y), (B.34)

as required.

Positive Affine Invariant and Bounded D,(aX +¢,bY +d) = D,(X,Y) is immediate
from p(X,Y’) invariant to positive affine transformations. Have —1 < p(X,Y) < 1, so
0<1-p(X,Y)<2thus 0< D,(X,Y) < 1. O

Theorem 4.2.8. The Equivalent-Policy Invariant Comparison distance is a pseudometric.

Proof. The result follows from D, being a pseudometric. Let Ry, Rp and R¢ be reward
functions mapping from transitions S x A x S to real numbers R.
Identity. Have:

Dgpic(Ra, Ra) = D, (Cpgp, (Ra) (S, A,S"),Cpgp, (Ra) (S,A,8)) =0, (B.35)

since D,(X, X) = 0.
Symmetry. Have:

DEPIC(RA7 RB) = Dp (CDS,DA (RA) (Su A7 Sl)? C'DS,DA (RB) (S7A7 S/)) (B36)
= DP (CDS,DA (RB) (Sv Av S,), CDS,DA (RA) (57 A7 S/)) (B37)
= Depic(R5, Ra), (B.38)

since D,(X,Y) = D,(Y, X).
Triangle Inequality. Have:

Dgpic(Ra, Re) = D, (Cpgp, (Ra) (S, A4,5"),Cpgp, (Re) (S, A, ) (B.39)
< D, (Cpgp, (Ra)(S,A,S"),Cpsp, (Re) (S, A,S5)) (B.40)
+ D, (Cpsp, (Rp) (S, A4,5"),Cpsp, (Re) (S, A, 5)) (B.41)
= Dgpic(Ra, Rp) + Depic(R3, Re), (B.42)

since D,(X,Z) < D,(X,Y)+ D,(Y, Z). 0
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Theorem 4.2.9. Let Ry, R, R, Rz : S x A xS — R be reward functions such that
R;l = RA and RIB = RB. Then 0 < DEPIC( Q,RIB) = DEplc(RA, RB) < 1.

Proof. Since Dgpic is defined in terms of D, the bounds 0 < Dgpic (R, R) and Dgpic(Ra, Rp) <
1 are immediate from the bounds in lemma [£.2.6
Since Ry = R4 and Ry = Rp, we can write for X € {A, B}:

Rx(s,a,s") = A\xRx(s,a,s), (B.43)
R (s,a,s") = Rx(s,a,8) + yPx(s') — x(s), (B.44)

for some scaling factor Ax > 0 and potential function &y : S — R.

By proposition 4.2.3;
Cps,pa (Rx) = Cpsp, (Rx) - (B.45)

Moreover, since Cpgp, (R) is defined as an expectation over R and expectations are linear:

C(DS’D.A (R;\() = )\XC'Ds,DA (RX) . (B46)

Unrolling the definition of Dgpic and applying this result gives:

DEPIC( 147 R/B) = Dp (CDS7DA (R;l) (Sv A? S/), CDS>DA (R/B) (Sv A> Sl)) (B'47)
=D, (MCpgp, (Ra) (S, A,5),\sCpsp, (RE) (S, A,S5)) egs.[B45 and [B-46]
=D, (Cpgp, (Ra) (S, A,5),Cpgp, (Rp) (S, 4,5") lemma, [4.2.6]
= Dgpic(Ra, Rp). O

B.3.2 Nearest Point in Equivalence Class (NPEC) premetric

Proposition B.3.1. (1) Dy» p is a metric in L? space, where functions f and g are identified
if they agree almost everywhere on D. (2) Drv»p is a pseudometric if functions are identified
only if they agree at all points.

Proof. (1) Drrp is a metric in the LP space since L” is a norm in the LP space, and
d(xz,y) = ||z —y| is always a metric. (2) As f = g at all points implies f = ¢ almost
everywhere, certainly Di» p(R, R) = 0. Symmetry and triangle inequality do not depend on
identity so still hold. O

Proposition B.3.2 (Properties of D{ppc). Let Ra, Rp, Rc : S x A x S — R be bounded
reward functions, and X = 0. Then DSpgpc:

e Is invariant under = in source:
D%PEC(RAaRC) = Dngc(RB,Rc) Zf R4, = Rgp.

e Invariant under scale-preserving = in target:
DgPEC<RA7 RB) = DgPEC(Rz‘b Rc) Zf RB — RC = Zero.
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e Scalable in target:
DgPEC(RAa ARp) = >‘D1L\I]PEC(RA7 Rp).

e Bounded:
Dll\I]PEC(RA7 RB) < Dll\]]pEc(ZerO7 RB)

Proof. We will show each case in turn.
Invariance under = in source

If RA = RB, then:

Dypgc(Ra, Re) = Riznng Di»p(R, Re) (B.48)
= nf Dr»p(R, Re) (B.49)
=hp
= D{prc(RB, Re), (B.50)
(B.51)

since R = R, if and only if R = Rp as = is an equivalence relation.

Invariance under scale-preserving = in target

If Rg — Rc = Zero, then we can write Rp(s,a,s’) — Ro(s,a,s") = y®(s") — ®(s) for some
potential function ® : S — R. Define f(R)(s,a,s’) = R(s,a,s") —yP(s') + ®(s). Then for
any reward function R: S x A xS — R:

s,a,8'~D

1/p
DLP,’D(R7RB) = < E I:‘R(S,CL,S/) - RB(‘S?a’ S/)’p]>

1/p
- ( E [|R(s,a,s") = (Rc(s,a,s") +y(s') — <I>(s))|p])

s,a,8'~D

1/p
= ( E [l(R(S, a, S/) — ’Y(I)(S/) + ®(s)) — Re(s,a, S/)‘p])

s,a,8'~D

:( E [|f(R)(S’a’SI)_RC(S,a,s’)‘p]>l/p

s,a,8'~D
= DLp’D(f(R),Rc), (B52)

Crucially, note f(R) is a bijection on the equivalence class [R]. Now, substituting this into
the expression for the NPEC premetric:

D{ppc(Ra, Rp) = RiEn}EA Di»p(R, Rp)

= inf Dirp(f(R),Rc) eq.

= f(}%?szA Di»p(f(R), Re) f bijection on [R]

= inf D p(R, Re) f bijection on [R]
R=RA

= Dippc(Ra, Re). (B.53)
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Scalable in target
First, note that Dy, p is absolutely scalable in both arguments:

1/p
D p(ARA, ARp) = ( D[|)\RA(S a,s’) — )\RB(s,a,s’)|p]>
1/p
= ( ) D[|)\|p|RA(s a,s’) — RB(s,a,s/)|p]) |-| absolutely scalable
1/p
- <|)\|p E - [|Ra(s,a,s") — RB(s,a,s')|p]) E linear

1/p
= (B [IRats. 0.5 = Ra(s.a ]
= |)\|DL;77D(RA,RB).

Now, for A > 0, applying this to D{pg:

DNpgo(Ra, ARp) = inf Dppp(R, ARp)
=Ra
= Rlznbf.’,A Drrp(AR,A\Rp) R=MR
= Jnf ADur (R, i)
=Ra

=\ inf Dprp(R,RB)
RERA
= )‘DIT\JIPEC(RAa RB)-
In the case A = 0, then:

DRpro(Ra, Zero) = RiEfléA Di»p(R, Zero)

Il

N —

= inf DLPD<%R,Zero) R

R=R,x

. 1
= Rlznng §DLP,D(R7 Zero)

1
= 5 _Hf DLp’D(R Zero)
1

Rearranging, we have:
Dippo(Ra, Zero) = 0.

Bounded

152

(B.61)
(B.62)
(B.63)

(B.64)

(B.65)
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Let d = Dyprc(Zero, Rg). Then for any € > 0, there exists some potential function

® : S — R such that the L? distance of the potential shaping R(s,a,s’) = y®(s) —

from Rp satisfies:
DLpg)(R, RB) <d+e

Let A € [0,1]. Define:
R\(s,a,s') = ARa(s,a,s’) + R(s,a,s).

Now:

1/p
Do p( ( D [|RA\(s,a,s") — R(s,a,s')|p]>

1/p
— (sas~D |IARA(s,a,s)| ]>

1/p
AP E ]RA(S a,s)| ])

s,a,s'~D

1/p
= |\l <sas’ D[|RA(5 a,s)| ]>
= |A|Drr p(Ra, Zero).

/N

Since Ry is bounded, Dr» p(Ra,Zero) must be finite, so:

)\hm DLp D( //\,R> = 0.

It follows that for any € > 0 there exists some A > 0 such that:
DLP’D(RI)\, R) < e

Note that R4 = R}, for all A > 0. So:

Dnpec(Ra, Rg) < Di» p(R), RB)
< Dy p(R),R) + D» (R, Rp) prop. [B:3.1]
<e+(d+e) eq. [B.66) and eq. [B.74]
=d + 2e.

Since € > 0 can be made arbitrarily small, it follows:
Dnpec(Ra, Rg) < d = Dyprc(Zero, Rp),

completing the proof.

d(s)

(B.66)

(B.67)

(B.68)
(B.69)
(B.70)

(B.71)

(B.72)

(B.73)
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Theorem 4.3.4. Dypgc is a premetric on the space of bounded reward functions. Moreover,
let Ry4,RA',Rg,Rg’' : S x A xS — R be bounded reward functions such that Ry = R4’ and
Rp = RB,. Then 0 < DNPEC(RA,, RB,) = DNpEc(RA,RB) < 1.

Proof. We will first prove Dypgc is a premetric, and then prove it is invariant and bounded.

Premetric

First, we will show that Dypgc is a premetric.

Respects identity: Dyppc(Ra, Ra) =0

If D{ppc(Zero, R4) = 0 then Dxprc(Ra, Ra) = 0 as required. Suppose from now on that
Dippc(Ra, Ra) # 0. It follows from prop that Di» p(Ra, Ra) = 0. Since X = X, 0 is
an upper bound for D{pp(Ra, R4). By prop Dy p is non-negative, so this is also a
lower bound for D{ppc(Ra, Ra). So DSppc(Ra, Ra) = 0 and:

DXppc(Ra, Ra) 0
D{ppc(Zero,Ry)  DYppo(Zero, Ra)

Well-deﬁned: DNpEc(RA, RB) =0

By prop , it follows that Dy» p(R, Rg) = 0 for all reward functions R : S x A x S.
Thus 0 is a lower bound for {Dr» p(R, Rp) | R : S x A x S}, and thus certainly a lower bound
for {D»p(R,Y) | R = X} for any reward function X. Since the infimum is the greatest
lower bound, it follows that for any reward function X:

Dxpec(Ra, Ra) = = 0. (B.80)

D{ppc(X, Rp) = ég( Di»p(R,Rg) = 0. (B.81)

In the case that D{ppo(Zero, Rp) = 0, then Dyprc(Ra, Rg) = 0 which is non-negative.
From now on, suppose that D{pp(Zero, Rg) # 0. The quotient of a non-negative value with
a positive value is non-negative, so:

DII\JIPEC (RA> RB)
D{\I]PEC(Zero, Rp)

DNpEc(RA, RB) = = 0. (B82)
Invariant and Bounded
Since Rz = Rp, we have R’y — ARp = Zero for some A > 0. By proposition D{prc
is invariant under scale-preserving = in target and scalable in target. That is, for any reward
R:
DgPEC(Rv RIB) = DII\JIPEC(R>)‘RB) = AD%PE(J(Ra Rp). (B.83)

In particular, D¥ppo(Zero, Rp') = AD¥ppc(Zero, Rg). As A > 0, it follows that
D{ppc(Zero, Rp') = 0 <= DYppe(Zero, Rp) = 0.
Suppose D{pgpc(Zero, Rg) = 0. Then Dyprc(R, Rg) = 0 = Dyprc(R, Rp’) for any
reward R, so the result trivially holds. From now on, suppose DYppc(Zero, Rg) # 0.
By proposition [B.3.2] D{ppc is invariant to = in source. That is, D{ppc(Ra, RB)
= D{ppc(RYy, Rp), so:
DgPEC( w Bs) Dll\I]PEC(thRB)

neec(Ry, Rp) DU.o(Zero, Ry)  DUpeo(Zero, Rp) npec(Ra, Rp) (B.84)
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By eq. (B.83):

ADYpso(Ra, Rs)  DYoro(Ra, Ra)
D R Rl _ NPEC ) _ NPEC 9 _ D R R ) B85
werc(fa, p) ADYppo(Zero, Rg)  DYppc(Zero, Rp) weec(fa, Rp) ( )

Since Dypgc is a premetric it is non-negative. By the boundedness property of proposi-
tion [B.3.2) D¥ppc(R, Rp) < D¥ppc(Zero, Rp), so:

D{ppc(Ra, Rp)
D R _ NPEC )
xpec(Ra, Rp) Dppc(Zero, Rp)

<1, (B.86)

which completes the proof. O]
Note when Dp» p is a metric, then Dypgrc(X,Y) =0 if and only if X =Y.
Proposition B.3.3. Dypgrc is not symmetric in the undiscounted case.

Proof. We will provide a counterexample showing that Dypgc is not symmetric.

Choose the state space S to be binary {0, 1} and the actions A to be the singleton {0}.
Choose the coverage distribution D to be uniform on s % s for s € S. Take v =1, ie.
undiscounted. Note that as the successor state is always the same as the start state, potential
shaping has no effect on Dp» p, so WLOG we will assume potential shaping is always zero.

Now, take R4(s) = 2s and Rp(s) = 1. Take p = 1 for the L? distance. Observe that
Dipp(Zero, Ra) = 5 (/0| +]2|) = 1 and Dy» p(Zero, Rp) = 1 (|1] + |1]) = 1. Since potential
shaping has no effect, D{pp(Zero, R) = Dr» p(Zero, R) and so Dyprc(Zero, R4) = 1 and
DNpEc(ZerO,RB) = 1.

Now:
DXprc(Ra, Rp) = nf Dy p(ARa, Rp) (B.87)
.1
=;255(11\+|2A—1|) (B.88)
1
=35 B.89
> (B.89)

with the infimum attained at \ = % But:

DXprc(Re; Ra) = inf Drrp(ARE, Ra) (B.90)
1
= inf 5 f(A) (B.91)
1.
= 5 nf f(), (B.92)

where:

FA) =N +]12=A, A>0. (B.93)
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Note that:
2 Ae (0,2,

) = B.94
f {2)\—2 A€ (2,0). ( )

So f(A) = 2 on all of its domain, thus:
Dippc(Rp, Ra) = 1. (B.95)

Consequently:
1

Dxpec(Ra, Rp) = 37 1 = Dnpec(Rs, Ra), (B.96)
so Dypgc is not symmetric. O

B.3.3 Full Normalization Variant of EPIC

Previously, we used the Pearson distance D, to compare the canonicalized rewards. Pearson
distance is naturally invariant to scaling. An alternative is to explicitly normalize the
canonicalized rewards, and then compare them using any metric over functions.

Definition B.3.4 (Normalized Reward). Let R : S x A x § — R be a bounded reward
function. Let ||-|| be a norm on the vector space of reward functions over the real field. Then
the normalized R is:

R(s,a,s)

RN(s,a,s) = 1]

(B.97)

Note that (AR)™ = RN for any A > 0 as norms are absolutely homogeneous.
We say a reward is standardized if it has been canonicalized and then normalized.

Definition B.3.5 (Standardized Reward). Let R : S x A x § — R be a bounded reward
function. Then the standardized R is:

RS = (Cpsp, (R)". (B.983)

Now, we can define a pseudometric based on the direct distance between the standardized
rewards.

Definition B.3.6 (Direct Distance Standardized Reward). Let D be some coverage dis-
tribution over transitions s - s'. Let Ds and D4 be some distributions over states S
and A respectively. Let S, A, S’ be random variables jointly sampled from D. The Direct
Distance Standardized Reward pseudometric between two reward functions R4 and Rpg is the
LP distance between their standardized versions over D:

1
Dppsr(Ra, Rp) = §DLP,D (RA(S, A, 8", R%(S, A, 5)), (B.99)

where the normalization step, R, uses the L? norm.
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For brevity, we omit the proof that Dppgg is a pseudometric, but this follows from Dy» p
being a pseudometric in a similar fashion to theorem [4.2.8] Note it additionally is invariant
to equivalence classes, similarly to EPIC.

Theorem B.3.7. Let R4, R4, Rp and Rg' be reward functions mapping from transitions
S x A x S to real numbers R such that Ry = R4’ and Rg = Rp’. Then:

0 < Dppsr (4, R) = Dopsr(Ra, Rp) < 1. (B.100)

Proof. The invariance under the equivalence class follows from R® being invariant to potential
shaping and scale in R. The non-negativity follows from Dp» p being a pseudometric. The
upper bound follows from the rewards being normalized to norm 1 and the triangle inequality:

1
Dppsr(Ra, Rp) = —HRS — R3| (B.101)
< LEsH+ 1) (B102)
1
=51+ (B.103)
1. -

Since both DDSR and EPIC are pseudometrics and invariant on equivalent rewards, it is
interesting to consider the connection between them. In fact, under the L? norm, then DDSR
recovers EPIC. First, we will show that canonical shaping centers the reward functions.

Lemma B.3.8 (The Canonically Shaped Reward is Mean Zero). Let R be a reward function
mapping from transitions S x A x S to real numbers R. Then:

E [CDS,DA (R) (S, A, Sl)] =0, (B.104)
where S, S" are random variables sampled from Ds and A is sampled from D 4.

Proof. Let X, U and X’ be random variables that are independent of S, A and S’ but
identically distributed.

LHS = E [Cpsp, (R) (S, A,5")] ( )
[R(S, A, S +yR(S",U,X") — R(S,U, X") — vyR(X, U, X")] ( )
=E[R(S,A4,5)] +E[R(S, U, XN —E[R(S, U, X")] —vE[R(X,U,X")] (B.107)
—E[R(S,U, X"+ E[R(X,U,X")] —E[R(S,U,X")] —1E[R(X,U, X")] ( )

=0, ( )

where the penultimate step follows since A is identically distributed to U, and S’ is identically
distributed to X’ and therefore to X. H
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Theorem B.3.9. Dppsg with p = 2 is equivalent to Dgpic when the canonicalization
distribution D is equal to the coverage distribution Ds x D4 x Ds. Let Ry and Rp be reward
functions mapping from transitions S x A x S to real numbers R. Then:

Dppsr(Ra, Rp) = Depic(Ra, Rp). (B.110)

Proof. Recall from the proof of lemma that:

D,(U,V) = \E[(Z(U) - 2(V))] (B.111)
= 12w) - 2], (B.112)

where ||-||2 is the L? norm with respect to the coverage distribution D (treating the random
variables as functions on a measure space), E[-] is an expectation over D, and Z(U),Z (V)
are random variables centered (zero-mean) and rescaled (unit variance) with respect to
D. By lemma [B.3.8, the canonically shaped reward functions are centered under the
canonicalization distribution Ds x D4 x Dgs. By our assumption that the canonicalization
and coverage distributions are equal, canonically shaped reward functions are also centered
on the coverage distribution. Normalization by the L? norm also ensures they have unit
variance. Consequently:

Dupic(Ra, Rs) = D, (Cogpy (Ra) (S, A, ), Cpes () (5. A, ) (B.113)
=L (Cosma (R)(S.A4,5))" = (Cogmy () (5,4,8) " (B114)

= S IR(5.4,8) — By, 4,9, (B.115)

_ ;DLPD (R$(5. A, '), RS(S, A, 5) (B.116)

= Dppsr(Ra, RB), (B.117)

completing the proof. 0

B.4 Regret bound

In this section, we derive an upper bound on the regret in terms of the EPIC distance.
Specifically, given two reward functions R4 and Rp with optimal policies 7% and 7%, we
show that the regret (under reward R,) of using policy 7} instead of a policy 7% is bounded
by a function of Dgpic(Ra, Rp). First, in section we derive a bound for MDPs with
finite state and action spaces. In section we then present an alternative bound for MDPs
with arbitrary state and action spaces and Lipschitz reward functions. Finally, in section
we show that in both cases the regret tends to 0 as Dgpic(Ra, Rg) — 0.
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B.4.1 Discrete MDPs

We start in lemma by showing that L? distance upper bounds L' distance. Next, in
lemma we show regret is bounded by the L' distance between reward functions using
an argument similar to [154]. Then in lemma [B.4.3| we relate regret bounds for standardized
rewards R° to the original reward R. Finally, in theorem M we use section to express
Dgpic in terms of the L? distance on standardized rewards, deriving a bound on regret in
terms of the EPIC distance.

Lemma B.4.1. Let (2, F, P) be a probability space and f : 2 — R a measurable function
whose absolute value raised to the n-th power for n € {1,2} has a finite expectation. Then the
L' norm of f is bounded above by the L* norm:

11l < 1]l (B.118)

Proof. Let X be a random variable sampled from P, and consider the variance of f(X):

E[(IfCOI =E[S)D] = B[/ = 2[f(XOE[F (X +E[|/(X)]] (
=E[If(XOP] - 2E[IFONE[FX)]+E[FCON*  (B.120
=E[If(X)P] -E[/ X (

(

= 0.
Rearranging terms, we have

IF13 = E[IF(X)F] = E[IF O = /13 (B.123)

Taking the square root of both sides gives:

[l < 112, (B.124)

as required. 0

Lemma B.4.2. Let M be an MDP|R with finite state and action spaces S and A. Let
Ry,Rp : § x A xS — R be rewards. Let 7% and 7}, be policies optimal for rewards R,
and Rg in M. Let D,(t,s;,as,8:41) denote the distribution over trajectories that policy m
induces in M at time step t. Let D(s,a,s’) be the (stationary) coverage distribution over
transitions S x A x S used to compute Dgpic. Suppose that there exists some K > 0 such that
KD(s, a1, 8,1) = Dr(t, ¢, a4, 5,1) for all time steps t € N, triples s;, ay, S41 € Sx Ax S and
policies w € {m%,m5}. Then the regret under R4 from executing w3 optimal for Rp instead of
T4 1S at most:

oK
Gra(nh) = Gra(mh) < ——Diro(Ra, Bi). (B.125)
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Proof. Noting Gg, (7) is maximized when 7 = 7%, it is immediate that

Gra(mh) = Gra (1) = |Gra(73) — Gr,(75)| (B.126)
= [(Gra(ma) = Gry(7R)) + (Grp(p) — Gra(Tp))] (B.127)
< |Gra(7h) = Grp(mp)| + |Gry(TR) — Gra(mp)] - (B.128)

We will show that both these terms are bounded above by %D 1 p(Ra, Rp), from which
the result follows.
First, we will show that for policy m € {7, 75}

K
|GRA(7T) — GRB (7T)| < mDLl’D(RA’ RB) (B129)

Let T be the horizon of M. This may be infinite (7" = o0) when v < 1; note since S x A x §
is bounded, so are R4, Rp so the discounted infinite returns Gg, (), Gg,(7) converge (as do
their differences). Writing 7 = (s, ag, $1,a1, - - - ), we have for any policy m:

A = |Gry(m) = Gry()] (B-130)
= |Erp, [Z v (Ra(st, ar, $141) — Rp(st, ar, 3t+1)>] ‘ (B.131)
t=0

T
< TNIE;‘) [Z Y [Ra(s1, ar, 5p41) — Rp(st, ay, 3t+1)|] (B.132)

T t=0

T

= Z’Vt E [ Ra(se, ar, se41) — Rp(se, ar, se41)|] (B.133)

5 Svostil ~Dnr

t=

T
th Z Dr(t, 51, a4, 5041) |[Ra(se, @, 5041) — Rp(Se, a0, 8e11)] . (B.134)
t=0

St,at,5t+1ESXAXS

Let m e {m}, 75}. By assumption, Dr(t, s¢, as, 5741) < KD(sy, a4, S}, 1), s0:

T
A< KZ o Z D(st, ar, Se1) [Ra(St; ar, Sp41) — Bp(8t, ar, S41))] (B.135)
=0

St,at,5t+168><.A><S

T
= K Y 4'Dpi p(Ra, Rp) (B.136)
t=0
K
e Dpip(Ra, Rp), (B.137)

as required.
In particular, substituting m = 7}; gives:

K
1=y

|Gry(Tp) — Gra(7R)] = |Gry(TE) — GRry(TR)| < Dpip(Ra, Rp). (B.138)
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Rearranging gives:

K
GRA(TFE) = GRB(TFE) — SDLl,D(RAaRB)- (B139)
So certainly:
* * K
Gr, () = mEXGRA(W) > Ggy (1) — TDU p(Ra, Rp). (B.140)
By a symmetric argument, substituting = = 7% gives:
. K
Gry(mh) = max Gry(m) = G, (7%) — EDU p(Ra, Rp). (B.141)

Egs.|B.140|and [B.141|respectively give G, (15) — G r, (7}) < % and Gg, (7)) —Ggr,(15) <

%. Combining these gives:

K
|Gra(Th) = Gry(Tp)| < TDLlD(RAyRB) (B.142)

Substituting inequalities [B.138 and [B-142] into eq. [B-12§ yields the required result. ]

Note that if D = Dy, uniform over S x A x S, then K < |S|?|Al.

Lemma B.4.3. Let M be an MDP\|R with state and action spaces S and A. Let Ra, Rp :
S x A xS — R be bounded rewards. Let 7% and 73 be policies optimal for rewards Ra and
Rp in M. Suppose the regret under the standardized reward R5 from executing 7% instead of
4 15 upper bounded by some U € R:

Additionally assume that the L? norm || - ||2 in the standardization of RS is taken with respect
to the canonicalization distribution Dg x Dy x Ds. Then the regret under the original reward
R4 s bounded by:

Gra(mh) = Gra(mp) < 4U[|Ral2- (B.144)
Proof. Recall that
C R
s = Cpsma (1) , (B.145)
1Cps.p4 ()]l
where Cpg p, (R) is simply R shaped with some (bounded) potential ®. It follows that:
1
Gprs(m) = G s B.146
RS( ) ||OD5 DA (R)H2 CDS,”DA(R)( ) ( )
1

= (oo, @) Gr = Eoono [2050)]) (B.147)
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where sy depends only on the initial state distribution pug. [[] Since sq does not depend on T,
the terms cancel when taking the difference in returns:

Gu(h) = Gy (75) = T (G (7) = G (75)). (B.148)

Combining this with eq [B.143] gives
Gra(m4) — Gry(7p) < Ul|Cpsp, (Ra)ll2- (B.149)

Finally, we will bound ||Cpg b, (Ra)l|2 in terms of ||R4l|2, completing the proof. Recall:
Cpsp, (R)(s,a,s") = R(s,a,s') + E[yR(s',A,S") — R(s, A, S") —vR(S, A, S")], (B.150)

where S and S’ are random variables independently sampled from Ds and A sampled from
D 4. By the triangle inequality on the L? norm and linearity of expectations, we have:

1Cps, 04 (R)l2 < | Rl2 +YILfll2 + [lgll2 + lel, (B.151)
where f(s,a,s) =E[R(s', A, 5], g(s,a,s") =E[R(s,A,S")] and ¢ = E[R(S, A,S")]. Let-
ting X’ be a random variable sampled from Dg independently from S and S’, have

1713 = Ex: [E[R(X', 4,8
<Ex [E[R(X' A 5]
=E[R(X', A, S5)?%
= [IR|l2-
So [|f]l2 < ||R||2 and, by an analogous argument, ||g|l2 < ||R||2. Similarly
el = [E[R(S, A, S]] (B.156)
<E[|R(S 4,5 (B.157)
= | R] (B.158)
< ||R||2 lemma [B.4.1] ( )

Combining these results, we have

1Cps.p4 (R)ll2 < 4[| R]|2- (B.160)

Substituting eq. into eq. yields:
Gr,(mh) = Gr, (1) < AU Rall2, (B.161)
as required. N

*In the finite-horizon case, there is also a term ’yT<I>(sT), where st is the fixed terminal state. Since sp
is fixed, it also cancels in eq. [B:148] This term can be neglected in the discounted infinite-horizon case as
yI®(sp) — 0 as T — oo for any bounded ®.
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Theorem 5.1.1. Let M be a y-discounted MDP\|R with finite state and action spaces S and
A. Let Ry, Rp : § x A xS — R be rewards, and 7, 7}, be respective optimal policies. Let
Dy (t, st, a4, S¢+1) denote the distribution over transitions S x A x S induced by policy w at time
t, D(s,a,s’) be the coverage distribution used to compute Dgpic, and Ds(s), Da(a) be the
distributions defining the canonicalization in Dgpic. Assume the coverage distribution is set
equal to the canonicalization distribution: D(s,a,s’) = Ds(s)Da(a)Ds(s')Vs,s' € S,a € A.
Suppose there exists K > 0 such that KD(sy, ay, S¢41) = Dr(t, s¢, ar, Se1) for all times t € N,
triples (sg, at, S141) € S X A x S, and policies w € {r%,75}. Then, the regret under Ra from
executing Ty instead of T4 is at most

Gr,(7%) — Gr, (%) < 16K | Rall> (1 =)' Dgpic(Ra, Rp),

where Gr(m) is the return of policy © under reward R, and the L* norm ||Rall2 is taken with
respect to the coverage distribution D.

Proof. Recall from section that:
Dipic(Ra, Ry) = % |RS(S, A, S) — RS(S, A, 5)|.,. (B.162)
Applying lemma [B.4.1] we obtain:
Diip(RS, R) = |R5(S, A, S") — R5(S, A, 8)||, < 2Dgpic(Ra, Rp). (B.163)

Note that 7% is optimal for R% and 7% is optimal for R, since the set of optimal policies

for R is the same as for R. Applying lemma and eq. [B.163| gives

2K 4K
Grs(mh) = Grg(mh) < T—— D p(R3, Rp) < 5

Dgpic(Ra, Rp). (B.164)

Since S x A x S is bounded, R4 and Rp must be bounded, so we can apply lemma

giving:

16K ||Ra
Gra(73) — Gy () < A Dy (1, ), (B.16%
where the L? norm is taken with respect to the coverage distribution (since we assumed the
coverage and canonicalization distributions to be equal). O]

B.5 Lipschitz reward functions

In this section, we generalize the previous results to MDPs with continuous state and action
spaces. The challenge is that even though the spaces may be continuous, the distribution
D,, induced by an optimal policy m, may only have support on some measure zero set of
transitions B. However, the expectation over a continuous distribution D is unaffected by
the reward at any measure zero subset of points. Accordingly, the reward can be varied
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arbitrarily on transitions B — causing arbitrarily small or large regret — while leaving the
EPIC distance fixed. To rule out this pathological case, we assume the rewards are Lipschitz
smooth. This guarantees that if the expected difference between rewards is small on a given
region, then all points in this region have bounded reward difference.

We start by defining a relaxation of the Wasserstein distance W, in definition [B.5.1]
In lemma we then bound the expected value under distribution p in terms of the
expected value under alternative distribution v plus W, (i, v). Next, in lemma we
bound the regret in terms of the L' distance between the rewards plus W,; this is analogous
to lemma in the finite case. Finally, in theorem we use the previous results to
bound the regret in terms of the EPIC distance plus W,,.

Definition B.5.1. Let S be some set and let u, v be probability measures on S with finite
first moment. We define the relazed Wasserstein distance between p and v by:

Wa(uv) = inf fm—mmme, (B.166)
pela (1,v)

where T, (14, ) is the set of probability measures on S x S satisfying for all z,y € S:

| ey = uta), (B.167)
Lp(x,y)dw < av(y). (B.168)

Note that W) is equal to the (unrelaxed) Wasserstein distance (in the ¢; norm).

Lemma B.5.2. Let S be some set and let pu, v be probability measures on S. Let f : S — R
be an L-Lipschitz function on the £, norm |-||,. Then, for any a > 1:

Exvu [[f(X]] < aBy [[f(Y)]] + LWa(p, v). (B.169)
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Proof. Let p e I'y(u,v). Then:
Ex-.[lf(X f|f )| dp(z definition of E
(B.170)
= J|f(x)]dp(x, Y) u is a marginal of p
(B.171)
< [1#@)1+ Lo~ vl dplz.v) f L-Lipschitz
(B.172)
- [11@ldpe.9) + 2 | 12 = ol doe. (B.173)
= J £ (W)l fp(rc, y)drdy + LJ |z =yl dp(x, y) (B.174)
< [ 1flavdy+ L [ o=yl ol ) o
(B.175)
By, [[f V)] + L f Iz — 3] dp(z, y) definition of E.
(B.176)
Since this holds for all choices of p, we can take the infimum of both sides, giving:
ExoullfCO) < By [FV + L _inf [ lo=yldplwy)  (BATD
= oy [[f (V)] + LWa(p, v). O

Lemma B.5.3. Let M be an MDP\R with state and action spaces S and A. Let Ra, Rp :
Sx A xS — R be L-Lipschitz, bounded rewards on the ¢y norm |-|,. Let 7% and 7} be
policies optimal for rewards Ra and Rg in M. Let Dy (st ar, si+1) denote the distribution
over trajectories that policy m induces in M at time step t. Let D(s,a,s") be the (stationary)
coverage distribution over transitions S x A x S used to compute Dgpic. Let a = 1, and let
B, (t) = MaAX e (% %) Wo (Dr 4, D). Then the regret under Ra from executing 73 optimal for
Rp instead of 7 is at most:

N " 2c
GRA (WA> - GRA (ﬂ-B) < 1—

0
Dpip(Ra, Rp) +4L Y 7' Ba(t). (B.178)
i =0
Proof. By the same argument as lemma [B.4.2] up to eq. [B.134] we have for any policy =

0

|GRr, (1) — GRry(m)| < Z VtDLl,D,,,t(RA, Rp). (B.179)

t=0
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Let f(s,a,s') = Ra(s,a,s’) — Rg(s,a,s’), and note f is 2L-Lipschitz and bounded since
R4 and Rp are both L-Lipschitz and bounded. Now, by lemma [B.5.2 letting y = Dy, and
v =D, we have:

DLl,Dﬁ,t<RA> RB) < OéDL171)<RA, RB) + QLWQ('DW’t, D) (B.lSO)

So, for m e {m%, 73}, it follows that

(R4, Rp) + 2LZ¢B (B.181)

t=0

|GRr,(T) — Gry(m)] < T

By the same argument as for eq. [B.138| to [B.142 in lemma | it follows that
2a

GRA (T‘-:D GRA (WB)

Dpip(Ra, Rp) + 4L2fth (B.182)
—

t=0

completing the proof. O

Theorem B.5.4. Let M be an MDP|R with state and action spaces S and A. Let Rs, Rp :
S x A xS — R be bounded, L-Lipschitz rewards on the {; norm |-|,. Let 7% and 7} be
policies optimal for rewards Ra and Rg in M. Let D, (t, ¢, ar, si11) denote the distribution
over trajectories that policy m induces in M at time step t.

Let D(s,a,s") be the (stationary) coverage distribution over transitions S x A x S used to
compute Dgpic. Let Ds(s) and Da(a) be the distributions over S and A used to canonicalize
reward functions in the computation of Dgpic. Assume the coverage and canonicalization
distributions to be equal: D(s,a,s’) = Ds(s)D4(a)Ds(s')Vs,s' €S,a € A.

Let a = 1, and let B,(t) = max e x o+ Wo (Dry, D). Then the regret under Ra from

7TE7T 7T
executing Ty optimal for Rp instead of 7% is at most:

GRA<7T;<1) — GRA(WE) <16 ||RA”2 ( DEplc(RA,RB + LZ’YtB ) (B183)

=0
Proof. The proof for theorem holds in the general setting up to eq.[B.163] Applying
lemma to eq. gives

200

Grs(mh) — Ggs(mh) < o(R5, RY) +4LZ¢B (B.184)
t=0
4o
< 7DEPIC(RA, Rg) + 4L§7tBa(t). (B.185)
Applying lemma [B.4.3] yields
GRA<7T:1) — GRA(WE) <16 ||RA”2 ( DEplc(RA, RB + LZ ’YtB ) (B186)
=0

as required. O
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B.6 Limiting behavior of regret

Throughout this section we assume the coverage distribution to be set equal to the canonical-
ization distribution.

The regret bound for finite MDPs, Theorem directly implies that, as EPIC distance
tends to 0, the regret also tends to 0. By contrast, our regret bound in theorem for
(possibly continuous) MDPs with Lipschitz reward functions includes the relaxed Wasserstein
distance W, as an additive term. At first glance, it might therefore appear possible for the
regret to be positive even with a zero EPIC distance. However, in this section we will show
that in fact the regret tends to 0 as Dgpic(Ra, Rg) — 0 in the Lipschitz case as well as the
finite case.

We show in lemma that if the expectation of a non-negative function over a totally
bounded measurable metric space M tends to zero under one distribution with adequate
support, then it also tends to zero under all other distributions. For example, taking M to be
a hypercube in Euclidean space with the Lebesque measure satisfies these assumptions. We
conclude in theorem by showing the regret tends to 0 as the EPIC distance tends to 0.

Lemma B.6.1. Let M = (S,d) be a totally bounded metric space, where d(z,y) = ||z — y|.
Let (S, A, 1) be a measure space on S with the Borel o-algebra A and measure p. Let
p,q € A(S) be probability density functions on S. Let § > 0 such that p(s) = 0 for all
s e S. Let f, : S = R be a sequence of L-Lipschitz functions on norm |-|. Suppose
lim, oo Exp [| fn(X)]] = 0. Then lim, o, Ey ., [|fn(Y)]] = 0.

Proof. Since M is totally bounded, for each r > 0 there exists a finite collection of open balls
in S of radius r whose union contains M. Let B,.(c) = {s€ S | ||s — ¢| < r}, the open ball of
radius r centered at c. Let C(r) denote some finite collection of Q(r) open balls:

C(r) ={Br(crn) |ne{l,---,Qr)}}, (B.187)

such that Jpeo) B = 5.
It is possible for some balls B,(c,) to have measure zero, u(B,(¢,)) = 0, such as if S
contains an isolated point ¢,. Define P(r) to be the subset of C(r) with positive measure:

P(r)={BeC(r)|nB) >0}, (B.188)
and let p,1,--- ,prg/() denote the centers of the balls in P. Since P(r) is a finite collection,
it must have a minimum measure:

a(r) = min w(B). (B.189)

Moreover, by construction of P, a(r) > 0.
Let S’(r) be the union only over balls of positive measure:

S =) B (B.190)
)

BeP(r
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Now, let D(r) = S\S’(r), comprising the (finite number of) measure zero balls in C(r). Since
measures are countably additive, it follows that D(r) is itself measure zero: p (D(r)) = 0.
Consequently:
| o= | a)in, (B.191)
s 5/(r)

for any measurable function g : S — R.

Since lim,, o Exp [| fn(X)|] = 0, for all » > 0 there exists some N, € N such that for all
n = N,:

Exp [lfn(X)[] < dLra(r). (B.192)
By Lipschitz continuity, for any s, s’ € S:
[ fu()] = [fals)] = L|s" =] . (B.193)

In particular, since any point s € S’(r) is at most r distance from some ball center p, ;, then
| fu(pri)| = |fu(s)] — Lr. So if there exists s € S’(r) such that |f,(s)| = 3Lr, then there must
exist a ball center p,.; with |f,(p,:)| = 2Lr. Then for any point s’ € B, (p,;):

| fu(s")| = | fulpra)| = L = L. (B.194)
Now, we have:

Ex<p [1fn(X)]] = J . [fn(8)[p(s)dp(s) (B.195)
= | o)) ca. (8.196)
> J | fn(8)|p(8)du(s) non-negativity of |f.(s)|  (B.197)

s€Br(pr,i)
5[ ne)duts) OETIGRLY
S€Br(pr,i)
=9 LT’J Ldu(s) eq. (B.199)
S€Br(pr,i)
= 0Lru(B,(pri)) integrating w.r.t. u (B.200)
> dLra(r) a(r) minimum of p(B,(p.;)).  (B.201)

But this contradicts eq. and so can only hold if n < N,. It follows that for all n > N,
and s € S'(r), we have |f,(s)| < 3Lr, and so in particular:

Ey g [|fn(Y)|] < 3Lr. (B.202)
Let € > 0. Choose r = 37. Then for all n > N, Ey ., [|f.(Y)]] < €. It follows that:

completing the proof. n
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Theorem B.6.2. Let M be an MDP|R with state and action spaces S and A. Let Ra, Rp :
Sx A xS — R be bounded rewards on some norm |-| on S x A x S. Let % and 75 be
policies optimal for rewards Ra and Rg in M. Let D, (t, si, ar, si+1) denote the distribution
over trajectories that policy ™ induces in M at time step t.

Let D(s,a,s") be the (stationary) coverage distribution over transitions S x A x S used to
compute Dgpic. Let Ds(s) and Da(a) be the distributions over S and A used to canonicalize
reward functions in the computation of Dgpic. Assume the coverage and canonicalization
distributions to be equal: D(s,a,s") = Ds(s)Da(a)Ds(s')Vs,s' € S,a e A.

Suppose that either:

1. Discrete: S and A are discrete. Moreover, suppose that there exists some K > 0 such
that KD(sy, ar,S,,1) = Dx(t, s, a, Sp.q) for all time steps t € N, triples sq, ar, 5441 €
S x A xS and policies m € {m’, 75}

2. Lipschitz: (S x A x §,d) is a totally bounded measurable metric space where d(z,y) =
| —y|. Moreover, Ry and Rp are L-Lipschitz on ||-|. Furthermore, suppose there
exists some § > 0 such that D(s,a,s’) = ¢ for all s,a,s" € § x A x S, and that
D (t, 51, a1, St+1) i a non-degenerate probability density function (i.e. no single point
has positive measure).

Then as DEplc(RA,RB) — 0, GRA(T('Z> — GRA(WE) — 0.
Proof. In case (1) Discrete, by theorem [5.1.1}

16K||R
Gra(73) — Gy (7)< 122 Dy (1, ) (B.204)
Moreover, by optimality of 7% we have 0 < Gg, (7)) — Gg,(7}). So by the squeeze theorem,
as Dgpic(Ra, Rp) — 0, Gr,(74) — Gr,(7j) — 0.
From now on, suppose we are in case (2) Lipschitz. By the same argument as lemma
up to eq. [B.134] we have for any policy =

0

G (7) = Gg (m)] < D7 Div o (RS, RS, (B.205)
=0
Applying lemma [B.4.3] we have:
e}
|G R, (m) = Gy (m)| < 4| Rally Y ;7' Dii o, (RS, RE). (B.206)

t=0

By equation, we know that D1 p(R5, R2) — 0 as Dgpic(Ra, Rp) — 0. By lemmam7
we know that Dpip (RS, R%) — 0 as Dpip(R3, R%) — 0. So we can conclude that as
Dgpic(Ra, Rp) — 0:

|Gr,(7) — Gry(m)] — 0, (B.207)

as required. O
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Figure C.1: Goal reward preprocessed with L! versions of the sparsity and smoothness cost
functions. The results are very similar to those in Figure [6.1] Each heatmap shows the
rewards for all possible transitions in a 10 x 10 gridworld. The circle in the center of each
square represents the reward for staying in that state. The four triangles in each square
represent the reward of transitions leaving that square in each of the four directions.
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Figure C.2: Goal reward preprocessed with logarithmic versions of the sparsity and smoothness
cost functions. Again, the results are qualitatively similar to those in Figure [6.1] Each
heatmap shows the rewards for all possible transitions in a 10 x 10 gridworld. The circle in
the center of each square represents the reward for staying in that state. The four triangles

in each square represent the reward of transitions leaving that square in each of the four
directions.
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Figure C.3: Path reward preprocessed with L! versions of the sparsity and smoothness cost
functions. The results are very similar to those in Figure [6.2] Each heatmap shows the
rewards for all possible transitions in a 10 x 10 gridworld. The circle in the center of each
square represents the reward for staying in that state. The four triangles in each square
represent the reward of transitions leaving that square in each of the four directions.
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Figure C.4: Path reward preprocessed with logarithmic versions of the sparsity and smoothness
cost functions. Compared to the L' sparse cost function in Figure the log sparse cost
recovers a slightly less symmetric but still significantly simplified reward. Each heatmap
shows the rewards for all possible transitions in a 10 x 10 gridworld. The circle in the center
of each square represents the reward for staying in that state. The four triangles in each
square represent the reward of transitions leaving that square in each of the four directions.
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Figure C.5: Reward models trained on synthetic data from the Goal reward using preference
comparison (leftmost column) and preprocessed versions of these (middle and right). The cost
functions used here are the L! version of the sparsity and smoothness cost. Each heatmap
shows the rewards for all possible transitions in a 10 x 10 gridworld. The circle in the center
of each square represents the reward for staying in that state. The four triangles in each
square represent the reward of transitions leaving that square in each of the four directions.
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Figure C.6: Reward models trained on synthetic data from the Goal reward using preference
comparison (leftmost column) and preprocessed versions of these (middle and right). The
cost functions used here are the logarithmic version of the sparsity and smoothness cost.
Each heatmap shows the rewards for all possible transitions in a 10 x 10 gridworld. The
circle in the center of each square represents the reward for staying in that state. The four
triangles in each square represent the reward of transitions leaving that square in each of the
four directions.
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Figure C.7: Reward models trained on synthetic data from the Path reward using preference
comparison (leftmost column) and preprocessed versions of these (middle and right). The cost
functions used here are the L! version of the sparsity and smoothness cost. Each heatmap
shows the rewards for all possible transitions in a 10 x 10 gridworld. The circle in the center
of each square represents the reward for staying in that state. The four triangles in each
square represent the reward of transitions leaving that square in each of the four directions.



APPENDIX C. DEFERRED CONTENT FROM CHAPTER @

Unshaped / Unmodified

Unshaped / Log sparse Unshaped / Log smooth

Dense shaping / Unmodified

Dense shaping / Log sparse Dense shaping / Log smooth

Random shaping / Unmodified

b

LAAAAAAAA

Random shaping / Log sparse  Random shaping / Log smooth

r""""‘

) °

—— )

1.0

0.5

0.0

-0.5

-1.0

1.0

0.5

0.0

-0.5

-1.0

1.0

0.5

0.0

-0.5

-1.0

178

Figure C.8: Reward models trained on synthetic data from the Path reward using preference
comparison (leftmost column) and preprocessed versions of these (middle and right). The
cost functions used here are the logarithmic version of the sparsity and smoothness cost.
Each heatmap shows the rewards for all possible transitions in a 10 x 10 gridworld. The
circle in the center of each square represents the reward for staying in that state. The four
triangles in each square represent the reward of transitions leaving that square in each of the

four directions.
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Figure C.9: Reward models learned using AIRL from expert demonstrations for the Goal
reward (leftmost column) and preprocessed versions of these (middle and right). The cost
functions used here are the L' versions of the sparsity and smoothness cost. Each heatmap
shows the rewards for all possible transitions in a 10 x 10 gridworld. The circle in the center
of each square represents the reward for staying in that state. The four triangles in each
square represent the reward of transitions leaving that square in each of the four directions.
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Figure C.10: Reward models learned using AIRL from expert demonstrations for the Goal
reward (leftmost column) and preprocessed versions of these (middle and right). The cost
functions used here are the logarithmic versions of the sparsity and smoothness cost. Each
heatmap shows the rewards for all possible transitions in a 10 x 10 gridworld. The circle in
the center of each square represents the reward for staying in that state. The four triangles
in each square represent the reward of transitions leaving that square in each of the four
directions.
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Figure C.11: Reward models learned using AIRL from expert demonstrations for the Path
reward (leftmost column) and preprocessed versions of these (middle and right). The cost
functions used here are the L' versions of the sparsity and smoothness cost. Each heatmap
shows the rewards for all possible transitions in a 10 x 10 gridworld. The circle in the center
of each square represents the reward for staying in that state. The four triangles in each
square represent the reward of transitions leaving that square in each of the four directions.
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Figure C.12: Reward models learned using AIRL from expert demonstrations for the Path
reward (leftmost column) and preprocessed versions of these (middle and right). The cost
functions used here are the logarithmic versions of the sparsity and smoothness cost. Each
heatmap shows the rewards for all possible transitions in a 10 x 10 gridworld. The circle in
the center of each square represents the reward for staying in that state. The four triangles
in each square represent the reward of transitions leaving that square in each of the four
directions.
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Figure C.13: Preprocessing simplifies rewards in the continuous mountain car environment.
The top-left shows the ground-truth reward over time, with three shaped versions below.
The middle and right columns show these rewards after preprocessing using the logarithmic
sparsity and smoothness metrics. For the first two (linear) shapings, preprocessing recovers
the ground truth reward exactly (up to a constant shift). In the more complex case in the
last row, preprocessing still significantly simplifies the reward. See Figure for versions
with an L! cost function. Each plot shows the reward during a rollout over five episodes
(separated by the gray vertical lines).
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Figure C.14: The top-left shows the ground-truth reward in mountain car over time, with three
shaped versions below. The middle and right column show these rewards after preprocessing
using the L' sparsity and smoothness metrics. This works reasonably well for these simple
shaped rewards, although in the more complex last row these cost functions appear to perform
less well than the logarithmic version in Figure [C.13] Each plot shows the reward during a
rollout over five episodes (separated by the gray vertical lines).



APPENDIX C. DEFERRED CONTENT FROM CHAPTER@ 185

Unshaped / Unmodified Unshaped / L1 sparse Unshaped / L1 smooth
0.3 - - -
OU LnJ Lﬂ H ( J\J bﬂ b AMHMJ —
e
©
z 01+ -1 -1
[
© 0.0 U' ul V' VAﬂi‘ﬂv VAH\‘ﬂV i v W P o [ 1 l
I _
T T T T T T T T T T T T
Value shaped / Unmodified Value shaped / L1 sparse Value shaped / L1 smooth
0.3 - -
0.2 - - -
°
2 o014 - -
&
0.0 y b U U — bt ! - :
-0.1 + - -
T T T T T T T T T T T T

0 200 400 600 800 1000 O 200 400 600 800 1000 O 200 400 600 800 1000
Time step Time step Time step

Figure C.15: Preprocessing can simplify complex learned reward models for mountain car.
The left column shows reward models learned using synthetic preference comparisons based on
the ground-truth reward (top), and the ground-truth shaped with an optimal value function
(bottom). Preprocessing for sparsity (middle) and smoothness (right) produces simpler and
less noisy reward curves, especially in the shaped setting. The results are extremely similar,
although perhaps slightly worse, than the logarithmic version used in Figure 6.3, Each plot
shows the reward during a rollout over five episodes (separated by the gray vertical lines).
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Appendix D

Deferred content from Chapter

D.1 Training: hyperparameters and computational

infrastructure
Parameter Value  Search Range Search Distribution
Total Timesteps 20 x 106 [0,40 x 109] Manual
Batch size 16384  [2048,65536] Log uniform
Number of environments 8 [1,16] Manual
Mini-batches 4 [1,128] Log uniform
Epochs per update 4 [1,11] Uniform
Learning rate 3x107*[1 x 107%,1 x 107?] Log uniform
Discount 0.99 — —
Maximum Gradient Norm 0.5 — —
Clip Range 0.2 — —
Advantage Estimation Discount 0.95 — —
Entropy coefficient 0.0 — —

Value Function Loss Coeflicient 0.5 — —

Table D.1: Hyperparameters for Proximal Policy Optimization.

Table specifies the hyperparameters used for training. The number of environments
was chosen for performance reasons after observing diminishing returns from using more
than 8 parallel environments. The total timesteps was chosen by inspection after observing
diminishing returns to additional training. The batch size, mini-batches, epochs per update,
entropy coefficient and learning rate were tuned via a random search with 100 samples on
two environments, Kick and Defend and Sumo Humans. All other hyperparameters are the
defaults in the PP02 implementation in Stable Baselines [65].
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We repeated the hyperparameter sweep for fine-tuning defender policies for the defense
experiments, but obtained similar results. For simplicity, we therefore chose to use the same
hyperparameters throughout.

We used a mixture of in-house and cloud infrastructure to perform these experiments.
It takes around 8 hours to train an adversary for a single defender using 4 cores of an Intel
Xeon Platinum 8000 (Skylake) processor.

D.2 Activation analysis: t-SNE and GMM

We collect activations from all feed forward layers of the defender’s policy network. This gives
two 64-length vectors, which we concatenate into a single 128-dimension vector for analysis
with a Gaussian Mixture Model and a t-SNE representation.

D.2.1 t-SNE hyperparameter selection

We fit models with perplexity 5, 10, 20, 50, 75, 100, 250 and 1000. We chose 250 since
qualitatively it produced the clearest visualization of data with a moderate number of distinct
clusters.

D.2.2 Gaussian Mixture Model hyperparameter selection

We fit models with 5, 10, 20, 40 and 80 components with a full (unrestricted) and diagonal
covariance matrix. We used the Bayesian Information Criterion (BIC) and average log-
likelihood on a held-out validation set as criteria for selecting hyperparameters. We found 20
components with a full covariance matrix achieved the lowest BIC and highest validation
log-likelihood in the majority of environment-defender pairs, and was the runner-up in the
remainder.

D.3 Figures

Supplementary figures are provided on the subsequent pages.
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Figure D.1: Win rates while training adversary Adv. The adversary exceeds baseline win
rates against most defenders in Kick and Defend and You Shall Not Pass, is competitive on
Sumo Humans, but performs poorly in the low-dimensional Sumo Ants environment. Key:
The solid line shows the median win rate for Adv across 5 random seeds, with the shaded
region representing the minimum and maximum. The win rate is smoothed with a rolling
average over 100000 timesteps. Baselines are shown as horizontal dashed lines. Agents Rand
and Zero take random and zero actions respectively. The Zoo baseline is whichever ZooM
(Sumo) or ZooOM (other environments) agent achieves the highest win rate. The defender is
ZooN (Sumo) or ZooVN (other environments), where N is given in the title above each figure.
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Figure D.2: Percentage of episodes (out of 1000) won by the opponent, the defender or tied.
The maximal opponent win rate in each row is in red. Defenders are on the y-axis and
opponents on the z-axis. Key: Agents ZooYN are pre-trained policies from Bansal et al. ,
where Y € {{V",‘O’,”’} denotes the agent plays as (V)ictim, (O)pponent, or either side, and
N is a random seed. Opponents AdvN are the best adversarial policy of 5 seeds trained against
the corresponding Zoo [VIN. Agents Rand and Zero are baseline agents taking random and
zero actions respectively. Hardened defenders ZooXYN, where X € {‘S’ ‘D’ ‘M’}, are derived
from ZooYN by fine-tuning against a (S)ingle opponent AdvN, or (D)ual opponents AdvN and
Zoo [0IN, or by (M)asking the observations.
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@® Adversary (Adv) ® Normal (Zoo) ® Random (Rand)

L.

(d) Sumo Humans, defender 1 (e¢) Sumo Humans, defender 2  (f) Sumo Humans, defender 3

(g) Sumo Ants, defender 1 (h) Sumo Ants, defender 2 (i) Sumo Ants, defender 3
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(j) Sumo Ants, defender 4 (k) You Shall Not Pass, defender 1

Figure D.3: t-SNE activations of the defender when playing against different opponents.
There is a clear separation between the activations induced by Adv and those of the normal
opponent Zoo. Model fitted with a perplexity of 250 to activations from 5000 timesteps
against each opponent. The defender is ZooN (Sumo) or ZooVN (other environments), where
N is given in the figure caption. Opponent Adv is the best adversary trained against the
defender. Opponent Zoo corresponds to ZooN (Sumo) or ZooON (other environments). See
Figure @ for activations for a single opponent at a time.
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@® Adversary (Adv) ® Normal (Zoo) ® Random (Rand)

(d) Sumo Ants.

Figure D.4: t-SNE activations of defender Zool (Sumo) or ZooV1 (other environments).
The results are the same as in Figure but decomposed into individual opponents for
clarity. Model fitted with a perplexity of 250 to activations from 5000 timesteps against each
opponent. Opponent Adv is the best adversary trained against the defender. Opponent Zoo
is Zool (Sumo) or ZooO1 (other environments). See Figure for results for other defenders
(one plot per defender).
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Appendix E

Deferred content from Chapter [9

E.1 Rules of Go Used For Evaluation

We evaluate all games with Tromp-Taylor rules [163|, after clearing opposite-color stones
within pass-alive groups computed by Benson’s algorithm [20]|. KataGo was configured to
play using these rules in all our matches against it. Indeed, these rules simply consist of
KataGo’s version of Tromp-Taylor rules with SelfPlayOpts enabled [177]. We use a fixed
Komi of 6.5.

We chose these modified Tromp-Taylor rules because they are simple, and KataGo was
trained on (variants) of these rules so should be strongest playing with them. Although the
exact rules used were randomized during KataGo’s training, modified Tromp-Taylor made up
a plurality of the training data. That is, modified Tromp-Taylor is at least as likely as any
other configuration seen during training, and is more common than some other options[f

In particular, KataGo training randomized between area vs. territory scoring as well
as ko, suicide, taxation and button rules from the options described in Wu [177]. These
configuration settings are provided as input to the neural network [175, Table 4|, so the
network should learn to play appropriately under a range of rule sets. Additionally, during
training Komi was sampled randomly from a normal distribution with mean 7 and standard
deviation 1 [175, Appendix D|.

E.1.1 Difference From Typical Human Play

Although KataGo supports a variety of rules, all of them involve automatically scoring the
board at the end of the game. By contrast, when a match between humans end, the players
typically confer and agree which stones are dead, removing them from the board prior to

*In private communication, the author of KataGo estimated that modified Tromp-Taylor made up a “a
few %” of the training data, “growing to more like 10% or as much as 20%” depending on differences such as
“self-capture and ko rules that shouldn’t matter for what you’re investigating, but aren’t fully the same rules
as Tromp-Taylor”.
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scoring. If no agreement can be reached then the players either continue playing the game
until the situation is clarified, or a referee arbitrates the outcome of the game.

KataGo has a variety of optional features to help it play well under human scoring rules.
For example, KataGo includes an auxiliary prediction head for whether stones are dead or
alive. This enables it to propose which stones it believes are dead when playing on online Go
servers. Additionally, it include hard-coded features that can be enabled to make it play in a
more human-like way, such as friendlyPass0k to promote passing when heuristics suggest
the game is nearly over.

These features have led some to speculate that the defender passes prematurely in games
such as those in Figure because it has learned or is configured to play in a more human-like
way. Prima facie, this view seems credible: a human player certainly might pass in a similar
situation to our defender, viewing the game as already won under human rules. Although
tempting, this explanation is not correct: the optional features described above were disabled
in our evaluation. Therefore KataGo loses under the rules it was both trained and configured
to use.

In fact, the majority of our evaluation used the match command to run KataGo vs.
KataGo agents which naturally does not support these human-like game play features. We
did use the gtp command, implementing the Go Text Protocol (GTP), for a minority of our
experiments, such as evaluating KataGo against other Al systems or human players. In those
experiments, we configured gtp to follow the same Tromp-Taylor rules described above, with
any human-like extensions disabled.

E.2 Search Algorithms

E.2.1 A Review of Monte-Carlo Tree Search (MCTS)

In this section, we review the basic Monte-Carlo Tree Search (MCTS) algorithm as used in
AlphaGo-style agents [151]. This formulation is heavily inspired by the description of MCTS
given in Wu [175].

MCTS is an algorithm for growing a game tree one node at a time. It starts from a tree
Ty with a single root node xy. It then goes through N playouts, where every playout adds a
leaf node to the tree. We will use T; to denote the game tree after ¢ playouts, and will use x;
to denote the node that was added to T;_; to get T;. After MCTS finishes, we have a tree
Ty with N + 1 nodes. We then use simple statistics of Ty to derive a sampling distribution
for the next move.

E.2.1.1 MCTS Playouts

MCTS playouts are governed by two learned functions:

a. A value function estimator V : 7 x X — R, which returns a real number Vi (z) given a
tree T and a node x in T'. The value function estimator is meant to estimate how good
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it is to be at x from the perspective of the player to move at the root of the tree.

b. A policy estimator 7 : 7 x X — P(X), which returns a probability distribution over
possible next states 7r(x) given a tree T and a node z in 7. The policy estimator
is meant to approximate the result of playing the optimal policy from z (from the
perspective of the player to move at z).

For both KataGo and AlphaGo, the value function estimator and policy estimator are defined
by two deep neural network heads with a shared backbone. The reason that V and 7 also
take a tree T" as an argument is because the estimators factor in the sequence of moves leading
up to a node in the tree.

A playout is performed by taking a walk in the current game tree T'. The walk goes down
the tree until it attempts to walk to a node 2’ that either doesn’t exist in the tree or is a
terminal nodem At this point the playout ends and 2’ is added as a new node to the tree (we
allow duplicate terminal nodes in the tree).

Walks start at the root of the tree. Let z be where we are currently in the walk. The
child ¢ we walk to (which may not exist in the tree) is given by

walk} 15 ()
argmax  Vr(c) + a - 7p(z)[c] - 1?:2(;()6;1 if root player to move at z,

_ c ) - (E.1)
argmin  Vr(c) — o - 7ip(x)[c] - 1igf()c)1 if opponent player to move at x,

where the argmin and argmax are taken over all children reachable in a single legal move
from x. There are some new pieces of notation in Eq[E.I] Here are what they mean:

1. Vp : X — R takes a node = and returns the average value of VT across all the nodes in
the subtree of T rooted at x (which includes ). In the special case that x is a terminal
node, Vi (z) is the result of the finished game as given by the game-simulator. When
does not exist in 7', we instead use the more complicated formulaﬁ

vT<x>=vT<parT<:c>>—ﬁ-\/ S rrpar )]

' € children (parp(z))

where par,.(z) is the parent of z in T and § is a constant that controls how much we
de-prioritize exploration after we have already done some exploration.

2. a > 0 is a constant to trade off between exploration and exploitation.

3. St : X — Zs takes a node = and returns the size of the subtree of T rooted at x.
Duplicate terminal nodes are counted multiple times. If = is not in 7', then Sr(x) = 0.

TA “terminal” node is one where the game is finished, whether by the turn limit being reached, one player
resigning, or by two players passing consecutively.
¥Which is used in KataGo and LeelaZero but not AlphaGo [175].
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The first term in Eq can be thought of as the exploitation term, and the second term
can be thought of as the exploration term and is inspired by UCB algorithms.

E.2.1.2 MCTS Final Move Selection

The final move to be selected by MCTS is sampled from a distribution proportional to
STN(C)I/T, (E.2)

where ¢ in this case is a child of the root node. The temperature parameter 7 trades off
between exploration and exploitationﬁ]

E.2.1.3 Efficiently Implementing MCTS

To efficiently implement the playout procedure one should keep running values of Vp and Sy
for every node in the tree. These values should be updated whenever a new node is added.
The standard formulation of MCTS bakes these updates into the algorithm specification.
Our formulation hides the procedure for computing V7 and Sy to simplify exposition.

E.2.2 Adversarial MCTS: Sample (A-MCTS-S)

In this section, we describe in detail how our Adversarial MCTS: Sample (A-MCTS-S)
attack is implemented. We build off of the framework for vanilla MCTS as described in
Appendix [E.2.7]

A-MCTS-S, just like MCTS, starts from a tree T with a single root node and adds nodes
to the tree via a series of NV playouts. We derive the next move distribution from the final
game tree T by sampling from the distribution proportional to

S%‘VMCTS(C)I/T, where ¢ is a child of the root node of Ty. (E.3)

Here, SA™MCTS is a modified version of Sy that measures the size of a subtree while ignoring
non-terminal defender-nodes (at defender-nodes it is the defender’s turn to move, and at
self-nodes it is the adversary’s turn to move). Formally, SA™MCTS(z) is the sum of the weights
of nodes in the subtree of T rooted at x, with weight function

1 if z is self-node,
wiMOTS (1) = {1 if 2 is terminal defender-node, (E.4)

0 if x is non-terminal defender-node.

We grow the tree by A-MCTS playouts. At defender-nodes, we sample directly from the
defender’s policy 7*:
walky M1 (1) ;= sample from 74(2). (E.5)

$See search.h: :getChosenMoveLoc and searchresults.cpp: : getChosenMoveLoc to see how KataGo
does this.


https://github.com/lightvector/KataGo/blob/21b4efef6bf8c9dd72bb79abd3703281b2878fd1/cpp/search/search.h#L265-L267
https://github.com/lightvector/KataGo/blob/d8d0cd76cf73df08af3d7061a639488ae9494419/cpp/search/searchresults.cpp#L420-L438
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This is a perfect model of the defender without search. However, it will tend to underestimate
the strength of the defender when the defender plays with search.

At self-nodes, we instead take the move with the best upper confidence bound just like in
regular MCTS:

B X SA-MCTS ) —1
walky MOTS () .= arginax VAMOTS (0) 4 v - 7p(2)[c] - \{ _zs%-MCSTS)(C) :

Note this is similar to Eq from the previous section. The key difference is that we
use Sp™MOTS(z) (a weighted version of Sp(z)) and VA™MOTS(¢) (a weighted version of Vi (c)).

(E.6)

Formally, VA™MCTS(¢) is the weighted average of the value function estimator V() across all
nodes x in the subtree of T rooted at ¢, weighted by w2™CTS(z). If ¢ does not exist in T or

is a terminal node, we fall back to the behavior of Vi(c).

E.2.3 Pass-Alive Defense

Our hard-coded defense modifies KataGo’s C++ code to directly remove passing moves

from consideration after MCTS, setting their probability to zero. Since the defender must

eventually pass in order for the game to end, we allow passing to be assigned nonzero

probability when there are no legal moves, or when the only legal moves are inside the

defender’s own pass-alive territory. We use a pre-existing function inside the KataGo

codebase, Board: :calculateArea, to determine which moves are in pass-alive territory.
The term “pass-alive territory” is defined in the KataGo rules as follows |177]:

A {maximal-non-black, maximal-non-white} region R is pass-alive-territory for
{Black, White} if all {black, white} regions bordering it are pass-alive-groups,
and all or all but one point in R is adjacent to a {black, white} pass-alive-group,
respectively.

The notion “pass-alive group” is a standard concept in Go [177]:

A black or white region R is a pass-alive-group if there does not exist any sequence
of consecutive pseudolegal moves of the opposing color that results in emptying
R.

KataGo uses an algorithm introduced by Benson [20] to efficiently compute the pass-alive
status of each group. For more implementation details, we encourage the reader to consult
the official KataGo rules and the KataGo codebase on GitHub.

E.3 Hyperparameter Settings

We enumerate the key hyperparameters used in our training run in Table [E. 1] For brevity,
we omit hyperparameters that are the same as KataGo defaults and have only a minor effect
on performance.
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Hyperparameter Value Different from KataGo?
Batch Size 256 Same
Learning Rate Scale of Hardcoded Schedule 1.0 Same
Minimum Rows Before Shuffling 250,000  Same
Data Reuse Factor 4 Similar
Adversary Visit Count 600 Similar
Adversary Network Architecture b6c96 Different
Gatekeeping Disabled Different
Auto-komi Disabled Different
Komi randomization Disabled Different
Handicap Games Disabled Different
Game Forking Disabled Different

Table E.1: Key hyperparameter settings for our adversarial training runs.

The key difference from standard KataGo training is that our adversarial policy uses a
b6c96 network architecture, consisting of 6 blocks and 96 channels. This is much smaller
than the defender, which uses a b20c256 or b40c256 architecture. We additionally disable a
variety of game rule randomizations that help make KataGo a useful Al teacher in a variety
of settings but are unimportant for our attack. We also disable gatekeeping, designed to
stabilize training performance, as our training has proved sufficiently stable without it.

We train at most 4 times on each data row before blocking for fresh data. This is
comparable to the original KataGo training run, although the ratio during that run varied
as the number of asynchronous selfplay workers fluctuated over time. We use an adversary
visit count of 600, which is comparable to KataGo, though the exact visit count has varied
between their training runs.

E.3.1 Configuration for Curriculum Against Defender Without
Search

In Section [9.5.1] we train using a curriculum over checkpoints, moving on to the next
checkpoint when the adversary’s win-rate exceeds 50%. We ran the curriculum over the
following checkpoints, all without search:

1. Checkpoint 127: b20c256x2-s5303129600-d1228401921 (Initial).

2. Checkpoint 200: b40c256-s5867950848-d1413392747.

w

. Checkpoint 300: b40c256-s7455877888-d1808582493.

=~

. Checkpoint 400: b40c256-s9738904320-d2372933741.
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5. Checkpoint 469: b40c256-s11101799168-d2715431527.
6. Checkpoint 505: b40c256-511840935168-d2898845681 (Latest).

These checkpoints can all be obtained from [176].

We start with checkpoint 127 for computational efficiency: it is the strongest KataGo
network of its size, 20 blocks or b20. The subsequent checkpoints are all 40 block networks, and
are approximately equally spaced in terms of training time steps. We include checkpoint 469 in
between 400 and 505 for historical reasons: we ran some earlier experiments against checkpoint
469, so it is helpful to include checkpoint 469 in the curriculum to check performance is
comparable to prior experiments.

Checkpoint 505 is the latest confidently rated network. There are some more recent, larger
networks (b60 = 60 blocks) that may have an improvement of up to 150 Elo. However, they
have had too few rating games to be confidently evaluated.

E.4 Strength of Go Al systems

In this section, we estimate the strength of KataGo’s Latest network with and without
search nd the AlphaZero agent from [142] playing with 800 visits.

E.4.1 Strength of KataGo Without Search

First, we estimate the strength of KataGo’s Latest agent playing without search. We use
two independent methodologies and conclude that Latest without search is at the level of a
weak professional.

One way to gauge the performance of Latest without search is to see how it fares against
humans on online Go platforms. Per Table [E.2] on the online Go platform KGS, a slightly
earlier (and weaker) checkpoint than Latest playing without search is roughly at the level of
a top-100 European player. However, some caution is needed in relying on KGS rankings:

1. Players on KGS compete under less focused conditions than in a tournament, so they
may underperform.

2. KGS is a less serious setting than official tournaments, which makes cheating (e.g.,
using an AI) more likely. Thus human ratings may be inflated.

3. Humans can play bots multiple times and adjust their strategies, while bots remain
static. In a sense, humans are able to run adversarial attacks on the bots, and are even
able to do so in a white-box manner since the source-code and network weights of a
bot like KataGo are public.

Another way to estimate the strength of Latest without search is to compare it to other
Als with known strengths and extrapolate performance across different amounts of search.
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KGS handle Is KataGo? KGS rank EGF rank EGD Profile

Fredda 22 25 Fredrik Blomback
cheater 25 6 Pavol Lisy
TeacherD 26 39 Dominik Boviz
NeuralZ03 v 31

NeuralZ05 v 32

NeuralZ06 v 35

ben0 39 16 Benjamin Drean-Guenaizia
sail732 40 78 Alexandr Muromcev
Tichu 49 64 Matias Pankoke
Lukan 53 10 Lukas Podpera
HappyLook 54 49 [gor Burnaevskij

Table E.2: Rankings of various humans and no-search KataGo bots on KGS [78|. Human
players were selected to be those who have European Go Database (EGD) profiles |45], from
which we obtained the European Go Federation (EGF) rankings in the table. The KataGo
bots are running with a checkpoint slightly weaker than Latest, specifically Checkpoint 469
or b40c256-s11101799168-d2715431527 |135|. Per |176], the checkpoint is roughly 10 Elo
weaker than Latest.

Our analysis critically assumes the transitivity of Elo at high levels of play. We walk through
our estimation procedure below:

1. Our anchor is ELF OpenGo at 80,000 visits per move, which won all 20 games played
against four top-30 professional players, including five games against the now world
number one [161]. We assume that ELF OpenGo at 80,000 visits is strongly superhuman,
meaning it has a 90%+ winrate over the strongest current humanﬂ] At the time of
writing, the top ranked player on Earth has an Elo of 3845 on goratings.org |35]. Under
our assumption, ELF OpenGo at 80,000 visits per move would have an Elo of 4245+
on goratings.org.

2. The strongest network in the original KataGo paper was shown to be slightly stronger
than ELF OpenGo [175 Table 1] when both bots were run at 1600 visits per move.
From Figure [E.1] we see that the relative strengths of KataGo networks is maintained
across different amounts of search. We thus extrapolate that KataGo at 80,000 visits
would also have an Elo of 4245+ on goratings.org.

3. The strongest network in the original KataGo paper is comparable to the b15¢c192-
$1503689216-d402723070 checkpoint on katagotraining.org [176]. We dub this check-

IThis assumption is not entirely justified by statistics, as a 20:0 record only yields a 95% binomial lower
confidence bound of a 83.16% win rate against top-30 professional players in 2019. It does help however that
the players in question were rated #3, #5, #23, and #30 in the world at the time.


https://www.europeangodatabase.eu/EGD/Player_Card.php?&key=13937946
https://europeangodatabase.eu/EGD/Player_Card.php?&key=12686597
https://europeangodatabase.eu/EGD/Player_Card.php?&key=14225926
https://europeangodatabase.eu/EGD/Player_Card.php?&key=14513532
https://europeangodatabase.eu/EGD/Player_Card.php?&key=18486897
https://europeangodatabase.eu/EGD/Player_Card.php?&key=15933973
https://europeangodatabase.eu/EGD/Player_Card.php?&key=13201914
https://europeangodatabase.eu/EGD/Player_Card.php?&key=16049671
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point Original. In a series of benchmark games, we found that Latest without search
won 29/3200 games against Original with 1600 visits. This puts Original with 1600
visits ~800 Elo points ahead of Latest without search.

4. Finally, log-linearly extrapolating the performance of Original from 1600 to 80,000
visits using Figure yields an Elo difference of 900 between the two visit counts.

5. Combining our work, we get that Latest without search is roughly 800 + 900 = ~1700
Elo points weaker than ELF OpenGo with 80,000 visits. This would give Latest
without search an Elo rating of 4245 — 1700 = ~2500 on goratings.org, putting it at the
skill level of a weak professional.

As a final sanity check on these calculations, the raw AlphaGo Zero neural network was
reported to have an Elo rating of 3,055, comparable to AlphaGo Fan’s 3,144 Elo.ﬂ_rl Since
AlphaGo Fan beat Fan Hui, a 2-dan professional player [153], this confirms that well-trained
neural networks can play at the level of human professionals. Although there has been no
direct comparison between KataGo and AlphaGo Zero, we would expect them to be not wildly
dissimilar. Indeed, if anything the latest versions of KataGo are likely stronger, benefiting
from both a large distributed training run (amounting to over 10,000 V100 GPU days of
training) and four years of algorithmic progress.

E.4.2 Strength of KataGo With Search

In the previous section, we established that Latest without search is at the level of a weak
professional with rating around ~2500 on goratings.org.

Assuming Elo transitivity, we can estimate the strength of Latest by utilizing Figure
In particular, our evaluation results tell us that Latest with 64 playouts/move is roughly
1063 Elo stronger than Latest with no search. This puts Latest with 64 playouts/move at
an Elo of 73563 on goratings.org—within the top 20 in the world.

E.4.3 Strength of AlphaZero

Prior work from Timbers et al. [162] described in Section exploited the AlphaZero replica
from Schmid et al. [142] playing with 800 visits. Unfortunately, this agent has never been
evaluated against KataGo or against any human player, making it difficult to directly compare
its strength to those of our defenders. Moreover, since it is a proprietary model, we cannot
perform this evaluation ourselves. Accordingly, in this section we seek to estimate the strength
of these AlphaZero agents using three anchors: GnuGo, Pachi and Lee Sedol. Our estimates
suggest AlphaZero with 800 visits ranges in strength from the top 200 of human players, to
being slightly superhuman.

IThe Elo scale used in Silver et al. [153] is not directly comparable to our Elo scale, although they should
be broadly similar as both are anchored to human players.
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Figure E.1: Elo ranking (y-axis) of networks (different colored lines) by visit count (x-axis).
The lines are approximately linear on a log x-scale, with the different networks producing
similarly shaped lines vertically shifted. This indicates that there is a consistent increase in Elo,
regardless of network strength, that is logarithmic in visit count. Elo ratings were computed
from self-play games among the networks using a Bayesian Elo estimation algorithm [62].

Agent Defender? Elo (rel GnuGo) Elo (rel defender)
AlphaZero(s=16k, t=800k) +3139 +1040

AGO 3-day(s=16k) +3069 +970

AlphaGo Lee(time=15s) +2308 +209
AlphaZero(s=800,t=800k) v +2099 0

Pachi(s—100k) 4869 11230
Pachi(s—10k) 1231 11868
GnuGo(1=10) +0 -2099

Table E.3: Relative Elo ratings for AlphaZero, drawing on information from Schmid et al.
[142] Table 4], Silver et al. [152] and Silver et al. [153]. s stands for number of steps, time for
thinking time, and t for number of training steps.



APPENDIX E. DEFERRED CONTENT FROM CHAPTER@ 204

We reproduce relevant Elo comparisons from prior work in Table In particular,
Table 4 of Schmid et al. [142] compares the defender used in Timbers et al. [162], Alp-
haZero(s=800,t=800k), to two open-source Al systems, GnuGo and Pachi. It also compares
it to a higher visit count version AlphaZero(s=16k, t=800k), from which we can compare
using Silver et al. [152] to AGO 3-day and from there using Silver et al. [153] to AlphaGo Lee
which played Lee Sedol.

Our first strength evaluation uses the open-source anchor point provided by Pachi(s=10k).
The authors of Pachi |18 report it achieves a 2-dan ranking on KGS [17] when playing
with 5000 playouts and using up to 15,000 when needed. We conservatively assume this
corresponds to a 2-dan EGF player (KGS rankings tend to be slightly inflated), giving an
EGF Elo of 2200. Assuming transitivity, the defender AlphaZero(s=800,t=800k) would then
have an EGF Elo of 4299. The top EGF professional Ilya Shiskin has an EGF Elo of 2830 [46]
at the time of writing, and 2979 on goratings.org [35]. Using Ilya as an anchor, this would give
AlphaZero(s=800,t=800k) a goratings.org Elo of 4299+2979-2830=4448. This is superhuman,
as the top player at the time of writing has an Elo of 3845.

However, some caution is needed here—the Elo gap between Pachi(s=10k) and Alp-
haZero(s=800,t=800k) is huge, making the exact value unreliable. The gap from Pachi(s=100k)
is smaller, however unfortunately to the best of our knowledge there is no public evaluation of
Pachi at this strength. However, the results in Baudis and Gailly |17] strongly suggest it would
perform at no more than a 4-dan KGS level, or at most an EGF Elo of 2400[ Repeating
the analysis above then gives a goratings.org Elo of 2400+ (2308-869)+(2979-2830)=3988 Elo.
This still suggests the defender is superhuman, but only barely.

However, if we instead take GnuGo level 10 as our anchor, we get a quite different result.
It is known to play between 10 and 11kyu KGS |77, or an EGF Elo of around 1050. This
gives an implied EGF Elo for AlphaZero(s=800,t=800k) of 3149, or a goratings.org Elo of
3298 Elo. This is still strong, in the top 200 world players, but is far from superhuman.

The large discrepancy between these results led us to seek a third anchor point: how
AlphaZero performed relative to previous AlphaGo models that played against humans.
A complication is that the version of AlphaZero that Timbers et al. use differs from that
originally reported in Silver et al. [152|, however based on private communication with
Timbers et al. we are confident the performance is comparable:

These agents were trained identically to the original AlphaZero paper, and

**In particular, Baudis and Gailly [17] report that Pachi achieves a 3-dan to 4-dan ranking on KGS when
playing on a cluster of 64 machines with 22 threads, compared to 2-dan on a 6-core Intel i7. Figure 4 of
Baudis and Gailly |18| confirms playouts are proportional to the number of machines and number of threads,
and we’d therefore expect the cluster to have 200x as many visits, or around a million visits. If 1 million visits
is at best 4-dan, then 100,000 visits should be weaker. However, there is a confounder: the 1 million visits
was distributed across 64 machines, and Figure 4 shows that distributed playouts do worse than playouts on
a single machine. Nonetheless, we would not expect this difference to make up for a 10x difference in visits.
Indeed, Baudis and Gailly |18, Figure 4] shows that 1 million playouts spread across 4 machines (red circle)
is substantially better than 125,000 visits on a single machine (black circle), achieving an Elo of around 150
compared to -20.
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were trained for the full 800k steps. We actually used the original code, and
did a lot of validation work with Julian Schrittweiser & Thomas Hubert (two of
the authors of the original AlphaZero paper, and authors of the ABR paper) to
verify that the reproduction was exact. We ran internal strength comparisons
that match the original training runs.

Table 1 of Silver et al. [152| shows that AlphaZero is slightly stronger than AGO 3-day
(AlphaGo Zero, after 3 days of training), winning 60 out of 100 games giving an Elo difference
of +70. This tournament evaluation was conducted with both agents having a thinking time
of 1 minute. Table S4 from Silver et al. [152] reports that 16k visits are performed per second,
so the tournament evaluation used a massive 960k visits—significantly more than reported on
in Table [E.3] However, from Figure we would expect the relative Elo to be comparable
between the two systems at different visit counts, so we extrapolate AGO 3-day at 16k visits
as being an Elo of 3139 — 70 = 3069 relative to AlphaZero(s=16k, t=800k).

Figure 3a from Silver et al. |[153] report that AGO 3-day achieves an Elo of around 4500.
This compares to an Elo of 3,739 for AlphaGo Lee. To the best of our knowledge, the number
of visits achieved per second of AlphaGo Lee has not been reported. However, we know
that AGO 3-day and AlphaGo Lee were given the same amount of thinking time, so we can
infer that AlphaGo Lee has an Elo of —761 relative to AGO 3-day. Consequently, AlphaGo
Lee(time=1s) thinking for 1 second has an Elo relative to GnuGo of 3069 — 761 = 2308.

Finally, we know that AlphaGo Lee beat Lee Sedol in four out of five matches, giving
AlphaGo Lee a +240 Elo difference relative to Lee Sedol, or that Lee Sedol has an Elo of 2068
relative to Gnu Go level 10. This would imply that the defender is slightly stronger than Lee
Sedol. However, this result should be taken with some caution. First, it relies on transitivity
through many different versions of AlphaGo. Second, the match between AlphaGo Lee and
Lee Sedol was played under two hours of thinking time with 3 byoyomi periods of 60 seconds
per move Silver et al. [152, page 30]. We are extrapolating from this to some hypothetical
match between AlphaGo Lee and Lee Sedol with only 1 second of thinking time per player.
Although the Elo rating of Go Al systems seems to improve log-linearly with thinking time,
it is unlikely this result holds for humans.

E.5 Experimental Results

E.5.1 Mimicking the Adversarial Policy

Our adversarial policies appear to follow a very simple strategy. They play in the corners and
edges, staking out a small region of territory while allowing the defender to amass a larger
territory. However, the adversary ensures that it is ahead in raw points prior to the defender
securing its territory. If the defender then passes prematurely, the adversary wins.
However, it is possible that this seemingly simple policy hides a more nuanced exploit.
For example, perhaps the pattern of stones it plays form an adversarial example for the
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9

Figure E.2: An author of this paper plays as white mimicking our adversarial policy in a game
against a KataGo-powered, 8-dan KGS rank bot NeuralZ06 which has friendlyPass0k
enabled. White wins by 18.5 points under Tromp-Taylor rules. See the full game.

defender’s network. To test this, one of the authors attempted to mimic the adversarial policy
after observing some of its games.

The author was unable replicate this attack when KataGo was configured in the same man-
ner as for the training and evaluation runs in this paper. However, when the friendlyPass0Ok
flag in KataGo was turned on, the author was able successfully replicate this attack against
the NeuralZ06 bot on KGS, as illustrated in Figure This bot uses checkpoint 469 (see
Appendix with no search. The author has limited experience in Go and is certainly
weaker than 20 kyu, so they did not win due to any skill in Go.

E.5.2 Humans vs. Adversarial Policy

The same author from Section m (strength weaker than 20kyu) played two manual games
against the strongest adversary from Figure In both games the author was able to achieve
an overwhelming victory. See Figure for details.

This evaluation is imperfect in one significant way: the adversary was not playing with an
accurate model of the author (rather it modeled the author as Latest with 1 visit). However,
given our understanding of how the adversary works and the fact that the author in question
knows not to prematurely pass, we predict that the adversary would probably not win even
if it had access to an accurate model of the author.


https://goattack.alignmentfund.org//human-evaluation#amateur_vs_victim
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Figure E.3: Two games between an author of this paper and the strongest adversary from
Figure[9.3] In both games, the author achieves an overwhelming victory. The adversary used
600 playouts / move and used Latest as the model of its human opponent. The adversary
used A-MCTS-S for one game and A-MCTS-S++ for the other.

E.5.3 Transferring to Other Checkpoints

In Figure [E.4] we train adversaries against the Latest and Initial checkpoints respectively
and evaluate against both checkpoints. We find adversaries do substantially better against
the defender they were trained to target, although they do transfer to a limited extent.

E.5.4 Baseline Attacks

In Figure [E.5| we plot the win margin of the KataGo defender Latest playing against
baselines.

E.5.5 Adversarial Board State

This paper focuses on training an agent that can exploit Go-playing Al systems. A related
problem is to find an adversarial board state which could be easily won by a human, but
which Go-playing Al systems will lose from. In many ways this is a simpler problem, as
an adversarial board state need not be a state that the defender agent would allow us to
reach in normal play. Nonetheless, adversarial board states can be a useful tool to probe the
blindspots that Go Al systems may have.


https://goattack.alignmentfund.org//human-evaluation?row=1#amateur_vs_adv
https://goattack.alignmentfund.org//human-evaluation?row=0#amateur_vs_adv
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Figure E.4: An adversary trained against Latest (left) or Initial (right), evaluated against
both Latest and Initial at various visit counts. The adversary always uses 600 visits /
move.
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defender visit counts (z-axis). Note the margin is positive indicating the defender on average
gains more points than the baseline.
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Figure E.6: A hand-crafted adversarial example for KataGo and other Go-playing Al systems.
It is black’s turn to move. Black can guarantee a win by connecting its currently disconnected
columns together and then capturing the large white group on the right. However, KataGo
playing against itself from this position loses 48% of the time—and 18% of the time it wins
by a narrow margin of only 0.5 points!

In Figure we present a manually constructed adversarial board state. Although quite
unlike what would occur in a real game, it represents an interesting if trivial (for a human)
problem. The black player can always win by executing a simple strategy. If white plays
in between two of black’s disconnected groups, then black should immediately respond by
connecting those groups together. Otherwise, the black player can connect any two of its other
disconnected groups together. Whatever the white player does, this strategy ensures that
blacks” groups will eventually all be connected together. At this point, black has surrounded
the large white group on the right and can capture it, gaining substantial territory and
winning.

Although this problem is simple for human players to solve, it proves quite challenging
for otherwise sophisticated Go Al systems such as KataGo. In fact, KataGo playing against
a copy of itself loses as black 48% of the time. Even its wins are far less decisive than they
should be—18% of the time it wins by only 0.5 points! We conjecture this is because black’s
winning strategy, although simple, must be executed flawlessly and over a long horizon. Black
will lose if at any point it fails to respond to white’s challenge, allowing white to fill in both
empty spaces between black’s groups. This problem is analogous to the classical cliff walking
reinforcement learning task [157, Example 6.6].
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Appendix F

Deferred content from Chapter 10

F.1 Adding a communication channel to Simple Push

61 —— Adversary —— Adversary
=== Self-play 4 === Self-play
78 T T T T T T T T T T T T
0 1 2 3 4 5 0 1 2 3 4 5
Timestep le7 Timestep le7
(a) Agressor. (b) Defender.

Figure F.1: Average return of agent controlling (a) aggressor and (b) defender in Simple Push
without communication. The adversary, in red, fails to outperform the self-play baseline, in
black.

Our initial experiments in the Simple Push environment did not lead to adversarial policies
that were capable of outperforming their defenders (See Figures [F.14] [F.1b).

Inspired by the cooperative environments explained in Lowe et al. [96], we add a commu-
nication channel: this channel allows each agent to observe a one-hot coded action taken by
the other agent. This communication channel has no other effect on environment dynamics,
and agents’ reward does not depend on the contents of the communication channel. The size
of the communication channel essentially represents the number of tokens either agent can
use to communicate with the other. Because this setting is competitive, there is no reason
for an agent to provide information in the communication channel which would be beneficial
to the opponent. Therefore, an optimal policy should simply ignore the “messages” sent by
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the opponent. However, this channel increases the dimensionality and offers an adversary the
possibility to learn messages that might “confuse” a (sub-optimal) defender.

In a small ablation on communication channels supporting 10, 25, 50 and 100 tokens,
we find that adversarial policies are successful with 50 or more tokens and unsuccessful
at less than 25. We also find that the number of timesteps until convergence, as well as
general instability during training increases with higher sizes. For further experiments we
use a communication channel of 50 tokens to allow for fast training while still providing an
environment in which adversarial policies are possible.
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