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Abstract

Obfuscation of Quantum Computation
by
James Bartusek
Doctor of Philosophy in Computer Science
University of California, Berkeley
Professor Sanjam Garg, Chair

A program obfuscator is a compiler that renders code unintelligible without harming
its functionality. The ability to obfuscate computation is an immensely powerful crypto-
graphic tool and, as such, developing techniques for program obfuscation is one of the
central goals of modern cryptography.

This thesis presents the first known methods for obfuscating useful classes of quantum
computations. We propose several obfuscation schemes and prove their security in the
classical oracle model, obtaining the following results.

* Obfuscation for null quantum circuits. This yields several novel applications, in-
cluding witness encryption for QMA and succinct non-interactive zero-knowledge
arguments for QMA.

* Obfuscation for pseudo-deterministic quantum circuits. We obfuscate any quan-
tum circuit that takes a classical input and computes a (nearly) deterministic classi-
cal output. Thus, we obtain the first scheme that is powerful enough to obfuscate
Shor’s algorithm.

* Quantum state obfuscation. A quantum state obfuscator supports obfuscation
of (pseudo-deterministic) quantum circuits with auxiliary quantum input. This re-
sult gives the first candidate “best-possible” copy-protection scheme for general-
purpose software.

Along the way, we present the first constructions of several quantum cryptographic
primitives, including publicly-decodable X-measurable commitments, publicly-verifiable
quantum fully-homomorphic encryption, and publicly-verifiable linearly-homomorphic
authentication of quantum data.
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1 Introduction

Modern cryptography has had tremendous success developing methods to safeguard in-
formation, achieving tasks that are foundational to internet security such as public-key
encryption and digital signatures [DH76, RSA78], as well as more versatile tasks such as
secure computation [Yao82] and zero-knowledge proofs [GMRSE5]. But since the birth of
the field, researchers have wondered whether it is possible to take these results a step
further [DH76]: Is it feasible to encrypt not just bits of information, but computer programs
themselves? Of course, one could simply encrypt the code of the computer program. How-
ever, this renders the program useless to anyone without the secret key to the encryption
scheme. Instead, the goal is to compile the program P into a new program P such that P
has the same functionality as P, but reveals as little as possible about the implementation
details of P. This, intuitively, is the notion of program obfuscation.

Finding provably secure methods for program obfuscation has been one of the central
questions driving research in cryptography over the past couple of decades. On the one
hand, it is now understood that obfuscation is an extraordinarily powerful tool, not only
for protecting software against piracy and intellectual property theft, but also for seem-
ingly unrelated cryptographic tasks such as succinct arguments [SW14], non-interactive
multi-party key exchange [BZ14], and fully-homomorphic encryption [CLTV15], just to
name a few. In fact, in 2014 [SW14], program obfuscation was dubbed a “central hub” of
cryptography due to its myriad applications, and it has certainly lived up to that billing.
On the other hand, secure program obfuscation has been notoriously difficult to achieve.
Despite being introduced informally in 1976 [DH76] and given a formal treatment in 2001
[BGIT01], it was not until 2013 [GGH13] that the first plausibly secure candidate for ob-
fuscating classical computation was proposed, and not until 2021 [JLS21] that researchers
developed the first classical obfuscation scheme proven secure under well-understood
mathematical conjectures.

While there has certainly been significant progress over the past decade, the feasibil-
ity and scope of program obfuscation remain poorly understood in the big picture, and
several open questions are yet unanswered. The goal of this thesis is to take the first steps
towards addressing one of these open problems, and expand the boundary encompassing
the class of computations that are known to be obfuscatable.

Quantum computation. Quantum information processing is a powerful paradigm in
computer science that leverages quantum mechanical properties to help simulate physi-
cal systems, secure information, and speed up computations, among other applications.
The past several years have witnessed increased investment in quantum computing tech-
nology, and continued progress towards building general-purpose quantum computers
and quantum communication networks.

In anticipation of full-scale quantum computing and networking, researchers have
begun to investigate basic questions pertaining to the privacy and integrity of quan-
tum information, resulting in a remarkable series of feasibility results. For example, we



now know how to encrypt [AMTDWO00] and authenticate [BCG"02] quantum informa-
tion, prove quantum statements in zero-knowledge [BJSW16], perform secure multi-party
quantum computations [CGS02, DNS10, DGH*20], and delegate quantum computations
privately and verifiably [Chi05, ABOEM18, BFK(09, RUV13, Mah18a, Mah18b].

Motivating questions. However, despite the efforts and results listed above, the fea-
sibility of obfuscating quantum computation has remained elusive. Since obfuscation is
such a central primitive in the study of classical cryptography, this begs the following
question, which has remained largely open.

Is it possible to obfuscate quantum computation?

This thesis will take the first significant steps towards answering this question in the
affirmative. In light of recent breakthrough results establishing the feasibility of “classical
control” over quantum systems via the use of cryptography, we seek to make progress
by “reducing” obfuscation of quantum computations to obfuscation of classical compu-
tation, and then appeal to results from the long line of literature on classical obfuscation.
Given the apparent difficulty of and lack of prior progress on this question, we operate
in an idealized setting called the “classical oracle model”, where black-box obfuscation
of efficient classical computation comes for free.! Establishing the feasibility of quantum
obfuscation in this model provides the first concrete evidence that quantum obfuscation
is achievable, and hence, we ask the following question.

What class of quantum computations can be obfuscated in the classical oracle model?

Progress on this question begs a deeper understanding of the usefulness of quantum
obfuscation, perhaps even beyond straightforward applications like protecting the intel-
lectual property in novel quantum algorithms. Thus, a secondary focus of this thesis is to
make progress on the following questions.

What are the applications quantum obfuscation? Should it be considered a “central
hub” of quantum cryptography?

1.1 Results

We consider three flavors of obfuscation for (various classes of) quantum computation,
and show that each is achievable in the classical oracle model (under additional compu-
tational assumptions). We introduce these notions and give informal theorem statements
below, directing the reader to Section 2.2.1 for formal definitions, and Section 3.1, Sec-
tion 4.4.1, and Section 5.4 for formal theorem statements.

!See Section 1.1 for more discussion on the classical oracle model. Informally, in the classical oracle
model, the obfuscated program as well as the (possibly adversarial) evaluator are granted oracle access to
an efficiently computable classical function sampled by the obfuscator.
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First, we construct obfuscation for null quantum circuits, extending the powerful notion
of “null-i0” [WZ17] from the classical to the quantum setting. Informally, an obfuscator
for null quantum circuits takes as input the (classical) description of a quantum circuit @
where () produces a single classical bit of output, and outputs the (classical) description
of an obfuscated circuit (). For correctness, we require that on any (potentially quantum)
input |¢) such that Q(|¢)) = b for some bit b2 it holds that Q(|1))) = b.3 For security,
we require that for any two null quantum circuits @)y, ()1, meaning that for all inputs [¢)),
Qo)) = Q1(]v)) = 0, it holds that the obfuscations of )y and @); are indistinguishable
(to any quantum polynomial-time adversary). We show that this notion is achievable
under a standard post-quantum hardness assumption in the classical oracle model.

Theorem 1.1 (Informal, [BM22]). Assuming the quantum hardness of learning with errors
(LWE), there exists obfuscation for null quantum circuits in the classical oracle model.

Much like the classical setting, obfuscation for null quantum circuits has several pow-
erful cryptographic applications, including quantum analogues of witness encryption
and non-interactive zero-knowledge (see Section 1.2 for more details). However, the fact
that security only holds for quantum circuits that always output 0 severely limits its abil-
ity to protect more general-purpose quantum software.

To address this, we dramatically expand the class of quantum computations that can
be obfuscated by constructing an obfuscation scheme for all “pseudo-deterministic” quan-
tum circuits. A pseudo-deterministic circuit ) takes classical inputs and produces classi-
cal outputs, and satisfies the property that for each input z, there exists an output y such
that Pr[Q(z) = y] is negligibly close to 1. That is, () implements a (nearly) deterministic
map from classical inputs to classical outputs. One prominent example of such a pseudo-
deterministic circuit is the circuit implementing Shor’s factoring algorithm.

Our next result establishes that it is possible to obfuscate these circuits in the classical
oracle model, but where the description of the obfuscated circuit includes a quantum state
(as we discuss later, we leave it open to improve the result to an obfuscated circuit with
classical description). We note that while our obfuscation scheme for null quantum cir-
cuits follows without too much difficulty given prior techniques, expanding the class to
all pseudo-deterministic circuits is significantly more technically involved, as we begin to
discuss in Section 1.3.

Theorem 1.2 (Informal, [BKNY23]). Assuming the quantum hardness of LWE, there exists
obfuscation for pseudo-deterministic quantum circuits in the classical oracle model, where the
obfuscated program is a quantum state.

2In general, the output of ) might be some distribution over {0, 1}, but here, we restrict our attention
to inputs that produce a deterministic outcome. In fact, we can slightly relax this requirement to inputs that
produce a “pseudo-deterministic” outcome, meaning that there is some bit b such that Pr[Q(|¢)) = b] is
negligibly close to 1.

3Technically, we weaken the correctness requirement to allow Q access to multiple copies of the quantum

input |¢).



Finally, we consider a notion of obfuscation introduced in [CG24] called quantum state
obfuscation. Here, the program to be obfuscated consists of a (classically-described) quan-
tum circuit ) along with an auxiliary quantum input |1). To evaluate the program on some
classical input z, the circuit is run on both |¢/) and x in order to produce a classical output
y. Again, we restrict our attention to pseudo-deterministic quantum programs, where for
each input z, there is a string y such Pr[Q(z, [¢)) = y] is negligibly close to 1. As observed
in [CG24] and discussed further in Section 1.2, obfuscation for this class of programs en-
joys a deep connection to the powerful notion of quantum copy-protection [Aar09], one of
the holy grails of quantum cryptography:.

Theorem 1.3 (Informal, [BBV24]). Assuming quantum-hard one-way functions, there exists ob-
fuscation for pseudo-deterministic quantum programs with auxiliary quantum input in the clas-
sical oracle model.

Note that this result, as stated, strictly improves upon Theorem 1.2. We weaken the
assumption from LWE to one-way functions, and generalize the class of obfuscatable pro-
grams to include those with auxiliary quantum input. However, as we discuss further in
Section 1.3, the techniques involved in each construction are quite different and inde-
pendently interesting. For example, one direction for future work is to instantiate the
building blocks used in the [BKNY23] construction with classical rather than quantum
communication, which would then yield a classical obfuscated program. We believe this
to be plausible, and consider it more difficult (though perhaps not impossible) to solve
the analogous question of “de-quantizing” the [BBV24] approach.

On the classical oracle model. Before proceeding further, we discuss the classical oracle
model in more detail. In this model, the obfuscation algorithm may output an efficient
deterministic classical functionality £, and we include oracle access to F' as part of the
obfuscated program. That is, both the evaluator of the obfuscated program and the ad-
versary are allowed to make queries to F' (even in quantum superposition), but are not
allowed to inspect the internal details of the implementation of F.

As mentioned earlier, a result in this model can be interpreted as reducing the prob-
lem of obfuscating quantum functionalities to classical functionalities. Indeed, instanti-
ating the oracle using a candidate quantum-secure indistinguishability obfuscation (iO)
scheme for classical computation (e.g. [BGMZ18, CVW18, BDGM22, GP21, WW21]) gives
a heuristically secure construction in the plain model.* Furthermore, by the “best-possible”
security guarantee of iO [GRO07], if there exists a secure implementation of the oracle in
the plain model, iO is one such.

*An analogy can be drawn here to other common idealized models utilized in cryptography. Indeed,
the classical oracle model idealizes the notion of obfuscation for classical circuits, much like the random
oracle model [BR95] idealizes a cryptographic hash function and the generic group model [Sho97] idealizes
a cryptographic group. Often a scheme is proven secure in the random oracle or generic group model, but
when used in practice, the random oracle is heuristically instantiated with a cryptographic hash function or
the generic group is heuristically instantiated with a cryptographic group. Here, we consider heuristically
instantiating the classical oracle with a classical obfuscation scheme.
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Obfuscator | Obfuscator Program Program Assumption/

Work input output input output Program class model Result
. Unitaries w/ logarithmically | iO for classical .
o
[BK21] Classical Quantum Quantum Quantum many non-Clifford gates circuits iO
. . . . Classical oracle .
* o
[BM22] Classical Classical Quantum Classical Null circuits model + LWE iO
[BKNY23] | Classical | Quantum | Classical | Classical | (/seudo)-Deterministic | Classicaloracle |, |
circuits model + LWE
[CG24] Quantum Quantum Classical Classical Deterministic circuits Quanr::;rge(l)racle iO
. . (Pseudo)-Deterministic Classical oracle
*
[BBV24] Quantum Quantum Classical Classical circuits model + OWF Ideal

Table 1: * Indicates work included in this thesis. A couple of additional notes about
the schemes: In [BK21], the obfuscator outputs a quantum state that can only be used
to evaluate the program on one input, and then is potentially destroyed. In [BM22], the
obfuscated program can be run on quantum inputs, but requires multiple copies of the
quantum input. The last column refers to the definition of obfuscation that is achieved
in each work, where iO stands for indistinguishability obfuscation. Finally, we note that
while achieving the notion of ideal obfuscation is only possible in the oracle model, the
results in the classical oracle model yield heuristic candidates for iO in the plain model.

Moreover, results in the classical oracle model have historically inspired research that
showed analogous results without the aid of an oracle. For example, quantum money
[AC12] and signature tokens [BS16] were first achieved in the classical oracle model
before being de-oracle-ized [Zha21, CLLZ21], and copy-protection for unlearnable pro-
grams was first achieved in a quantum oracle model [Aar09] before it was achieved in the

classical oracle model [ALL"21] and later without oracles, for certain classes of function-
alities (e.g. [CLLZ21, CMP22, LLQZ22, CG24]).

Related work. Alagic and Fefferman [AF16] presented definitions for obfuscating quan-
tum circuits (and obfuscating classical circuits using quantum states), though without any
positive constructive results. Alagic, Brakerski, Dulek and Schaffner [ABDS21] presented
a negative result, establishing that virtual black-box (VBB) obfuscation of classical circuits,
even with the aid of quantum information, is impossible.

Broadbent and Kazmi [BK21] showed how to obfuscate quantum circuits that have
only a few non-Clifford gates. In their construction, the size of the obfuscated circuit
blows up exponentially with the number of non-Clifford gates, thus achieving a result
that, in some sense, goes barely beyond obfuscation for classical circuits. Finally, Co-
ladangelo and Gunn [CG24], define the notion of quantum state (indistinguishability)
obfuscation, show applications of this notion to software copy-protection, and construct
a quantum state indistinguishability obfuscator in the quantum oracle model. We summa-
rize these results, along with the contributions in this thesis, in Table 1.



1.2 Applications

Now, we discuss in more detail several applications that follow from our quantum obfus-
cation schemes.

Advanced cryptographic primitives. First, our obfuscators yield the first candidate’
constructions of a number of quantum cryptographic primitives of interest. We list a
few here. Further applications are discussed in [BM22].

* Witness encryption for QMA. Informally, a witness encryption scheme [GGSW13]
supports the ability to encrypt a message with respect to some puzzle such that
the message can be decrypted only given a solution to the puzzle. Our obfuscation
scheme for null quantum circuits implies the ability to encrypt messages with re-
spect to puzzles with quantum solutions. A bit more formally, we obtain the first
candidate witness encryption for QMA (quantum Merlin-Arthur, the quantum ana-
logue of NP), where one can encrypt a message with respect to an instance x of any
language in QMA.

* Non-interactive zero-knowledge for QMA. In turn, witness encryption for QMA
(plus iO for classical circuits) implies a one-message protocol for proving the valid-
ity of any statement in QMA, without revealing any additional information about
the witness. This gives the first candidate construction of non-interactive zero-
knowledge for QMA (in the common reference string model).

* Succinct non-interactive arguments for QMA. In fact, the zero-knowledge protocol
we obtain has a succinct proof, meaning that its size does not grow with the length of
the witness. Thus, we obtain the first candidate construction of a SNARG (succinct
non-interactive argument) for QMA, the quantum analogue of an extremely useful
and versatile primitive from classical cryptography.

¢ Attribute-based encryption for quantum predicates. Attribute-based encryption is
a “fine-grained” notion of encryption, where messages are encrypted with respect
to some (traditionally, classical) predicate P, and keys are sampled with respect to
some “attribute” z. A ciphertext for predicate P should only be able to be decrypted
by a key for z if P(z) = 1. We extend this notion to the quantum setting, allowing
the predicate to be computable by any pseudo-deterministic quantum circuit, and
show that such an encryption scheme follows from witness encryption for QMA
(plus iO for classical circuits).

¢ Functional encryption for quantum predicates. Finally, we consider functional en-
cryption, which is the most general form of fine-grained encryption. In a functional

>We specify that these schemes are “candidates” because they all rely on the security of our quantum
obfuscators, which are only proven secure in the classical oracle model, and thus only yield plain model
schemes with heuristic security.



encryption scheme, keys are sampled with respect to some (traditionally, classical)
functionality f, and, given a ciphertext encrypting message m and key for function
f, it should only be possible to recover the value f(m). We present the first candidate
construction of functional encryption where f may be any function computable by
a pseudo-deterministic quantum circuit. To achieve this, we actually require full-
fledged obfuscation of pseudo-deterministic quantum circuits (as opposed to null
quantum circuits, which sufficed for the previous applications).

Quantum software protection. Next, we discuss another natural class of applications
for quantum obfuscation, namely, quantum software protection. Suppose a company de-
velops a novel quantum algorithm, but wants to keep their algorithmic insights private.
A natural idea is to obfuscate the algorithm before releasing or selling it to the general pub-
lic. Our result establishing the feasibility of obfuscating any pseudo-deterministic quantum
circuit constitutes the first evidence that such quantum software protection exists. Indeed,
perhaps the most famous quantum algorithm to date, Shor’s algorithm, fits into the class
of pseudo-deterministic quantum computations.

In the classical setting, obfuscation has also been identified as a useful tool for digital
watermarking [BGI"01, CHN 18], which allows for embedding an unremovable “mark”
into a program, and acts as a deterrent against software piracy. In fact, quantum infor-
mation potentially allows for much stronger forms of protection against piracy, enabling
computation to be encoded into a quantum state that provably cannot be copied [Aar(9].
Since its introduction, this notion of “copy-protection” has been a prominent subject of
research within quantum cryptography. However, positive progress on copy-protecting
general-purpose software has been difficult to obtain.

A mentioned earlier, the notion of quantum state obfuscation was recently conceptual-
ized and defined by [CG24] precisely for the purpose of obtaining better software copy-
protection schemes. Indeed, they demonstrate how a quantum state indistinguishability
obfuscator can be used to construct a “best-possible” copy-protection scheme, i.e. they
show a scheme to copy-protect any classical function that can be copy-protected at all!
Their observation is that if there exists some (as yet unknown) copy-protection scheme
for a classical (deterministic) function x — F(x) that produces an unclonable quantum
program (|¢) , @), then a quantum state obfuscation of F' is just as good a copy-protection
scheme. Indeed, this follows from the fact that the obfuscation of F is indistinguishable
from an obfuscation of (|¢), (). However, they left the existence of quantum state in-
distinguishability obfuscation as an open question, only providing a construction with
respect to a quantum oracle that has no known (even heuristic) real-world instantiation.
Our construction of quantum state obfuscation in the classical oracle model gives the first
concrete candidate construction of quantum state obfuscation, and thus the first concrete
“best-possible” copy-protection scheme for general-purpose software.



1.3 Approach

Our approach for program obfuscation begins with the notion of fully-homomorphic encryp-
tion (FHE). An FHE scheme encodes data z into a ciphertext Enc(z) so that anyone holding
Enc(z) and a function f can produce a ciphertext Enc(f(z)). Suppose that we have the de-
scription of a quantum circuit ) to be obfuscated. Given a quantum fully-homomorphic
encryption (QFHE) scheme [Mah18a], which supports the evaluation of quantum function-
alities, consider releasing an encryption Enc(Q). Then, any evaluator with an input = can
obtain Enc(Q)(z)) by running an appropriate (quantum) evaluation procedure.

This comes close to a working obfuscation scheme, except that the evaluator obtains
Enc(Q(z)) rather than the output Q(z) in the clear. To complete the construction, it may
be tempting to simply release the QFHE secret key sk, allowing the evaluator to decrypt
Enc(Q(z)) and learn Q(z). However, this would also allow the evaluator to decrypt Enc(Q)
and learn (), which is exactly what we are trying to hide. Instead, the idea is to prepare
a “constrained” secret key that only allows decryption of ciphertexts Enc(Q)(x)) that hold
an honestly evaluated output Q(z).

This is the high-level idea behind each of our obfuscation constructions, though we
instantiate the approach in multiple ways. First, we will discuss the approach taken by
[BM22] and [BKNY23], which uses the QFHE scheme as “black-box”, and later we’ll see
how to make “non-black-box” use of QFHE techniques to obtain an obfuscation scheme
that can be applied to quantum programs with a quantum description [BBV24].

For the black-box approach, we need an additional building block: Classical verifica-
tion of quantum computation (CVQC). Ina CVQC scheme, a classical verifier requests the
help of a quantum prover for computing a quantum circuit )(x). The result y obtained by
the verifier is trusted in the sense that no malicious (quantum polynomial-time) prover
should be able to cause the verifier to output y # Q(z). In particular, we will build on a
“commitment”-based approach to CVQC pioneered by [BCM* 18, Mah18b].

1.3.1 Null quantum circuits

In order to prepare a constrained secret key, we consider the following idea. Given Enc(Q))
and an input z, rather than having the evaluator simply compute the (encrypted) output
Enc(Q(x)), instruct them to utilize CVQC in order to include a proof 7 that the output was
honestly evaluated. That is, they now compute a ciphertext Enc(Q(z), w) that holds the
output Q(z) along with a proof 7 that ()(x) was honestly computed. Then, obfuscate the
classical functionality F'[sk] that has the QFHE secret key sk hard-coded, takes as input a
ciphertext Enc(y, ), decrypts it to obtain y and 7, and then only outputs the result y if =
is a valid proof that y = Q(x) (and otherwise just outputs a special reject symbol _L).

This idea actually has a major flaw. Given oracle access to F[sk|, an adversary can
launch the following attack. First, prepare an honest output ciphertext Enc(Q(z), 7). Then,
depending on the first bit of the description of (), either do nothing, or replace m with a
bogus proof. Note that this operation is something that the adversary can do “under the
hood” of the QFHE scheme. Then, when the resulting ciphertext is queried to F[sk|, the



adversary can determine the first bit of () by observing whether F'[sk] returns a decrypted
plaintext or rejects. Thus, for general (), this approach is not secure.

However, in [BM22] we observed that this approach is secure in the special case that
@ is a null quantum circuit. Indeed, if we replace the reject symbol L with the bit 0, and
() always outputs 0 anyway, then no adversary should be able to find an input on which
the oracle doesn’t output 0, which thwarts the above attack. In Section 3.1, we show how
to formalize this approach, obtaining an obfuscation scheme for null quantum circuits,
which, as discussed earlier, yields several powerful quantum cryptographic applications.

1.3.2 Pseudo-deterministic quantum circuits

Now, in order to generalize the class of quantum circuits supported, we will have to take
a different approach. Rather than verifying the quantum computation under the QFHE,
what if we instead verified the QFHE evaluation procedure itself? That is, we hope to
construct an argument system with a classical verifier V' that satisfies the following prop-
erties.

* Given Enc(Q)), some public parameters pp, and any input z, it is possible to compute
a ciphertext ct = Enc(Q(z)) and a proof = such that V (pp, Enc(Q), z,ct, 7) = 1.

e Given Enc(Q) and the public parameters pp, no quantum polynomial-time adver-
sary can find (z, ct, 7) such that V' (pp, Enc(Q), z, ct, 7) = 1 and Dec(sk, ct) # Q(z).

This argument system would, in particular, imply a notion of publicly-verifiable QFHE.
If we could show that such a scheme exists, then an obfuscation of () could consist of
pp, Enc(Q) along with a classical oracle that implements the function F'[pp, Enc(Q), sk| de-
fined as follows. Take as input (z,ct, ), check if V(pp, Enc(Q),z,ct,7) = 1, and if so
output Dec(sk, ct), and otherwise output L.

Crucially, this approach follows the “verify-then-decrypt” paradigm, where the out-
put ciphertext is first verified to be honest, and only then decrypted using sk. This thwarts
the attack described above, since the secret key of the QFHE scheme is only ever used once
the proof is deemed to be valid.

CVQC and its limitations. Thus, it suffices to construct a (non-interactive) classically-
verifiable argument system that is powerful enough to handle computations Eval[Enc(Q)]
that map

Eval[Enc(Q)] : # — Enc(Q(x)),

where Enc is a QFHE scheme and () is a (pseudo-)deterministic quantum circuit.
While the breakthrough work of [Mah18b] established the feasibility of CVQC, there
are two major problems with using this scheme out of the box for this application.

e Sampling circuits. [Mah18b]’s scheme only supports the verification of (pseudo)-
deterministic quantum circuits. However, QFHE evaluation procedures [Mah18a,
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Bral8] are inherently randomized, even if the underlying computation is determinis-
tic, meaning that the circuit that we would like to verify actually produces a sample
Enc(Q(x)) from a classical distribution over ciphertexts.®

¢ Public verifiability. The adversary attacking our obfuscation scheme will have (ob-
fuscated) access to the CVQC verification function, which means that it can repeat-
edly query the verifier with proofs of its choice. If soundness holds even when ver-
ification is public, then the evaluator cannot break soundness using access to this or-
acle. However, [Mah18b]’s scheme is privately-verifiable, and can be broken given
this repeated access to the verifier.

In what follows, we will briefly cover the high-level ideas that we use to address each
of these issues, and defer a much more detailed overview to Section 4.1.

Quantum partitioning circuits. Towards solving the first problem, [CLLW22] presented
a scheme for classical verification of sampling circuits, though only with inverse polyno-
mial soundness error. While interesting on its own, this renders the scheme difficult to
use for our application, since a polynomial-time evaluator can eventually break sound-
ness and thus break security of the obfuscation scheme.

Instead, we relax our goal. We observe that if () is deterministic, then we don’t need
the full power of verification of sampling circuits to verify the sampling of Enc(Q(z)). In-
deed, we can partition the output space of Eval[Enc(Q)](-) into ciphertexts ct, that decrypt
to 0 and ciphertexts ct; that decrypt to 1. Thus, each input = outputs a sample from one
of these two sets. That is, we can define a classical predicate P := Dec(sk,-) such that
P(Eval[Enc(Q)](-)) is (pseudo)-deterministic.

We say that C' is a quantum partitioning circuit if there exists a predicate P such that
P(C(-)) is pseudo-deterministic. We think of C' as abstracting the circuit Eval[Enc(Q)]
that we will ultimately want to verify, and we construct a classically-verifiable argument
system for such partitioning circuits. Crucially for our application, the prover in the argu-
ment system cannot depend on P, since P will contain the description of the FHE secret
key.” That is, we will need an argument system with (roughly) the following syntax (see
Section 4.3.1 for a formal description).

e Gen(1*,C) — pp: The parameter generation algorithm outputs public parameters
pp. We allow pp to contain the description of a classical oracle, and refer to such a
protocol as being in the oracle model.

* Prove(pp, C, z) — m: The prover algorithm outputs a proof 7.

®While this distribution is only supported on ciphertexts that encrypt the correct output bit Q(z), the
random coins used for the output ciphertext will vary.

7 And otherwise, this notion would trivially reduce to classical verification of pseudo-deterministic quan-
tum circuits.
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e Ver(pp, C,z,m) — qU {L}: The verifier checks if the proof is valid, and if so outputs
a classical string g¢.

* Out(q, P) — b: The output algorithm takes ¢ and the description of a predicate P
and outputs a bit b.

For soundness, we require that no quantum polynomial-time prover can produce an
(x, ) such that Ver(pp, C, z,7) — g and Out(q,C) # P(C(z)). We refer to such a protocol
as a non-interactive publicly-verifiable classical verification of quantum partitioning circuits.

Constructing this object turns out to be quite technically involved, and the bulk of
the work in [BKNY23]. Again, we provide a full overview of the techniques involved in
Section 4.1, and here discuss our approach for obtaining public verifiability.

Publicly-decodable X-measurable commitments. As mentioned earlier, our approach
builds on the “commitment”-based CVQC of [BCM 18, Mah18b]. We first abstract out a
primitive at the heart of this approach, which we call an X-measurable commitment.®

An X-measurable commitment (XMC) is a traditional (non-interactive) classical bit
commitment scheme augmented with a quantum functionality property. Note that any
classical bit commitment algorithm Com(ck,b) — (b,u,c), where ck is the commitment
key, u is opening information, and c is the commitment string, can be used to commit
to a qubit |¢)) = a0 |0) + a1 |1) in superposition. If the commitment scheme is perfectly
hiding, then measuring a commitment string ¢ would leave a remaining state of the form
@0 0) Jug) + ay |1) |u1),’ which, in some sense, preserves the original qubit. One can al-
ways measure this state in the standard basis to obtain a bit b and opening information
uy, which can be considered an opening to a standard basis measurement of [¢)). An X-
measurable commitment allows the committer the option to instead open to a Hadamard
basis measurement of |+/). More formally, it should satisfy the following syntax.

e Gen(1*) — (ck, rk): Gen outputs a public commitment key ck and a private receiver’s
key rk.!°

e Com(ck,B) — (B,U,c): Com takes as input a single-qubit register 3 and produces a
classical commitment c along with registers (B, /), where U holds opening informa-
tion.!!

e Open(B,U) — u: The standard basis opening algorithm performs a measurement'?

on registers (B,U) to produce a classical string u.

8In [BKIN'Y23], this was called a Pauli functional commitment, but on second thought, we find the name
X-measurable to be more precise.

“Note that depending on the commitment scheme, the second register may contain a superposition over
random coins / opening information. For this overview, we make the simplifying assumption that there is
a single string consistent with each bit and commitment.

19For now, assume ck is classical, though later we will consider quantum commitment keys.

'Whenever we say that an algorithm takes as input or outputs a register, we mean that it operates on a
quantum state stored on that register.

12Without loss of generality, this can simply be a standard basis measurement of all registers.
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® Dec(rk,c,u) — {0, 1, L}: The standard basis decoding algorithm takes the receiver’s
key rk, a commitment ¢, an opening u, and either outputs a bit 0 or 1, or outputs L.

* OpenX(B,U) — u: The Hadamard basis opening algorithm performs a measurement
on registers (B3,U) to produce a classical string .

® DecX(rk,c,u) — {0,1, L}: The Hadamard basis decoding algorithm takes the re-
ceiver’s key rk, a commitment ¢, an opening u, and either outputs a bit 0 or 1, or
outputs L.

The new correctness property now guarantees that committing to a qubit, opening
in the Hadamard basis, and then decoding the result gives the same result as directly
measuring the original qubit in the Hadamard basis.

This notion has appeared implicitly in prior work, e.g. [BCM"18, Mah18b, Vid20].
Indeed, [BCM 18, Mah18b] showed how to construct an X-measurable commitment that
satisfies certain binding-like properties,'®> under the quantum hardness of LWE. Unfor-
tunately, this X-measurable commitment is not “publicly-decodable”, in the following
sense. If the committer is given oracle access to the functionality DecX(rk, -, -), they can
repeatedly issues queries (c,u) and eventually learn the receiver’s secret key rk. Then,
they can use knowledge of rk to break the binding property of the commitment scheme.
Indeed, this is the essential reason that previous approaches to CVQC are not publicly-
verifiable.

To address this, we define a publicly-decodable notion of X-measurable commitments,
in which the committer is allowed oracle access to both Dec(rk, -, -) and DecX(rk, -, ). We
show how to construct such a commitment in the oracle model that satisfies the tradi-
tional notion of binding to standard basis measurements. To do so, we combine some
of the ideas from [BCM*18, Mah18b] with techniques originally developed in the con-
text of publicly-verifiable unclonable cryptography [AC12, BS16, AGKZ20]. Once this
is done, we combine our publicly-decodable commitments with the privately-verifiable
commitments of [BCM 18, Mah18b] (which satisfy extra binding properties, as alluded
to above) to obtain our publicly-verifiable classical verification of quantum partitioning
circuits protocol. For the details, see Section 4.1.4 and Section 4.2.

1.3.3 Quantum state obfuscation

Finally, we provide a brief overview of our approach for quantum state obfuscation, where
the input program may have a quantum description.

Note that the previous idea of using classical verification of quantum computation to
check for honest QFHE evaluation no longer works, because the “statement” to prove
now includes a quantum state. This is of course not handled by techniques developed
for classical verification. Thus, we take a different approach. In particular, we open up

3For example, they require that once the committer produces a valid standard basis opening, they have
negligible advantage in predicting the result of a Hadamard basis opening.
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the black box of QFHE, and develop an approach based on the underlying techniques
proposed in [Mah18a].

QFHE review. First, we review the high-level approach underlying [Mah18a]’s con-
struction of QFHE. An encrypted quantum state takes the form X*Z* |¢) , Enc(z, z), where
(x, z) are quantum one-time pad (QOTP) [AMTDWO00] keys, and Enc is a classical fully-
homomorphic encryption of the QOTP keys. It turns out that universal quantum compu-
tation can be performed on this encrypted data by combining the following two types of
operations.

* Clifford operation: Given an operation C' that is comprised solely of Clifford gates,
the evaluator can apply CX*Z7 |[¢)) = X* Z%'C |¢), and update the QOTP keys ac-
cordingly under the classical FHE: Enc(z, z) — Enc(2/, 2/).

e Oblivious measurement: Given an encrypted bit Enc(b) and a two-qubit state |¢),
perform one of the following two measurements.

— If b = 0, measure the second qubit in the standard basis.
— If b = 1, measure the XOR of the two qubits.

Crucially, the evaluator should be able to perform this measurement without ever
learning the bit b, meaning without learning which measurement they actually per-

formed .M

[Mah18a] showed that there exists a classical FHE scheme with the property that a
ciphertext Enc(b) can be used to perform the required oblivious measurement.

QFHE on authenticated data. As we have already seen, in order to bridge the gap be-
tween QFHE and quantum obfuscation, we will have to incorporate some notion of veri-
fiability. Here, rather than trying to verify the evaluation procedure all at once, we take a
more step-by-step approach. In particular, we will apply QFHE on authenticated quantum
data, so that any dishonest operation will result in an intermediate state that no longer
passes verification.

Quantum authentication has a long history of study, dating back to the original proto-
col of [BCGT02]. Briefly, a quantum authentication scheme encodes a state |1)) — |1Z> SO
that anyone with the verification key vk can check if the state |4)) has been tampered with.
However, our setting imposes several additional requirements on the quantum authenti-
cation scheme, which we describe now.

YTechnically, this is only possible if the resulting state is only correct up to a random phase flip, but this
is not a problem as long as whether or not the phase flip was applied is known under the classical FHE.
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* Publicly-verifiable: The evaluator of the obfuscated program will be able to check
the authenticity of their intermediate states as they perform the obfuscated compu-
tation. Thus, the authentication scheme must remain secure even if the tampering
adversary is given oracle access to the verification functionality. This situation is
typically not considered in the literature on quantum authentication (with some ex-
ceptions [DS18, GYZ17]).

* Linearly-homomorphic: Recall that in the QFHE template described above, Clif-
ford operations are essentially “for free”. Thus, we should also be able to easily
perform Clifford operations on the authenticated data. One of our observations
is that, in fact, in suffices to be able to perform only CNOT operations on the au-
thenticated data, while the remainder of the Clifford operations can be “absorbed”
into the oblivious measurement step. Still, this requires the authenticated scheme
to support homomorphic CNOT operations, which we view as a natural quantum
analogue of linear-homomorphism.

¢ 7ZX-measurable: In order to perform the oblivious measurement step, it must be
possible to perform both standard and Hadamard basis measurements' on authen-
ticated data, and classically decode the results of these measurements. We refer to
this property as ZX-measurable.

Construction from random CSS codes. We construct an authentication scheme that sat-
isfies all of these properties simultaneously via a particular instantiation of the “encode-
encrypt” paradigm [BGS13]. Such schemes are parameterized by a family of CSS codes
%, and operate as follows. To encode a qubit |¢), sample a random code C' < % from
the family, sample a quantum one-time pad key (z, z), and output the “encoded-and-
encrypted” state X*Z*C |¢).

We let € be the family of all (single-qubit) CSS codes, which means that sampling a
random code from this family corresponds to sampling a uniformly random subspace S
(say, of dimension A in an ambient space of dimension 2X + 1), along with a random shift
A. Then, an authentication of qubit ag |0) + a4 |1) takes the form

X*Z7 (a0 |S) + ar [+ A)),

where for any (affine) subspace S, the state |S) is the uniform superposition over all vec-
torsin S.

By encoding all qubits using the same subspace S and shift A (but potentially with
different one-time pad keys), we can support homomorphic CNOT operations. More-
over, it is not hard to see that the scheme supports classically-decodable standard and
Hadamard basis measurements (as do all encode-encrypt schemes). Finally, we show
that this scheme is indeed secure in the public-verification setting, drawing a connection

>More generally, it should be possible to perform even entangled measurements, as long as they are
diagonal in a tensor product of Z and X bases.
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to proof techniques used in the setting of publicly-verifiable unclonable cryptography,
which also relies on such uniformly random subspace (or coset) states.

While this is one of the central building blocks underlying our construction of quan-
tum state obfuscation, several details remain in the implementation of our obfuscation
scheme. We refer the reader to Section 5.1 to a more thorough overview of the techniques
involved.

1.4 Future directions

The results contained in this thesis constitute the first evidence that interesting and useful
classes of quantum computations can be obfuscated. However, this progress perhaps
raises more questions than it answers. In this section, we’ll highlight three directions for
future research.

Classical obfuscated programs. Ideally, we would like to show that given the classical
description of a quantum program (i.e., a description of the sequence of gates to apply), it
is possible to output a classically-described obfuscated program. Unfortunately, we cur-
rently only know how to achieve this for null quantum circuits. Indeed, our schemes that
support obfuscation of general (pseudo)-deterministic quantum circuits output a quan-
tum state as part of the obfuscated program, even if the original program only had a
classical description.

We leave open the question of obfuscation for pseudo-deterministic quantum circuits
where the obfuscated program has a classical description. However, we observe that the
[BKNY23] approach based on classical verification of QFHE evaluation appears amenable
to “de-quantization”. The main problem to solve here is to construct publicly-verifiable X-
measurable commitments using a classical commitment key rather than a quantum com-
mitment key.'® Conceptually, this seems to require classical parameters that allow for the
sampling of publicly-verifiable unclonable states (with some additional structure). A can-
didate for this task is an (obfuscated) affine partition function, as proposed by [AGKZ20].
However, establishing the security of this approach, even in the classical oracle model,
remains an open question.

Security in the plain model. We prove security of our obfuscation schemes in the ide-
alized classical oracle model. An important question going forward is whether we can
establish security in the plain model, i.e. assuming only indistinguishability obfuscation
for classical circuits, or perhaps some other concrete assumption on the classical obfus-
cation scheme. For example, does “best-possible” obfuscation for classical computation
imply best-possible copy-protection? Does non-interactive zero-knowledge for QMA ex-
ist under any concrete assumption(s)?

16We would also have to de-quantize signature tokens, but this would likely follow from the same tech-
niques needed to de-quantize the X-measurable commitment.

15



Broadening the class of obfuscatable computation. Finally, perhaps the most exciting
question left is the same question that inspired this research in the first place. Simply put,
what class of (quantum) computations can be (plausibly) obfuscated?

Ultimately, we want to show that arbitrary polynomial-time quantum operations can
be obfuscated: Given the classical description of any efficiently-computable quantum
map M (thatis, a completely positive trace-preserving map), produce a classically-described
obfuscated program M that implements the same (or very close to the same) map as M.
We leave it as an open problem to come up with any plausible candidate for this task.

There are also interesting intermediate goals. For example, can we go beyond pseudo-
deterministic circuits and obfuscate any quantum circuit with classical inputs and clas-
sical outputs? That is, can we obfuscate circuits that output arbitrary distributions over
classical outputs? We note that the [BBV24] scheme is actually a candidate obfuscator for
all such circuits, but it remains an open problem to prove its security when applied to
non-pseudo-deterministic circuits.
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2 Preliminaries

Let A denote the security parameter. We write negl(-) to denote any negligible function,
which is a function f such that for every constant ¢ € N there exists N € N such that for
alln > N, f(n) < n=°. We write non-negl(-) to denote any function f that is not negligible,
that is, there exists a constant ¢ such that for infinitely many n, f(n) > n~¢. Finally, we
write poly(-) to denote any polynomial function f, that is, there exist constants ¢ and N
such that foralln > N, f(n) < n°.

For two probability distributions D,, D, with support 5, let

TV (Do, D1) = > [Do(x) — Di(x)|

€S

denote the total variation distance. For a set S, we let z +— S denote sampling a uniformly
random element x from S. If D is a distribution, we let z <~ D denote sampling from D,
and let

{z:2 Dy} =.{x: 2+ D}

denote that TV(Dy, D;) < e. Finally, we denote a linear combination of distributions by
(1 =0){z:2 <+ Do} +{z:x+ D},

meaning with probability 1 — §, sample from D, and with probability §, sample from D;.

2.1 Quantum information
2.1.1 Background

An n-qubit register X’ refers to a Hilbert space C*". A pure state on register X is a unit
vector )" € C?". A mixed state on register X is a density matrix p¥ € C¥"*?", which
is a positive semi-definite Hermitian operator with trace 1. A quantum operation F is a
completely-positive trace-preserving (CPTP) map from a register X’ to a register ). A
unitary U : X — X is a special case of a quantum operation that satisfies UTU = UUT =
T, where Z% is the identity matrix on register X. A projector II is a Hermitian operator
such that 1> = II, and a projective measurement is a collection of projectors {II;}; such
that > . II; = Z. Throughout, we will often write an expression like II |¢), where |¢) is
supported on multiple registers, say X, V, and Z, while II has only been defined on a
subset of these registers, say ). In this case, we technically mean (Z* @ I1¥ ® Z%) |+), but
we drop the identity matrices to reduce notational clutter.

A family of quantum circuits is a sequence of quantum operations {Ch}ren, parameter-
ized by the security parameter . We say that the family is quantum polynomial time (QPT)
if Cy can be implemented with a poly())-size quantum circuit. A family of oracle-aided
quantum circuits {C% } ey has access to an oracle F : {0,1}* — {0,1}* that implements
some deterministic classical map. That is, C'y can query a unitary that applies the map

17



|z) |y) — |z) |y @ F(x)). We say that the family is quantum polynomial query (QPQ) if C,
only makes poly(\)-many queries to F, but is otherwise computationally unbounded.

Let Tr denote the trace operator. The trace distance between states p, 7, denoted TD(p, 7)
is defined as

(7)== 5 T (Vi 7i(p 7))

The trace distance between two states p and 7 is an upper bound on the probability that
any (unbounded) algorithm can distinguish p and .

For any set S, we define O[S] to be the boolean function that checks for membership
in S and define the projector

H[S] =) Js)sl.

seS

Definition 2.1 (Pseudo-deterministic quantum circuit). A family of pseudo-deterministic
quantum circuits {Q\}ren is defined as follows. The circuit Q) takes as input a classical string
z € {0,1}™™N and outputs a bit b < Qx(z). The circuit is pseudo-deterministic if for every
sequence of classical inputs {x )} e, there exists a sequence of outputs {by}ren such that

P]."[Q)\(x)\) = b)\] =1- negl(/\)

We will often leave the dependence on X implicit, and just refer to pseudo-deterministic cir-
cuits Q with input x. In a slight abuse of notation, we will denote by Q(x) the bit b such that
Pr[Q(z) = b] = 1 — negl(N).

Next, we define a notion of quantum computation where the program itself has a
potentially quantum description.

Definition 2.2 (Quantum program). A quantum implementation of a functionality with clas-
sical inputs and outputs, or, a quantum program, is a pair (1) ,C'), where 1) is a state and C
is the classical description of a quantum circuit. For any classical input x € {0,1}™, we write
y < C(|z) |¢)) to denote the result of running C and then measuring a dedicated m’-qubit output
register in the standard basis to obtain y.

o We say that the program is deterministic if for all z, there exists y € {0, 1}™ such that
PriC(fa) [4)) = y] = 1.

o We say that a family of quantum programs {(|1») , C\) } ren is e-pseudo-deterministic for
some € = €(\) if for all sequences of inputs {x)}en, there exists a sequence of outputs
{yr} ren such that

PriCy(Jza) [2)) = ya] 2 1 = €(N).
We will often leave the dependence on \ implicit, and just refer to (pseudo)-deterministic pro-

grams (|¢) , C). We will denote by Q(z) the string y such that Pr[C(|z) |¢)) =y] > 1 —€(N),
and refer to () as the map induced by (|¢) , C).

18



2.1.2 Lemmas

Lemma 2.3 (Gentle measurement [Win99]). Let p be a quantum state and let (11, Z — II) be a
projective measurement such that Tr(Ilp) > 1 — 6. Let
- [IpIl

Tr(Ilp)
be the state after applying (I1, 7 — II) to p and post-selecting on obtaining the first outcome. Then,
TD(p, p') < 2V/6.
Lemma 2.4. Consider a register R on n qubits and a distribution F over classical functions

f:{0,1}" — {0,1}. For any such f, let I1; be the projection onto = such that f(x) = 1. Then
for any |) on register R,

P

e, [0t 1) ] < mx{ P 7o) = 11}

feF z f«F

Proof. For any |¢) =) _a, |z), write

B ] = 2 | S el | =32 Prise) = okt < max{ Prise) =1}

z:f(z)=1 ‘
where the last inequality holds because {|a,|*}. is a probability distribution. O

Lemma 2.5 (Pauli Twirl over Affine Subspaces). Let R, R C F% be subspaces of Fy, and let
(w0, 20, 71, 21) be such that either xo & x; ¢ R or 29 ® 21 ¢ R*. Then forany A ¢ R,A ¢ R
and density matrix p on m > n qubits,
Y (X)X Z)XTZ) (27 XN 2P X (X Z) = 0.
xER—i—A,zEE—i—&
Proof. Using the fact that X*Z* = (—1)**Z7 X", we write
S (ZXNXZ) (XL Z XN (27 X (X )
TER+A 2eR+A
_ Z (_1)x-zo+z~xo+x-zl+z~az1 (Xxo Zzo)p(Zzl Xxl)

acER—l—A,zEE—l—ﬁ

= | X yyrteen ( > <—1>w-<zo%>) (@ Z)p( 2 X7

zeR+A TC€R+A
= [ (-t <Z<—1>w'<m%>) (1R (Ao (g 70) o 7 X7
2€R TER
=0,
where the last equality follows because either zy @ z1 ¢ RYorz @z ¢ R O
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The following two lemmas are applications of Cauchy-Schwarz. The first is adapted
from [DS23].

Lemma 2.6. Let K be a set of keys, N an integer, and {|vy) , {1l }icin), Ok brex be a set of
states |1y,), projective submeasurements {11, ; };c|n), and classical functions Oy, such that |1)y,) €
Im(>_, I1;) for each k. Then for any distinguisher D, which we take to be an oracle-aided binary
outcome projector, it holds that

1/2

.19 ) 2
S E M DO o) |

Oy 271 Oy ) 2 < X
E U0 W) 7] =32 B IDM M) I < V- 3
) 17]

Proof.

& 2
E ||

= kEK: ‘ (U <Z Hk,i) DO (Z Hk,i) |[Vk)

|

= E ’ Z (| Ty s DO T s |91) + ; (4| Ty, j DO* g 5 [ty,)
L 7 1FE] J
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where the first inequality is the triangle inequality, the second follows from Cauchy-
Schwarz applied to vectors |¢;) and II; ; D911, ; |1}, the third follows from Cauchy-Shwarz
applied to the length N2 vector (1,...,1) and the vector with (i, j)’th entry equal to

{0k Ty s DORTL DO 4,

and the fourth is Jensen’s inequality.
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Lemma 2.7. Let K be a set of keys, N an integer, and {|vy,) , {11k }iciny, Oks 'k rex be a set of
states |vy,), projective submeasurements {1l ;};c(n), classical function Oy, and projective mea-
surements Iy, such that |vy,) € Im(D>_, ;) for each k. Then for any oracle-aided unitary U, it
holds that

Oy 2] < N OrTT. . 2
E (DU ) |2 < N - 37 B ITU T ) I

Proof.

E (TR0 ) |P)

2
< E (Z TR U T, |bg) ||> ]

SN (m\/z TR U O Ty [401) 2) ]

—N. Zkgic |IT U I |0 |7,

where the first inequality is the triangle inequality, and the second follows from Cauchy-
Shwarz applied to the length N vector (1,...,1) and the vector with i'th entry equal to
DU T [40) |-
O

We will frequently invoke the following lemma in order to switch between two oracles
that differ on hard-to-find inputs. The proof is a standard oracle hybrid argument.

Lemma 2.8. For each A € N, let Ky, be a set of keys, and {|1r.) , O, O, Sk }rex, be a set of states
|[1x), classical functions O, O}, and sets of inputs Sy.. Suppose that the following properties holds.

1. The oracles O and O;. are identical on inputs outside of Sy.

2. For any oracle-aided unitary U with q¢ = q(\) queries, there is some € = () such that
oY 2
E_[Iisuet v 7] < e

Then, for any oracle-aided unitary U with q(\) queries and distinguisher D,

[0 (1) =0] - g (507 00) =o] | < v
Proof. For eachi € [0,...,q], define hybrid H; to sample k < K and output (k, U") |¢)1.)),
where U’s first ¢ — ¢ oracle queries are answered with O} and U’s final i oracle queries are
answered with O}. Foreach i € [0, ..., ¢ — 1], define hybrid ! to be identical to H; except
that we apply the measurement {II[Sy], Z—1I[S;]|} to U’s state right before the g—:’th oracle
query, and post-select on obtaining the second outcome. Then forany i € [0,...,¢ — 1],
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* By condition 2 of the lemma statement and Lemma 2.3, it holds that TD(H;, ;) <

2./

* By conditions 1 and 2 of the lemma statement and Lemma 2.3, it holds that TD(#, H;1+1) <

2./

The lemma follows by summing over differences in trace distance induced by the 2¢
hybrid switches.
O

Lemma 2.9 (Measure and re-program [DFMS19, DEM20]). '7 Let A, B be finite non-empty
sets, and let ¢ € N. Let A be an oracle-aided quantum circuit that makes q queries to a uniformly
random function H : A — B and then outputs classical strings (a, z) where a € A. There exists
a two-stage quantum circuit Sim[A] such that for any predicate V, it holds that

(a,st) <= Sim[A] Vi H(a). 2) =1 - (a. » H
Pr |V(a,b,2) =1: s b« B ZP[V(7H< ):2) 12'(’)<_A}.
2+ Sim[A](b, st) (2q+1)

Moreover, Sim[A] operates as follows.

* Sample H : A — B as a 2q-wise independent function and (i,d) < ({0,...,q — 1} x

10,11 U{(a: 0)}-
* Run A until it has made i oracle queries, answering each query using H.

* When A is about to make its (i + 1)’th oracle query, measure its query registers in the
standard basis to obtain a. In the special case that (i,d) = (q,0), the simulator measures
(part of) the final output register of A to obtain a.

o The simulator receives b +— B.

e Ifd = 0, answer A’s (i + 1)'th query using H, and if d = 1, answer A’s (i + 1)'th query
using H|a — b|, which is the function H except that H(a) is re-programmed to b.

* Run A until it has made all q oracle queries. For queries i + 2 through q, answer using
Hla — b].

* Measure A’s output z.

Note that the running time of Sim[A] is at most poly(q,log|A|,log|B|) times the running
time of A.

7This theorem was stated more generally in [DFMS19, DFM20] to consider the drop in expectation for
each specific a* € A, and also to consider a more general class of quantum predicates.
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2.2 Cryptography
221 Obfuscation

Definition 2.10 (Obfuscation). An obfuscator for pseudo-deterministic quantum (resp. classi-
cal) circuits is a pair of algorithms (Obf, Eval) with the following syntax.

o Obf(1*, Q) — Q: The obfuscator takes as input the security parameter 1* and the descrip-
tion of a quantum (resp. classical) circuit (), and outputs a (potentially quantum) obfuscated

circuit ().

e Eval (Q,z) — b: The evaluator takes as input an obfuscated circuit Q) and an input x, and
outputs a bit b € {0, 1}.

Correctness is defined as follows for any pseudo-deterministic (resp. classical) family of circuits
{Qx}ren with input length m(\).

Va € {0,1}™W Py [Eval (éj, x> = Qx(2) : Q + Obf(1*, Q)] =1 — negl()).
We define two notions of security.

* Ideal obfuscation: For any QPT adversary { A\ } xen, there exists a QPT simulator {Sim) } \en
such that for any polynomial n(X), pseudo-deterministic family of circuits {Q}xen with in-
put length m(\) and size at most n(\), and QPT distinguisher { Dy} en,

‘ Pr [1 < Dy (A (Obf(1%,Q1)))] = Pr |1« Dy (SimP* (1%, n(1), m(V)) )] ’ = negl()).

e Indistinguishability obfuscation: For any QPT adversary { Ax} en and pair of function-
ally equivalent families of pseudo-deterministic (resp. classical) circuits {Qox}ren, {@1.2 }ren,

‘ Pr[1+ A, (Obf(1*,Qon))] — Pr[1 + Ay (Obf(1*, Q10))] ’ = negl()).

Next, we define a notion of obfuscation for null quantum circuits.

Definition 2.11 (Obfuscation of null quantum circuits). An obfuscator for null quantum cir-
cuits is a pair of QPT algorithms (NObf, NEval) with the following syntax.

e NObf(1*,Q) — Q: The obfuscator takes as input the security parameter 1* and the descrip-
tion of a quantum circuit with quantum input and one bit of classical output, and outputs

an obfuscated circuit Q).

e NEval (@, |1/;>> — b: The evaluator takes as input an obfuscated circuit Q and an input 1))
and outputs a bit b € {0, 1}.
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An obfuscator (NObf, NEval) for null quantum circuits is correct if there exists a polynomial
k(X) such that for all polynomial-size families of quantum circuits {Q, } xen and inputs {|1) }ren
such that there exists {by} xen such that Pr[Qx(|1x)) = by] = 1 — negl(N), it holds that

Pr [NEvaI (@, |¢A>®’“W> =y Q NObf(lA,QA)} =1 negl()).

An obfuscator (NObf, NEval) for null quantum circuits is secure if for any QPT adversary
{Ax}ren and polynomial-size sequences of quantum circuits {Qo}ren, {Q1,) }ren such that for

all inputs {|1) bren,
Pr{Qua((t)) = 0] = 1 — negl(\) and Pr(Qua(|)) = 0] = 1~ negl(\),

it holds that

Pr[1 + Ay (NObf(1*, Qo))] — Pr [1 < Ay (NObf(1*,Q1,1))] | = negl()).

Remark 2.12. Note that our definition of obfuscation for null quantum circuits only guarantees
correctness for inputs that either accept or reject with high probability, and, moreover, requires the
evaluator to possess multiple copies of any quantum input. Thus, this definition can be considered
obfuscation for null pseudo-deterministic quantum circuits (strictly generalizing the standard
notion of obfuscation for null classical circuits) with an additional correctness guarantee that must
hold for quantum inputs that yield a (nearly) deterministic outcome. There is no correctness
guarantee for quantum inputs that do not yield a (nearly) deterministic outcome.

Next, we define a notion of obfuscation for quantum computation where the program
itself has a potentially quantum description.

Definition 2.13 (Quantum state obfuscation). For any e = €(\), let C. be the set of families of e-
pseudo-deterministic quantum programs (Definition 2.2), where each family {|1{y) , Cx}ren € Ce
is associated with an induced family of maps {Qy : {0,1}™Y — {0,1}" NV} ey, A quantum
state obfuscator is a pair of QPT algorithms (QSObf, QSEval) with the following syntax.

o QSObf (1*,]¢),C) — |): The obfuscator takes as input the security parameter 1* and a
quantum program (|¢) , C'), and outputs an obfuscated state ).

* QSEval (\J) ,x) — y: The evaluator takes as input an obfuscated state |{)) and an input
x € {0,1}™N, and outputs y € {0,1}™'W.

Correctness is defined as follows for any quantum program {|1,) , Cy}ren.
Vo € {0,1)"™ pr [QSEvaI (y@ x) = Qx(@) 1 1) + QSObF (1%, 1) ,OA)] — 1~ negl()\).

We define two notions of security.
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e Ideal obfuscation: For any QPT adversary { Ax} en, there exists a QPT simulator {Sim) }xen
such that for any polynomial n(X), program {|z),Cr}ren € C. with induced family of
maps {Q» : {0,1}™N — {0, 1}™ N} e such that |1y) has at most n(\) qubits and C)
has at most n(\) gates, and QPT distinguisher { Dy} en,

' Pr [1 ¢ Dy (Ax (QSObf (1%, [115) ,C2)))]

~Pr [1 « Dy (SimA* (1%, n(N), m()\),m’()\))ﬂ ' — negl()\).

e Indistinguishability obfuscation: For any polynomial n(\), pair of families { |5 o) , Cx 0} ren,

{|a1) , Cxitaen € Ce with the same induced map {Q : {0, 1}™WN — {0, 1} N}y oy such
that |1y o) and |1y 1) both have at most n(\) qubits and C) o and C' 1 both have at most n(\)
gates, and QPT adversary { Ax}ren,

Pr |:1 — A)\ (QSObf (1)\, ’1/))\70> ,C)\,O))] —Pr [1 — A)\ (QSObf (1)\, |1/})\71> 7C>\,1))] ‘ = negl()\)

Remark 2.14 (Classical oracle model). In this work, we construct obfuscation schemes in the
classical oracle model. In this model, we allow the obfuscation algorithm to additionally output
the description of a classical deterministic functionality O, and both the evaluation algorithm and
the adversary are granted (quantum-accessible) oracle access to O. Any scheme in the classical
oracle model may be heuristically instantiated in the plain model by using a post-quantum in-
distinguishability obfuscator to obfuscate O and include its obfuscation in the description of the
obfuscated circuit.

2.2.2 Trapdoor claw-free functions

In this section, we define a variant of trapdoor claw-free functions, which we refer to as
a dual-mode noisy trapdoor claw-free function family (dTCF) with an adaptive hardcore
bit.

Definition 2.15 (dTCF with adaptive hardcore bit). Let { X} en and {Y)}ren be families of
finite sets. Below, we will leave the dependence of these sets on X implicit. A dual-mode noisy
trapdoor claw-free function family with an adaptive hardcore bit is described by a tuple of
algorithms (Gen, Eval, Invert, Check, IsValid) with the following syntax.

e Gen(1* h) — (pk,sk) is a randomized classical algorithm that takes as input a security
parameter 1* and a bit h € {0,1} (where h = 0 indicates injective mode and h = 1
indicates 2-to-1 mode), and outputs a public key pk and a secret key sk. The public key
pk implicitly defines a function fu : {0,1} x X — Dy, where Dy is the set of probability
distributions over Y.

25



e Eval(pk,b) = |¢pkp) is a QPT algorithm that takes as input a public key pk and a bit b, and
outputs a fixed pure state |hy)> on two registers X and Y, where X is spanned by the
elements of X and ) is spanned by the elements of Y. We further define

Eval[pk] := [0)(0|® @ Eval(pk, 0) + [1)(1|® ® Eval(pk, 1),
which is a map from the single qubit register BB to registers (B, X,)).

* Invert(h,sk,y) is a deterministic classical algorithm that takes as input h € {0,1}, a secret
key sk, and an element y € Y. If h = 0, it outputs a pair (b,x) € {0,1} x X or L. Ifh =1,
it outputs two pairs (0, o) and (1, z1) with g, z1 € X, or L.

e Check(pk,b,z,y) — {T,L} is a deterministic classical algorithm that takes as input a
public key pk, a bit b € {0,1}, an element x € X, and an element y € Y, and outputs either
T or L.

e IsValid(xg, x1,d) — {T,L} is a deterministic classical algorithm that takes as input two
elements xo, x1 € X and a string d, and outputs either T, L, characterizing membership in
a set that we call
Valid,, ., = {d : IsValid(zo, z1,d) = 1}.

We require that the following properties are satisfied.
1. Correctness:

(a) For all (pk,sk) € Gen(1*,0): For every b € {0,1}, every x € X, and every y €

Supp(fpk(b; ),
Invert(0, sk, y) = (b, x).

(b) For all (pk,sk) € Gen(1*,1): For every b € {0,1}, every x € X, and every y €

Supp(fo(b; 7)),
Invert(1,sk,y) = ((0,xq), (1,71))

such that x, = x, y € Supp(fox(0,20)), and y € Supp(fok(1, z1)).

(c) Forall (pk,sk) € Gen(1*,0) U Gen(1*,1), every b € {0, 1} and every x € X, it holds
that Check(pk, (b,x),y) = 1 if and only if y € Supp(fok(b, x)).

(d) Forall (pk,sk) € Gen(1*,0) U Gen(1*, 1) and every b € {0, 1}, it holds that

D <|¢pk,b>x’ \/W Z (for(b, @) (y )|$>X |3/>y) = negl(A),

rzeX,yeyY

where |1k ) <— Eval(pk, b).

(e) For all (pk,sk) € Gen(1*,1) and every pair of elements xo,x1 € X, the density of
Valid,, ., is 1 — negl(\).
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2. Mode indistinguishability: For every QPT adversary { A\ }ren,

‘ Pr[1 < Ay (pk) : (pk, sk) < Gen(1*,0)]—Pr [1 4= A,(pk) : (pk,sk) « Gen(1*,1)] ‘ = negl(\).

3. Adaptive hardcore bit: There is an efficiently computable and efficiently invertible injec-
tion J : X — {0,1}" such that for every QPT adversary {Ax}en,

Check(pk, b, z,y) =1 A (pk, sk) < Gen(1*,1)
Pr |: d € Validy, ,, A : (y,b,x,d) < Ax(pk) ]
d-(J(xg) ® J(z1)) =0 ((0,z0), (1,21)) = Invert(1, sk, y)
Check(pk,b,z,) =1 A (pk, sk) < Gen(1*,1)
—Pr |: d € Validy, ., A : (y,b,x,d) < Ax(pk) } ' = negl(\).
d-(J(zo) ® J(z1)) =1 ((0,0), (1,21)) := Invert(1, sk, y)

The works of [BCM*18, Mah18b] showed that, assuming the quantum hardness of
learning with errors (LWE), there exists a dual-mode noisy trapdoor claw-free function
family with an adaptive hardcore bit.

2.2.3 Quantum fully-homomorphic encryption

We define quantum fully-homomorphic encryption (QFHE) with classical keys and clas-
sical encryption of classical messages.

Definition 2.16 (Quantum fully-homomorphic encryption). A quantum fully-homomorphic
encryption scheme (Gen, Enc, Eval, Dec) consists of the following efficient algorithms.

e Gen(1*, D) — (pk,sk): On input the security parameter 1* and a circuit depth D, the key
generation algorithm returns a public key pk and a secret key sk.

* Enc(pk,z) — ct: On input the public key pk and a classical plaintext x, the encryption
algorithm returns a classical ciphertext ct.

 Eval(Q,ct) — ct: On input a quantum circuit Q and a ciphertext ct, the quantum evalua-
tion algorithm returns an evaluated ciphertext ct.

® Dec(sk,ct) — x: On input the secret key sk and a classical ciphertext ct, the decryption
algorithm returns a message x.

The scheme should satisfy the standard notion of semantic security.

Definition 2.17 (Semantic security). A QFHE scheme (Gen, Enc, Eval, Dec) is secure if for any
QPT adversary { Ay} aen and circuit depth D,

pk,sk) < Gen(1*, D)
ct < Enc(pk,0)

pk,sk) < Gen(1*, D)

'Pr [AA(ct) . ]—Pr [AA(ct) .
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We will also require the following notion of correctness for evaluation of pseudo-
deterministic quantum circuits.

Definition 2.18 (Evaluation correctness). A QFHE scheme (Gen, Enc, Eval, Dec) is correct
if for any polynomial D (), family of pseudo-deterministic quantum circuits {Qy}ren of depth
D(N), inputs {xx}ren, security parameter ), (pk,sk) € Gen(1*, D())), and ct € Enc(pk, x),

Pr[Dec(sk, Eval(Qy,ct)) = Qx(xx)] = 1 — negl(\).

The works of Mahadev [Mah18a] and Brakerski [Bral8] show that such a QFHE scheme
can be constructed from the quantum hardness of learning with errors (LWE).

2.2.4 Signature tokens

Definition 2.19 (Signature token). A signature token scheme consists of algorithms (TokGen,
TokSign, TokVer) with the following syntax.

o TokGen(1*) — (vk, [sk)): The TokGen algorithm takes as input the security parameter 1*
and outputs a classical verification key vk and a quantum signing key |sk).

e TokSign(b, |sk)) — o: The TokSign algorithm takes as input a bit b € {0, 1} and the signing
key |sk), and outputs a classical signature o.

e TokVer(vk,b,0) — {T, L}: The TokVer algorithm takes as input a verification key vk, a bit
b, and a signature o, and outputs T or L.

A signature token should satisfy the following definition of correctness.

Definition 2.20. A signature token scheme (TokGen, TokSign, TokVer) is correct if for any b €
{0,1},
(vk, |sk)) < TokGen(1*)

Pr | TokVer(vk,b,0) = T : & < TokSign(b, |sk})

=1.

A signature token should satisfy the following definition of security. Note that we
give the adversary oracle access to the verification functionality, and ask for exponential
security.

Definition 2.21. A signature token scheme (TokGen, TokSign, TokVer) satisfies unforgeability
if for any QPQ adversary {A\}xen,

[ TokVer(vk,0,00) = T A (vk,[sk)) «= TokGen(1*) T _ o
TokVer(vk, 1,00) =T " (0g,01) ¢ ARV ™M™(|sk)) | —

where TokVer|vk] is the functionality TokVer(vk, -, -).

P

)

Theorem 2.22 ([BS16]). There exists a signature token scheme that satisfies Definition 2.20 and
Definition 2.21.
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We will also require a signature token with the property of strong unforgeability, de-
fined as follows.

Definition 2.23. A signature token scheme (TokGen, TokSign, TokVer) satisfies strong unforge-
ability if for any QPQ adversary {Aj} ren,

(bo, 00) # (b1, 01) A
Pr | TokVer(vk,by,00) =T A :
TokVer(vk, by, 01) = T

(vk, |sk)) <— TokGen(1%) | 5-20
(b(), 0, bl, 0_1) “ A')I\'okVer[vk} (|Sk>) - )

where TokVer|vk| is the functionality TokVer(vk, -, -).

Claim 2.24. There exists a signature token scheme that satisfies Definition 2.20 and Defini-
tion 2.23.

Proof. This follows by a slight tweak to arguments in [BS16]. We first note that by a union
bound, it suffices to show that each of the following three cases happens with negligible
probability: (1) Ay outputs o, 0y such that o is a valid signature of 0 and o, is a valid
signature of 1, (2) A, outputs oy # o, that are both valid signatures of 0, and (3) A,
outputs o, # o} that are both valid signatures of 1. The first case is already proven by
[BS16].

The second case can be shown by following the proofs in [BS16] except for one differ-
ence: for a subspace A < F%, the “target set” A(A) (defined on page 25 of [BS16]) is instead
defined to consist of pairs of vectors (a, b) such that a # b € A\ {0"}. The only change in
the proof then comes in [BS16, Lemma 19], where we need to show that

1
< —
AES(nﬁi%{)eA(A) BE%A[(a’m €A(B)l < 4’
where S(n) is the set of subspaces of I of dimension n/2, and for any A € S(n), R4 is
the set of B € S(n) such that dim(A N B) = n/2 — 1. This follows by first noting that
any distinct non-zero a,b € A specify a two-dimensional subspace {0, a,b,a + b}. Then,
following the proof of [BS16, Lemma 19], and defining

k-1 2m—i -1

G(m, k) = H P

=0

to be the number of subspaces of F4 of dimension m, we have that this expression is at
most

G(n/Q—Q,n/2—3) B on/2=1 _ 1 9n/2-2 _ 1

= : < .
G(n/2,n/2 —1) /2 1 n/21 1~ 4

Finally, the third case can be proven in the same way as the second, by defining A(A)

as the set of (a,b) such that a # b € A+ \ {0"}. O
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2.2.5 Puncturable pseudorandom functions

Definition 2.25 (Puncturable pseudorandom function). A puncturable pseudorandom func-
tion (PRF.Gen, PRF.Puncture, PRF.Eval) consists of the following PPT algorithms.

e PRF.Gen(1*) — k: On input the security parameter, the key generation algorithm returns
a key k.

* PRF.Puncture(k,z) — k.: On input a key k and a point z, the puncturing algorithm
returns the punctured key k..

e PRF.Eval(k,z) — y: On input a key k and a string x € {0,1}", the evaluation algorithm
returns a string y € {0, 1}*.

Correctness requires that evaluation using the punctured key agrees with evaluation
using the non-punctured key on all but the punctured point.

Definition 2.26 (Correctness). A puncturable PRF (PRF.Gen, PRF.Puncture, PRF.Eval) is cor-
rect if forall X\ € N, all z € {0,1}*, and all strings x # z it holds that

Pr [PRF.Eval(k, z) = PRF.Eval(k,,z)] =1,
where k < PRF.Gen(1*) and k, <+ PRF.Puncture(k, ).

Pseudorandomness requires that the evaluation of the PRF at any point z is computa-
tionally indistinguishable from random, even given the punctured key k..

Definition 2.27 (Pseudorandomness). A puncturable PRF (PRF.Gen, PRF.Puncture, PRF.Eval)
is pseudorandom if for all = € {0,1}* and QPT { A, }sen, it holds that

k < PRF.Gen(1?)
Pr | Ax(k,,y) =1: k., < PRF.Puncture(k, 2)
y < PRF.Eval(k, z)

k < PRF.Gen(1?)
—Pr [Ay(k,,u) =1: k, < PRF.Puncture(k,z) | | = negl()).
u <+ {0, 1}
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3 Obfuscation of Null Quantum Circuits

In Section 3.1, we formalize the approach outlined Section 1.3 for obfuscating null quan-
tum circuits. Then, in Section 3.2, we present several applications, including witness
encryption for QMA and non-interactive zero-knowledge for QMA. For further applica-
tions, see [BM22].

3.1 Construction

We begin by defining the notion of a classical-verifier generalized sigma protocol for
QMA.

Definition 3.1 (Classical-verifier generalized sigma protocol for QMA). A classical-verifier
generalized sigma protocol for QMA consists of algorithms (Gen, Prove, Provey, Ver) with the
following syntax.

e Gen(1*,Q) — (pp,sp): The PPT parameter generation algorithm takes as input the security
parameter 1* and a quantum circuit Q with quantum input and one bit of classical output,
and outputs public parameters pp and secret parameters sp.

e Prove;(pp, [¢)) — (m,|st)): The QPT first prover algorithm takes as input the public
parameters pp and a quantum state |1), and outputs a classical string m and a quantum
state |st).

* Provey(|st) ,7) — ma: The QPT second prover algorithm takes as input a quantum state |st)
and a classical string r, and outputs a classical string m.

e Ver(sp, my,r, me) — b: The PPT verification algorithm takes as input the public parameters
pp, and classical strings 7, r, 72, and outputs a bit b indicating acceptance or rejection.

The protocol satisfies completeness if there exists a polynomial k() such that for any polynomial-

size family of quantum circuits {Q\}ren and inputs {|1x) }ren such that PriQx(|¢y)) = 1] =
1 — negl(A), it holds that

(PP, sp) = Gen(1*, @)

Pr | Ver(sp, 7y, r,m) = 1: (1, [st}) < Prove, <pp )" ) — negl(A).
r <+ {0,1}*
o < Provey(|st) , )

The protocol satisfies soundness if for any polynomial-size family of quantum circuits {Qx} e
such that for all inputs {|1x) }ren, Pr[Q(|¥2)) = 1] = negl(N), and any QPT adversary { Ay , Asx }aen,
it holds that
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(PP, sp) + Gen(1*, Q)
(m, ]st>2 : 1{4017(1p}p))\ = negl(\).
T <— A2<|St> ,7’)

Pr | Ver(sp, 7,7, m) =1

The protocol satisfies blindness if for any two polynomial-size families of quantum ciruits
{Qox}ren and {Q1 ) }ren, and any QPT adversary { Ay} xen, it holds that

Pr [1 — Ax(pp) : (pp,sp) < Gen(1*, Qoﬁ,\)]—Pr [1 — Ax(pp) : (pp,sp) < Gen(1*, QL,\)} = negl(\).

Imported Theorem 3.2 ([Mah18b, ACGH20]). Assuming a dTCF with an adaptive hardcore
bit (Definition 2.15), there exists a classical-verifier generalized sigma protocol for QMA that
satisfies completeness and soundness.

Next, we show a simple transformation based on quantum fully-homomorphic en-
cryption that generically adds blindness to any classical-verifier generalized sigma pro-
tocol for QMA.

Claim 3.3. Assuming QFHE (Definition 2.16) and a classical-verifier generalized sigma protocol
for QMA that satisfies completeness and soundness, there exists a classical-verifier generalized
sigma protocol for QMA that satisfies completeness, soundness, and blindness.

Proof. The complete and sound protocol (Gen, Prove;, Prove,, Verify) can be turned into a
blind protocol (Gen’, Prove], Provey, Verify') as follows. Gen” will run Gen, sample a random
QFHE key pair (pk, sk), and output pp’ < Enc(pk, pp) and sp’ := (sp, sk). Prove] will run
Prove; under the QFHE to produce (7, [st’)) := Enc(pk, ), Enc(pk, |st)). Prove;, given r,
will run Prove, under the QFHE to produce 7, := Enc(pk, ). Finally, the verification
procedure Ver'(sp’, 7j, r, 75) will compute m = Dec(sk, 7}), m2 = Dec(sk, ), and output
Verify(sp, 71, 7, m2).

Correctness of (Gen’, Prove], Prove), Ver) follows immediately from correctness of QFHE.
Soundness follows by a reduction to the soundness of (Gen, Prove;, Prove,, Ver), in which
the reduction samples the (pk, sk) key pair, encrypts pp received from its challenger, and
decrypts each of Enc(pk,m;) and Enc(pk, ) before forwarding them to its challenger.
Blindness follows immediately from the semantic security of QFHE. O

Imported Theorem 3.4 ([DFMS19, ACGH20]). Let (Gen, Prove;, Provey, Ver) be a classical-
verifier generalized sigma protocol for QMA that satisfies soundness, and let H : {0,1}* —
{0, 1}* be a (quantum-accessible) random oracle. Then for any polynomial-size family of quantum
circuits {Qx} xew such that for all inputs {|1x) }aen, Pr[@a(|¥n)) = 1] = negl()), and any oracle-
aided QPT adversary { Ay} xen, it holds that

_ 1. (pp,sp) <= Gen(1*,@y) | _
Pr |Ver(sp, 7, H(my),m) =1 (m1,7m2)  AH(pp) | = negl(\).
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Next, we present our construction of obfuscation for null quantum circuits (Defini-
tion 2.11). We make use of the following ingredients, and our construction is in the clas-
sical oracle model (see Remark 2.14)

¢ A pseudorandom function F}, secure against superposition-query attacks [Zha12].

* A classical-verifier generalized sigma protocol for QMA (Gen, Prove;, Prove,, Ver)
that satisfies completeness, soundness, and blindness (Definition 3.1).

Our construction is given in Fig. 1.

Obfuscation for null quantum circuits

e NObf(1*,Q):

Sample (pp, sp) + Gen(1*, Q).
Sample a PRF key k < {0, 1}* and define the function H(-) = F(k, ).

Let V' (71, m2) be the function that computes and outputs b = Ver(sp, w1, H(71), m2).
Output @ =pp,0 = (H,V).

e NEval® (@, |z/)>):

— Compute (71, |st)) < Prove; (pp, [¢)).

— Compute 7y < Provey(|st) , H(m1)).
- Output V(mq, m2).

Figure 1: An obfuscator for null quantum circuits in the classical oracle model.

Theorem 3.5. The scheme described in Fig. 1 is an obfuscator for null quantum circuits satisfying
Definition 2.11.

Proof. To argue correctness, we first switch H to a uniformly random function, which only
introduces a negligible difference in the output of the evaluation procedure, by the secu-
rity of the PRE. Then correctness for inputs that map to 1 follows from the completeness of
the sigma protocol, and correctness for inputs that map to 0 follows from the soundness
of the sigma protocol.

Next, we argue security. Fix any two null circuits )y, @)1 (these are technically families
of circuits, but we drop the indexing by A to avoid clutter), and a QPT adversary A. Let
q be an upper bound on the number of queries that A makes to its oracles. Consider the
following sequence of hybrids.

e M, :Run A"V (pp), where pp, H, V are sampled by the honest obfuscator NObf(1*, Q).
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H, : Switch H to a uniformly random function.

Hy, forifrom 1, ..., q: Switch the adversary’s first ¢ queries to V' to be answered by
a function that outputs 0 on all inputs.

H3: Switch pp to be sampled as (pp, sp) + Gen(1*, Q).
Hy, forifromg, ..., 1: Reverse the change from #s ;.

Hs: Reverse the change from #;. This results in A7V (pp), where pp, H,V are sam-
pled by the honest obfuscator NObf(1*, Q).

To complete the proof, we have the following sequence of claims.

e |Pr[H; = 1] — Pr[Ho = 1]| = negl(\). This follows directly from the superposition-
query security of the PRF.

For all i € [q], |Pr[Ha; = 1] — Pr[Ha2i—1 = 1]| = negl(\), where Hsyo = H;. This
follows from the soundness of the sigma protocol and Imported Theorem 3.4. In-
deed, suppose there was a non-negligible difference between #H,; and #H,,;_; for
some i € [g|. Then it must be the case that in #,_;,the adversary’s i'th query to V'
has non-negligible amplitude on (7, 72) such that Ver(sp, my, H(m), ) = 1. How-
evet, this would violate Imported Theorem 3.4, since the adversary’s i — 1 previous
queries to V' can be answered without the use of sp (in particular, by answering with
the function that outputs 0 on all inputs).

| Pr[H3 = 1] — Pr[H2, = 1]| = negl(\). This follows directly from the blindness of the
sigma protocol, since sp is no longer needed to simulate the adversary’s calls to V.

For all i € [q], | Pr[Hai41 = 1] — Pr[Ha,; = 1]| = negl(N), where Hy,;11 = Hs. This
follows from the soundness of the sigma protocol and Imported Theorem 3.4.

| Pr[H41 = 1] — Pr[H5 = 1]| = negl()). This follows directly from the superposition-
query security of the PRFE.

]

3.2 Applications

3.2.1 Witness encryption for QMA

A language £ = (Lyes, L1o) in QMA is defined by a tuple (V,p, o, §), where p is a poly-
nomial, V = {V)},en is a uniformly generated family of circuits such that for every A, V)
takes as input a string = € {0,1}* and a quantum state [¢)) on p(\) qubits and returns a
single bit, and «, 8 : N — [0, 1] are such that «(\) — 3(A) > 1/p()\). The language is then
defined as follows.
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e Forall z € L. of length ), there exists a quantum state |¢) of size at most p(\) such
that the probability that V) accepts (z, [¢)) is at least (). We denote the (possibly
infinite) set of quantum witnesses that make V), accept « by R.(x).

e Forall z € £,, of length ), and all quantum states |¢) of size at most p(}), it holds
that V), accepts on input (z, |¢)) with probability at most 5(\).

We now recall the definition of witness encryption [GGSW13], and adapt it to the
quantum setting. Note that we define encryption only with respect to classical messages.
This is without loss of generality, since one can encrypt a quantum state with the quan-
tum one-time pad [AMTDWO00] and then use the witness encryption to encrypt the corre-
sponding (classical) one-time pad keys.

Definition 3.6 (Witness encryption for QMA). Witness encryption (WE.Enc, WE.Dec) for a
language £ € QMA with relation R consists of the following algorithms.

* WE.Enc(1*, z,m) — ct: On input the security parameter 1*, a statement x, and a message
m € {0, 1}, the QPT encryption algorithm returns a ciphertext ct.

e WE.Dec(z,ct, [¢))) — m: On input a statement x, a ciphertext ct, and a quantum state |1)),
the QPT decryption algorithm returns a message m.

We define correctness below.

Definition 3.7 (Correctness). A witness encryption (WE.Enc, WE.Dec) for a language L €
QMA is correct if there exists a polynomial k() such that for any m € {0, 1}, all polynomial-
length sequences of instances {x) } xen and witnesses {|1x) }xen where each xy € Lyes and 1)) €
R (zy), it holds that

Pr [WE.Dec (xA,WE.Enc (1%, 2, m) | W)\}@k(/\)) _ m} — 1~ negl(\).

Next, we define security.

Definition 3.8 (Security). A witness encryption (WE.Enc, WE.Dec) for a language £ € QMA is
secure if for all polynomial-length sequences of instances {x )} en where each xy € L, and any
QPT {A)\}AGNr it holds that

Pr [A\(WE.Enc(1*, z,0)) = 1] — Pr [A\(WE.Enc(1*,z),1)) = 1] | = negl(}).

Lemma 3.9. Assuming an obfuscator for null quantum circuits (Definition 2.11) where the ob-
fuscator algorithm is classical, there exists witness encryption for all languages in QMA where
the encryption algorithm is classical.
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Proof. WE.Enc(1*, z,m) will simply output ct < NObf(1*, Q[z, m]), where Q[x,m] is the
quantum circuit that takes as input |¢), runs the QMA verification procedure for instance
x and witness |¢), and then outputs m if verification accepts, and otherwise outputs 0.
WE .Dec(z, ct, [¢)®") will take k copies of the witness [1/) and run NEval(c, |1)**) to pro-
duce either m or L. Assuming that the QMA language £ is such that a(\) = 1 — negl(\)
and 5(\) = negl(\) (which is without loss of generality by applying standard QMA ampli-
fication), correctness and security of the witness encryption scheme follow immediately
from correctness and security of the obfuscator for null quantum circuits. In particular,
for x € Lo, Q[z,m] is a null circuit, which implies that for any QPT {A, }en,

Pr [A\(NObf(1*, Q[z, m])) = 1] — Pr [A;(NObf(1*, Q[z,0])) = 1] | = negl(}).

3.2.2 ZK-SNARG for QMA

In this section, we show how to construct a non-interactive zero-knowledge (NIZK) ar-
gument for QMA by utilizing witness encryption for QMA with a classical encryption
algorithm. In fact, the resulting NIZK for QMA will also satisfy succinctness, yielding a
ZK-SNARG (zero-knowledge succinct non-interactive argument) for QMA.

We first recall the definition of NIZK for QMA.

Definition 3.10 (NIZK argument). A NIZK arqument (NIZK.Setup, NIZK.Prove, NIZK.Verify)
for a language £ € QMA with relation R . consists of the following efficient algorithms.

o NIZK.Setup(1*) — crs: On input the security parameter 1%, the setup algorithm returns a
common reference string crs.

* NIZK.Prove (crs, z, ]w>®k(k)> — 7: On input a common reference string crs, a statement
x, and k() copies of the witness 1), the proving algorithm returns a proof .

* NIZK.Verify(crs, z, ) — b: On input a common reference string crs, a statement x, and a
proof m, the verification algorithm returns a bit b indicating acceptance or rejection.

We define completeness below.

Definition 3.11 (Completeness). A NIZK argument (NIZK.Setup, NIZK.Prove, NIZK.Verify) is
complete if for all x € Lyes, and all |1p) € R (x) it holds that

Pr [NIZK.Verify (crs,x, NIZK Prove <crs, z) |¢>®W>)> _ 1} — 1 - negl(\),

where crs < NIZK.Setup(1%).

Next, we define (non-adaptive) computational soundness.
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Definition 3.12 (Computational soundness). A NIZK arqument (NIZK.Setup, NIZK.Prove,
NIZK.Verify) is computationally sound if for all QPT { Ay} xen and all z* € L, it holds that

Pr [NIZK.Verify(crs, z*, Ax(crs,z*)) = 1] = negl(\)
where crs < NIZK.Setup(1*).

Next, we define statistical zero-knowledge.

Definition 3.13 (Statistical zero-knowledge). A NIZK arqument (NIZK.Setup, NIZK.Prove,
NIZK .Verify) is statistically zero-knowledge if there exists a QPT simulator Sim such that for any
statement & € Lyes, any witness 1) € R (z), and any random coins r € {0, 1}, it holds that

Sim(1*, z,7) ~negi() NIZK . Prove (crs,x, |¢>®k(’\)> ,

where crs == NIZK.Setup(1*; 7).
Finally, we define succinctness.

Definition 3.14 (Succintness). A NIZK argument (NIZK.Setup, NIZK.Prove, NIZK Verify) is
succinct if there is a fixed polynomial p(\) such that for any language £ € QMA, the size of the
proof m is at most p(\).

Next, we describe a succinct NIZK argument system (ZK-SNARG) for any language
L € QMA with relation R .. We use the following ingredients.

* A witness encryption scheme (WE.Enc, WE.Dec) for the language £ with a classical
encryption algorithm (Definition 3.6).

* A puncturable PRF (PRF.Gen, PRF.Puncture, PRF.Eval) (Definition 2.25).

* A one-way function OWF.

An indistinguishability obfuscator iO for classical polynomial-size circuits (Defini-
tion 2.10)

Our ZK-SNARG (NIZK.Setup, NIZK.Prove, NIZK.Verify) is presented in Fig. 2.

Theorem 3.15. The scheme in Fig. 2 is a NIZK argument for QMA that satisfies completeness,
computational soundness, statistical zero-knowledge, and succinctness.

Proof. Completeness follows directly from the correctness of the building blocks. To show
statistical zero-knowledge, we define the simulator to compute crs as in the NIZK.Setup al-
gorithm and then set m = PRF.Eval(ky, z). This distribution is identical to the one induced
by the honest algorithms, except for when WE.Dec fails, which happens only with neg-
ligible probability. Succinctness is immediate by inspection. Thus, it remains to argue
soundness.

The proof proceeds by defining a series of hybrid distributions for the computation of
the crs that we argue to be computationally indistinguishable from each other. In the last
hybrid, the probability that any prover can cause the verifier to accept some z* € L, will
be negligible.
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ZK-SNARG for QMA

* NIZK.Setup(1*):
- Sample two keys ko < PRF.Gen(1*) and k; < PRF.Gen(1%).

— Compute the obfuscation P + iO(1*, P) where P is the circuit that, on input some state-
ment z, returns WE.Enc(1*, z, PRF.Eval(ko, ); PRF.Eval(k1, z)). The circuit P is padded to
the maximum size of P* (defined in the proof of Theorem 3.15).

— Compute the obfuscation V + i@(1*, V) where V is the circuit that, on input some state-
ment z and a string y, returns 1 if and only if OWF(PRF.Eval(ko,z)) = OWF(y). The
circuit V is padded to the maximum size of V* (defined in the proof of Theorem 3.15).

- Return crs = (P, V).
¢ NIZK.Prove (crs, |1/)>®k(k) 7a;):

- Compute ¢ = P(z).

- Return m = WE.Dec (=, ¢, [u) ™).
e NIZK.Verify(crs, 7, x):

- Return V(z, 7).

Figure 2: A succinct NIZK argument for QMA.

* Hybrid H,: This is the original distribution where the crs is sampled by crs <
NIZK.Setup(1*).

e Hybrid H;: In this hybrid we compute P < iO(1*, P;) where P, is the circuit that on
input some statement x, checks whether = = z*. If that is the case, then it returns
the ciphertext

ct = WE.Enc(1%, z*, PRF.Eval(k¢, 2*); PRF.Eval(ky, 2*)).

Otherwise compute ct = WE.Enc(1*, z, PRF.Eval(ko, z); PRF.Eval(k; .+, z)), where ky .« <
PRF.Puncture(ky, x*).

Note that the circuits P and P; have different representations but are functionally
equivalent. Thus, H, and #H; are computationally indistinguishable by the security
of the obfuscator iO.

e Hybrid H,: In this hybrid we compute P « iO(1*, P,) where P, is defined as P,
except that if z = 27, then it returns the ciphertext

ct = WE.Enc(1*, z*, PRF.Eval(ko, 2*); u)

where u < {0, 1}
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Indistinguishability from #, follows from the pseudorandomness of the puncturable
PRF.

e Hybrid #3: Here we compute P« iO(1*, P3) where P; is defined as P, except that
if x # 2*, then it returns the ciphertext

ct = WE.Enc(1*, z, PRF.Eval(ko .-, ); PRF.Eval(k1 .+, 7))

where kg .« <— PRF.Puncture(kq, z*).

By the correctness of the puncturable PREF, the two circuits are functionally identical
and therefore indistinguishability from #, follows from the security of iO.

e Hybrid #,: In this hybrid we compute P «+ iO(1*, P*) where P* is defined as P;
except that if x = 2%, then it returns the ciphertext

ct = WE.Enc(1*, 2*,0%; u)

where u « {0, 1}*.

Recall that 2* € £, and thus indistinguishability between H3 and 4 follows from
the security of the witness encryption scheme.

e Hybrid #5: We now compute V «+ iO(1*, V,) where V, is the circuit that, on input
a pair of strings (z,y) checks whether = = z*. If this is the case, then it returns 1 if
OWF(PRF.Eval(ko, z*)) = OWF(y) and 0 otherwise. If x # x* it returns 1 if and only
if OWF(PRF.Eval(kq .+, z)) = OWF(y) where k.~ is the punctured key.

Observe that the circuits V and V; are functionally equivalent and thus we can in-
voke the security of iO to show indistinguishability from H,.

e Hybrid Hg: In this hybrid we compute V <« iO(1*, Vy) where V, is defined as V,
except for the case where x = z*. In this case the circuit returns 1 if and only if
OWF(r) = OWF(y), where r «+ {0, 1}*.

Indistinguishability from H;5 follows from a reduction to the pseudorandomness of
the puncturable PRF.

e Hybrid #;: In the final hybrid we compute V < iO(1*, V*) where V* is defined
as V, except for the case where x = z*. In this case the circuit returns 1 if and
only if R = OWF(y), where R = OWF(r), i.e. the image of the one-way function is
hardwired in the circuit.

Since the two circuits are functionally equivalent, indistinguishability from H; fol-
lows from the security of iO.

Observe that in H7, causing the verifier to accept a proof 7 for z* € L,, requires one
to output a valid preimage of R = OWF(r), where r is uniformly sampled. This is a
contradiction to the one-wayness of OWF, and concludes the proof. O
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3.2.3 Attribute-based encryption for BQP

We first recall the definition of attribute-based encryption (ABE). For convenience we
consider the notion of ciphertext-policy ABE where messages are encrypted with respect
to circuits and keys are issued for attribute strings. If the class of circuits supported by
the scheme is large enough, then one can switch to the complementary notion (i.e. key-
policy ABE) by encoding universal (quantum) circuits. We also consider without loss of
generality an ABE that encrypts a single (classical) bit of information.

Definition 3.16 (Attribute-based encryption for BQP). An ABE scheme for BQP (ABE.Gen,
ABE.Enc, ABE.KeyGen, ABE.Dec) consists of the following efficient algorithms.

e ABE.Gen(1*,1%): On input the security parameter 1* and the length ( of attributes, the
parameter generation algorithm outputs a master public key mpk and a master secret key
msk.

e ABE.Enc(mpk, @, m): On input the master public key mpk, a pseudo-deterministic quan-
tum circuit () with one bit of output, and a message m, the encryption algorithm outputs a
ciphertext ctg.

* ABE.KeyGen(msk, z): On input the master secret key msk and an attribute x, the key gen-
eration algorithm outputs a secret key sk,.

* ABE.Dec(sk,,ctg): On input a secret key sk, and a ciphertext ctg, the decryption algo-
rithms either outputs a message m or L.

We always assume that the ciphertexts contain a description of the corresponding cir-
cuit @) and the keys contain a description of the corresponding attribute z. We now define
correctness.

Definition 3.17 (Correctness). An ABE scheme (ABE.Gen, ABE.Enc, ABE.KeyGen, ABE.Dec)
is correct if forany A € N, £ € N,m € {0,1},z € {0, 1}, and any quantum circuit Q on ( input
bits such that Pr[Q(z) = 1] = 1 — negl(\), it holds that

Pr [ABE.Dec (ABE.KeyGen(msk, ), ABE.Enc(mpk, @, m)) = m| = 1 — negl(}),
where (mpk, msk) < ABE.Gen(1*, 1¢).

Finally we define the notion of security for ABE. We consider the selective notion of
security, where the quantum circuit associated with the challenge ciphertext is known
ahead of time. It is well known that this can be generically upgraded to the stronger
notion of adaptive security via complexity leveraging, i.e. at the cost of an exponential
decrease in the quality of the reduction.
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Definition 3.18 (Security). An ABE scheme (ABE.Gen, ABE.Enc, ABE.KeyGen, ABE.Dec) is
secure if for all quantum circuits Q*, and all admissible QPT distinguishers { Ay} en, it holds
that

(mpk, msk) « ABE.Gen(1%, 1)
Pr | b = Aj(ctg-, mpk; py )ABE-KeyGen(msk,) . b+ {0,1} | —1/2| =negl(N)
ctg« <— ABE.Enc(mpk, Q*, b)

where { Ax} en is admissible if each query x to ABE.KeyGen(msk, -) is such that Pr[Q*(z) = 1] <
negl(\).

We are now ready the present our construction of ABE for BQP. We use the following
ingredients, all with sub-exponential security.

* A witness encryption scheme (WE.Enc, WE.Dec) for any language £ in BQP with a
classical encryption algorithm (Definition 3.6).

e A puncturable PRF (PRF.Gen, PRF.Puncture, PRF.Eval) (Definition 2.25).
* A pseudorandom generator PRG : {0, 1}* — {0, 1}**.

* An indistinguishability obfuscator iO for classical polynomial-size circuits (Defini-
tion 2.10)

Our scheme (ABE.Gen, ABE.Enc, ABE.KeyGen, ABE.Dec) is described in Fig. 3.

Theorem 3.19. The scheme in Fig. 3 is an attribute-based encryption scheme for BQP (Defini-
tion 3.16) that satisfies correctness and (selective) security.

Proof. Correctness of the scheme follows immediately from the correctness of the building
blocks.

To show security, we proceed by defining an exponentially long series of hybrids, it-
erating over all possible attributes z € {0,1}. More specifically, starting from hybrid
H, (the original experiment with the bit b fixed to b = 0) we define, for each i € {0, 1}£,
a different sequence of hybrids and we argue about the indistinguishability of neigh-
bouring distributions. As mentioned earlier, we assume all primitives we use are sub-
exponentially secure, that is, there exists an ¢ > 0 such that no efficient adversary can
break the primitive with probability better than 27*°. Thus, we can set the security pa-
rameter for each to be at least ¢ for some ¢ > 1/¢, ensuring that efficient adversaries have
advantage negl())/2".

e Hybrid H,: Defined like H,, except that we change the way we compute the chal-
lenge ciphertext. We begin by computing a punctured key r; <— PRF.Puncture(r, ).

Then we compute E < iO(1*, E;), where E; takes as input a pair (z, s) and does the
following.
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ABE for BQP

e ABE.Gen(1%,1%):
- Sample a key k + PRF.Gen(1%).

- Compute the obfuscation P < iO(1*,P) where P is the circuit that, on input some
attribute € {0,1}¢ and a string s € {0,1}*, returns 1 if and only if PRG(s) =
PRG(PRF.Eval(k, z)). The circuit P[k] is padded to the maximum size of P* (defined in
the proof of Theorem 3.19).

— Return msk = k and mpk = P.
e ABE.Enc(mpk, Q, m):
- Sample a key r +— PRF.Gen(1?).

— Compute the obfuscation E + iO(1*, E) where E is the circuit that, on input some at-
tribute € {0,1}* and a string s € {0,1}*, checks whether P(z,s) = 1 and returns
WE.Enc(1*, (Q, x), m; PRF.Eval(r, z)) if this is the case. The circuit E[m, r] is padded to the
maximum size of E* (defined in the proof of Theorem 3.19).

— Return E.
e ABE.KeyGen(msk, x):

— Return PRF.Eval(k, ).
* ABE.Dec(sky, ctg):

— Parse ct as E and compute ¢ = E(z, sk,).
- Return WE.Dec((Q, z),¢).*

“Note that WE.Dec does not need to take a third input (the witness) since the statement is in BQP.

Figure 3: An attribute-based encryption scheme for BQP

— If 2 < i: Check whether P(z, s) = 1 and return
WE.Enc(1*, (Q, x), 1; PRF.Eval(r;, )

if this is the case.
— If 2 = i: Check whether P(z, s) = 1 and return

WE.Enc(1*, (Q, x),0; PRF.Eval(r, z))

if this is the case.
— If 2 > i: Check whether P(z, s) = 1 and return

WE.Enc(1*, (Q, x), 0; PRF.Eval(r;, z))

if this is the case.
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Note that, by the correctness of the puncturable PREF, the circuits E and E; are func-
tionally equivalent and therefore indistinguishability follows from the security of
the classical obfuscator iO.

Hybrid #; ;: Defined like the previous hybrid, except that we compute E « iO(1*, Ey),
where E, takes as input a pair (z, s) and does the following.

- If z < i: Same as E;.

— If z = i: Check whether P(z, s) = 1 and return WE.Enc(1*, (Q, z),0; 7) if this is
the case, where 7 < {0, 1}*.

- If £ > i: Same as E;.

Note that the two hybrids differ only in the definition of 7, which is uniformly sam-
pled in H,; and computed according to the puncturable PRF in #H,,. By the in-
distinguishability of the puncturable PRF, we have that the two distributions are
computationally close.

Hybrid #,5: In this hybrid we check whether *(i) = 0. If this is not the case, then

we proceed as before. Otherwise, we compute E < iO(1*, E;), where E; takes as
input a pair (z, s) and does the following.

- If z < i: Same as E,.

— If z = i: Check whether P(z, s) = 1 and return WE.Enc(1*, (Q, z), 1;7) if this is
the case, where 7 < {0, 1}*.

— If z > i: Same as Es.

Note that we change the view of the adversary only if Q*(i) = 0, which implies that
the statement (@, ¢) is false. Thus indistinguishability follows from the security of
the witness encryption scheme.

Hybrid H,; ;: This is defined as the previous one, except that we compute a punc-
tured key k; <— PRF.Puncture(k, i) and we modify the public parameters as follows.
We obfuscate P < iO(1*,P,) where P, is the circuit that, on input some attribute
z € {0,1}* and a string s € {0, 1}*, does the following.

— If z # i: Return 1 if and only if PRG(s) = PRG(PRF.Eval(k;, z)).
— If x = i: Return 1 if and only if PRG(s) = PRG(PRF.Eval(k, )).

By the perfect correctness of the puncturable PRF, the two circuits are functionally
equivalent and therefore the indistinguishability follows from the security of the
obfuscator iO.

Hybrid H; 4: In this hybrid we compute P « iO(1*,P,) where P, is the circuit that,
on input some attribute = € {0, 1} and a string s € {0, 1}*, does the following.
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— If # # i: Same as P;.
— If £ = i: Return 1 if and only if PRG(s) = PRG(k), where & «+ {0, 1}*.

Additionally, we answer the query of the adversary to the key generation oracle
with £, if queried on attribute «.

Note that this hybrid is identical to the previous one, except that & is sampled uni-
formly. By the security of the puncturable PRF, the two hybrids are computationally
indistinguishable.

Hybrid H, 5: Before sampling the public parameters, we check whether Q*(i) = 1.
If this is not the case, then we proceed as before. Otherwise we obfuscate P«
iO(1*,P3) where Pj is the circuit that, on input some attribute € {0,1} and a
string s € {0, 1}*, does the following.

— If x # i: Same as P;.

— If x = i: Return 1 if and only if PRG(s) = K, where K « {0, 1}**.
Note that if Q*(i) # 1, then the distribution induced by this hybrid is identical to
the previous one, so we only consider the case where Q*(i) = 1. Observe that an
admissible adversary never queries the key generation oracle on i. Thus, the key k

is not present in the view of the distinguisher. Indistinguishability follows from the
pseudorandomness of PRG.

Hybrid #;6: Here we again check whether *(:) = 1. If this is not the case, then
we proceed as before. Otherwise we compute P < iO(1*, P*) where P* is the circuit
that, on input some attribute = € {0, 1} and a string s € {0, 1}*, does the following.
— If z # i: Same as Ps.
— If z = i: Return 0.
Note that the programs P; and P* are identical except if K falls within the range of

PRG. Since this happens only with negligible probability, then the two hybrids are
computationally indistinguishable by the security of the obfuscator iO.

Hybrid H,7: In this hybrid we check whether Q*(i) = 1. If this is not the case,
then we proceed as before. Otherwise, we compute the challenge ciphertext as E <

iO(1*, E*), where E* takes as input a pair (z, s) and does the following.
— If z < i: Same as E;.

— If z = i: Check whether P(z, s) = 1 and return WE.Enc(1*, (Q, z), 1;7) if this is
the case, where 7 < {0, 1}*.

— If z > i: Same as E;.
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Observe that at this point P always returns 0 whenever queried on 4, and thus the
programs E; and E* are functionally equivalent. Indistinguishability follows from
the security of iO.

Hybrid H; s: We revert the change done in #H, 6.
Hybrid H;9: We revert the change done in H; 5.
Hybrid H,; 10: We revert the change done in H, 4.
Hybrid H; 11: We revert the change done in H, 3.
Hybrid H,; 12: We revert the change done in H, ;.
Hybrid H;13: We revert the change done in #, .

We denote by H; the last hybrid of the sequence Hy¢ 3. Observe that such an hybrid
is identical to the original experiment with the bit b fixed to b = 1. This concludes our
proof. O
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4 Obfuscation of Pseudo-Deterministic Quantum Circuits

In this section, we cover our construction of obfuscation for all pseudo-deterministic
quantum circuits. We begin with a technical overview, filling in many of the details that
were missing from the high-level discussion in Section 1.3. Next, in Section 4.2, we con-
struct and prove the security of one of our central building blocks: a publicly-decodable
X-measurable commitment. Then, in Section 4.3, we leverage these commitments in our
construction of classical verification of partitioning circuits, which we use to obtain a
publicly-verifiable quantum fully-homomorphic encryption scheme. Finally, we com-
plete the construction of obfuscation in Section 4.4.

4.1 Technical overview

As discussed in Section 1.3, we reduce the task of obfuscating pseudo-deterministic quan-
tum computation in the classical oracle model to the task of constructing a non-interactive
publicly-verifiable classical verification protocol for quantum partitioning circuits.

To recap, we say that () is a quantum partitioning circuit if there exists a predicate P
such that P(Q(-)) is pseudo-deterministic. The argument system we need has roughly
the following syntax (see Section 4.3.1 for a formal description).

e Gen(1*,Q) — pp: The parameter generation algorithm outputs public parameters
pp. We allow pp to contain the description of a classical oracle, and refer to such a
protocol as being in the oracle model.

* Prove(pp, @, z) — m: The prover algorithm outputs a proof 7.

e Ver(pp, @, z,m) — qU{L}: The verifier checks if the proof is valid, and if so outputs
a classical string g¢.

* Out(q, P) — b: The output algorithm takes ¢ and the description of a predicate P
and outputs a bit b.

For soundness, we require that no quantum polynomial-time prover can produce an
(x, ) such that Ver(pp, @, x,7) — ¢ and Out(q, P) # P(Q(z)).

4.1.1 Private verification of quantum partitioning circuits

First, we describe a privately-verifiable scheme for classical verification of quantum parti-
tioning circuits that follows readily from prior work [Mah18b, CLLW22, Bar21].

The starting point is a particular way to prepare a history state | ) of the computa-
tion Q(x), due to [CLLW22]. The state |t .) is prepared in such a way that, given | .),
the verifier can either measure certain registers in the standard basis to obtain an approx-
imate sample ¢ < ((x), or measure a random local Hamiltonian term (which involves
just standard basis and Hadamard basis measurements). In the protocol from [Bar21],
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the prover is instructed to prepare multiple copies of this history state, and the verifier
chooses some subset for sampling (obtaining an output sample) and the other subset for
verifying (measuring a local Hamiltonian term). If verification passes, the verifier collects
the output samples {¢; }; and outputs the bit b := Maj ({ P(¢) }+), which should be equal to
P(Q(z)) with overwhelming probability.

Instantiating this protocol using only classical communication relies on [Mah18b]’s
“measurement protocol” based on X-measurable commitments, which were introduced
informally in Section 1.3. Recall that X-measurable commitments are non-interactive bit
commitments that allow the committer to measure a committed state in the Hadamard
basis, and have the following syntax.

e Gen(1*) — (ck, rk): Gen outputs a public commitment key ck and a private receiver’s
key rk.

e Com(ck,B) = (B,U,c): Com takes as input a single-qubit register 3 and produces a
classical commitment c along with registers (3,U), where I/ holds opening informa-
tion.

* Open(B,U) — u: The standard basis opening algorithm performs a measurement on
registers (B,U) to produce a classical string u.

® Dec(rk,c,u) = {0,1, L}: The standard basis decoding algorithm takes the receiver’s
key rk, a commitment ¢, an opening u, and either output a bit 0 or 1, or outputs L.

* OpenX(B,U) — u: The Hadamard basis opening algorithm performs a measurement
on registers (B,U) to produce a classical string .

* DecX(rk,c,u) — {0,1, L}: The Hadamard basis decoding algorithm takes the re-
ceiver’s key rk, a commitment ¢, an opening u, and either outputs a bit 0 or 1, or
outputs L.

In fact, [Mah18b]’s measurement protocol requires an extra dual-mode property of the
X-measurable commitment. That is, Gen(1*, h) now takes as input a bit / indicating the
“mode”, where h = 1 is the regular mode, and i = 0 is a perfectly binding mode. In per-
fectly binding mode, for every commitment c there is at most one bit b such that there
exists an opening u with Dec(rk, ¢, u) = b. This mode allows for the definition of an algo-
rithm Invert(rk, ¢c) — b that outputs the bit b such that there exists v with Dec(rk, c,u) = b
(or outputs L if such a b does not exist). Importantly, the ck output on h = 0 vs h = 1 must
be computationally indistinguishable.

Now, given these building blocks, we obtain the protocol described in Fig. 4.

In more detail, Fig. 4 consists of a number r of parallel rounds, where k of them are
denoted “Hadamard” rounds, and the rest are denoted “test” rounds. Which rounds
are which is determined by a random oracle H applied to the prover’s X-measurable
commitments c.
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Classical verification of quantum partitioning circuits with one-time soundness

Parameters: ¢ qubits per round, r total rounds, kK Hadamard rounds.

Setup: Random oracle H : {0,1}* — {0, 1}103(}'4),

Gen(1*, Q)

For i € [r], choose a subset S; C [{] of qubits that will be measured in the standard basis to
obtain output samples. Then, sample a string h; = (h; 1,...,h; ) € {0,1}* of basis choices” that
are 0 on indices in S; and otherwise correspond to random Hamiltonian terms.

Fori € [r],j € [{], sample (ck; j, rk; ;) < XMC.Gen(1*, h; ;), and output

pp == {cki j}tij, sp = ({hi,Siti, {rkij}ij)-

Prove(1*, Q, pp, z)

Prepare sufficiently many copies of the history state |i¢ ,) on register B = {B; ; }. ;.

For i € [r],j € [¢], apply XMC.Com(ck; ;, B; ;) = (Bi j, Ui j,cij), and letc:= (c11,...,¢re).
Compute T' = H(c), where T € {0,1}" has Hamming weight .

Fori: T, =0and j € [¢], apply XMC.Open(B; ;,U; ;) — w; ;.

Fori:T; = 1and j € [{], apply XMC.OpenX(B; ;,U; ;) — u; ;.

Output 7 := (¢, u), where u == (uy 1, ..., Urz¢).

Ver(1*, Q, P, sp, z, )

Parse m = (¢, u) and compute T' = H/(c).
Fori:T; =0and j € [¢], check that XMC.Dec(rk; ;, ¢; j, u; ;) # L.
Fori: T, =1and j € [{]:
- If h; ; = 0, compute the bit b; ; :== XMC.Invert(rk; ;, ¢; ;), and abort if L.
- If h; ; = 1, compute the bit b; ; :== XMC.DecX(rk; j,¢; ;,u; ;), and abort if L.

Apply a verification procedure to {b;;}i.1,—1,;¢s, based on the Hamiltonian for Q(x). If
this passes, parse the bits {b; ; }..7,=1,jes, as a set of output samples {¢;};, and output b =
Maj ({P(g:)}+)."

“We associate 0 with the standard basis and 1 with the Hadamard basis.
"For technical reasons, the final output is actually computed as a “majority of majorities”, but we
ignore that detail here.

Figure 4:
tum partitioning circuits, based on prior work [Mah18b, CLLW22, Bar21]. The circuit @
and predicate P are such that P(Q(-)) is a pseudo-deterministic circuit.

A non-interactive privately-verifiable protocol for classical verification of quan-

Each Hadamard round essentially runs a copy of the protocol described above, where
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the verifier obtains a number of output samples. We let ¢ denote the number of qubits per
round, which is the number of history states per round times the number of qubits per his-
tory state. The standard basis measurements are obtained by inverting the commitments
themselves (since these commitments are generated in mode i = 0), and the Hadamard
basis measurements are obtained via the OpenX procedure. On the other hand, in the
test rounds, the prover opens all of their commitments using the Open procedure, and
the verifier simply checks that Dec does not reject these openings. We also note that the
public and secret parameters (pp, sp) are generated independently of the input z, which
was shown to be possible by an observation of [ACGH20].!8

The one-time soundness of this protocol was proven in [Bar21] based on the sound-
ness of the measurement protocol due to [Mah18b], which in turn relies on particular
properties on the X-measurable commitment scheme.

Challenges with reusability. Now, our goal is to obtain soundness even against provers
that have (superposition) oracle access to the verification algorithm. We denote this al-
gorithm Ver|[sp](-, -), which has the secret parameters sp hard-coded (and implicitly 1*, Q,
and P), expects (z, 7) as input, and outputs either a bit b or L.

Unfortunately, there is a simple attack on soundness in this setting. The main issue
is that the secret parameters sp hard-code the measurement bases h = (hy,...,h,), and
soundness of the underlying information-theoretic protocol would be completely com-
promised if the prover could figure out h. Note that in the Hadamard rounds, the strings
u; ; corresponding to h; ; = 0 are completely ignored by the verifier, while the strings v, ;
corresponding to h; ; = 1 factor into the verifier’s response. This discrepancy provides
a way for the prover to learn the bits of h; ; by querying the verifier multiple times, ulti-
mately breaking soundness of the protocol (see [BM22] for a more detailed discussion of
this issue).

Can signature tokens help? Before coming to our solution, we discuss one promising
but flawed attempt at upgrading to reusable soundness via the primitive of signature to-
kens [BS16]. A signature token consists of a quantum signing |sk) that can be used to sign
a single arbitrary message x, and then becomes useless.

So suppose we included [sk) in the public parameters, and ask that the prover sign
its proof 7 before querying Ver|[sp]. That is, Ver[sp] will now take as input (z,, o), and
only respond if ¢ is a valid signature on 7. Intuitively, if the prover tries to start collect-
ing information from multiple malformed proofs in order to learn enough bits of h to
break soundness, they should fail to produce the multiple signatures required to learn
this information.

Unfortunately, this intuition is false. First, since the prover has superposition access
to the verifier, they never have to actually output a classical signature c. Moreover, in
known signature token schemes [BS16], the public parameters can be used to implement

8Technically, Gen just needs to know the size of Q.
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a projection |sk)(sk| onto the original signing key. Thus, even though a prover may “dam-
age” its state |sk) by querying Ver[sp] in superposition in order to learn a single bit of
information about h, they could then project back onto |sk) via amplitude amplification.
Thus, they could launch the same attacks as before, ultimately learning enough about %
to break soundness.

4.1.2 Reusable soundness for a single instance

Classically, the following is a common route for boosting one-time soundness to reusable
soundness for, say, an NP argument system. Note that for any fixed instance z, either x
is a yes instance, so we don’t have to worry about the prover breaking soundness with
respect to x, or z is a no instance, so by the one-time soundness of the protocol, the prover
should never be able to make the verification oracle accept, rendering it useless. Thus,
we can obtain reusable soundness if each instance x was associated with its own pair
of public and secret parameters (pp,,sp,). One method for achieving this is to fix the
actual public parameters as an obfuscation of a program that takes x as input and samples
parameters (pp,, sp,) using randomness derived from a PRF applied to x (see [BGL*15]
for an example).

Although we would like to follow this approach, one difficulty is that in our setting
the notion of an “instance” is unclear. The inputs z to the circuit cannot be classified into
yes and no instances, since they all produce some valid outputs. In particular, note that
the attacks on reusability outlined above will work even if the prover always queries the
verification oracle on the same input z, eventually producing a 7 that causes the verifier
to output b # P(Q(z)). A next attempt would be to start with some input z, sample ¢ <
Q(x), and consider the pair (z, ¢) to be an instance. However, since () is a sampling circuit,
it may be the case that this particular ¢ is only sampled with small, or even negligible,
probability on input z. Our one-time sound scheme is not equipped to prove a statement
of the form, “q is in the support of the output of Q(z)”. Thus, we will need a different
approach.

Committing to the history state. Given an input z, we will essentially classify the history
state of the computation Q)(z) into “yes” and “no” instances. That is, an honestly prepared
history state |¢)g ,) should be classified as a yes instance, while any large enough pertur-
bation to |¢q ) should be classified as a no instance. However, looking ahead, it will be
crucial that our instances are classical so that we can generate parameters by applying a
PRF to the instance. Thus, what we really need is a classical commitment to the history state.
Moreover, after the state is committed, we still need it to be available for the prover to use
in the one-time sound scheme. Fortunately, the prover only needs to perform standard
and Hadamard basis measurements on the state (in addition to some operations that are
classically controlled on the state). Thus, we have already discussed the exact primitive
that we need - an X-measurable commitment!

In Fig. 5, we outline a protocol where an instance (z, ¢), consisting of an input z and
a commitment ¢ to a set of history states |1/ ,), is generated and fixed before the pro-
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tocol begins. We use an X-measurable commitment denoted PD-XMC to commit to the
history states, where the PD stands for “publicly-decodable”, a crucial property that we
will discuss later in this overview.

We remark that correctness of this protocol relies on a couple of specific properties: (1)
XMC.Com and PD-XMC.Com are both classically controlled on the register 3, so they com-
mute with each other, and (2) XMC.Open (resp. XMC.OpenX) simply measures the register
B in the standard (resp. Hadamard) basis'® so the first bit of the string u can be computed
instead by applying PD-XMC.Com to B followed by PD-XMC.Open and PD-XMC.Dec (resp.
PD-XMC.OpenX and PD-XMC.DecX).

Now, our next goal will be to obtain reusable soundness for any fixed instance (z,c).
That is, we give the prover oracle access to Ver|sp, rk, (z,¢)](-) where rk and (z, ) are now
hard-coded and the only input is a proof 7, and require that the prover cannot make the
verifier output b # P(Q(x)).

Binding. Following the classical intuition, for the purpose of analyzing the scheme we
would like to split (z,¢) into yes and no instances:

1. “Yes” instance: ¢ can only be opened in a way that would cause the verifier to out-
put b = P(Q(z)) (or L). In this case, the prover could potentially learn the secret
parameters sp via repeated queries, but would not be able to break soundness.

2. “No” instance: ¢ can only be opened in a way that would cause the verifier to output
b# P(Q(x)) (or L). In this case, by one-time soundness of the underlying protocol,
the prover should never be able to make the verifier output anything other than L.

Now, a crucial difference from the classical case is that a prover might launch a super-
position of both strategies, so we can’t exactly classify each (x,¢) as either a yes or a no
instance. However, in this case we will hope to rely on some notion of binding from the
PD-XMC commitment scheme in order to guarantee that the prover cannot meaningfully
“mix” these two strategies.

As discussed above, X-measurable commitments only satisfy a notion of binding to
classical bits rather than to quantum states, so we will need to capture these two options
using classical openings. For the first option, the parallel repetition theorem of [ACGH20,
Bar21] can be used to show that if the verifier accepts, then many, say 4/5, of their output
samples ¢; from indices {S;};r,—1 must be such that P(¢;) = P(Q(z)). For the second
option, it is clear that the verifier will only output b # P(Q(z)) if at least half of these
output samples are such that P(q;) # P(Q(x)). Thus, it suffices to show that the prover
can’t mix the following strategies.

1. Open ¢ on the positions {S;}.r,—1 to samples ¢; such that a large fraction (say 4/5) of
them are “honest”: P(¢q;) = P(Q(z)).

YThough it could be performing an arbitrary operation to the U register.
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A protocol with reusable soundness for a single “instance”

Parameters: ¢ qubits per round, r total rounds, kK Hadamard rounds.
Setup: Random oracle H : {0,1}* — {0,1}"°# (1),

Instance generation

e Fori e [r], j€ [¢], the verifier samples( i ﬁ(,J) <+ PD-XMC.Gen(1?), outputs ck == {&,J},J,
and keeps rk = {rk, j }i.j private.

* Given an input z, the prover prepares sufficiently many copies of the history state |¢g ) on
register B = {B; ; }i ;.

e Forie|r ] j € [f], the prover applies PD-XMC.Com(ck; ;, B; ;) — (Bij,U; ;¢ ;). Then, it sets
¢:=(¢1,1,...,¢r¢) and outputs the instance (z, ¢).

Gen(1*, Q)
* The verifier samples pp = {ck; ;}: ;,sp = ({hi, Si }i; {rki;}: ;) as in Fig. 4.
Prove(1*, Q, pp, )
e Fori e [r],j € [¢], apply XMC.Com(ck; ;, B; ;) = (Bij,Uij,ci ), andlet c == (c1,1,...,¢r0).

e Compute T' = H(c), where T' € {0, 1}" has Hamming weight k.

e Fori : T, = 0 and j € [f], apply PD-XMC.Open(B; ;.U ;) — ;; followed by
XMC.Open(B; j,U; j) — u;, ;. Let u; ; be u; j with the first bit removed.

e Fori : T, = 1 and j € [f, apply PD-XMC.OpenX(B, ;Ui ;) — 1,, followed by
XMC.OpenX(B; j,U; j) — ui ;. Let uj ; be u; j with the first bit removed.

* Output 7 = (¢, u,u), where u == (1,1, ..., Ure) and v = (v} 1,...,u; ;).

Ver(1*, Q, P, sp, J(, (z,¢),7)

e Parse 7 = (¢, u,u) and compute T' = H(c).

e Fori : T, = 0 andj € [0, compute b ; = PD-XMC.Dec(rk; j, & ;@) and check that
XMC.Dec(rki j, ¢;j, (V) ;. ul ;) # L.

e Fori:T;=1andj € [{]:
- If h; ; = 0, compute the bit b; ; := XMC.Invert(rk; ;,c; ;), and abort if L.

- If h;; = 1, compute b} ; = PD-XMC. DecX(rk; j, ¢ j, i ;), followed by the bit b; ; =
XMC.DecX(rki j, ¢ j, (b] ;,u; ;)), and abort if L.

* Apply a verification procedure to {b; ;}i.1,—1,¢s, based on the Hamiltonian for Q(x). If
this passes, parse the bits {b; ;}i.7,=1,jes, as a set of output samples {¢;};, and output b =

Maj ({P(gr) }e)-

Figure 5: A protocol for classical verification of quantum partitioning circuits that is
reusably sound for each fixed instance (z,¢).
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2. Open ¢ on the positions {S;},.1,—1 to samples ¢, such that a significant fraction (say
1/2) of them are “dishonest”: P(q;) # P(Q(x)).

Since the {5, }; positions are all standard basis positions, and no string can satisfy both
requirements, arguing that these strategies can’t mix should now reduce to some binding
property for the classical strings opened on the {S;};.1:—; positions. However, note that in
Fig. 5, none of these positions are even opened by PD-XMC.Open (that is, opened in the
standard basis)! Indeed, only the test round positions are opened in the standard basis.

Thus, we need to relate the strings opened on {S;},7.—1 to the strings opened on
{Si}i1;—0- Now, we note that 7" is chosen via a random oracle applied to ¢, and ¢ already
determines the only possible openings for the standard basis positions since the XMC pa-
rameters are sampled in perfectly binding mode on these positions. Thus, it is possible
to argue that the adversary can’t significantly change their distribution of opened strings
on test round vs. Hadamard round positions. So it suffices to show that the following
strategies can’t mix:

1. Open ¢ on the positions {.S;}..1,—¢ to samples ¢; such that a large fraction (say 3/4) of
them are “honest”: P(¢q;) = P(Q(z)).

2. Open ¢ on the positions {5;};.1.—o to samples ¢ such that a significant fraction (say
1/3) of them are “dishonest”: P(¢:) # P(Q(z)).

Thus, we will only need a “vanilla” notion of string binding for PD-XMC, which can be
reduced (see Section 4.2.1 for more discussion) to a vanilla notion of single-bit binding for

a quantum commitment to a classical bit. That is, given a decoding key rk, a commitment

¢, and a bit b, let
Moo= 2. )l
u:Dec(rk,,u)=b
be the projection onto strings u that open to b. Then for any two-part adversary (C, U),

where C is the committer, and U is the “opener”? (modeled as a unitary), it holds that for
any b € {0,1},

E D}Hﬁ(,'c”,lbeHrT(,E,b ) ” H(le) €)= C(C~k) = negl(\).

(ck,rk)«—Gen(1*)

A couple of remarks:

¢ Looking at Fig. 5, we see that this binding property should hold even if the opener
has oracle access to Dec(rk, Z, -). In fact, in the known construction of XMC described
above [BCM 18, Mah18b], this standard basis decoding is indeed public. Moreover,
this definition of binding is implied by the dual-mode property of XMC, and thus
our requirements for PD-XMC can so far be satisfied by the known construction of
XMC.

2More precisely, U is an algorithm that tries to break binding by rotating a state that is supported on valid
openings to b to a state that is supported on valid openings to 1 — b. We refer to this part of the adversary
as the opener.
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* Note that we only require binding on the standard basis positions, that is, (i, )
such that h; ; = 0. Looking at Fig. 5, we see that the prover does not have access
to DecX(J(m-, ¢ j,-) on these positions. This is important, because the ability to per-
form a Hadamard basis measurement on the committed qubit implies the ability to
reflect it across the X (Hadamard basis) axis, thus changing its standard basis mea-
surement. Thus, it seems difficult to design a X-measurable commitment scheme
that remains binding when the opener has access to DecX.

Proving soundness for a single instance. Next, we briefly discuss how soundness for
a single instance can be proven based on this binding property of PD-XMC. We start
with an adversary that is assumed to be breaking soundness after a number of queries to
the verification oracle. That is, they output a proof 7* that causes the verifier to accept
and output b # P(Q(z)). We know that a significant fraction of the samples ¢ from
positions {S;}i.1,—o in 7* must be such that Q(¢;) # P(Q(z)). Then, we replace each of

the adversary’s Ver[sp, rk, (z,¢)] queries one by one to being answered with L. While the

adversary may query Ver|sp, rk, (2, 7)] on accepting m, we know that for such 7, a large
fraction of the samples ¢; from positions {S;}:.1;—o must be such that Q(¢;) = P(Q(z)).
Thus, by the binding of PD-XMC, the fact that we are changing the oracle’s response to
such 7 should have a negligible effect on the probability that the adversary continues to
output 7*, since 7 and 7* contain openings to different strings and thus reside in parts of
the adversary’s state that have negligible overlap. After replacing all of these queries with
1, we see that our adversary is actually breaking soundness of the underlying one-time
sound protocol, since they no longer learn anything from their queries to Ver|sp, rk, (, 7)),
which completes the proof. For more details, see the discussion before the “soundness”
part of the proof of Theorem 4.32.

4.1.3 Public verifiability in the oracle model

Next, we show how to obtain full-fledged public-verifiability in the oracle model. As a
tirst attempt, we follow the classical approach, and include in the public parameters the

PD-XMC parameters {a(”}” along with a classical oracle that implements the following
program OGen[k|, which has a PRF key & hard-coded.

OGenlk]:
¢ Take an z and a commitment ¢ as input, and compute s := PRF((z,¢)).
» Compute (pp,sp) = Gen(1*; s) from Fig. 4 using random coins s, and output pp.

Unfortunately, this attempt does not result in a sound scheme. To see why, note that
the adversary can query the verification oracle on multiple (z,¢), thus using it to im-

plement the oracle PD-XMC.DecX(rTg,j, -,+) for any index (i, j) of its choice. Indeed, for
each index (¢, j), the adversary just has to find some (z, ¢) that generates parameters with
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hi;; = 1. As mentioned above, if the opener has access to PD-XMC.DecX(rNkm, .-, it is
not clear how to obtain any binding property for the bit on index (7, j). Thus, an adver-
sary could break soundness on a particular instance (x, ¢) by querying its oracles on other

instances (z/, ¢) in order to obtain access to any PD-XMC.DecX(rk; ;, -, -) of its choice.

Using signature tokens. To solve this issue, we use signature tokens to make sure that
the adversary’s strategy on multiple distinct (z, ¢) cannot “mix”. That is, we include the
signing key |sk) for a signature token scheme in the public parameters, and alter OGen|[k|
as follows, where vk is the verification key for the signature token scheme.

OGen|k, vk]:
¢ Take an 7, a commitment ¢, and a signature o as input.

e If yisavalid signature of (z, ¢) under vk, compute s .= PRF,((x, ¢, 0)), and otherwise
abort.

e Compute (pp,sp) := Gen(1%; s) from Fig. 4 using random coins s, and output pp.

Moreover, the verification oracle Ver|vk, k|, which now hard-codes & rather than some
fixed secret parameters sp, will also require a valid signature o on any (z, ¢) that it takes as
input. Intuitively, once the adversary learns the public parameters pp, -, corresponding
to some instance (z, ¢) and signature o, it can only access the oracles PD-XMC.DecX(rk; ;. -, )
on the specific indices (i, j) such that h; ; = 1 for the i hard-coded in parameters pp, ;.
Note that this actually requires the signature token scheme to be strongly unforgeable. That
is, the adversary shouldn’t even be able to produce a different signature ¢’ on the same
message (z, ¢), since then (z, ¢, 0') could be used to generate a fresh set of parameters with
different 2. While this notion was not proven explicitly in [BS16], we note that it follows
easily from their proof strategy.

To formalize this intuition, we treat the PRF as a random oracle H and make use of the
measure and re-program technique of [DFMS19, DEM20]. If the adversary is breaking
soundness, it must output a proof © with respect to some (z,¢, o). Thus, we can “pre-
measure” one of the adversary’s queries to H to obtain (z,¢, ), and then re-program
H((z,¢,0)) — s to fresh randomness s, which defines fresh parameters (pp,;,,SP,z,)-
After this measurement, by the strong unforgeability of the signature token, the adversary
won't be able to query the verification oracle on any (2/,¢, 0’) # (z,¢, 0), so they will only
be able to access DecX(Ff(i,j, ,-) for (4, 7) such that h;; = 1 as defined by pp, ;,. Then,
security should reduce to the single instance setting discussed above.

It is useful to note a crucial difference from the more direct but flawed approach to
using signature tokens discussed earlier in the overview. There, we could never hope to
use the security of the signature token, because we couldn’t “force” the adversary to ever
measure a signature (and indeed there was an attack on the attempted scheme). Here,
since we are using the signature as part of the input to a random oracle, we can make
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use of measure-and-reprogram to first “force” a measurement of a signature during the
security proof, and then use signature token security.

The need for public decodability. However, we have so far omitted a crucial detail.
Note that before the measurement of (z,¢, o), the adversary can access any DecX oracle
of its choice. Indeed, we can’t hope to prevent this, as the adversary has full access to
both OGen[k, vk] and Ver[k, vk], and this measurement anyway only happens during an
intermediate hybrid in the proof.

In the reduction to the binding of PD-XMC, this first part of the adversary corresponds
to the commit stage. Thus, we will need an X-measurable commitment scheme where the
committer has access to both the Dec and DecX oracles, while the opener (necessarily) only
has access to Dec.

We refer to such a commitment scheme as an X-measurable commitment with public
decodability. Somewhat more formally, we will require the following binding property,
where Dec|[rk] (resp. DecX[rk]) is the oracle implementing the classical functionality Dec(rk, -, -)
(resp. DecX(rk, -, -)). For any polynomial-query adversary (C, U),

P MU 2 ) | = 1/p0ly () (1), 2) = OO = negl (1),

(ck,rk)<Gen(1*

Unfortunately, the known construction of X-measurable commitments [BCM 18, Mah18b]
does not satisfy this property, which we explain in the following section. Thus, in the re-
mainder of this overview, we demonstrate a novel approach to constructing X-measurable
commitments, and describe a construction with public decodability in the oracle model.
Once we have this commitment, our construction of non-interactive publicly-verifiable
classical verification of quantum partitioning circuits is complete, which also completes
our construction of obfuscation for pseudo-deterministic quantum circuits.

4.1.4 Publicly-decodable X-measurable commitments

First, we review why the X-measurable commitment based on claw-free hash functions
[BCM*18, Mah18b] does not satisfy binding with public decodability. To commit to a
state |¢)) = ag|0) + a4 |1), the committer evaluates and measures an (approximately) two-
to-one hash function f in superposition to end up with a commitment ¢ and a left-over
state ag |0) |zo) + vy |1) |z1), where zg, 21 are n-bit strings such that x, starts with 0 and z,
starts with 1. If they do this honestly, it will hold that f(x¢) = f(z1) = ¢. Moreover, the
receiver has a trapdoor for f and can thus compute both z; and z; from c.

Now, a standard basis opening to the bit b is the string x;. To open |) in the Hadamard
basis, the committer measures each qubit of their left-over state in the Hadamard basis,
obtaining a bit ¥’ and a string d. It follows that b == o' + d - (x¢ + ;) is a decoding of
the Hadamard basis measurement of |¢). Thus, if we define S = {0,2¢ + 21} to be a

21Here, and throughout this section, all arithmetic will be over Fs.
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one-dimensional subspace of 5, access to the DecX oracle provides the committer with a
membership oracle for the subspace S*. Since S is just one dimension, it is straightfor-
ward to use this oracle to learn a description of S, which is xy + z;. But if the committer C
computes the string z( +x; and passes it along with ayq |0) |z¢) + a4 |1) |;) to U, the opener
can first measure their state in the standard basis to obtain (b, x;), and then use = + x; to
compute (1 — b, z1_), obtaining a valid opening for both bits in the standard basis. This
completely breaks any notion of binding for the commitment scheme.

Using a larger subspace. To solve this issue, we follow this template but increase the
dimension of S, thus decreasing the dimension of S*. That is, suppose that the left-over
state after a commitment to |¢)) = ag|0) + oy |1) was instead

ag |0) |Ag) + ay [1) [Ay),

where A = S + v is a coset of a random n/2-dimensional subspace S, Ay is the affine
subspace of vectors in A that start with 0, and A, is the affine subspace of vectors in A
that start with 1. Here, we are using the notation

=l

for any affine subspace A.

It can be shown that if this state is measured in the Hadamard basis to produce ¥, d,
then b = b’ @ 145 is a decoding of the Hadamard basis measurement of |¢), where we
define the bit rys = 0if d € St and g5 = 1if d + (1,0,...,0) € S*. Thus, the DecX oracle
can be implemented just given a membership checking oracle for S*. Moreover, now that
S+ has n/2 dimensions, and S is random, it is no longer clear that an adversary can use
oracle access to S to learn a description of S.

Completing the construction. Now, two main questions remain: (1) How do we define
a commitment key ck that enables the committer to apply the map [b) — |b) |4,)? (2) What
is the actual commitment string ¢? We will first address question (1).

Our commitment key will consist of a quantum state and a classical oracle. The Gen
algorithm will sample a random n/2-dimensional affine subspace A = S + v, set rk = A4,
and release the quantum state |A), which is a uniform superposition over all vectors in
A. Note that [A) = 5 |Ao) + 75 [A1), which can be seen as the “|+)” state in the two-
dimensional space spanned by |Aj) and |A;). Thus, for any b € {0,1}, we need to allow
the committer to rotate the |+) state to the “|b)” state |A;). It is easy to project onto vectors
that start with either 0 or 1, but we will have to implement a reflection across the X-axis
of this space if this projection results in |A;_,). While it is clear that this can be done given
a quantum oracle implementing the projection |A)(A|, it was observed by [AGKZ20] that

22 Assume that A and S are “balanced”, meaning that exactly half of their vectors start with 0.
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a classical oracle for membership in S+ suffices! Thus, as a first attempt, we will set the
commitment key ck to consist of |A) and an oracle O[S*] for membership in S*.

This brings us to our second question. So far, we have shown that a committer, given
ck, can perform the map

g |0) + a1 |1) = ag [0) [Ag) + a1 [1) |Ar),

and give this final state to the opener. However, since the opener also has access to
ck and thus to O[S%], there is no sense in which the original state is committed, since the
opener could continue to use O[S*] to rotate arbitrarily around the space spanned by | 4)
and | A;).

To fix this, we use a signature token. We include the signing key |sk) for a single-bit
signature token scheme in ck, and alter the oracle O[S*] so that it only responds given a
valid signature on 0. The actual commitment string c will then be a signature on 1. Thus,
while the committer is free to rotate around span{|A,) ,|A4;)} using access to S+, as soon
as it outputs a valid classical commitment string ¢, the membership oracle for S+ will
become inaccessible and the opener will intuitively be unable to make further changes to
the state.

The proof of binding. Now, it remains to formalize this intuition, and prove that this
scheme satisfies binding with public decodability. After appealing to the security of the
signature token scheme, we can reduce this to showing that for any polynomial-query
adversary (C, U),

Pr [HHAlUOV”HAO [ || > 1/poly : [¢) < COMIOISTI(A4))| = negl,

where the probability is over a random choice of n/2-dimensional affine subspace
A = S + v, and 11,4, is the projection onto vectors s € A,. Note that C and U have access
to O[A], the membership checking oracle for the affine subspace A since this is needed to
implement Dec, and C has access to O[S*] because it is needed to implement both ck and
DecX.

To show this, we will follow [AC12]’s blueprint for proving security in the classical
oracle model, and proceed via the following steps.

1. Show that we can instead sample A from a public ambient space of dimension 3n/4,
and remove U’s access to the O[A] oracle.

2. Perform a worst-case to average-case reduction over the sampling of A.

3. Have the committer apply amplitude amplification onto I1,4,. At this point, we can
reduce the problem to showing that for small enough ¢, there cannot exist a query-

bounded C and a unitary U such that for all n/2-dimensional affine subspaces A of
an/ll

7

) € Im(ILy,) and ||TI4,U [e0a) || > e,
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where [1),4) < COMIOISTI(]4)).

4. Apply the “inner-product adversary method” of [AC12]. That is, we (i) define a re-
lation R on pairs of affine subspaces (A, B) such that (4|B) = 1/2forall (A, B) € R,
(ii) argue that for any collection of states {|¢'4)} 4 that satisfy the above conditions,

E [ (alvp)|] <1/2-90

(A,B)+R

for some large enough ¢, and (iii) conclude that if C can decrease the expected in-
ner product over R by J, it must be making “too many” oracle queries, yielding a
contradiction.

However, arguing part (ii) of this final step turns out to be significantly more challeng-
ing than analogous claims in previous work (e.g. [AC12, BS16]). Indeed, the condition is
neither that |1 4) is some fixed state (as in [AC12]), or that measuring |¢)4) in the standard
basis yields a classical string in some well-defined set (as in [BS16]). Rather, the condi-
tion involves reasoning about the overlap between two projectors, where one is defined
via an arbitrary rotation U. Moreover, we only have the guarantee that [14) is e-close to
Im(U'TL4, U), and this value cannot be amplified to 1 (depending on U, the images of 11,
and U'II14, U may not intersect at all).

In Section 4.5.2, we show that for our definition of R, § > €'*, which is enough for
us to reach a contradiction and complete the proof. We proceed by contradiction, and
eventually reduce to a Welch bound [Wel74], which upper bounds the number of vectors
of a given minimum distance that can be packed into a low-dimensional Hilbert space.
We defer a further overview and details of this proof to Section 4.5.2. This completes our
proof of binding with public decodability.

1

4.2 Publicly-decodable X-measurable commitments
4.2.1 Definition

Recall that an X-measurable commitment augments the standard notion of a (non-interactive)
bit commitment with an additional functionality property. It includes traditional key gen-
eration, commit, and decommit procedures, and must satisfy a notion of binding to a clas-
sical bit. However, when used to commit to a qubit |¢)) = o |0) + o4 |1) in superposition,

it supports the additional ability to open to a Hadamard basis measurement of |¢).

The syntax of an X-measurable commitment is given below. We present the syntax
in the oracle model, where the committer obtains access to an efficient classical oracle CK
as part of its commitment key. Such a scheme can be heuristically instantiated in the
plain model by using a post-quantum indistinguishability obfuscator to obfuscate this
oracle. We allow the remainder of the commitment key to be a quantum state |ck), but
note that quantum commitment keys are not inherent to the definition of an X-measurable
commitment.
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Definition 4.1 (X-measurable commitment: Syntax). An X-measurable commitment consists
of six algorithms (Gen, Com, Open, Dec, OpenX, DecX) with the following syntax.

e Gen(1*) — (rk, |ck) , CK) is a QPT algorithm that takes as input the security parameter 1*
and outputs a classical receiver key rk and a quantum commitment key (|ck) , CK), where
|ck) is a quantum state on register IC, and CK is the description of a classical deterministic
polynomial-time functionality CK : {0,1}* — {0, 1}*.

o Com;"(|ck)) — (U, c) is a QPT algorithm that is parameterized by a bit b and has oracle
access to CK. It applies a map from register IC (initially holding the commitment key |ck))
to registers (U,C) and then measures C in the standard basis to obtain a classical string
c € {0,1}* and a left-over state on register U. We then write

Com™ := |0)(0] ® Com§K + |1)1]| ® Com"

to refer to the map that applies the Comg* map classically controlled on a single-qubit regis-
ter B to produce a state on registers (B,U,C), and then measures C in the standard basis to
obtain a classical string c along with a left-over quantum state on registers (B,U).

e Open(B,U) — uis a QPT measurement on (B,U) that outputs a classical string u.”

® Dec(rk,c,u) — {0,1, L} is a classical deterministic polynomial-time algorithm that takes
as input the receiver key rk, a commitment c, and an opening u, and outputs either a bit b or
a L symbol.

e OpenX(B,U) — uis a QPT measurement on (B,U) that outputs a classical string u.**

® DecX(rk,c,u) — {0, 1, L} is a classical deterministic polynomial-time algorithm that takes
as input the receiver key rk, a commitment c, and an opening w, and outputs either a bit b or
a 1 symbol.

Definition 4.2 (X-measurable commitment: Correctness). An X-measurable commitment
(Gen, Com, Open, Dec, OpenX, DecX) is correct if for any single-qubit (potentially mixed) state
on register B, it holds that

TV (IdealZ(B),RealZ(1*, B)) = negl()), and TV (ldealX(B), RealX(1*, B)) = negl(}),

where the distributions are defined as follows.

BWithout loss of generality, we can assume that this procedure simply measures all registers in the stan-
dard basis (by including any potential pre-processing as part of the Com procedure). Thus, strictly speaking,
we don’t have to include an explicit Open algorithm in the syntax of an X-measurable commitment, though
we do here for notational convenience later.

2*One could define the “canonical” OpenX procedure to simply measure all registers in the Hadamard
basis. Indeed, this is the case for all known approaches to building X-measurable commitments. However,
we leave open the possibility that there exist interesting X-measurable commitments with more general
OpenX procedures, and thus include an arbitrary OpenX procedure as part of the syntax.
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* |dealZ(B) measures B in the standard basis.

e |dealX(B) measures B in the Hadamard basis.

e RealZ(1*, B) samples (rk, |ck) , CK) + Gen(1*), (B,U, c) +— ComK(B, |ck)), u < Open(B,U),

and outputs Dec(rk, ¢, u).

e RealX(1*, B) samples (rk, |ck) , CK) < Gen(1*), (B,U, ¢) < Com™(B, |ck)), u + OpenX(B,U),

and outputs DecX(rk, c, u).

An X-measurable commitment that satisfies binding with public decodability allows the
adversarial Committer to have oracle access to the receiver’s functionalities Dec(rk, -, -)
and DecX(rk, -,-). However, we crucially do not give the adversarial Opener access to
DecX(rk, -, -).

Definition 4.3 (X-measurable commitment: Single-bit binding with public decodability).
An X-measurable commitment (Gen, Com, Open, Dec, OpenX, DecX) satisfies single-bit binding
with public decodability if the following holds. Given rk, c, and b € {0, 1}, let

Hrk,c,b = Z |U><’LL| :

u:Dec(rk,c,u)=b

Consider any adversary {(Cy, Uy) }ren, where each Cy is an oracle-aided quantum operation,
each U, is an oracle-aided unitary, and each (Cy, U,) make at most poly(X) oracle queries. Then
forany b € {0,1},

B {|[ T sUS M M [} || (1), 0) 4 CSHP=H0X (k)| = megl(n),

where the expectation is over rk, |ck) ,CK < Gen(1%). Here, Dec[rk| is the oracle implement-
ing the classical functionality Dec(rk, -, ) and DecX[rk] is the oracle implementing the classical
functionality DecX(rk, -, -).

Next, we extend the above single-bit binding property to a notion of string binding.

Definition 4.4 (X-measurable commitment: String binding with public decodability). An
X-measurable commitment (Gen, Com, Open, Dec, OpenX, DecX) satisfies string binding with
public decodability if the following holds for any polynomial m = m(\) and two disjoint sets
Wo, Wi C {0, 1}™ of m-bit strings. Given a set of m receiver keys rk = (rkq, ..., rky,), m strings
c=(c1,...,¢n),and b € {0,1}, define

1_Irk,c,Wb = Z (® Hrk“ci,wi) .
weW, \i€[m)]

Consider any adversary {(Cy, Uy) }ren, where each Cy is an oracle-aided quantum operation, each
U, is an oracle-aided unitary, and each (Cy, U, ) make at most poly(\) oracle queries. Then,
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E |:HHrk7c7W1USK7DeC[rk]Hrk’C’WO |¢> H . (|'l/]> ,C) (_ CSK,Dec[rk],DeCX[I‘k]<|Ck>):| — negl(A),

where the expectation is over {rk;, |ck;) , CK; <= Gen(1*) };icpm). Here, |ck) = (|cki) , . . ., [ckin)),
CK is the collection of oracles CKy, . . ., CK,,, Dec[rk] is the collection of oracles Dec|rk,|, . . ., Dec|rk,,],
and DecX|rk] is the collection of oracles DecX[rki], ..., DecX]rk,,].

We prove the following lemma in Section 4.5.1.
Lemma 4.5. Any X-measurable commitment that satisfies single-bit binding with public de-

codability also satisfies string binding with public decodability.

4.2.2 Construction

Before describing our construction, we introduce some notation.

* Asubspace S < F¥ is balanced if half of its vectors start with 0 and the other half start
with 1. Note that S is balanced if and only if at least one of its basis vectors starts
with 1. Thus, a random large enough (say n/2-dimensional) subspace is balanced
with probability 1 — negl(n). By default, we will only consider balanced subspaces
in what follows.

* For an affine subspace A = S + v of F}, we write

|S +v) ::\/%Z\s—l—v).

seS

* Given an affine subspace S + v, let (S + v), be the set of vectors in S + v that start
with 0 and let (S + v); be the set of vectors in S + v that start with 1.

We describe our construction of an X-measurable commitment in Fig. 6.

Theorem 4.6. The X-measurable commitment described in Fig. 6 satisfies correctness (Defini-
tion 4.2).

Proof. We will first show that the map applied by Coms* in the case that the measurement
of the first qubit of Ky is 1 — b successfully takes |(S + v)1-p) — [(S + v),). Since Tok is
perfectly correct, it suffices to show that for any balanced affine subspace |S + v),

HEPROETHE™ (S 4 0)14) — (S +v)s)
where PhO5™] is the map |s) — (—1)°15"1®) |s), and O[S7] is the oracle that outputs 0 if

s € St and 1if s ¢ S*. This was actually shown in [AGKZ20], but we repeat it here for
completeness.
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Publicly-decodable X-measurable commitment

Parameters: Polynomial n = n(X) > A
Ingredients: Signature token scheme (Tok.Gen, Tok.Sign, Tok.Verify) (Section 2.2.4).

* Gen(1*): Sample a uniformly random n/2-dimensional balanced affine subspace S + v of F%
and sample (vk, |sk)) < Tok.Gen(1%). Set

rk == (S,v,vk), |ck):= (]S +v),]|sk)).

Define CK to take as input (o, s) for s € {0,1}" and output L if Tok.Verify(vk,0,0) = L, and
otherwise output 0if s € S+ or 1if s ¢ S+.

o Com{K(|ck)):

— Parse |ck) = (]S + v)*°, [sk)*).

— Coherently apply Tok.Sign(1*,0, ) from the K; register to a fresh register G, which will
now hold a superposition over signatures ¢ on the bit 0.

— Measure the first qubit of register Ky in the standard basis. If the result is b, the state on
register Ky has collapsed to |(S + v)p), and we continue. Otherwise, perform a rotation

from |(S 4 v)1_) to |(S +v)s) by applying the operation (H®")<oPhK(+) (&Ko to
registers (Ko, G), where PhK(+) i the map |s)" 0 |0)9 — (—1)K(@9) |5)*0 |5)9

- Next, reverse the Tok.Sign(1%,0, -) operation on (K1, G) to recover |sk) on register K.
— Finally, sample and output ¢ <+ Tok.Sign(1*, 1, |sk)), along with the final state on register
U =K.
* Open(B,U): Measure all registers in the standard basis.
® Dec(rk, ¢, u):
- Parse rk = (S, v,vk) and u = (b, s), where b € {0,1} and s € {0,1}".
— Check that Tok.Verify(vk, 1,¢) = T, and if not output L.
- If s € (S + v)s, output b, and otherwise output L.

e OpenX(B,U): Measure all registers in the Hadamard basis.

e DecX(rk, ¢, u):
- Parse rk = (S,v,vk) and u = (¥, s), where & € {0,1} and s € {0,1}".
— Check that Tok.Verify(vk, 1,¢) = T, and if not output L.

- If s € S*, then define r := 0. If s @ (1,0, ...,0) € S+, then define r := 1. Otherwise, abort
and output L. Thatis, ris setto 0if s € St and to 1if s € (Sp)* \ S*. Then, output
b=V dr.

Figure 6: An X-measurable commitment that satisfies binding with public decodability.
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We will use the facts that S; = Sy + w for some w, and that (S + v)g = Sy + vg and
(S 4+ v); = Sy + vy for some vy, vy such that vy + v; = w. Also note that for any s € S+,
s-w = 0,and for any s € (Sp)* \ S*, s - w = 1.

HEPROTTH™ |(S 4 v), )

1
e (S

s€Sp
S A D D CET
2 SESy
1
— H@mPhO[Si] Z (_1)s~w+s-vb ’8) + Z (_1)s-w+s-vb ‘S>
on/241 seSt s€SF\S+
1
_ H®nPhO[sﬂ Z (_1)s-vb ’S> + Z (_1)1+s-vb ’S>
\/on/2+1 = ey
1
= H e [ 0™+ Y ()
on/2+1 = rey

_ H®n

B @% > (D)

sES&
= |(S+v)) -

Thus, applying Com™ to a pure state 1)) = ag |0) + a; |1) and commitment key |ck)
produces the state
[Ycom) = @0 [0) [(S + v)o) + a1 [1) (S +v)1),

and a signature c on the bit 1.

We continue by arguing that measuring and decoding |¢com) in the standard (resp.
Hadamard) basis produces the same distribution as directly measuring |¢) in the stan-
dard (resp. Hadamard) basis. As a mixed state is a probability distribution over pure
states, this will complete the proof of correctness.

First, it is immediate that measuring |¢)com) in the standard basis produces a bit b with
probability |a,|? along with a vector s such that s € (S + v),.

Next, note that applying Hadamard to each qubit of |t¢)com) except the first results in
the state

ag|0) [ D (=1 fs) | +aa ) [ D (=1 s) |

SESE s€Sg
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and thus, measuring each of these qubits (except the first) in the Hadamard basis pro-
duces a vector s and a single-qubit state

(=10 [0) + (=1)"" an [1) = a9 [0) + (1) |1) .

So, measuring this qubit in the Hadamard basis is equivalent to measuring |¢)) in the
Hadamard basis and masking the result with s - w. Recalling that s - w = 0 if s € S* and
s-w=1if s € (Sp)* \ S+ completes the proof of correctness. O

4.2.3 Proof of binding

This section is dedicated to proving the following theorem.

Theorem 4.7. Assuming that Tok satisfies unforgeability (Definition 2.21), the X-measurable
commitment described in Fig. 6 with n > 130\ satisfies single-bit binding with public decod-
ability (Definition 4.3).

The proof of this theorem will be identical for each choice of b € {0,1} in the state-
ment of Definition 4.3. So, consider any adversary (C, U) attacking the publicly-decodable
single-bit binding game for b = 0, where we drop the indexing by ) for notational conve-
nience. We first show that it suffices to prove the following claim, in which U no longer
has oracle access to CK.

Claim 4.8. For any (C,U) where C and U each make poly(\) many oracle queries, it holds that

2 1
P HHI‘ . UDeC[rk}l—[Ir . ” > . ’ CCK,Dec[rk],DecX[rk] k _ 1(\).
rk,|ck>,CK<£Gen(1A) [ k,c,1 keo [0) || = ) ([¥) . c) + (Ick)) negl(\)

Lemma 4.9. Claim 4.8 implies Theorem 4.7.

Proof. First, we note that to prove Theorem 4.7, it suffices to show that for any any (C, U)
with poly(\) many oracle queries and any ¢(\) = 1/poly()), it holds that

2
rk,|ck) CKPiGen(m {HH”"CJUCK’DeC[rk]Hrk,c,o ) H > €(A): (J¥),c) + CCK’DeC[rkLDECX[rk](|Ck>)1 = negl(A).

To show that Claim 4.8 implies the above statement, we define the oracle O, to always
map (o, s) — L, and then argue that

CK,Dec|rk

E [ MU LML g o)
rk,|ck),CK<Gen(1*)

(‘¢>,C)HcCK,Dec[rk],DecX[rk] (|Ck>)

2
- HHrk,c,l UOJ_,Dec[rk} 1_[rk,c,() W)

2} — negl(\).
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This follows from a standard hybrid argument, by reduction to the unforgeability of the
signature token scheme. Consider replacing each CK oracle query with a O, oracle query
one by one, starting with the last query. That is, we define hybrid #, to be

2

CK,Dec|rk

E HHrk,c,lu eclr ]Hrk,c,O ‘w> H )
rk,|ck),CK<—Gen(1*)

(‘w%c)ech,Dec[rk],DecX[rk] (|Ck>)

and in hybrid H,;, we switch the i’th-from-last query from being answered by CK to being
answered by O, . Now, fix any ¢, and consider measuring the query register of U’s i'th-
from-last query to obtain classical strings (o, s). Then since Il is the zero projector
when cis not a valid signature on 1, and CK outputs | whenever ¢ is not a valid signature
on 0, we have that

E[H;—1 — H;] < Pr[Tok(vk,1,¢) = 1 A Tok(vk,0,0) = 1] = negl(}),

by the unforgeability of the signature token scheme. Since there are poly(\) many hybrids,
this completes the hybrid argument.
Finally, it follows by Markov that

2 2

k) CEYG (1)\) |:"Hrk,c,lUCKDeC[rk]Hrk,c,O |¢> H - "Hrk,c,lUOLDeC[rk}Hrk,c,O W) Z 5()\)

rk,|ck),CK<+Gen
(‘w%c)ech,Dec[rk],DecX[rk] (|Ck>)

negl(A)
< —60\) EpY = negl(\),
which completes the proof.
[

Now, we introduce some more notation.

¢ Let A;, be the set of balanced k-dimensional affine subspaces of F5.

e For an affine subspace A = S+, let O[A] : F§ — {0, 1} be the classical functionality
that outputs 1 on input s iff s € S + v, and let O[A*] : F§ — {0, 1} be the classical
functionality that outputs 1 on input s iff s € S*.

* For an affine subspace A = S + v and a bit b € {0, 1}, define the projector

[A] = > |s)s|.

s€(S+v)p

We will use this notation to re-define the game in Claim 4.8, and show that it suffices
to prove the following claim.
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Claim 4.10. For any two unitaries (Ucom, Uopen), Where Ucom and Uopen each make poly (\) many
oracle queries, it holds that

> Ly = U2 (41| = negl()).

[ ragugiinian v | > 5 ol

A<—.An/2 n [
Lemma 4.11. Claim 4.10 implies Claim 4.8.

Proof. First, we note that re-defining Il ., in the statement of Claim 4.8 to ignore ¢ and
only check for membership in the affine subspace (S + v), only potentially increases the
squared norm of the resulting vector. This means that we can ignore the string c output
by C. Then, we can give the committer vk in the clear, and observe that it is now straight-
forward for the committer to simulate its Dec|rk| oracle with O[A], where A is the affine
subspace defined by rk, and also to simulate its DecX[rk] oracle with O[A*]. Finally, we
can purify any operation C to consider a unitary Ucom that outputs [). O

Our next step is to remove Uppen’s oracle access to O[A]. We will show that it suffices
to prove the following.

Claim 4.12. For any two unitaries (Ucom, Uopen), Where Ucom makes poly (\) many oracle queries,
it holds that

1
AeAn/Q 3n/4 {HH 1]UopenlT[Ao] [1/) H P L) = Ugﬁ]o 1A | = negl(N).

Notice that we are now sampling affine subspaces of a 3n/4-dimensional space.
Lemma 4.13. Claim 4.12 implies Claim 4.10.

Proof. Given an n/2-dimensional affine subspace A, let 7' <— Super(3n/4, A) denote sam-
pling a uniformly random (3n/4)-dimensional subspace 7" such that A C 7'. Then, define
O[T\ {0"}] to be the oracle that checks for membership in the set 7"\ {0"}.

Now, we will show via a standard hybrid argument that

AcAy ), Open Open
T<—Super(3n/4 A)
yolal.o At
[w)=Ugka (1))

g |manugdmadio | - [atavgm g o] < B2

Consider replacing each O[A] oracle query with a O[T\ {0"}] oracle query one by one,
starting with the last query. That is, we define hybrid H, to be

2
O[A]
At |maguginiag o) | } |
T<+Super(3n/4,A)
‘w>::U8)[n1?]’O[AL](|A>)
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and in hybrid H;, we switch the i’th-from-last query from being answered by O[A] to
being answered by O[T"\ {0"}]. By Lemma 2.4, we have that

1

E[H: 1 —#i] < maxPrls € (T\ {0"})\ 5] < 7.

Since there are poly(\) many hybrids, this completes the hybrid argument. Now, it
follows by Markov that

2 1 1
OA T\{0"
W | Imanugnta o - [magugn i | > 5 - 55
T<—Super(3n/4 A)
y=UQLALCATT (1)
poly(\)2A+1
< POV e,

since n > 5\. This completes the proof, since we can imagine fixing 7" as a public ambient

space of dimension 3n/4 and sampling A as a random affine subspace of 7'.
O

Next, we perform a worst-case to average-case reduction over the sampling of A and
thus show that it suffices to prove the following.

Claim 4.14. There do not exist two unitaries (Ucom, Uopen), where Ucom makes poly(\) many
oracle queries, such that for all A € A, /53,4 it holds that

T4 opertTTA] 20} | > 55

where 1) = US| 4y,

Com

Lemma 4.15. Claim 4.14 implies Claim 4.12.

Proof. Suppose that there exists (Ucom, Uopen) that violates Claim 4.12. We define an ad-

versary (C, Uopen) as follows.
o C takes |A) as input and samples a uniformly random change of basis B of Fo/*,
Define the unitary Up acting on 3n/4 qubits to map |s) — |B(s)).

e Run Ucom on |B(A)). Answer each of Ucom’s oracle queries with Uz O[A]UY, or UgO[A+]UL,
where Ug acts on the query register.

e Let |¢)) be Ucom’s output, and output ) = (UL |4, B), where register B holds B,
which is a classical description of the change of basis.
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o Gopen is defined to be Uc g-1UopenUcor, where

1 B —
Ucos == #B§UB®|B><B| , and Ucgg-1 = #BZU ®|B)

where #B is the total number of change of bases B.

Then it holds that for any A € A, 231/4,

o

= Pr [
B(A)H'An/Q,dn/él

1A DoperT140] )| ) %EO[A]»O[WAW]

- 2>\+1

[TUB(A) VopanlTIB(AN] 43 || 2 555y : 1) = UL 1))

= non-negl(\),

where the final equality follows because we are assuming that (Ucom, Uopen) Violates
Claim 4.12, and for any fixed balanced A and uniformly random B, it holds that B(A)
is a uniformly random balanced affine subspace except with negl(n) probability. Now,

define |¢5) to be the output of C conditioned on sampling B. Then define Ucom to be a
purification of C. It holds that for any fixed A € A,,/23,/4 and ) == 0 ot 114)),

Com

HH[AI]GOpenH[AO] ) H2 = #—IB Z HH[AI]GOpenH[AO] 5) H2 > non-negl(\) - 2/\1“ > 2%,
B

which completes the proof. O

Next, we perform amplitude amplification onto I1[A4,], showing that it suffices to prove
the following claim.

Claim 4.16. There do not exist two unitaries (Ucom, Uopen), Where Ucom makes at most 2%* oracle

queries, such that for all A € Ay, /23,4 and |1 4) = Ugﬁ] olat ](|A>) there exists a state |1,) such
that

1
14 = W) || < g 1) € Im(ITA)), and [ TTA Uogen [95) ]| > o5
Lemma 4.17. Claim 4.16 implies Claim 4.14.

Proof. For any binary projective measurement (II, I —II), we define Uy to be a unitary that
maps |¢) — — |¢) for any |¢) € Im(II) and acts as the identity on all |¢) orthogonal to II.
We use the following imported theorem.
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Imported Theorem 4.18 (Fixed-point amplitude amplification, [GSLW19] Theorem 27).
There exists an oracle-aided unitary Amplify that is parameterized by (c, B), and has the following
properties. Let 1) and |1¢) be normalized states and 11 be a projector such that 11|¢) = v |[¢q),

where v > a. Then |ibg) = Ampllfya“/’ w0y s such that || [ve) — [de) || < B, and
Ampllfya“" @IV (1)) makes O(log(1/8) /) oracle queries.
Now, suppose that (Ucom, Uopen) violates Claim 4.14. Set a = 1/2%, 8 = 1/2'%, and

define B N
Ucom(|A)) —Ampllfya‘“w’” T (Jha)),

VVhere|¢A>I:=UcomquQ.

We first argue that Uc,m can be implemented with just oracle access to O[A] and O[A*].
Clearly, the projector II[A4] can be implemented with O[A], so it remains to show how to
implement the projector |1).4)(¢4|. Note that

|@Z)A><@/}A| = Ucom |A><A| UCom’

so it suffices to show how to implement |A)(A|.
Recalling that A = S + v, we claim that

|ANA| = HO"I[SH H®"I[S + v].

The proof is essentially shown in [AC12, Lemma 21] (in the case where A is a subspace),
and we repeat it here for completeness. It is clear that H®"TI[S+]H®"TI[S + v] |A) = |A),
so it remains to show that for any [) such that ()| A) = 0, H*"II[S*|H®"II[S + v] [¢)) = 0.
Write [¢)) = > o130 Cs |8), where >0 ¢ ¢s = 0. Then

HEMTI[SHHEMILS + o] [y) = HE'TI[SHTH®" Y~ cs)

seS+v

271/2111@”1115L > (=1t

te{0,1}n s€S+v

2n/2 He" Z Z CS |t

teSL seS+v

1
- 2n/2H®” Z < Z cs> t) =

teS+ \seS+wv

Thus, Ucem can be implemented with just oracle access to O[A] and O[A*]. Moreover,
it makes at most O(log(1/5)a) -poly(A) < O(X2*)-poly(\) < 22* queries to O[A] and O[AL].
Now, define
I[Ao] [a)

V) = A jo) |
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so |¢y) € Im(II[Ag]) by definition. By the fact that (Ucom, Uopen) Violates Claim 4.14, we
know that

1 1
ITI[A1]Uopen [14) || > [ITI[A1]UopenIT[Ao] [¢24) || Z o = [ TT[A]Uopen [44) || > Z o

Finally, by the definition of [¢/,),

1 1
ITI[A1]UopenlI[Ao] [¥24) [I* = g — Ao [a) =7 ¥y) fory > o

so the guarantee of Imported Theorem 4.18 implies that

1 1
[Ucom(14) = [} || < 355,

Thus, (GCOm, Uopen) Violates Claim 4.16, which completes the proof.
O]

Finally, we prove Claim 4.16, which, as we have shown, suffices to prove Theorem 4.7.

Proof. (of Claim 4.16) We will use the following imported theorem.

Imported Theorem 4.19 ([AC12]). Let O be a set of classical functionalities F' : {0,1}* —
{0,1}. Let R be a symmetric binary relation between functionalities where for every F' € O,
(F,F) ¢ R, and for every F' € O, there exists G € O such that (F,G) € R. Moreover, for any
F € O and x such that F(z) = 0, suppose that

where R is the set of G such that (F,G) € R. Now, consider any oracle-aided unitary U¥ (|yr))
that has oracle access to some F' € O, is initialized with some state |1pr) that may depend on

F, makes T queries, and outputs a state |x) Up. Then if [(Yr|Ye)| > cforall (F,G) € R and
E FG)FRH(wF‘wG)H <d then T = (%l

Now, suppose there exists Ucom, Uopen that violates Claim 4.16. Recall that Uc,m has
access to the oracles O[A] and O[A*], defined by the n/2-dimensional balanced affine
subspace A = S + v of F3"/*. We define a single functionality F4 that takes as input (b, s)
and if b = 0 outputs whether s € S + v, and if b = 1 outputs whether s € S*.

Then, we define a binary symmetric relation on functionalities 4, F'iz as follows. Let-
ting A =S4 +v4 and B = Sg + vp, we define (F4, Fi5) € R if and only if dim(A4y N By) =
n/2—2and dim(A; N B;) = n/2—2. Note that for any (Fy4, F5) € R,dm(ANB) =n/2—1.

Given R defined this way, we see that for any fixed F'4 and (b, s) such that F4(b, s) = 0,
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Pr [Fp(b,s) =1]

FBFRFA

B\ A SE\ S%
Smax{ B s |}
5"\ AN {03y [ )

2n/2—1 2n/4—1
< max { 23n/4 _9n/2 _ 17 93n/4 _ 2n/4}

< on/4’

Next, we note that U2 is initialized with the state |A), and, for any (A, B) such that

Com

(Fa, Fp) € R, itholds that [(A|B)| = 1/2. Our goal is then to bound

E  [[(¥alvs)l],

(FA,FB)%R

where [14) = UtA (|A)). Since (Ucom, Uopen) Violates Claim 4.16, we can write each [1/4)

as |¢y) + [VF"), where

—_

1 , :
H |1/}je4rr> H < 21T7 |77/}A> € lm(H[AO])7 and HH[Al]UOpen |¢A> H >
Thus, we have that

2_)\.

E_lwalvall < | E_(WA5 + g

(Fa,FB)<R ‘A, FB)+—R

Now, we appeal to the following theorem, which is proven in Section 4.5.2.

Theorem 4.20. Let n,m,d € N, e € (0,1/8) be such that d > 2andn—d+1 > 10log(1/¢) +6.
Let UYY be any (2"t™)-dimensional unitary, where register X is 2" dimensions and register ) is
2™ dimensions. Let A be the set of d-dimensional balanced affine subspaces A = (Ao, A1) of F3,
where Ay is the affine subspace of vectors in A that start with 0 and A, is the affine subspace of
vectors in A that start with 1. For any A = (Ao, A;), let

Mg, =Y [o)o[* @, Iy = U (Z lo)(w|* ®]13’) u.

vEAQ vEA;

Let R be the set of pairs (A, B) of d-dimensional affine subspaces of F% such that dim(Ay N
By) = d — 2 and dim(A,; N By) = d — 2. Then for any set of states {|14)}a such that for all
Ac A [¢a) € Im(Ily,), and [, [a) || = €

E([{walvn)l] < 5 -

(A,B)«+R
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Setting ¢ = 1/2*, and noting that 3n/4 — n/2 + 1 > 11X > 10log(2") + 6, this theorem

implies that
1 1
IR < 5 - oo

(Fa, FB
and thus we conclude that
1 1
[|(¢AWB)] 5~ g

(Fa, FB

Thus, by Imported Theorem 4.19, Ucon must be making

2n/8 130X 14 2\
Q <214A) = Q (21BOVEIY) 5 2

oracle queries, recalling that n > 130\. However, Ucon was assumed to be making at most

22X queries, so this is a contradiction, completing the proof.
O

4.3 Verification of quantum partitioning circuits
4.3.1 Definition

A protocol for publicly-verifiable non-interactive classical verification of quantum par-
titioning circuits consists of the following procedures. We write the syntax in the oracle
model, where the prover obtains access to a classical oracle as part of its public key. We
also specify a quantum proving key |pk), but note that one could also consider the case
where the proving key pk is classical.

e Gen(1*,Q) — (vk, |pk) , PK): The Gen algorithm takes as input the security parameter
1* and the description of a quantum circuit @ : {0,1}* — {0,1}", and outputs a
classical verification key vk and a quantum proving key (|pk) , PK), which consists
of a quantum state |pk) and the description of a classical deterministic polynomial-
time functionality PK : {0, 1}* — {0, 1}*.

e Prove™(|pk),Q,z) — m: The Prove algorithm has oracle access to PK, takes as input
the quantum proving key |pk), a circuit @, and an input = € {0,1}", and outputs a
proof 7.

e Ver(vk,z,7) = {(q1,.-.,qm)} U{L}: The classical Ver algorithm takes as input the
verification key vk, an input z, and a proof 7, and either outputs a sequence of
samples (qi,...,qm) or L.

e Combine(by,...,b,) — b: The Combine algorithm takes as input a sequence of bits
(b1, ..., by) and outputs a bit b.

The proof should satisfy the following notions of completeness and soundness.

73



Definition 4.21 (Publicly-verifiable non-interactive classical verification of quantum par-
titioning circuits: Completeness). A protocol for publicly-verifiable non-interactive classical
verification of quantum partitioning circuits is complete if for any family {Q, P} en such that
{Px o Qx}ren is pseudo-deterministic, and any sequence of inputs {x,}ren, it holds that (where
we leave indexing by \ implicit)

Ver(vk, z,7) = (q1,- -+, qm) A  (vk, [pk) , PK) < Gen(1*,Q)

Pr Combine(P(q1), ..., P(gm)) = P(Q(z)) 7+ Prove™ (|pk), Q, z)

= 1 —negl(\).

We define soundness in the oracle model, where the adversarial prover gets access to
an oracle for the functionality Ver(vk, -, -).

Definition 4.22 (Publicly-verifiable non-interactive classical verification of quantum par-
titioning circuits: Soundness). A protocol for publicly-verifiable non-interactive classical veri-
fication of quantum partitioning circuits is sound if for any family {Qx, P} e such that { Py o
Qx}ren is pseudo-deterministic, and any QPT adversarial prover {Ay}en, it holds that (where
we leave indexing by \ implicit)

Ver(vk,z,7) = (q1, ..., qm) N  (vk, |pk) , PK) < Gen(1*, Q)

Prl combine(P(qr), .., Plgn)) = 1 — P(Q(z)) (2, ) < APKVerl¥(|pk))

= negl(}),
where Ver|vk] is the classical functionality Ver(vk, -, -) : (x,7) = {(q1,...,qm)} U{L}.

4.3.2 QPIP, verification

First, we recall an information-theoretic protocol for verifying quantum partitioning cir-
cuits using only single-qubit standard and Hadamard basis measurements.” This pro-
tocol is a A\-wise parallel repetition of the quantum sampling verification protocol from
[CLLW22], and was described in [Bar21]. Most of the underlying details of the protocol
will not be important to us, but we provide a high-level description.

The prover prepares multiple copies of a history state of the computation )(z), which
is in general a sampling circuit. Each history state is prepared in a special way [CLLW22]
to satisfy the following properties: (i) a sample approximately from the output distri-
bution may be obtained by measuring certain registers of the state in the standard basis,
which can be achieved by adding enough dummy identity gates to ensure that the output
state is a large fraction of the history state, and (ii) the history state is the unigue ground
state of the Hamiltonian, and all orthogonal states have much higher energy, ensuring
that the verifier can test the validity of the entire computation by testing the energy of the
history state.

Quantum interactive protocols where the verifier only requires the ability to measure single qubits have
been referred to as QPIP; protocols.
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Then, the verifier samples certain copies for verifying and other copies for sampling.
In the verify copies, it samples a random Hamiltonian term, and measures in the corre-
sponding standard and Hadamard bases, while in the sample copies, the verifier mea-
sures the output register in the standard basis. If the verifier accepts the results from
measuring the verify copies, it outputs the collection of samples obtained from the sam-
ple copies. It was shown by [Bar21] that if () is a partitioning circuit with predicate P,
then one can set parameters so that conditioned on verification passing, it holds with
overwhelming probability that at least half of the output samples ¢ are such that P(¢;) =
P(Q(x)). We describe the formal syntax of this protocol in Fig. 7, where the prover state
|4) consists of sufficiently many copies of the history state, and the verifier’s string & of
measurement bases consists of (mostly) indices used for verification as well as some in-
dices used for sampling outputs, which we denote by S. By an observation of [ACGH20],
the sampling of / can be performed independently of the input x, which is reflected in
the syntax of Fig. 7 (technically, it only needs the size |()| rather than () itself).

Next, we introduce some notation, and then state the correctness and soundness guar-
antees of this protocol that follow from prior work.

Definition 4.23. Define Maj to be the predicate that takes as input a set of bits {b; }; and outputs
the most frequently occurring bit b. In the event of a tie, we arbitrarily set the output to 0.

Definition 4.24. For a string x € {0,1}" and a subset S C [n], define x[S] to be the string
consisting of bits {z; }cs.

Definition 4.25. Given an h € {0, 1}" and an n-qubit state |1)), let M (h,|v)) denote the distri-
bution over n-bit strings that results from measuring each qubit i of |+)) in basis h;, where the bit
h; = 0 indicates standard basis and h; = 1 indicates Hadamard basis.

Imported Theorem 4.26 ((CLLW22, Bar21]). The protocol 18V (Fig. 7) that satisfies the fol-
lowing properties.

* Completeness. For any family {Q», Py} en such that { P\oQy, } xen is pseudo-deterministic,
and any sequence of inputs {x) } ren,

) = PY(11,Q, )

(h,S) = Ve (1 Q) | _
m e M(h,y)) |~ TReE)
{Qt}te[/\} = m|[S]

Pr |Vw(Q, 2, h,m) = T AMaj({P(a:) }:) = P(Q(x)) :

* Soundness. For any family {Qy, P\}xen such that { Py o Qy}en is pseudo-deterministic,
any sequence of inputs {x} e, and any sequence of states {|1}) }aen,

(h, S) + V&n (11, Q)
Pr |Vas(Q, z,h,m) = T AMaj({P(q)}) = 1 — P(Q(x)) : m < M(h,[¢")) | = negl(A).
{Qt}te[A] = m[S]
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QPIP, protocol [TQV = (PQV v &Y
1 P Ver

Gen?

Parameters: Number of bits n output by (), and number of qubits £ = £()) in the prover’s state.

Prover’s computation

o PQV(1*,Q,z) — |¢) : on input the security parameter 1%, the description of a quantum circuit
@, and an input z, the prover prepares a state [¢)) on ¢ qubits, and sends it to the verifier.

Verifier’s computation

e V& (1*,Q) — (h,S) : on input the security parameter 1* and the description of a quantum
circuit @, the verifier’s Gen algorithm samples a string h € {0,1}¢ and a subset S C [/] of size
n - A with the property that for all i € S, h; = 0.

e Next, the verifier measures m < M(h,|¢))) to obtain a string of measurement results m €
{0,1}".

o VO&(Q,x,h,m) — {T, L} : on input a circuit Q, input z, string of bases h, and measurement
results m, the verifier’s Ver algorithm outputs T or L.

* If T, the verifier outputs the string m[S] which is parsed as {g; };c[x) where each ¢; € {0,1}"
and otherwise the verifier outputs L.

Figure 7: Syntax for a QPIP; protocol that verifies the output of a quantum partitioning
circuit Q).

4.3.3 Classical verification

Next, we compile the above information-theoretic protocol into a classically-verifiable but
computationally-sound protocol, using Mahadev’s measurement protocol [Mah18b]. The
measurement protocol itself is a four-message protocol with a single bit challenge from
the verifier. Then, we apply parallel repetition and Fiat-Shamir, following [ACGH20,
CCY20, Bar21], which results in a two-message negligibly-sound protocol in the quantum
random oracle model.

The resulting protocol 1YY = (P, VEY,, P5y.c; Plitas: Vier) Makes use of a dual-mode
randomized trapdoor claw-free hash function (TCF.Gen, TCF.Eval, TCF.Invert, TCF.Check,
TCF.IsValid) (Definition 2.15), and is described in Fig. 8. We choose to explicitly split the
second prover’s algorithm into two parts P§Y, . and P§.. for ease of notation when we
build on top of this protocol in the next section.

We introduce some notation needed for describing the security properties of this pro-
tocol.

* Fix a security parameter ), circuit ), input x, and parameters (pp,sp) € V&, (1}, Q).

* Based on sp = {h;,S;, {ski;}jciq}icy), we define the set S := {S;}icpy. For any proof
7 = {bi, i, % }i; generated by PV, we let w := TestRoundOutputs[sp](7) be a string
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Classically-verifiable protocol II<V = (P5Y,, VEY PSY .. Pita, ViY)

Prep> ¥ Gen> ' Prove’ ' Meas>’

Parameters: Number of qubits per round ¢ := £()\), number of parallel rounds r := r(\), number of Hadamard rounds

k = k()\), and random oracle H : {0,1}* — {0, 1}log (Z)

. ngep(l’\,Q,x) — (Bi,...,B;): For each i € [r], prepare the state |¢;) = PRV(1*,Q,z) on register B; =
(Bi,1,- -, Bi ), which we write as
i) = > awl)Pi.
ve{0,1}%

e VEY (11,Q) — (pp,sp): For each i € [r], sample (h;, S;) « V&Y (1*,Q) where h; = (hi1,...,hi,), and sample
{(pk; ;,ski ;) + TCF.Gen(1*, h; ;)} ;e[ Then, set

PP == {{pk; ; }jele tielr]s sP = {hi, Sis {skij}jerq ie-

o PSY . (Bi,....Br,pp) = (Bi, ..., Br, {yi g, 2i 5 Yielr], jela):

- Do the following for each ¢ € [r]: For each j € [¢], apply TCF.Eval[pk
the state

4,51 (Bi,j) = (Bijj, Zi,5, Vi 5), resulting in

B; Zi 1,V Zi0:Yi0
E Qy ‘U> ! |'¢}pki’1,v1> B0 PN |'¢)pkivé,vz> e ;
ve{0,1}¢
and measure registers ); 1, ..., Y; ¢ in the standard basis to obtain strings v;,1, ..., ¥; ¢-

- Compute T := H(y1,1,-- -, Yr), where T € {0,1}" with Hamming weight k.

For each i : T; = 0, measure Z; 1, ..., Z; 4 in the standard basis to obtain strings z; 1, ..., z; ¢.

For each i : T; = 1, apply J(-) coherently to each register Z; 1, ..., Z; o and then measure in the Hadamard
basis to obtain strings z;,1, . . ., 2; ¢

o PY (Bi,...,B:) — {bi,jYicr],jelg: Measure registers {B; ;};.1,—0,jc[¢ in the standard basis to obtain bits

Meas
{bi,j }ii1,=0,je[¢) and measure registers {B3; j };.7,—1 ;[ in the Hadamard basis to obtain bits {b; ; }i.1,=1,j¢[¢)-

o Vi (Q,z,5p,m) = {{{gi,t e tor =1} U{L}:

- Parse 7 = {b;,j, yi j, Zi,j}ie[r],je[e] and compute T := H(y1,1,. .-, Yrr)-

— Foreachi:T; =0and j € [¢], compute TCF.Check(pk; ;,b; j,zi,j, i ;). If any are L, then output L.

1,7
— Foreachi: T; = 1, do the following.

+ Foreachj € [4]: If h; ; = 0, compute TCF.Invert(0, sk ;,¥:,;), output L if the output is L, and otherwise
parse the output as (mj j,x; ;). If h; j = 1, compute TCF.Invert(1,sk; j, y; ;), output L if the output
is 1, and otherwise parse the output as (0, z;,;,0), (1, ;,5,1). Then, check TCF.IsValid(xz; j,0, 3,1, 2i,)
and output L if the result is L. Finally, set m; j := b; ; & z; j - (J(x4,5,0) S J(4i,5,1))-

+ Let my = (my41,...,m; ), compute V\%\ﬁ(Q7 x, h;, m;), output L if the result is L, and otherwise set
{@i,t}repny = milSi].

Output {{gs,¢}ee(r biri=1-

Figure 8: Two-message protocol for verifying quantum partitioning circuits with a clas-
sical verifier.

77



w € {0,1}5 defined as follows. Let T := H(y11,...,¥yr¢). The string w consists of r
sub-strings wy, . .., w,, where for each i : T; = 0, w; consists of the bits {b; ; };es,, and
foreachi: T, =1, w; = 0%,

e For any predicate P and bit b € {0, 1}, we define the set D;,[P, b] C {0, 1}l to consist
of w = (wy, ..., w,) with the following property. There are at least 3/4 fraction of w;

such that, parsing w; as (w; 1, . . ., w; »), it holds that Maj <{P(wiat)}te[/\]> =b.

e For any predicate P and bit b € {0, 1}, we define the set Dou[P,b] C {0,1}*! to con-
sist of w = (wy, ..., w,) with the following property. There are at least 1/3 fraction

of w; such that, parsing w; as (w; 1, . . ., w; »), it holds that Maj <{P(wi:t)}te[>\]> =1-0.

Note that for any predicate P and b € {0,1}, D;,[P, b] and D, [P, b] are disjoint sets of
strings.

Now, we state four properties that IIV satisfies. The proof of Lemma 4.28 follows
immediately from the completeness of II?V (Imported Theorem 4.26) and the correctness
of the dual-mode randomized trapdoor claw-free hash function (Definition 2.15). The
proofs of the remaining three lemmas mostly follow from the prior work of [Bar21], and
we show this formally in Section 4.5.3.

Definition 4.27. Let MM, be the predicate that takes as input a set of bits {{b;;}ic[y }i, and
outputs the bit

MM ({{bit ey }i) = Maj ({Maj ({bic hiepy) },) -

Lemma 4.28 (Completeness). The protocol TI<V (Fig. 8) with r(\) = \? and k(\) = X satis-
fies completeness, which stipulates that for any family {Qx, Py} xen such that { Py o Q) }en is
pseudo-deterministic and sequence of inputs {x} ren,

(817 R 767“) — Pg?{ep(:l)\?Q,.fC

)
o | VEHQ.2.50.7) = ({arcdien i A gl
)

s iz hieis PSY (By,....B
MM P : 1) = P T {yz,]azz,j}ze[r],je[é] < FprovelO1, , Or, PP
A{Pa) e benmr) = PQ(a) Betfsein © PooglPhc B8

= {bi,j,yi,j, Zi,j}ie[r],je[é]
=1 —negl(\).

Lemma 4.29 (Soundness). The protocol 11V (Fig. 8) with r(\) = A\* and k(\) = X satisfies
soundness, which stipulates that for any family {Q, P} e such that { Py o Q}xen is pseudo-
deterministic, sequence of inputs {x,} en, and QPT adversary {A\}en, it holds that

Pr Vi (@, z,5p, 7)) = {{Git e bim=1 A . (ppysp) = Ve (1%, Q) ] _ negl(\)
MMX({{P(gi) ey bim=1) = 1 = P(Q(x)) T < A(pp) '
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Lemma 4.30 (D, if accept). The protocol 1TV (Fig. 8) with r(\) = A\? and k()\) = X satisfies the
following property. For any family {Qx, P }aen such that { Py o Q}xen is pseudo-deterministic,
sequence of inputs {x}ren, and QPT adversary {Ay} e, it holds that

(PP, sp) = Ve (1%, Q)
< A(pp) | = negl(N).

py | VVer(@.z,5p,m) £ L A
w = TestRoundOutputs|sp|(r)

w & Din| P, P(Q(x))]

Lemma 4.31 (D, if accept wrong output). The protocol 1<V (Fig. 8) with r(\) = A\* and
k(X) = X satisfies the following property. For any family {Q», P} e such that {Py o Qx}xen is
pseudo-deterministic, sequence of inputs {x}xen, and QPT adversary {Ax}en, it holds that

Von (@, x,5p,7) = {{gi s }eepn }im=1 A (pp,sp) « V&Y (1, Q)
Pr | MMA({{P(¢i4) ey fim=1) = 1 = P(Q(z)) A - ™ < A(pp,sp) | = negl(}).
w ¢ Dow[P, P(Q(x))] w := TestRoundOutputs|sp|(r)

Note that in this final lemma, A) is given access to sp, so this does not trivially follow
from soundness.

4.3.4 Public verification

Next, we compile the above protocol into a publicly-verifiable protocol for quantum parti-
tioning circuits in the oracle model. We will use the following ingredients in addition to
11V (Protocol 8).

e An X-measurable commitment XMC = (XMC.Gen, XMC.Com, XMC.Open, XMC.Dec,
XMC.OpenX, XMC.DecX) that satisfies string binding with public decodability (Defini-
tion 4.4).

* A strongly unforgeable signature token scheme Tok = (Tok.Gen, Tok.Sign, Tok.Verify)
(Definition 2.23).

* A pseudorandom function F}, secure against superposition-query attacks [Zha12].

Theorem 4.32. The protocol 1PV (Fig. 9) satisfies Definition 4.21 and Definition 4.22.

Proof. We argue completeness (Definition 4.21) and soundness (Definition 4.22).

Completeness. Consider some circuit ), input z, and sample (vk, |pk) , PK) < PV.Gen(1*, Q).
By the correctness of Tok (Definition 2.20), we know that the call to CVGen during

PV.Prove™(|pk) , Q, z)

only outputs L with negl(\) probability. Also, by the security of the PRF, we can answer
this query using uniformly sampled random coins s in place of F},(z, ¢, o).
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Publicly-verifiable protocol II"V = (PV.Gen, PV.Prove, PV.Ver, PV.Out)

Parameters: Let \ be the security parameter and define parameters (¢, r, k) as in IV (Fig. 8).
e PV.Gen(1*,Q) — (vk, |pk) , PK):

- Sample {(rk; j, |cki ;) , CK; ;) <= XMC.Gen(1M) }ie (1, 504
— Sample (vkTok, |skTok)) ¢ Tok.Gen(1%).
— Sample PRF keys k1, k2 < {0, 1}>‘.
- Define the functionality H(-) := F}, (-), which will be used as the random oracle H in IT¢V.
- Define the functionality CVGen(-) as follows, where its input is parsed as (z, ¢, o).
» If Tok.Verify(vkTok, (z, c),o) = T then continue, and otherwise return L.
+ Compute (pp,sp) := V&Y, (1%, Q; Fi, (z, ¢, 7)) and output pp.
- Set vk = (Q,k1,ka,vkrok, {rkij}icir ), IPk) = (Isktok), {Ickij)}ie[r),je(g), and PK =
(H, CVGen, {CK; j}iclr) jele)-
o PV.ProvePX(|pk), Q, z) — m:

~ Prepare [1)51 ..., [¢,)5 « PSY, (1%, Q, ).

- Foreachi € [r], 5 € [£] apply XMC.Com™i.s (B ;, |ck; ;) — (Bi,j, Ui, j, ci ;) (see Definition 4.1).

- Setc:=(c1,1,...,¢r¢), compute o <— Tok.Sign((z, ¢), |sktek)), and compute pp := CVGen(z, c, o).
- Apply Pg:{)ve(Bl’ ey Br, pp) — (Bl, . ,BT, {yi,j7 Zi,j}iE[T],jG[Z])/ and define T" := H(y1717 A 7347',2)

— Foreachi:T; =0,j € [£], apply XMC.Open(B; ;,U; ;) — ;.
— Foreachi : T; = 1,j c [Z], apply XMC.OpenX(Bi,]-,Z/Im-) — Ujg,j.

= Setm:= (c,0,{uij, ¥ij, 2ij el jel)-
e PV.Ver(vk,z,7) = {{{gi,t}ren timi=1} U{L}:

- Parse vk = (Q, k1, k2, vkTok, {rki j }ie[r,je[q)) and 7 = (¢, 0, ).

— If Tok.Verify(vkok, (z,¢),0) = T, then set (pp, sp) := Va’n(l)‘, Q; Fi, (z,¢,0)), and let {h; };¢[) be the string
of basis choices defined by sp. Otherwise, return L.

— Parse puas {u; j,Yi,j, %i,j }ie[r],jele, and define T == Fy, (y1,1,- .., Yr,e)-
— Foralli:T; =0,5 € [¢], compute b; j := XMC.Dec(rk; ;, c;,j,us,5), and return L if b; j = L.

— Foralli : T; = 1,5 € [£] such that h; ; = 1, compute b; ; := XMC.DecX(rk;, j, ¢; j,us,5), and return L if
bij = L.

- Foralli:T; = 1,5 € [f] such that h; j; = 0, setb; ; = 0.

- Letw = {bi’j, Yi,j» Zi,j}ie[r],je[l] and return {{qi,t}te[x]}i:Ti:I = V\(;;/T(Q,:E, Sp,%).

¢ PV.Combine = MM, (see Definition 4.27).

Figure 9: Publicly-verifiable non-interactive classical verification of quantum partition-
ing circuits.
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Now, imagine sampling s and fixing (pp, sp) := V&Y, (1%, Q; s) before computing
PV.Prove”™ (|pk) , @, z).
Then, since pp no longer depends on ¢, we can move the application of each
XMC.Com ™4 (B; ;, |cki ;)

past the computation of pp, and thus right before PSY. .(Bi, ..., B,,pp). Moreover, since
both XMC.Com and PSY. . are classically controlled on registers By, ..., B,, and otherwise
operate on disjoint registers, we can further commute each XMC.Com past PSY, ..

Then, the bits {b;,};, for i : T; = 0 computed during PV.Ver(vk, z, 7) are now com-
puted by applying XMC.Com, XMC.Open, and XMC.Dec in succession to B; ;, and the bits
{b;;}i; fori : T, = 1,h;; = 1 computed during PV.Ver(vk,z, ) are now computed by
applying XMC.Com, XMC.OpenX, and XMC.DecX in succession to 3; ;. Thus, by the cor-
rectness of XMC (Definition 4.2), we can replace these operations by directly measuring
B, j in the standard (resp. Hadamard) basis. Now, completeness follows directly from the
completeness of IV (Lemma 4.28), since the remaining bits {b; ;}; ; fori : T, = 1,h; ; = 0
(which are arbitrarily set to 0 in PV.Ver) are ignored by VY, and the rest of 7 is now com-
puted by applying PSY . followed by P to By, ..., B,.

Soundness. Before getting into the formal proof, we provide a high-level overview. We
will go via the following steps.

* A;: Begin with an adversary A, that is assumed to violate soundness of the protocol.
Thus, with non-negl(\) probability, it’s final (classical) output consists of an input z*
and a proof 7* such that PV.Ver(vk, z*, 7*) # L and PV.Out(PV.Ver(vk, z*, 7*), P) #

P(Q(z")).
* As: Replace Fj, with a random oracle, and call the resulting oracle algorithm A,.

* As: Apply Measure-and-Reprogram (Lemma 2.9) to obtain a two-stage adversary
As, where the first stage outputs z*, a XMC commitment c*, and a token signature
o*, and the second stage outputs the remainder p* of the proof 7* = (c¢*, 0%, u*).
The parameters (pp,« o+ ,+,SPye o o) for II<V are re-sampled at the beginning of the
second stage.

¢ A,: Use the strong unforgeability of the signature token scheme (Definition 2.23) to
argue that during the second stage of A3, all queries to PV.Ver except for (z*, ¢*, o*)
can be ignored. Call the resulting adversary A,.

* Dou|P, P(Q(z*))]: Appeal to Lemma 4.31 to show that whenever A, breaks sound-
ness, its output yields a proof 7 for II such that

TestRoundOutputs[sp,« .« ,+](T) € Dout[P, P(Q(x7))].
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* Hy,...,H,: Define a hybrid for each of the p = poly(\) queries that the second stage
of A, makes to PV.Ver. In each hybrid ¢, begin answering query : with L, and let
Pr[H, = 1] be the probability that A, still breaks soundness.

e Pr[Hy =1] = non-negl(\): This has already been proven, by assumption that A,
breaks soundness with non-negl(\) probability, and the hybrids above.

* Pr[H, = 1] = negl(\): This is implied by the soundness of IV (Lemma 4.29) because
in this experiment, A, does not have access to sp,. .. ,. before producing its final
proof.

e Pr[H, =1] > Pr[H,—1 = 1] — negl(\): This is proven in two parts.

1. By Lemma 4.30, we can say that since A, does not have access to sp,. .. ,« before
preparing its /'th query, each classical basis state in the query superposition that
is not answered with | yields a proof 7 for IV such that

TestRoundOutputs[sp,« . ,«](T) € Din[P, P(Q(x"))].

2. We appeal to the string binding with public decodability of XMC (Definition 4.4)
to show that replacing these answers with L only affects the probability that
A, breaks soundness by a negligible amount.

This follows because any part of the query that contains XMC openings for a
string in D;, [P, P(Q(z*))] cannot have noticeable overlap with the part of the
state (after running the rest of A;) that contains XMC openings for a string in
Doyt [P, P(Q(z"))]. Otherwise, we can prepare an adversarial committer, where
the part of A, up to query ¢ is the “Commit” stage, and the remainder of A, is
the “Open” stage. Crucially, since all queries to PV.Ver except (z*,c*,0*) are
ignored during the Open stage, we do not have to give the Open stage access
to the receiver’s Hadamard basis decoding functionalities on the indices that
are checked by D;,[P, P(Q(z*))] and Dow[P, P(Q(z*))], which are all standard
basis positions with respect to the parameters (pp,- .« 5+, 5P« o o+ )-

¢ This completes the proof, as the previous three bullet points produce a contradic-
tion.

Now we provide the formal proof. Suppose there exists ), P and ATFPV Ve hat

violates Definition 4.22, where we have dropped the indexing by A for convenience. Our
first step will be to replace the PRF Fy,(-) with a random oracle G. Note that A; only has
polynomially-bounded oracle access to this functionality, so this has a negligible affect on
the output of A, [Zha12]. This defines an oracle algorithm A§ based on AYPVVert ) that
operates as follows.

e Sample (vk, [pk) , PK) as in PV.Gen(1*, ), except F},(-) is replaced with G(-).
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e Run ATPVYeM™(|pKY), forwarding calls to G (which occur as part of calls to CVGen
and PV.Ver|vk]) to the external random oracle G.

* Measure A;’s output (z*, 7*), parse 7* as (¢*, o*, *) and output a = (z*,¢*,0*) and
aux == (u*, vk).

Functionalities used in the proof of Theorem 4.32
Fixed parameters: Security parameter ), circuit (), and predicate P.

e PV.Ver[vk]|(z,): Same as PV.Ver(vk, z, 7).

* PV.Ver|vk, s](z,7): Same as PV.Ver|[vk](z, 7) except that s is used instead of Fy,(x,c,o) when
generating (pp,sp) = V&Y, (1}, Q; 5).

e PV.Ver|vk,s, (z*,c*, 0%)](z, 7): Same as PV.Ver|vk, s](x, ), except that after the input is parsed
as z and 7 == (c, 0, u), output L if

(z,c,0) # (z*,c*,0").

* PV.Ver|vk,s, (z*,c*,0%),in](x,7): Same as PV.Ver|vk, s, (z*, ¢*, 0*)](x, m) except that after 7 :=
{045, Yi.5, %15 Yie[r],jele) has been computed, output L if

TestRoundOutputs[sp] (7) ¢ Din[P, P(Q(x))].

e PV.Ver|vk,s, (z*,c*, %), out](x, 7): Same as PV.Ver|vk, s, (z*, c¢*,0*)](z, ) except that after 7 :=
{bi,j,Yi.5, %15 Yie[r],jee) has been computed, output L if

TestRoundOutputs[sp] (T) € Dout[P, P(Q(x))].

* V(a,s,aux):
— Parse a := (z*,c¢*,0*) and aux == (u*, vk).
- Compute g := PV.Ver|vk, s|(z*, (c*, 0%, u*)).
- Output 1iff ¢ # L and PV.Out(q, P) = 1 — P(Q(x)).
* Vlout](a, s, aux):
- Parse a := (z*,¢*,0*) and aux = (u*, vk).
— Compute g := PV.Ver|vk, s, (z*,c*, %), out](z*, (c*, o, u*)).
— Output 1iff ¢ # 1 and PV.Out(gq, P) =1 — P(Q(x)).

Figure 10: Description of functionalities used in the proof of Theorem 4.32.

Note that A, makes p = poly(\) total queries to G, since A; makes poly(\) queries.
Now, define V' as in Fig. 10. Then since A; breaks soundness,

Pr [V (a,G(a),aux) = 1 : (a,aux) < AS] = non-negl(\).
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Next, since p = poly()), by Lemma 2.9 there exists an algorithm As := Sim[A,] such
that

((I*v 6*7 U*>7 St) — A3
Pr |V((z*, ¢ 0%),s, (u*,vk)) =1: s+ {0,1}* | = non-negl(\).
(u*,vk) < As(s,st)

Moreover, A; operates as follows.

e Sample G as a 2p-wise independent function and (i, d) < ({0,...,p — 1} x {0,1}) U

{(p,0)}.

* Run A, for i oracle queries, answering each query using the function G.

* When A, is about to make its (i + 1)’th oracle query, measure its query register in
the standard basis to obtain a = (z*,¢*, 0*). In the special case that (i,d) = (p,0),
just measure (part of) the final output register of A, to obtain a.

* Receive s externally.

e If d = 0, answer Ay’s (i + 1)’th query with G. If d = 1, answer A,’s (i + 1)'th query
instead with G[(z*, ¢*, 0*) — 5.

* Run A; until it has made all p queries to G. For queries i + 2 through p, answer with
Gl(z*, c*,0%) — 3.

* Measure Ay’s output aux = (p*, vk).

Recall that A; is internally running A;, who expects oracle access to H, CVGen, {CK, ;};
and PV.Ver|vk|. These oracle queries will be answered by A;. Next, we define A, to be the
same as Aj, except that after (z*, c*, 0*) is measured by A3, A;’s queries to PV.Ver|vk] are
answered instead with PV.Ver|vk, s, (z*, ¢*, 0*)] from Fig. 10.

Claim 4.33.
(($*7 C*v 0*)7 St) — A4

Pr |V ((z*, ¢, 0"),s,(u",vk)) =1: s+ {0,1}* | = non-negl(\).
(u*,vk) < Ay(s,st)

Proof. We can condition on Tok.Ver(vkro, (z*, ¢*),0%) = T, since otherwise V would out-
put 0. Then, by the strong unforgeability of Tok (Definition 2.23), once (z*, ¢*, 0*) is mea-
sured, A; cannot produce any query that has noticeable amplitude on any (z, ¢, o) such
that

(x,c,0) # (2*,c",0") and Tok.Ver(vkrok, (x,¢),0) = T.

But after (z*, ¢*, 0*) is measured and s is sampled, PV.Ver|vk| and PV.Ver|vk, s, (z*, ¢*, 0*)]
can only differ on (z, ¢, o) such that

(x,c,0) # (z*,c",0") and Tok.Ver(vkrek, (x,¢),0) = T.
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Thus, since A; only has polynomially-many queries, changing the oracle in this way can
only have a negligible affect on the final probability, which completes the proof. O

Next, we claim the following, where V' [out] is defined in Protocol 10.
Claim 4.34.
((x*,c*,0%),st) < Ay

Pr | Viout|((z*,c",0%), s, (u*,vk)) =1 s+ {0,1}* | = non-negl(\).
(u*,vk) < Ay(s,st)

Proof. First, if we replace the PRF Fj, (-) with an external random oracle H, then the proba-
bilities in Claim 4.33 and Claim 4.34 remain the same up to a negligible difference [Zha12].
Next, note that the only event that differentiates Claim 4.33 and Claim 4.34 is when A,
outputs (z*, ¢*, o*, u*) such that

qg# L A Outy[Pl(q) =1— P(Q(z")) A TestRoundOutputs[sp](T) & Dou[P, P(Q(z"))],
where (pp,sp) = V&%, (1%, Qs s), T = {b; ;. yij, 7 j }ielr] jelq 1 computed during
PV.Ver|vk, s, (z*, c*, 0")](x*, (c*, 0", u*)),

and ¢ == V{Y.(Q, z*,sp, 7). If this event occurs with noticeable probability, there must be
some fixed z* such that it occurs with noticeable probability conditioned on z*. However,
this would contradict Lemma 4.31. Thus, the difference in probability must be negligible,
completing the proof. O

Finally, we will define a sequence of hybrids {H,}.co, based on A;. Hybrid #, is
defined as follows.

® Run ((z*,¢*, 0%),st) « A4
e Sample s < {0, 1}*.

* Run (p*,vk) < A4(s,st) with the following difference. Recall that at some point,
A, begins using the oracle G[(z*, ¢*,0*) — s] while answering A,’s queries. For the
first « times that A; queries PV.Ver|vk, s, (z*, ¢*, 0*)] after this point, respond using
the oracle O, that outputs L on every input.

* Output Vout|((z*, c*,0%), s, (u*, vk)).

Note that Claim 4.34 is stating exactly that Pr[H, = 1] = non-negl()\). Next, we have
the following claim.

Claim 4.35. Pr[H, = 1] = negl(\).
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Proof. First, if we replace the PRF F}, (-) with an external random oracle H, then the prob-
ability remains the same up to a negligible difference [Zhal2]. Now, the claim follows
by a reduction to the soundness of IV (Lemma 4.29). Note that A, never needs to know
the sp such that (pp,sp) = V&Y (1*,Q; s), since all of the (at most p) calls that A; makes
to PV.Ver|vk, s, (z*, c*,0")] once G is programmed so that G[(z*, ¢*,0*) — s] are answered
with O;. Thus, we can view A as an adversarial prover for 1€V, where the first stage
of Al outputs z*, and the second stage receives pp and outputs & = {b;;, i, % }i;
(which can be computed from p*). By the definition of the predicate V|out], the prob-
ability that H, = 1 is at most the probability that MM, [P](¢) = 1 — P(Q(x)), where
q = VS (Q,x*,sp, ), which by Lemma 4.29 must be negl(}). O

Finally, we prove the following Claim 4.36. Since p = poly(\), this contradicts Claim 4.34
and Claim 4.35, which completes the proof.
O

Claim 4.36. Forany . € [p], Pr[H, = 1] > Pr[H,—1 = 1] — negl(\).

Proof. Throughout this proof, when we refer to “query .” in some hybrid, we mean the
t'th query that A; makes to PV.Ver|vk, z, (z*, c*,0*)] after A; has begun using the oracle
Gl(z*, c*,0*) — s| (if such a query exists).

Now, we introduce an intermediate hybrid #|_, which is the same as H,_; except that
query ¢ is answered with the functionality PV.Ver|vk, s, (z*, ¢*, 0*),in] defined in Proto-
col 10.

So, it suffices to show that

o Pr[H,_, =1] > Pr[H,.1 = 1] — negl(\), and

o Pr[H, =1] > Pr[H, , = 1] — negl(\).

We note that the only difference between the three hybrids is how query ¢ is answered:

* InH, 1, query ¢ is answered with PV .Ver|vk, s, (z*, c*, 0*)].

e In#H,_,, query ¢ is answered with PV.Ver|vk, s, (z*, c*, 0*), in].

e InH,, query ¢ is answered with O, .

Now, the proof is completed by appealing to the following two claims. O
Claim 4.37. Pr[H]_, = 1] > Pr[H,_; = 1] — negl(\).

Proof. First, if we replace the PRF Fy, (-) with an external random oracle H, then Pr[H,_; = 1]
and Pr[ = 1] remain the same up to negligible difference [Zhal2]. Now, this follows
from a reduction to Lemma 4.30. Indeed, note that if |Pr[H,_; = 1] — Pr[H,_ =1]| =
non-negl(\), then in #,_;, A;’s //th query must have noticeable amplitude on (z*,7* =
(c*, 0%, u*)) such that

q# L A TestRoundOutputs[sp|(7) ¢ D;,[P, P(Q(z"))],
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where (pp,sp) = V&% (1%, Qs s), T = {bi j. yij, 2 j }ielr] jeq 1 computed during
PV.Ver|vk, s, (z*, c*, o™)](z*, (c¢*, 0%, u")),

and ¢ = V{Y(Q, z*,sp, 7). However, A, never needs to know sp prior to this query, since
all of the calls that A; makes to PV.Ver|vk, s, (z*, ¢*,0*)] once G is programmed so that
G[(x*,c*,0*) — s] are answered with O . Thus, we can view AX has an adversarial prover
for 1%V, where the first part of A outputs z*, and the second part receives pp and outputs
7 = {b;;,Yi;, % }i; (Which can be computed from *). Then, by Lemma 4.30, the above
event occurs with negligible probability.

U

Claim 4.38. Pr[H, = 1] > Pr[H,_; = 1] — negl(})

Proof. We will show this by reduction to the string binding with public decodability prop-
erty of XMC. Recall from Section 4.3.3 that based on any (pp, sp) € V&Y (14, Q), we define a
subset of indices S = {S;}ic;) C [r] x [{] by the subsets {.5;}c[;) defined by sp. This subset
S is used in turn to define the predicates D;,[P, b] and D,:|P, b]. Throughout this proof,
we will always let S be defined based on (pp,sp) = V&Y (1%, Q; s), where the coins s will
always be clear from context. We also define m = |S|, which we assume is the same for
all coins s.
Now we define an oracle-aided operation C as follows.

o C takes as input {|ck;) };epm), where {rk;, |ck;), CK, <= XMC.Gen(1*)} (-

e Csamples s + {0,1}* and sets (pp,sp) = V&Y (1*,@Q;s). For (i,7) ¢ S, sample
rki ;. |cki;), CK;; < XMC.Gen(1*). Let f : [m] — S be an arbitrary bijection, and
re-define {rk;, |ck;) , CK; } cpm) @s {rksey, (k) s CK ) Frepml-

* Cruns A, as defined by H,_; until right before query ¢ is answered. All queries
to CK; ;, XMC.Dec]rk; ;|, or XMC.DecX]rk; ;] for (i,j) € S are forwarded to external
oracles.

That is, we can write the operation of C as

|¢> « CCK,XMC.Dec[rk],XMC.DecX[rk}(‘ck>)7

where CK is the collection oracles CKy, ..., CK,,, |ck) = (|ck),...,]|cky)), XMC.Dec[rk] is
the collection of oracles XMC.Dec|rk,], ..., XMC.Dec[rk,,], and XMC.DecX|rk] is the collec-
tion of oracles XMC.DecX[rky], ..., XMC.DecX]rk,,].

Next, we define an oracle-aided unitary U as follows.

e U takes as input the state |)) output by C.
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e It coherently runs the remainder of A, as defined by #,_,. Any queries to CK, ; or
XMC.Dec[rk; ;] for (i, j) € S are forwarded to external oracles. Note that this portion
of A4 does not require access to the Hadamard basis decoding oracles XMC.DecX]rk; ]
for (i,5) € S. This follows because for each such (i, j), h;; = 0, which means that
PV.Ver|vk, s, (z*,c*, %), in] only requires access to the standard basis decoding ora-
cles at these positions.

That is, we can write the operation of U as

|¢/> — UCK,XMC.Dec[rk](|,¢>).

Now, we give a name to three registers of the space operated on by U, as follows.

e Qis the query register for A,’s .'th query. That is, the state |¢) contains a superposi-
tion over strings (z, 7) on register Q.

* A holds classical information (vk, s, z*, ¢*, 0*) that has been sampled previously by
C. Thus, the state |¢)) contains a standard basis state on register A, and U is classi-
cally controlled on this register.

¢ Vis the register that is measured to produce the string p* output at the end of Ay’s
operation. Thus, the state |¢/’) contains a superposition over ;* on register V.

We also define U to be identical to U except that it runs the remainder of A, as defined

by H,. Note that the only difference between U and U is how query ¢ is answered at the
very beginning.
Next, we define the following two projectors.

H%’A = Z |(z, ), (Vk, s, 2", ", o) (z, ), (vk, s, 2", c*, 0¥)|

(x,m), (vk, s, 2%, c*, o) s.t.
PV.Ver|vk, s, (z*, ¢*,0%),in|(z,m) # L

ey = Z |(vk, s, 2", ¢, 0%), W} (vk, s, 2", ¢, 0"), 1|
(vk, s, %, c* 0%), u* s.t.
Viout]((z*, c*,0%),s, (u*,vk)) =1

Now, observe that

2
PT[HZ—1 _ 1] _ CK,IE‘; " |:HHzi,tVUCK,XMC.Dec[rk] 1)) H ) CCK,XMC.Dec[rk],XMC.DecX[rk}(|ck>)} 7
and
~ 2
Pr[H, = 1] = CKE " |:HH:;}I,2/UCK,XMC.Dec[rk] ) H ) CCK,XMC.Dec[rkLXMC.DecX[rk](|Ck>):| '
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Furthermore, for any state |¢)) output by C, we can write [¢)) = [¢i,) + [¢55), where
|thin) = T2 [)). Notice that for any such |¢5), it holds that U [1ih) = U |¢it), since query
¢ is answered with L on both states and U and U are otherwise identical. Thus, defining

Moy = (UCK,XMC.Dec[rk])T ot (UCK,XMC.Dec[rk]) :

"l (UCK XMC. Dec[rk]) I, (GCK,XMC.Dec[rk])

out, U

we have that for any [¢) = |¢i) + |[¥i),

HHoutU ’wm +W H HHoutU ’wln +W H

- <77Din| 1_[out,U |¢in> <¢in| Hout,U |win> <win | 1_Iout U |¢in>
- <win’ Houtﬂ Win> - Win’ Houtﬂ W.ﬂ - < m’ out,U |w|n>

< 3Hl_lout,U ’win> ‘ + SHHOUt,G |¢in> )

So, we can bound Pr[H,_, = 1] — Pr[H, = 1] by

‘ 1)) ¢ CCKXMC.Declrk] XMC.DecX[rK] (| ck)) }

‘ +3HH°“U [Yin) 1Y) = [tin) + [¥in)

|: HHout U |¢|n

CK, rk ,lck)

and thus it suffices to show that

2
CKEZ " |:"HoutUCK,XMC.Dec[rk]Hin ) H o) CCK,XMC.Dec[rk],XMC.DecX[rk}(|Ck>)} — negl(\),

and

- 2
E HHou CK XMC.Declrk] [ H : CK XMC.Dec[rk] XMC.DecX[rk] (| .1V | — peal(\).
I | || vy e c (jek)) | = negl()

The rest of this proof will be identical in either case, so we consider U. Towards prov-
ing this, we first recall that s is sampled uniformly at random at the very beginning of C,
and the rest of C and U are classically controlled on s. So, let C, be the same as C except
that it is initialized with the string s. Then it suffices to show that for any fixed s,

2
E HHou JCK XMC Declrk] [ H : C CK XMC.Dec[rk] XMC.DecX[rK] (o)) | — pel(\).
CK,rk,|ck)|: t [y || [Y) « G (Ick))| = negl(A)

Now, we observe that the register .A output by C contains a standard basis state hold-
ing (vk, s, (v*,¢*,0%)), where c* := {c}; }ic[s) jej- Define commitments ¢ := {c};}  jes and
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write the output of C, as (1), c¢) to make these commitments explicit. Then, define the
following predicates, where f is the bijection from [m| — S defined earlier.

Diy[rk, cl:

* Take as input (b, 7), where 7 is parsed as (-, -, {u;;, ¥i.j, % }iclrl.jel)-

* Output1if forsome w € D;,[P,b]and all (i, j) € S, wy-1(;;) = XMC.Dec(rk; ;, ¢} ;, u; ).
lN)out[rk, cl:

* Take as input (b, 1*), where ;* is parsed as {u; ;, ¥i j, 2i; }icpr).jelg-

* Output 1if for some w € Doy[P, bl and all (4, j) € S, wp-1(; 5y = XMC.Dec(rk; j, ¢ ;, u; ;).

Next, we define the following two projectors.

Hrgléji,in = Z |(-,7T),(-,-,ZE*,-,-)X(-,W),(-,-,x*,-,-)|
N (,7), (-, 2%, -, -) s.t.
Din[rk, c|(P(Q(z7)), ) =1

H;fll;?i,out = Z |<'>'7x*7'7')7N*><('7'7$*7'7')7M*’

B () x*, ), 1 s.t
Dou[rk, c|(P(Q(z")), p*) = 1

Note that H%’A <24 and II2Y < II4Y  and thus it suffices to show that

rk,c,in rk,c,out”’

2
o E " |:"HﬁéiomUCK,XMC.Dec[rk]Her,.ﬁjin I49) H () ¢) CSK,XMC.Dec[rk],XMC.DecX[rk](’ck»

= negl(A).

Finally, for each b € {0, 1}, we define

Mecins = > CoXC ] e oues = > IOTaE

(-,7): Din[rk,c] (b,m)=1 p*:Dout[rk,c] (b,u*)=1

In fact, these projectors now only operate on the sub-registers of Q and V that hold the
strings
{uij}igyes = {upe) brepm)
Naming these sub-registers Q' = (Q;,...,9,,) and V' = (V1,...,V,,), we can write
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Q' o § Qr )% o E Vr
Hrk,c,in,b T ® HrkT,c;‘_,wT ) H1r'k,c,out,b T ® Hrk-r,c_’;,wT ’

wED;[Pb] \ T€[m] wEDout[Pb] \ T7€[m)]

where

Hrk.r,c;‘_,w.,— = Z |’U,><U’ :

w:XMC.Dec(rkr,ck,u)=w-

Now, to complete the proof, we note that

2
CKIIE " |:"Hrk7c7outUCK,XMC.DeC[rk]HrKCJn ) H (), ¢) « CSK,XMC.Dec[rk],XMC.DecX[rk](|Ck>):|
2
< CKII'[:E " MHrk,c,out,oUCK’XMC'Dec[rk]Hrk,cﬁn,o ) H () €) CEK,XMC.Dec[rkLXMc.DecX[rk](|Ck>)]
2
ox & o U’Hrk,c,om,lUCK’XMCDeC[rk}Hrkmn’l 1)) H (1)) CSCK,XMC.DeC[rk]7XMC‘DecX[rk}(‘Ck>)} ’

and by the string binding with public decodability of XMC (Definition 4.4), and the
fact that D;,[P, b] and D,|P, b] are disjoint sets of strings, we have that for any b € {0, 1},

. Ei " [HHrk7C7OUt7bUCK,XMC.Dec[rk]Hrk’cvin,b ) H (W), ¢) CSK,XMC.Dec[rk],XMC.DecX[rk](|Ck>)}

= negl(\).

4.3.5 Application: Publicly-verifiable QFHE

Now, we apply our general framework for verification of quantum partitioning circuits
to the specific case of quantum fully-homomorphic encryption (QFHE). First, we define
the notion of publicly-verifiable QFHE for pseudo-deterministic circuits. We write the
syntax in the oracle model, where the parameters used for proving and verifying include
an efficient classical oracle PP. Such a scheme can be heuristically instantiated in the plain
model by using post-quantum indistinguishability obfuscation to obfuscate this oracle.

Definition 4.39 (Publicly-verifiable QFHE for pseudo-deterministic circuits). A publicly-
verifiable quantum fully-homomorphic encryption scheme for pseudo-deterministic circuits con-
sists of the following algorithms (Gen, Enc, VerGen, Eval, Ver, Dec).

e Gen(1*, D) — (pk,sk): On input the security parameter 1* and a circuit depth D, the key
generation algorithm returns a public key pk and a secret key sk.
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* Enc(pk,z) — ct: On input the public key pk and a classical plaintext x, the encryption
algorithm outputs a ciphertext ct.

e VerGen(ct,@) — (|pp),PP): On input a ciphertext ct and the description of a quan-
tum circuit Q), the verification parameter generation algorithm returns public parameters
(lpp) , PP), where PP is the description of a classical deterministic polynomial-time func-
tionality.

e EvalP(ct, |pp),y) — (ct,n): The evaluation algorithm has oracle access to PP, takes as
input a ciphertext ct, a quantum state |pp), and a classical string y, and outputs a ciphertext
ct and proof .

o VerP(y,ct, ) — {T, L}: The classical verification algorithm has oracle access to PP, takes
as input a string y, a ciphertext ct, and a proof w, and outputs either T or L.

* Dec(sk,ct) — x: On input the secret key sk and a classical ciphertext ct, the decryption
algorithm returns a message x.

These algorithms should satisfy the following properties.

* Correctness. For any family {Qx, xx, Y } xen Where Q) takes two inputs, {Qx(xy, ) } ren is
pseudo-deterministic, and Q) has depth D = D()), it holds that

(pk, sk) < Gen(1*,
VerP(y,ct,m) =T A ct < Enc(pk, z
Dec(sk,t) = Q(x.y) * (|pp). PP) + VerGen(ct, Q
(ct,7) < Eval®P(ct, |pp) , ¥

Pr

D)
% =1 — negl(A).
)

 Security. For any QPT adversary {A\}en, depth D = D()), and messages {0, Zx 1} ren,

‘Pr {A(pk7ct) _ . (pk;sk) < Gen(1, D) }

ct « Enc(pk, xo)
pk,sk) < Gen(1*, D)

_ . (
Pr [A(pk,ct) =1 ct + Enc(pk, z1)

|| = e

* Soundness. For any QPT adversary {A\}en, depth D = D()), and family {Qx, ) }ren,
where Q) takes two inputs and {Qx(xy, -) }ren is pseudo-deterministic,

(pk, sk) < Gen(1*, D)
VerP(y,ct,m) =T A ct < Enc(pk,

)
Dec(sk,ct) # Q(z,y)  (|pp),PP) + VerGen(ct, Q)
(y,ct,m) + APP(ct, |pp))

= negl(A).

We will now construct publicly-verifiable QFHE for pseudo-deterministic circuits from
the following ingredients.
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* A quantum fully-homomorphic encryption scheme (QFHE.Gen, QFHE.Enc, QFHE.Eval,
QFHE.Dec) (Section 2.2.3).

¢ A protocol for publicly-verifiable non-interactive classical verification of quantum
partitioning circuits in the oracle model (PV.Gen, PV.Prove, PV .Verify, PV.Combine)
(Section 4.3.4).

Our construction goes as follows.

e PVQFHE.Gen(1*, D): Same as QFHE.Gen(1*, D).
e PVQFHE.Enc(pk, z): Same as QFHE.Enc(pk, z).
e PVQFHE.VerGen(ct, Q):

— Define the quantum circuit F[ct] : y — QFHE.Eval(Q(-, y), ct).
— Sample (PV.vk, [PV.pk) , PV.PK) < PV.Gen(1*, Elct]).

— Let VK(y, ) be the following classical functionality. First, run PV.Ver(PV.vk, y, 7).
Output L if the output was L. Otherwise, parse the output as (cty,...,cty),
compute ct := QFHE.Eval(PV.Combine, (cty, .. .,ct,,)), and output ct.?

— Output |pp) == |PV.pk) , PP := (PV.PK, VK).
e PVQFHE.Eval™(ct, |pp) , »):

— Run 7 < PV.Prove”™ F¥(|pp) , E[ct], y).

— Compute ct = VK(y, ), and output (ct, 7).
e PVQFHE.Ver"(y, ct, 7): Output T iff VK(y, 7) = ct.
* PVQFHE.Dec(sk, ct): Same as QFHE.Dec(sk, ct).

Theorem 4.40. The scheme described above satisfies Definition 4.39.

Proof. Correctness follows immediately from the evaluation correctness of QFHE (Defi-
nition 2.18) and the completeness of PV (Definition 4.21). Security follows immediately
from the semantic security of QFHE (Definition 2.17). Soundness follows immediately
from the correctness of QFHE (Definition 2.18) and soundness of PV (Definition 4.22),
since QFHE.Dec(sk, -) o E|[ct] is pseudo-deterministic and the VK oracle is nothing but the
PV.Ver|vk] oracle plus post-processing. O

%Here, we are using the fact that QFHE.Eval is a deterministic classical functionality when evaluating a
deterministic classical functionality.
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4.4 Obfuscation
44.1 Construction

In this section, we construct ideal obfuscation for pseudo-deterministic quantum circuits
(Definition 2.10) from any publicly-verifiable QFHE for pseudo-deterministic circuits in
the oracle model (Gen, Enc, VerGen, Eval, Ver, Dec) (Definition 4.39).

The construction is given in Fig. 11.

Obfuscation scheme (QObf, QEval) for pseudo-deterministic quantum circuits

¢ QObf(1},Q):

Let U be the universal quantum circuit that takes as input the description of a circuit of
size |@Q] and an input of size n, where n is the length of an input to Q. Let D be the depth
of U.

Sample (pk, sk) < Gen(1*, D), ct «— Enc(pk, @), and (|pp) , PP) < VerGen(ct,U).

Let DK(z, ct, ) be the following functionality. First, run Ver"" (z, ct, ). If the output was
1, then output L, and otherwise output Dec(sk, ct).

Output Q := (ct, |pp)) , O == (PP, DK).

e QEval®(Q,z):
— Parse Q as ct, |pp) and O as PP, DK.
— Compute (ct, ) + Eval"(ct, |pp) , 2).
- Output b := DK(z, ct, ).

Figure 11: Obfuscation for pseudo-deterministic quantum circuits.

Theorem 4.41. (QObf, QEval) described in Fig. 11 is an ideal obfuscator for pseudo-deterministic
quantum circuits, satisfying Definition 2.10.

Proof. First, correctness follows immediately from the correctness of the publicly-verifiable
QFHE scheme (Definition 4.39). Note that even though the evaluation procedure may in-
clude measurements, an evaluator could run coherently, measure just the output bit b,
and reverse. By Gentle Measurement (Lemma 2.3), this implies the ability to run the
obfuscated program on any poly(\) number of inputs.

Next, we show security. For any QPT adversary {A,}\cn, we define a simulator
{Sx}aen as follows.

* Sample (pk,sk) < Gen(1*, D), ct + Enc(pk, 0/¢!), and (|pp) , PP) < VerGen(ct, U).
e Run A}"""(ct, |pp)), answering PP calls honestly, and DK calls as follows.

— Take (,ct, 7) as input.
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— Run Ver™(z, ct, 7). If the output was | then output L.

— Otherwise, forward z to the external oracle (), and return the result b = Q(z).
* Output Ay’s output.

Now, for any circuit (), we define a sequence of hybrids.

* Ho: Sample (ct, |pp) , PP, DK) + QObf(1*, Q) and run A°"PK(1* Q).
* H,: Same as H,, except that calls to DK are answered as in the description of S,.

* My Same as H;, except that we sample ct <— Enc(pk, 019l /). This is Sj.
We complete the proof by showing the following for any QPT distinguisher {D, } ren.

* | Pr[Dy(Ho) = 1] — Pr[DA(#1) = 1]| = negl()). Suppose otherwise. Then there must
exist some query made by A, to DK with noticeable amplitude on (z, ct, 7) such that
DK does not return L but Dec(sk, ct) # Q(z). Thus, we can measure a random one
of the poly(\) many queries made by A, to obtain such an (z, ct, 7), which violates
the soundness of the publicly-verifiable QFHE scheme (Definition 4.39).

* |Pr[Dy(H1) = 1] — Pr[Da(H2) = 1]| = negl()). Since sk is no longer used in #; to re-
spond to DK queries, this follows directly from the security of the publicly-verifiable
QFHE scheme (Definition 4.39).

]

4.4.2 Application: Functional encryption for BQP

We sketch an application of our obfuscation scheme to functional encryption for pseudo-
deterministic quantum functionalities. Let (QObf, QEval) be an ideal obfuscation scheme
for pseudo-deterministic quantum circuits,? let (Gen, Enc, Dec) be a (post-quantum) public-
key encryption scheme, and let (Setup, Prove, Verify) be a (post-quantum) statistically sim-
ulation sound non-interactive zero-knowledge proof system (SSS-NIZK). We refer the
reader to [GGH"13] for preliminaries on SSS-NIZK, and for definitions of functional en-
cryption.

Consider the following construction of functional encryption for pseudo-deterministic
quantum functionalities.

* FE.Setup(1*): Sample (pk,, ski) +— Gen(1?%), (pky, ska) < Gen(1%), crs +— Setup(1*), and
output pp := (pk,, pky, crs) and msk := sk;.

ZFor this application, we technically only require the weaker notion of indistinguishability obfuscation
(see Definition 2.10).
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* FE.KeyGen(msk, @): On input the master secret key msk and the description of a
pseudo-deterministic quantum circuit (), define the following pseudo-deterministic
quantum circuit C[Q), crs, sky].

— Take (cty, cty, 7) as input.

— Check that 7 is a valid SSS-NIZK proof under crs that there exists (m,ry, )
such that ct; = Enc(pky, m; ) and cty = Enc(pky, m;rs).

— If so, output Q)(Dec(sky, cty)), and otherwise output L.
Finally, sample and output skg < QObf(1*, C[Q, crs, ski]).

® FE.Enc(pp,m): Sample 1, r; < {0, 1}*, compute ct; := Enc(pk;, m;ry), cty := Enc(pky, m;73),
compute a SSS-NIZK proof 7 that there exists (m, 71, 2) such that ct; = Enc(pk,, m;r;)
and cty = Enc(pk,, m;12), and output ct := (cty, cty, 7).

* FE.Dec(skg, ct): Run the obfuscated program skq on input ct to obtain the output.

It is straightforward to extend the definitions and proofs in Section 6 of [GGH"13]
to consider functional encryption and obfuscation of pseudo-deterministic quantum cir-
cuits. As a result, we obtain the following theorem.

Theorem 4.42 (Corollary of [GGH"13] Section 6 and Theorem 4.41). The above constriic-
tion is a functional encryption scheme satisfying indistinguishability security for the class of
polynomial-size pseudo-deterministic quantum functionalities.

4.5 Deferred proofs
4.5.1 Proofs from Section 4.2.1

Lemma 4.43. Any X-measurable commitment that satisfies single-bit binding with public de-
codability also satisfies string binding with public decodability.

Proof. For this proof, we will need a couple of different binding definitions, as well as a
couple of imported theorems.

Definition 4.44 (Collapse binding). An X-measurable commitment (Gen, Com, Open, Dec, OpenX,
DecX) satisfies collapse binding if the following holds. For any adversary A == {(Cy, U)) }ren,
where each of Cy and U, are oracle-aided quantum operations that make at most poly(\) oracle
queries, define the experiment Expgg()\) as follows.

o Sample rk, |ck) , CK < Gen(1%).
o Run CSOPAMLXUM |0y umtil it outputs a commitment c and a state on registers (B,U, A).

o Sampleb < {0, 1}. Ifb = 0, do nothing, and otherwise measure (B,U) with {T ..o, U1 1.2

ZThese projectors are defined in Definition 4.3.
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Run USP*M™(B. 11, A) until it outputs a bit /. The experiment outputs 1if b = V.

We say that A is valid if the state on (B,U) output by C, is in the image of I co + k1.
Then, it must hold that for all valid adversaries A,

Pr [Expeg(A) = 1] — % = negl(A).

Definition 4.45 (Unique message binding). An X-measurable commitment (Gen, Com, Open,
Dec, OpenX, DecX) satisfies unique message binding if for any polynomial m(\) and any ad-
versary {(Cyx, Ux) } xen, where each of Cy and U, are oracle-aided quantum operations that make at
most poly () oracle queries, the following experiment outputs 1 with probability negl(\).

Sample {rk;, |ck;) , CK; <= Gen(1*)}icm)-

Run CSXPIREDXIN (1 010y until it outputs a commitment ¢ = (cy,. .., ), a message
xq1 € {0,1}™, and a state on registers (By,Uy, . .., B, Up, A).

Foreachi € [m], apply Il ¢, o, , to (B;,U;) and abort and output O if this projection rejects.

Run USK’DeC[rk](Bl,L{l, covy By Unn, A) until it outputs a message xo € {0,1}™, and a
state on registers (By,Uy, . .., By, Uy). If x1 = x4, abort and output 0.

For each i € [m], apply Uy, ¢, o, , to (Bs,U;) and abort and output O if this projection rejects.
Otherwise, output 1.

Imported Theorem 4.46 ([LMS22]). Any commitment that satisfies collapse binding also satis-
fies unique message binding.

Imported Theorem 4.47 ([DS23]). Let D be a projector, 11y, I1; be orthogonal projectors, and

) €

Im (HQ + Hl) Then,

1
[T DI [49) [ + ToDIL, [49) [* = 5 ([ID [ I* = ([IDTho [¢) [|* + [[DTL ) 7).

Given these imported theorems, the proof of our lemma is quite straightforward.

First, we establish using Imported Theorem 4.47 that any X-measurable commit-
ment that satisfies single-bit binding also satisfies collapse binding. To see this, sup-
pose there exists an adversary (C, U) that breaks collapse binding, let IT = Il .o,
I, = I, let D be a projective implementation of U:Pe<[l and let |¢/) be the
state of the collapse binding experiment that is output by CK.Declrkl.DecXId Then the
RHS of Imported Theorem 4.47 is half the squared advantage of the adversary in
the collapse binding game. This implies that at least one of the terms on the LHS is
non-negligible, which immediately implies that this adversary can be used to break
the single-bit binding game.
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* Next, appealing to Imported Theorem 4.46, we see that any X-measurable commit-
ment that satisfies single-bit binding also satisfies unique message binding.

* Finally, suppose there is An X-measurable commitment that is single-bit binding,
but there exists an adversary that breaks the string binding of this commitment for
some pair of disjoint sets IV, W;. We define an experiment where we insert a mea-
surement of Dec(rk,c,-) applied to the state Il cw, |¢)), which by definition will
return some string =, € W,. By the collapse binding of the commitment, inserting
this measurement will only have a negligible affect on the experiment. But now,
since IV, and W, are disjoint sets, this adversary breaks the unique message binding
of the commitment. This completes the proof.

]

4.5.2 Proofs from Section 4.2.3
In this section, we prove the following theorem.

Theorem 4.48. Let n,m,d € N,e € (0,1/8) be such that d > 2andn—d+1 > 10log(1/¢) +6.
Let U be any (2"T™)-dimensional unitary, where register X is 2" dimensions and register Y is
2™ dimensions. Let A be the set of d-dimensional balanced affine subspaces A = Ay U A, of 3,
where A, is the affine subspace of vectors in A that start with 0 and A, is the affine subspace of
vectors in A that start with 1. For any A = Ay U Ay, let

s, = Y o)}o[* @I, T4 = U (Z )] ®11y> U.
vEAQ vEAL
Let R be the set of pairs (A, B) of d-dimensional affine subspaces of Fy such that dim(A, N
By) = d — 2 and dim(A,; N By) = d — 2. Then for any set of states {|1)a)} 4 such that for all
A€ A |pa) €Im(Ila,), and [[TLa, [Ya) | > €

We will first simplify the problem by reducing to the case where each A is two-dimensional,
consisting of just four vectors. This case is proven later (Theorem 4.49). In the reduction,
which follows below, we begin with the observation that each (A, B) € R consists of six
cosets of a particular (d — 2)-dimensional subspace S. Then, we partition R based on
this underlying subspace, and prove the claim separately for each S. Finally, the pro-
cess of sampling (A, B) from R conditioned on an underlying subspace S can be seen as
sampling A and B as two-dimensional spaces in the subspace of cosets of S.

Proof. (of Theorem 4.48) First, note that for any (A, B) € R, Ay N By is an intersection of
affine subspaces, so is an affine subspace itself. So, we write Ao N By = S + v, for some
(d — 2)-dimensional subspace S. Since all vectors in S + vy start with 0, it must be the

98



case that all vectors in S start with 0 and vy starts with 0. Moreover, A = Ay U A; and
B = By U By are both cosets of superspaces of S, and thus we can write

A= (S+v)U(S+w)U(S+uv)U(SH+w), B=(S+v9)U(S~+ug)U(S+v1)U(S+u)

for vy, wo, ug that start with 0, vy, wy, u; that start with 1, and where vy + wy = v; + w; and
Vo + Uy = V1 + Uq.

Now, for any (d — 2)-dimensional subspace S := span(z1, . .., z4_2) such all vectors in S
start with O, let z4_1, ..., 2, be such that (zy, .. ., z,) is an orthonormal basis of F} and z;_;
is the only basis vector that starts with 1. Define the subspace co(S) = span(z4_1, - - ., 2y).
Furthermore, let co(.S), be the subspace of vectors in co(.S) that start with 0, and let co(.5),
be the affine subspace of vectors in co(.5) that starts with 1.

Then we can sample from R by first sampling a random (d — 2)-dimensional subspace
S such that all vectors in S start with 0, then sampling distinct vy, wo, ug < co(S), and
distinct vy, wy, uy < co(S); such that vy + wy = v1 + wy and vy + uy = v1 + uy, and finally
setting

A= (SH+uv)U(S+w)U(S+v)U(S+wy), B=(S+wv9)U(S+u)U(S~+v1)U(S+u)
For any subspace 5, let R[S] be the set of (A, B) € R such that A, N By is a coset of S.
Thus, it suffices to prove that for each fixed S,

E [l (alds) ] < = — .

(A,B)<RIS] 2
Now consider any fixed S. For each A that could be sampled by R[S], we write
A= (S+UO)U(S+w0)U(S+v1)U(S+w1)

for vy, wy € co(S)p and vy, w; € co(S); such that vy + wy = v; + w;. Moreover, we
can express vy, wo as (0,v)), (0,w)) € Fy~2 and vy, w; as (1,v}), (1,w}) € Fy~ "2 in the

(Z4—1, - . ., 2n)-basis. Thus we can associate each A with vectors v}, w), v}, w} € Fy~ %! such
that v{ + w{, = v] + wj.
Let Ugo(s) be the unitary that implements the change of basis (ey, ..., e,) = (21,.. ., zn),

where the ¢; are the standard basis vectors, and let
U= (Useois) @) USY (Ul 5 @ ).
Then, re-defining
[04) = Usieo(s) [t0a) .

I, = 1% @ J0XO] ® (Ju)vpl + [wpXuwp)) @ 1%,
Iy, = U (I @ [1)(1] @ (of )l | + [wiuwl]) © ) U,

99



we have that [¢4) € Im(Il4,) and ||TI4, |¢4) || > € for all A that could be sampled
by R[S]. Moreover, we can replace the projections on the d — 1’st qubit with identities,
defining

1y = I21 @ (|ughvp| + lwphwp) @ I,
= UT (I @ (Jupel] + |wiwi]) @ %) U,

and still have that |¢4) € Im(N’AO) and ||ﬁf41 |h4) || > € for all A that could be sampled
by R[S]. Thus, we have reduced this problem to the “two-dimensional” case, which is
covered in the next section. Since n — d + 1 > 10log(1/¢) + 6, Theorem 4.49 implies that

0 el 1 13
sl Bl ) < 5 =,
which implies that

E | {alvs) ]| < 5 - €
(AB)erig T ATE 2 ’
completing the proof.
O

Theorem 4.49. Let n,m € N, e € (0,1/8) be such that n > 101log(1/¢)+6. Let UYY bea (27+™)-
dimensional unitary, where register X is 2" dimensions and register ) is 2™ dimensions. Let A be
the set of pairs of sets ({vg, wo}, {v1, w1 }) such that vy, wy, vy, w; € Fy and vy + wy = vy + wy.?
We will write any A € Aas A = (Ao, A1), where Ay = {vo,wo} and Ay = {v1,w,}. For any
such A, let

MWay = (leo)wol + [wo)wo)* @1, Ty, == UT ( (o] + fn¥un)* @ 1) U,

Let R be the set of pairs (A, B) such that |Ay N By| = 1 and |Ay N By| = 1. Then for any set
of states {|1a) } a such that forall A € A, [4) € Im(Il4,) and [T, [¢a) || > €,

E [ (alts) ] < = — '

(A,B)+R 2

First, we provide a high-level overview the proof. We note that it is easy to show that

E [ (Yalvs)|] <

1
(A,B)«R 2’

Note that this theorem is not strictly the two-dimensional version of Theorem 4.48, since A is not ex-
actly defined to be the set of two-dimensional affine subspaces. Rather it consists of pairs of two sets
{vo, wo}, {v1, w1} where the vectors are arbitrary but satisfy vy + wo = v1 + wi. That is, vy, wo, v1, w1 here
play the role of v(), w, v}, w} in the proof of Theorem 4.48, and in particular vy, wy do not necessarily start
with 0 and vy, w; do not necessarily start with 1.
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which only requires the condition that for all A € A, [¢4) € Im(Il4,). Adding the con-
dition that ||IL4, [¢)4) || > € should intuitively only decrease this expected inner product,
since many of the II4, are orthogonal. In particular, for any A, all the II4, such that
(Ag, A1) € A are orthogonal. To formalize this intuition, we proceed by contradiction,
and assume that

[T
[| (als) ] > 5 €

(A, B) “R

For each A = ({vg, wo}, {v1,w1}), we will write [14) as

[Wa) = aP Juo) " [0)Y + o Jwo)™ 9%)”

and note that

E < E VA,B VA,B . VA,B VA, B
GE Walwn) | < E[la% ] o (5165 )
where {vs 5} = Ay N Bo.
Then, we proceed via the following steps.

1. If we only require that [)4) € Im(Il4,), then one way to obtain the maximum ex-
pected inner product of 1/2 is to set each |a*?| = 1/+/2 and for each vy, let all [¢%) be
the same vector. Then, each |a{"”] - | UAB| = 1/2 and each | (¢"”|¢5"") | = 1. We
show that this way of defining the o is “robust” in the sense that if the expected
inner product is close to 1/2, then for many of the (A, B), |a}*"| - |az"?| is close to 1/2
(Claim 4.50).

2. We show that Step 1 implies that this way of defining |¢%) is also “robust”, in the
sense that for many of the (A, B), | (¢'/*"|¢5"") | is close to 1 (Claim 4.51). Thus, this
property must be satisfied if our expected inner product is at least 1/2 — €?

3. By analyzing the graph of “connections” induced by R between the elements of
A, we show that Step 2 implies that there must exist some A} = {v§, wi} with the
following property. There any many (exponential in n) states

{|¢(A5,A1)> = O‘(%g,Al) |v5) ’éb A1)> + O‘(A* Ay) |wg) |¢ Ag A1)>}A1;(A5,A1)e,4
such that the {‘(bag, a,))} are all close to each other, and the {|¢1(”j8, 4y} are all close
to each other (Claim 4.52).

4. Step 3 implies that there exists a large (exponential in n) collection of states [ 4x a,))
such that (i) all [¢)(as 4,)) are close to the same two-dimensional subspace, and (ii) each
¥ (4z,4,)) has e overlap with a different orthogonal subspace 11 4,. We complete the proof
by showing that this is impossible when n is large enough compared to 1/e. This
relies on a Welch bound, which bounds the number of distinct vectors of some mini-
mum distance from each other that can be packed into a low-dimensional subspace.
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Proof. (of Theorem 4.49) Assume that

[ (Walvn)[] = 5 — €.

(A, B) “R

l\DIH

Using the fact that each [1)4) € Im(Il,,), write each

[a) = af [oo)™ [610)7 + @ wo)™ 85°)”

where Ay = {vg, wo}. For any (A, B) € R, define {v4 5} = Ao N By. Then, we have the
following series of inequalities.

Lo m [ wales) |
= LEllafagh (6 ) |
S 7]E “CMUAB’ aUBA,B’_’< vAB‘¢vAB>”

< B[l Jagr)

Next, we show the following.

Claim 4.50.

Pr ]cszB] ]avAB| >
(A,B)«<R -

Proof. First, note that forany (A, B) € R where A = ({vo, wo}, {v1, w1}) and B = ({vo, uo}, {v1,u1}),
the set C' = ({wo, uo}, {w1,u1}) € A. This follows because

—2¢3| > 11— €.

[\DI»—

Ace A — Vo +wWy =11 +w, = wy = v+ v+ wy
BeA = vg+ug=v +w = ug=1vg+ v+ u,
SO wo+ug=w; +u; = Ce€A

This means that each (A, B) € R uniquely define a C' € A such that all
(A, B),(B,C),(C,A) e R.

Thus, we will imagine sampling (A, B) < R as follows. First, sample distinct v, wy, 1y <
3. Then, sample vy, wq, u; such that

= ({Uo,wo},{ﬂl,wl}), ({U07u0} {Ulaul}) ({U}O,U()} {wl’ul})
Let (C1, Cy, C3) < S denote this sampling procedure. Finally, choose

(A, B) « R[Cy, Cy, Cs] = {(C1, Cy), (Cy,C3), (Cs,Ch) }.
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Let

E|Cy, Oy, Cs] = E VAB| |t AB ]
[C1, Cy, C5] AB)REs CoCal ™| - lag""|]

Then,

13

— Y > 12,

— €

E [l leg™®|]= = E  [E[C1,Cs,C5]] >
(A,B)+R (C1,C2,C3)<S

N | —
DN | —

Now, given any (C4, (s, Cs) and corresponding

[Yen) = ag, [vo) l¢g,) + Oéc? |wo) |96
[Ve,) = ag, [vo) [96,) + ag, [uo) [96,)
[Yey) = ag; [wo) o) + %2 |uo) [6¢3)

we have that

1

B[Cy,Cy, C3] < 3 (lagh |- lag | + gl - lags] + g | - lagy ) -

w |

By Fact 4.55, E[C, Cy, C5] < 1/2, so by Markov,

1 1
Pr - — E[Cl,CQ,Cg] > 66 < 66 — Pr [01,02,03] > — — 6 > 1—66.
(C1,02,C3)¢S | 2 (C1,02,C3)+S 2

Moreover, whenever E[C}, Cs, C3] > 1/2 — €%, we have that

o |- lag, |+ lag| - lacg| + lag | - lag| = :

6eb
2

NN GV]

so by Fact 4.55,
0]l Jog] -l Jaghl o] > 5 - 26,

which completes the proof of the claim.

Claim 4.51.
PI‘ |:‘<vAB’¢UAB>‘21_€6i|21_266

(A,B)«<R
Proof. First, note that the proof of Claim 4.50 also shows that

VA,B VA,B
(A,lg[?eR “Oé | ]

l\'JIH

since each E[C}, Cy, C3] < 1/2.
By our assumption that

1
E VA,B VA,B| | VA,B| VA,B - 13
B a1l (3105 1] 2 5 — e
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and linearity of expectation,

(A’%FR [|aUAB |aUAB (1_ |< 'UAB|¢'UAB>|):| 13'

Now, assume for contradiction that

P VA,B| [VA,B 1_6 26:> P 1 — VA,B| [VA,B 6 26.
WP DR Ieg ) < 1= > 28 = P [1= (91105 | > €] > 26

By Claim 4.50, this implies that

v v v v 1
Pr (1_|< AB|¢AB>’>€> <|aAB| |OéAB’>§_2€2>:|ZEG‘

(A,B)+R
But then,
A, A, A, A, 6 6 1 2 612 13
E VA B VA B 1_ VA B VA B . . __2 >_
AE I (= 1oy ) > e (G2 2 e

whenever € < 1/4.

Claim 4.52. There exists an A}y = {v, w(} and two unit vectors |7%) | |70) such that the fol-
lowing holds. Let

{W(AS,A1)> = (A* A1) |v5) ’¢ Ag A1)> + O‘(Xg,Al) |w) |¢(26’A1)>}A1:(A3,A1)6A

be the set of 2"~ states indexed by A, such that (Aj, A1) € A% Then there exists a set A of size
at least 2"~2 such that for all A; € A%,

(60 an 780 | > 1= 265 and | (605, 4)|7"8)| > 1 - 26
Proof. For each ordered pair (vy, wy) where vy # w, € [}, define
R[(Uo,wo)] = {(A, B) eR: AO = {Uo,wo} Nvgp = ’Uo} .

Then Claim 4.51 implies that there exists some set {v{, w;} such that

e B ORI | = [(0f108) | 21— ] 21 4¢°, and
s Vg, Wqo
By e (@165 | = | (@105) | 21— €] 21— 4"

, Wy Vg

3Note that there are 2"~! possible states because the A; partition of the set F} into disjoint unordered
pairs of vectors, where each pair {vy, w; } is such that v1 + w1 = v + w§.
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Let Aj = {vg, wg}, let Ay = {{v1, w1} }u, fwi=v; 1wy De the set of A; such that (Ag, A;) €
A, let

{|7/1(A8,A1)> = (A* A1) |v5) ’¢ Ag A1)> +a A* |w0> ’¢ Ag,Ar) >}A1€A1 ;

and let
= {{Ah All}}Al#AQEAr
Note that by the definition of A;, for any {4,, 4|} € A2, it holds that A; N A} = (). Now,

we will argue that there exists a vector |7%) and a set .AI{S of size at least 22"~! such that
forall A; € Aj,

| <¢?213,A1)|TU6> | >1—2¢%
Consider any {4, 4]} € A% where A; = {v;,w;} and A} = {v},w,}. There are
exactly four B such that
((A5, A1), B) € R(vg, wg)] and ((A5, A1), B) € R(vg, wg)],
which are®!

{US’US +or+ 27/1}’ {Ulvvi})v
{Uék’vék +wy + wi}» {wlvwll})a
{

{

*

g, Up + v +wi}, {vr, wi ),
* * / /
Vg, Vg + W1 + vi}, {w,v1})

(
(
(
(
Define

R[(“S? W), {A1, AII}] = {((Aéa A1), B)}p U {((A87 All)? B)}p
where the indexing is over the four B such that

((Ag, A1), B) € R|(vg, wp)] and ((Ag, A1), B) € R{(vg, w)]-

Note that for any two {A;, A}} # {A}, A} € A2, the sets R[(vf, wy), {41, A} and
R[(vg, wy), {A1, A1 }] are disjoint, which can be seen by noting that B; always includes one
vector from A; and one from A7.

Next, we claim that

R[(vy, wg)] = U Rl(vg, wp), {Alell}L
{An A eAr”

which follows from a counting argument. First,

2n71
U R[(vs,wz}k),{Al,Aa}]\:s-( : ):22”—2"“.

{A1,A4]}eAr?

3Note that v +v; + v} # wy since otherwise wy = vy + (v +w}) = v} and w) = vy + (v +wy) = v which
would mean that A; = A). Thus, for the first B listed, ((A§, A1), B) € R[(v§, w§)], and a similar argument
holds for the rest of the B.
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Then, counting |R|[(v§, wg)]| directly, we can choose from any of the 2"~! possible A4;, any
2" — 2 of the possible By, and then, given B, the two possible B, that intersect A;. Thus,

IR[(vg, wg)]| = 2" (2" —2) -2 = 22" — 2" *1,
This establishes that the sets

{R[(US) wg)’ {Ala 14/1}]}{141714'1}6.Ai<2

partition R[(vg, wy)] equally into sets of size 8. Thus,*

Pro V(A B) € Rl(wp, wh). {As, A4}, | (65 163) | = 1= €] > 1 8265,

{A1, A} }AF?

which means that there exists some A} = {v}, w;} such that

* * 7
* * * Vo | 4%0 > 1 — 6 > 1 — 6 >
P [HB) € Rl ), (5 AL G 21 -] 212 ]

which holds for all e < 1/8.
Let A}’ be the set of A; such that

(A, B) € R[(vg, wg), {AT, A}, [ (67 o) | = 1 — €,

and note that | A7| > I(2%! — 1) > 3271,
Now consider any A; = {vy, w1} € All’g, and note that for B = ({v{, vj+vi+vi }, {v],v1}),

we have that
((Ag, AT), B), (A, A1), B) € Rl(vg, wp), { AT, Av}].

Thus, we know that

(605 a8 ] = 1= &, and [ (67, 4 o) | > 1— ¢,

so by Fact 4.54,
| <¢€%3,A1)|¢1()213,Ay{)> | > (1 —€%)2 — V26 > 1 — 265

Then if we set |7%) = Wﬁ& az))» we have that for all A, € A,

| <¢€215,A1)|T1}8> | >1—2¢%

32Here, we show that there exists a large fraction of {A;, A} } such that all (A, B) € R[(v§, wg), {A1, AL }]
are “good”, meaning that | (¢ "¢ ") | > 1 — €®. As we will see later, it would have sufficed to prove
the slightly weaker claim that there exists a large fraction of {A1, A7} such that at least 5/8 of the (A, B) €
Rl(vg, ws), {A1, A} }] are good. This is because for each such {41, 4|}, we will just need a single B (rather

that all four) such that ((A§, A1), B) and ((Af, A}), B) are good.
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Finally, repeating the analysis for R[(wg, vg)], there exists a [7“0) and a set A;”a of size
at least 32"~! such that for all 4; € A",

| <¢7£3,A1)|7—w6> | >1-2¢

Thus, setting A7 = A% N A} (which has size > 2"-2) completes the proof.
U

Finally, we can reach a contradiction by using the fact that for any fixed Ag, all of the
14, such that (A§, A1) € A are orthogonal, which follows from the definition of the I, .
Now, define the rank-two projector

I = Jug)

7Y% ><T“5| (vg| + |wg) ‘ng ><7'w3 (wg] -

By Claim 4.52 and the assumption of the theorem, for each A; € A} we know that

T [has,a0) || > 1 —2¢* and ||Ta, [az,40) || > €.
For each A; € A3, define

. IT* Yz, A1)
‘wA1> — H* 0 A
1T [thag, a0) |

Thus, since | (¢4, [V(az,a)) | > 1 — 2¢* and ||I14, |¢(az.4,)) || > € by Fact 4.54 (second
part) it holds that

* €
ITLa, [905,) || > e(1 = 2€%) — 26%/2 > 5

which holds for all e < 1/8.
Consider the following algorithm, which will eventually select all {[1%, ) } 4,

1. Seti = 1.
2. Select an arbitrary (not yet selected) ¢, ), and define [1);) == |47 ).
3. Select all (not yet selected) |7, ) such that | (% [¢;) | > 1 — €.

4. Seti =i+ 1and go back to Step 2.
First, we claim that in each invocation of Step 3, we select at most 16/¢* vectors. To

see this, note that for each |¢ ) selected in Step 3 during the i"th loop of the procedure,
| (W%, 1) | > 1 —¢*and [[T14, [¢%,) || > €/2. Thus, by Fact 4.54 (second part),

€ €
[TLa, |¥3) || = 5(1 — ) — V2 > T

which holds for all e < 1/8. Since the II4, are all orthogonal, and |¢;) has a component of
at least €2/16 squared norm on each, we conclude that there can be at most 16/ €2 such A;.
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Second, let I be the value of i when the procedure terminates. Note that the {|¢;) }ic[
are all in the image of a two-dimensional subspace Im(II*), and for all i # j, | (¥i|¥;) | <
1—éh

Now, we use a Welch bound.

Imported Theorem 4.53 ([Wel74]). Let {zy,...,x;} be unit vectors in C¢, and define c =
max;.; | (x;|z;) |. Then for every k € N,

1 I
k> < - —1).
T=1\ (%

Setting d = 2and k = I /2 — 1, we have that

1 4 1 I1—-2 1
o s-€)se 64—1n(1—1)—\/_ =8

Putting these two facts together, we have that the size of Aj is at most 16/¢'?, meaning

that
16 64

n—2 n
2 §6T0:>2§€T07

and contradicting the fact that n > 10log(1/¢) + 6.

Finally, we record some facts that were used in the preceding proof.

Fact 4.54. Let |¢,) , |¢p) be complex unit vectors such that | (¢,|¢p) | > 1 — . Then the following
hold.

1. If |$.) is a complex unit vector such that | (¢y|¢c) | > B, then | (pa|de) | > B(1 —a) — /20
2. If 1 is a projector such that ||T1|¢y) || > B, then ||T1|¢,) || > B(1 — @) — V20

Proof. To show the first part, write |¢,) = ¢?(1 — a) |d) + V2a—a2 ¢) for some 6 and
|¢i-) orthogonal to |¢;). Then

[ (Galde) | = € (1 — ) (] de) + V20 — 02 (¢ |¢e) |
> (1= @) (d]ee) | — V20 — a2

> 6(1 —a) — V2a.
To show the second part, define
_ o)
%= il T

and note that

_ (Do T |ew) _ [T |dw) |I?
M) | T ) |
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Thus,
||H |¢a> || > || |¢c><¢c| |¢a> || = | <¢a|¢c> | > /6(1 - a) - \/ﬁ7

where the first inequality follows because |¢.) € Im(II) and the second inequality follows
from the first part.
O

Fact 4.55. Let

up = las | ,us =10 | ,u3:=1¢

be three unit vectors in R?;O. Then,

w

Uy - Ug + Up Uz + U - uz < <.

N}

Moreover, for any 6 € [0,1/2], if

3 &
ul‘u2+u1‘u3+u2‘u325_57

then ) .
Ul'UQZ§—5, ul-u325—5, and UQ'U325—5.

Proof. We begin with the first part of the claim. Let v; = (a1 a by by ¢1 ¢2) and vy =
(bl C1 a1 C Q9 bg) Then,

1 1 3
Ui 'U2+U1 'U3—|—U2'U3: 5’01'?];— S 5(&%+a§+b%+b§+c?+c§) = 5,
where the inequality is Cauchy-Schwartz.
Now, we prove the “moreover” part. This is trivial when 6 = 1/2, so suppose that
uy - uy = 1/2 — 6 for some 0 € [0,1/2). We will show that this implies that

N N <3 &
Uy - Uy +up - uzF+ug - ug < - — =
LU UL U U Uy S 5 o
which, by symmetry, would complete the proof.
Define the value
m = max {ur - ug +us - us},

Uy, Uz, U3,
Ui * Uy = 1/2—5

and let a; = /1 —z,a; = \/z,b; = /I —yand b, = ,/y for some z,y € [0,1). Then,
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m = max {\/Ecl + \/ﬂ@}

z,y€[0,1),v/1—z/1—y=1/2—6

< ma T+ pE—
N :E’ye[o’l)?mf/(q:l/Q_é {\/—ym}
= max {\/m} ’

z,y€(0,1),v/1—z/1—y=1/2—6

where the inequality is Cauchy-Schwartz.
Next, we solve for
(=9

1—=x

y=1-

I

and see that

1_ 502
mQZmax{a:+1—(2 )}

z€l0,1) 1—=x

B o _ 2 (1—x)2+(%—5)2
T oo 11—z 2
(1)

=1+ 26,

where the inequality is AM-GM.
Thus, to complete the proof it suffices to show that

1 3 &
5—(5+\/1+25§§—3.

If 5 = 0, then both sides are 1, so now assume that 6 > 0. Then

3 3

%—5+\/1+25§;—% = \/1+26§1+5—%
6

¢:>1+25§1+25+ﬁ—%1+5ﬁ3+%
4

= 6+52_6Z§1’

which is true for all § € (0,1/2).
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4.5.3 Proofs from Section 4.3.3

In this section, we prove Lemma 4.29, Lemma 4.30, and Lemma 4.31. We proceed via
three steps.

1. Compile the information-theoretic protocol II?V from Section 4.3.2 into a 4-message
quantum “commit-challenge-response” protocol II““R with a classical verifier. This
compilation is achieved via the use of Mahadev’s measurement protocol [Mah18b].
As argued in [Bar21], the resulting protocol satisfies a “computationally orthogonal
projectors” property, which was first described by [ACGH20].

2. Apply parallel repetition to I1“R to obtain I1P*", and observe that the parallel repeti-
tion theorem of [Bar21] implies that the analogues of Lemma 4.29, Lemma 4.30, and
Lemma 4.31 hold in TP,

3. Apply Fiat-Shamir to ITP*" to obtain the protocol IV from Protocol 8, and observe
that Measure and Re-program (Lemma 2.9) implies that Lemma 4.29, Lemma 4.30,
and Lemma 4.31 must also hold with respect to 1.

Proof. (of Lemma 4.29, Lemma 4.30, and Lemma 4.31)

Step 1. We first describe the syntax of a generic commit-challenge-response protocol be-
tween a quantum prover P and a classical verifier V.

e Commit: P(1*) and V(1%;r) engage in a two-message commitment protocol, where
r are the random coins used by V to generate the first message of the protocol, and
the prover responds with a classical commitment string.

e Challenge: V samples a random bit d < {0, 1} and sends it to P.
* Response: P computes a (classical) response z and sends it to V.

* Qutput: V receives z and decides to either accept and output T or reject and output
1.

Consider any QPT adversarial prover P*, and let \wf;>“4’c be the (purified) state of the
prover after interacting with V(1*;r) in the commit phase, where C holds the (classical)
prover message output during this phase, and A holds its remaining state.

The remaining strategy of the prover can be described by family of unitaries {U%;, U}

1S xen’
where U, is applied to [¢f) on challenge 0 (followed by a measurement of z), and UY
is applied to [¢§ ) on challenge 1 (followed by a measurement of z).

Let V,, o denote the accept projector applied by the verifier to the prover messages
when d = 0, and define V) ,.; analogously. Then define the following projectors on regis-
ters (A,C).

pr Pt P px . Pt p
HA,r,o — UA,O VM,OUA,Oa HA,r,l — UA,l V)\J",lU)\,l'
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Commit-challenge-response protocol 1R = (VEER PECR PECR 1y/CCR)

Gen 7' Com>» ' Prove’ Y Ver

Parameters: Number of qubits £ = ¢()) in the prover’s state.

o VEER(12,Q) — (pp,sp): Sample (h, S) «+ Vg;{](l’\,Q) and {(pk;,sk;) < TCF.Gen(1*, h;)};epq,
and set
pp = {pk; }jers sp = (h, S, {sk;};en)-

o PSRN Q,z,pp) — (B, Z2,y): Prepare the state |[¢p) < PQV(1*,Q,z) on register B =

Com
‘¢> = Z Ay ‘U>Bv

(B1,...,Be¢), which we write as
ve{0,1}¢

and then for each j € [¢], apply TCF.Evallpk,;](B;) — (Bj, Z;,Y;), resulting in the state

B 21,Y Z0,Y
Z O‘v‘v> ‘¢pk1,v1> ! 1""’|wpkg7ve> oo

ve{0,1}¢

Finally, measure registers )i, . .., ), in the standard basis to obtain string y := {y; } ;[

* The verifier samples a random bit d <— {0, 1}, and sends d to the prover.

o PSR (B, Z,d) — 2: If d = 0, the prover measures registers 3, Z in the standard basis to obtain
z = {bj,zj}jeig- If d = 1, the prover applies J(-) coherently to each register Z; and then
measures registers 3, Z in the Hadamard basis to obtain z := {b;, z;};¢[g-

° V\C/grR(Q7xvsp7ya da Z) — {{Qt}te[/\]} U {Ta J—}

— Parsey = {y;}cig and z == {b;, 2 } je[g-
- If d = 0, for each j € [{] compute TCF.Check(pk;,b;, zj,y;). If any are L, then output L,
and otherwise output T.
- If d =1, do the following for each j € [{].
+ If h; = 0, compute TCF.Invert(0, sk;, y;), abort and output L if the outputis L, and
otherwise parse the output as (m;, z;).

+ If h; = 1, compute TCF.Invert(1, sk;, y,), abort and output _L if the outputis L, and
otherwise parse the output as (0, z,), (1, 2;,1). Then, check TCF.IsValid(z; 0, xj1, 2;)
and abort and output L if the result is L. Next, set m; :==b; ® z; - (J(z;,0) B J(x1)).

Then, let m := (1, ..., m;) and compute VQY.(Q, x, b, m). Output L if the result is |, and
otherwise output {g; }+cn) = m[S].

Figure 12: A quantum “commit-challenge-response” protocol for verifying quantum
partitioning circuits.

Definition 4.56. A commit-challenge-response protocol has computationally orthogonal
projectors if for any QPT prover {P} } en,

E (X, T3, o131 030 [05)] = negl ().
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Now, consider running protocol I1°“R with some fixed circuit Q and input z, and sup-

pose that P is a predicate such that P(Q(-)) is pseudo-deterministic. We define the verifier
acceptance predicates as follows.

* V,,oruns ViR on d = 0.

* V)1 runs VSR on d = 1 to obtain either L or {g; },c[y. In the latter case, it outputs

T if Maj ({P(q) }epy) = 1 — P(Q(x)) and L otherwise.

Then, by [Bar21, Lemma 4.4], which uses the soundness of Y (Imported Theo-
rem 4.26) and the soundness of the measurement protocol ([Mah18b]), we have the fol-
lowing claim.

Claim 4.57. For any {P}} ey attacking TI°“R (Protocol in Fig. 12), it holds that

E [(5]

H?\fT,UHKTT,IHETT,O |¢E,*r>} = negl()‘)v

where the verifier acceptance predicates V .o, V1 used to define 115  and T15 | are as described
above.

Step 2. In this step, we will use the following imported theorem.

Imported Theorem 4.58 ([Bar21], Theorem 3.1). Let ¢ > 0 and 0 < 6 < 1 be constants. Let
I1 be a commit-challenge-response protocol with computationally orthogonal projectors, and where
the verifier's d = 0 acceptance predicate is publicly computable given the verifier’s first message.
Let T1P2" be the \'™< parallel repetition of 11, where the verifier’s challenge string T is sampled as a
uniformly random \'*¢ bit string with Hamming weight \. Then for any QPT adversarial prover
P* attacking TIP*", the probability that the verifier accepts all rounds i such that T; = 0 and > 6 - \
rounds i such that T; = 1 is negl(\).

Now, we define the protocol TP = (V2 pparl pearl '\/parly 46 he the A2 parallel repe-
tition of II“R, where the verifier’s challenge string 7" is sampled as a uniformly random
A\? bit string with Hamming weight . Then, we can prove the following lemmas about

Hparl

Lemma 4.59 (II"*" analogue of Lemma 4.29). For any family {Qx, P} en such that {Py o
Qx}ren is pseudo-deterministic, sequence of inputs {x\}ren, and QPT adversary {A,}en, it
holds that

| (PP, sp) = VEiﬂﬂ? Qg
| Wer (@259, T, 2) = {aiehem fimmr A yApp) | _
P MM, ({{P<Qi,t)}te[A]}i;Ti:1) =1—-P(Q(z)) T « {0, 1}@) egl(N),
2z« A(T)

where A maintains an internal state, which we leave implicit above.
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Proof. We have to rule out a prover that makes the verifier of II“R accept each of the
A? — X rounds where T; = 0, and, for a majority of the rounds i where T; = 1, accepts and
outputs {g;; }+e[y such that Maj ({P(gi4) }iepy) = 1 — P(Q()). This is directly ruled out by
Claim 4.57 and Imported Theorem 4.58 with e = 1 and 6 = 1/2. O

Lemma 4.60 (II**" analogue of Lemma 4.30). For any family {Qx, Px}en such that {Py o
Qx}ren is pseudo-deterministic, sequence of inputs {x\}ren, and QPT adversary {A,} ey, it
holds that

(pp,sp) « VI (11, Q) ]
— A
pr | Ve (@, 2,509, T, 2) # L A T:/{O 1}((%?3
e ) A(T)
w := TestRoundOutputs(sp|(y, T, z) |

= negl(}),

where A maintains an internal state, which we leave implicit above, and where TestRoundOutputs
is defined as in Section 4.3.3, except that string T is explicitly given rather than being computed
by a random oracle H.

Proof. First, we make the following observation. For every i € [\?], the strings {g; }ep
that the verifier would output conditioned on accepting and on 7; = 1 are already de-
termined by the prover’s first message v; = (y;1,- - ,¥:¢) and the secret parameters sp.
Indeed, recall from the description of [IQV that the bits in {4t }1epp) are computed from
indices j € [¢] where the basis h; ; = 0 (that is, they are the result of standard basis mea-
surements). Moreover, when h;; = 0, pk; ; defines an injective function, which follows
from Definition 2.15, correctness properties (a) and (c). Thus, each string y; ; either has
one or zero pre-images. If it has zero, the verifier would never accept when 7; = 1, and if
it has one, the verifier would only accept the first bit b; ; of the pre-image.

So, we can define {{¢;}+c[x }ic;n2) based on the prover’s first message {v;};c(x2)- Then,

o Let abe the fraction of {g; ; }:c(» such that Maj ({P(g;+) }epy) = P(Q(x)) overi € [\?].

o Let bbe the fraction of {g;}:cy such that Maj ({P(gi1) }repy) = P(Q(z)) overi: T; =
1.

By the definition of D;,[P, P(Q(z))],

w & D[P, P(Q())] — a < % + %

Moreover, by Claim 4.57 and Imported Theorem 4.58 with e =1 and § = 1/5,

4
Pr V{)/Z:I(Q7$a Sp, Y, T7 Z) 7£ 1Ab< g = negl(/\)

Thus, the proof is completed by showing that
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4 3 1 1 2
I AT G -TOVZ )
Pr [b a2 (4+ A) > 30} <e negl(\),
where the expression inside the probability holds for large enough ), and the inequality is
Hoeffding’s inequality (using the case where the random variables are sampled without
replacement).

O

Lemma 4.61 (II**" analogue of Lemma 4.31). For any family {Qx, Px}en such that {Py o

Qx}ren is pseudo-deterministic, sequence of inputs {xy}ren, and QPT adversary {Ay}ien, it
holds that

(PP, sp) + V&L (11, Q)
Vi (Q,2,5p,9, T, 2) = {{gishiepy fim=1 A y < Alpp.sp)
Pr MM)\ ({{P(qi,t)}te[)\]}i:Tizl) =1- P<Q(I)) AN T« {07 1}<)\A>
w ¢ Dout[P7 P(Q(ZE))] Z A(T)
| w := TestRoundOutputs[sp|(y, T, z) |

— negl(X),

where A maintains an internal state, which we leave implicit above, and where TestRoundOutputs
is defined as in Section 4.3.3, except that string T is explicitly given rather than being computed
by a random oracle H.

Proof. We again define {{¢;}+c[x }ic;n2) based on the prover’s first message {v; }ic(x2), and

o Let a be the fraction of {g;;}:c; such that Maj ({P(gi:) }epy) = 1 — P(Q(x)) over
i € [N\

o Let b be the fraction of {g;}wepy such that Maj ({P(gi) }epy) = 1 — P(Q(x)) over
121 = 1.

By the definition of D[P, P(Q(z))],

w ¢ Dow[P, P(Q(2))] = a <

> =

+

W=

Thus, the proof is completed by showing that

1 1 1 1
Pr [b —a> 3~ (g + X) > 1—0} < e 2V107 = pegl(N),

which again follows from Hoeffding’s inequality. Note that this argument is entirely sta-
tistical, and holds even if A, has sp. O
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Step 3. Note that the protocol TIV is exactly Fiat-Shamir applied to IIP". That is, take

1" and let the verifier’s challenge T be computed by applying a random oracle H to
the prover’s first message y. This results in exactly the protocol IV, where we have re-
defined the prover operations (P PR ) as (PSY,, PSY,.. PG, ). Then, straightforward
applications of Measure-and-Reprogram (Lemma 2.9) show that Lemma 4.59, Lemma 4.60,
and Lemma 4.61 imply Lemma 4.29, Lemma 4.30, and Lemma 4.31 respectively.

In more detail, suppose that Lemma 4.29 is false, and fix P, @, z, and an adversary A
that breaks that claim. Define a predicate V' that takes as input y, H(y), the rest of the

transcript of the protocol, and the verifier’s secret parameters sp, and outputs whether

V\C/;/r(QwCE’ sp,7r) = {{Qi,t}tG[A}}iiTz:l N MM)\({{P(Qi,t>}t€[)\]}iiTz:l) =1- P(Q({IJ))

Define adversary B¥ to run an interaction between A and the verifier VY, forwarding
random oracles calls to an external oracle H, and output y along with auxiliary informa-
tion aux that includes the rest of the transcript and sp. Then we have that

Pr [V (y, H(y),aux) = 1 : (y,aux) < B"] = non-negl(}\).

Since B makes poly()\) queries to H, Lemma 2.9 implies that there exists a simulator
Sim such that

(y,st) < Sim[B]
Pr |V(y,T,aux) =1: T + {0, 1}(&) = non-negl(\).
aux <— Sim[B] (7', st)

Moreover, by definition (Lemma 2.9), Sim[B] runs B honestly except that it simulates H
and measures one of B’s queries to H. Thus, Sim[B] can be used as an adversarial prover
interacting in 1P where y is sent to the verifier as the prover’s first message, and 7' is
sampled and given in response. Thus, Sim[B] can be used to violate Lemma 4.59.

Finally, the fact that Lemma 4.60 implies Lemma 4.30 and Lemma 4.61 implies Lemma 4.31
can be shown in exactly the same way, by defining the appropriate predicate V. This com-
pletes the proof.

[l
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5 Quantum State Obfuscation

In this section, we present our construction of quantum state obfuscation in the classical
oracle model. We begin with a technical overview, extending the discussion from Sec-
tion 1.3. In Section 5.2 we construct publicly-verifiable linearly-homomorphic authenti-
cation of quantum data, a key tool in our obfuscation scheme. Then, in Section 5.3, we dis-
cuss a compiler for quantum computation that outputs what we call a “linear+measurement”
quantum program, which has a convenient form that we take advantage of in our obfus-
cation construction. Finally, in Section 5.4 we construct and prove the security of our
quantum state obfuscation scheme.

5.1 Technical overview

During this overview, we’ll slowly build up to our construction of quantum state obfus-
cation, highlighting the main ideas along the way. But first, it may be useful to convey a
high level feel for the construction. To obfuscate a quantum program (|¢) , C) that imple-
ments the computation x — Q(z), we first encode the state

|¢) <= Ency (|4))

using a novel quantum authentication scheme (QAS) that we design with particular prop-
erties in mind. Next, we compile C' into what we call a "linear + measurement", or LM,
quantum program. Such programs consist solely of operations that can be performed
on data authenticated with our QAS. Finally, we prepare a sequence of classical oracles
Fi,...,F:, G, where ¢ is the number of "measurement layers" in the LM quantum pro-
gram. The oracles Fi, ..., F; are designed to help the evaluator implement an encrypted
sequence of adaptive measurements. They output random labels encoding the measure-
ment results, which are then fed into downstream oracles. The oracle G is designed to
return the output Q(z) if the evaluation was performed honestly. The final obfuscation
then consists of the state ]@ and the oracles Fq, ..., F;, G. We will describe each of these
pieces and how they fit together in more detail.

We begin this technical overview by presenting our quantum authentication scheme
(Section 5.1.1). Next, we discuss the notion of LM quantum programs, and describe a
compiler that writes any quantum program as an LM quantum program (Section 5.1.2).
Next, we show how to use these building blocks to construct a garbling scheme and then
a full-fledged obfuscation scheme for quantum computation (Section 5.1.3), and mention
a couple of key ideas behind proving security. We defer a more detailed proof overview
to Section 5.4.2.

5.1.1 Quantum authentication from random subspaces

Encode-encrypt authentication. Our starting point is the notion of an “encode-encrypt”
authentication scheme, as defined by Broadbent, Gutoski and Stebila [BGS13]. Such
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schemes are parameterized by a family of CSS codes ¢, and operate as follows. To en-
code a qubit |¢)), sample a random code C' < % from the family, sample a quantum
one-time pad key (z, z), and output the “encoded-and-encrypted” state X*Z*C'[¢)). As
discussed by [BGS13], various choices of the code family give rise to popular quantum au-
thentication schemes (QAS), e.g., the polynomial scheme used for multi-party quantum
computation [BOCG'06] and verifiable delegation [ABOEM18], and the trap code used
for quantum one-time programs [BGS13] and zero-knowledge proofs for QMA [BJSW16].

Our instantiation. A crucial aspect of obfuscation that does not arise in these other set-
tings is the need to preserve security when we allow the adversary to access the verifier
of the authentication scheme an a-priori unbounded number of times. Indeed, the oracles
released as part of our obfuscation scheme include subroutines that perform checks on
authenticated data, and hence implicitly give the adversary reusable access to the veri-
tier. This requirement of “public-verifiability” is not always satisfied by encode-encrypt
schemes: for example, the trap code is completely insecure in this setting, as it is possible
to learn the location of the traps via repeated queries to the verifier.

While certain flavors of public-verifiability have been considered previously in the
quantum authentication literature (e.g. [DS18, GYZ17]), we find that a particularly simple
instantiation of the encode-encrypt framework suffices for us: sample a random subspace
S, arandom shift A, and use the CSS code defined by the isometry Eg A that maps |0) —
1S), 1) — |S + A).*>* That is, to encode an n-qubit state |¢)), sample a key k = (S, A, z, 2)
where S is a A-dimensional subspace of F5**!, A € F3**'\ S, and =, 2 € {0, 1}, and
output

) = X" ZZEZ% [v) = Ency(|1)).

Beyond satisfying a natural notion of public-verifiability (which will be discussed be-
low), the resulting QAS satisfies the following desirable properties: (i) linear-homomorphism,
and (ii) classically-decodable standard and Hadamard basis measurements (that is, a clas-
sical machine can decode the results of standard and Hadamard basis measurements per-
formed on authenticated data). We note that these latter properties are in fact endemic
to encode-encrypt schemes (see discussion in [BGS13]), but we confirm them here for
completeness.

Useful properties. First, since S is a subspace, one can confirm that CNOTs are transver-
sal for this scheme as long as the same (S, A) is used to encode each qubit. That is, apply-
ing 2\ + 1 CNOT gates qubit-wise to an encoding of b; and b, yields

X2 29022 S by - A [S 4 by - A) = XTI 22102252 5 4 b AY[S (b @ by) - A)

which is indeed an encoding of the output of the CNOT operation using quantum one-
time pad keys (21, 21 @ 22) and (21 @ z2, 22). Thus, an evaluator can apply any sequence of

¥ Here, we use the standard subspace state notation: for an (affine) subspace S, [S) o< >, .4 |s).
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CNOT gates, which we refer to as a "linear"** function, to authenticated data, as long as
the decoder performs the analogous updates to their one-time pad keys.

Next, we note that standard basis measurements of an encoded qubit X*Z*(«|S) +
B1S + A)) can be decoded classically. Indeed, any vector in S + x can be interpreted as a
0, while any vector in S + A + z can be interpreted as a 1.

Finally, we check that the results of a Hadamard basis measurement can also be de-
coded classically. To do so, we'll define the "primal” codespace Sa = 5SU (S + A), and

define the "dual" codespace to consist of 5 :=5%and S+ A, where A is such that
Si=SU(S+A)=s5*

Then, it is not hard to check and confirm that

H®(2“1)X“”Zz(a|5>—|—ﬁ]S+A>):XZZf” (Q+B‘§>+Q—B|§+£>).

V2 V2

Thus, any vector in S + z can be interpreted as a 0 measurement result in the Hadamard

basis, and any vector in S+ A + z can be interpreted as a 1 measurement result in the
Hadamard basis.

Reusable security. Now we turn to the security of our scheme. Intuitively, we want to
capture the fact that no adversary can successfully tamper with authenticated data, even
given the ability to verify authenticated data. In more detail, given an authentication key
k= (S,A,z,z2), where x = (x1,...,2,),2 = (21,...,2,), we define the following classical
functionalities, which are parameterized by the key & and a choice of bases § € {0, 1}".

* Decyp(v): Oninput a tuple of vectors v parsed as (1, . . . , v, ), the decoding algorithm
defines v € {0, 1}" as follows. For each ¢ € [n]:

0if0; € S+ 0if 7, € S+ 2
if0,=0:v,=<1ifv, € S+ A+ x; if,=1:v;, = 1if’v}€§+3—|—zi
1 otherwise 1 otherwise

If v; = L for some i, then output L, and otherwise output v.

* Ver,4(v): On input a tuple of vectors v parsed as (v, ..., ,), the verification algo-
rithm defines v € {T, L}" as follows.

Tif% € Sa+a; Tif% € S5 + 2
lfQZZOUZ: IUE‘A_’_:E 1f0i:1:vz~: IUE_A+Z
1 otherwise 1 otherwise

If v; = L for some i, then output L, and otherwise output T.

30f course, all quantum gates are linear with respect to the ambient Hilbert space of exponential dimen-
sion. Here, linearity specifically refers to the fact that any sequence of CNOT gates applies a linear function
over Fy to each standard basis vector.
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That is, the verification algorithm just checks whether its inputs lie in the primal (resp.
dual) codespace, while the decoding algorithm additionally computes the logical bits en-
coded by its inputs. We show that for any state |¢/), sequence of measurement bases
6 € {0,1}", and adversarial measurement Adv that samples

U AdVV O (XTZEPESR ),

the decoded value v < Decy,4(v) is either L, or its distribution is very close in total vari-
ation distance to the distribution that results from directly measuring |¢)) in the bases
6.

In fact, we also consider the possibility that the adversary is supposed to homomor-
phically apply some sequence of CNOT gates (that is, a linear function L) to the authenti-
cated data before measuring. Thus, in full generality we also parameterize the decoding
Decy. .1, and verification Very g ;, algorithms by a linear function L, which determines an
updated sequence of one-time pad keys (z11,...,Z5n), (201, -.,2L,) to be used in the
decoding and verification.

A word on the proof of security. Our proof combines two useful tricks from the liter-
ature: superspace sampling ([Zhal9, CLLZ21]) and the Pauli twirl [ABOEM18]. Briefly,
our first step is to sample random (say, (3X\/2 + 1)-dimensional) superspaces R O Sa,
R> SA and use (R, R) in lieu of (Sa, Sx 1) in the definition of the oracle Ver; . .(-). Since R
and R are random and small enough compared to the ambient space, the adversary can-
not notice this change except with negligible probability. Next, we imagine sampling each
one-time pad vector in two parts: for x; we sample an z; zp < R and an x; .o(r) < co(R),
where co(R) is a set of coset representatives of R, and defme Ty = TR + Tico(r), and for
z; we sample a z, iR Rand a Zico(R) € co(R) and define z; = z, iRt Zico(R) Finally, we
consider the following experiment:

e Sample R, R {Zico(r): 2 ol )}Ze[n] and give this information to the adversary in the
clear. Note that thls is now sufficient to implement the oracle Ver;, . .(-).

¢ Sample random S, A such that Rt c S c Sy c Rand {zi R, Ziﬁ}ie[n} to complete
the description of the authentication key (S, A, z,z). Send X*Z*Eg/x |¢) to the ad-
versary, who mounts its attack.

At this point, we use the Pauli twirl over the space in between R* and R to show that
any adversarial operation can be decomposed into a fixed linear combination of Pauli
attacks. To conclude, we use the randomness of S, A to show that any fixed Pauli attack
will either be rejected with overwhelming probability or act as the identity on the encoded
qubit, which completes the proof. See Section 5.2 for the full details of our definitions,
construction, and security proofs.
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5.1.2 Linear + measurement quantum programs

Next, we discuss our quantum program compiler. We start with any quantum circuit
written using the {CNOT, H,T'} universal gate set, where H is the Hadamard gate, and
T applies a phase of ¢™/%. With the help of magic states, we compile the circuit into an
alternating sequence of layers of CNOT gates (i.e. linear functions) and partial standard
and Hadamard basis measurements, which we refer to as "ZX measurements".>®> We refer
to the resulting program as a linear + measurement (LM) quantum program. We note that
the measurements are in fact partial in two aspects: (i) they may only operate on a subset
of the qubits, and (ii) the measurement operators are projectors with rank potentially
greater than 1. Furthermore, we allow the measurements to be adaptive, that is, their
description may depend on previous measurement results (and the classical input to the
computation).

More specifically, our goal will be to write each of the /7 and T gates as a sequence of
CNOT gates, ZX measurements, and Pauli corrections derived from these measurement
results. Then, the Pauli corrections can be commuted past future CNOT gates using the
update rule (21, 21), (22, 22) = (21, 21 B 22), (v1 B 22, 22), and incorporated into the descrip-
tion of future ZX measurements.

Handling the H gate. Following [BGS13], we prepare the two-qubit magic state
|0a) o< [00) +101) + [10) — [11) ,

and perform the Hadamard gate as shown in Fig. 15 (Page 144), using one CNOT gate and
Pauli corrections derived from a standard basis and a Hadamard basis measurement. As
remarked in [BGS13], it might seem strange at first that we are replacing a Hadamard gate
with a circuit that nonetheless performs a Hadamard basis measurement. However, in
our setting this does represent real progress: our authentication scheme does not support
applying Hadamard gates directly to authenticated data,*® but does support the decoding
of Hadamard basis measurements.

Handling the 7" gate. As we show on the bottom left of Fig. 16 (Page 146), the T gate
can be implemented using the two magic states

|¢r) o< [0) + e [1)  and  |gpx) o i|0) + 1),

a CNOT gate, a classically controlled CNOT gate, and Pauli corrections.
Unfortunately, controlled CNOT is a "multi-linear" operation that we don’t know how
to directly implement on data authenticated with our authentication scheme. Therefore,

35Here, ZX is not meant to denote the composition of the Z and X operators, rather, it is meant as a
shorthand for “standard + Hadamard basis”.

% At least, while preserving its linear-homomorphism. Applying a Hadamard gate transversally to au-
thenticated data would result in an encoding with respect to the dual subspace, which would no longer
support transversal CNOTs with data encoded using the primal subspace.
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taking inspiration from the "encrypted CNOT" operation introduced in [Mah18a],*” we
replace the controlled CNOT operation with a projective measurement I'. controlled on the
classical control bit ¢, where

e 'y = {]00)00] + [10)(10], |01)01| 4+ [11)(11]}. That is, it measures its second input in
the standard basis and has no effect on its first input.

e I’y = {|00)00] + |11)11],]01)01| 4 |10)10|}. That is, it measures the XOR of its two
inputs, partially collapsing both.

Note that I'; can roughly be seen as applying CNOT “out of place”, writing the result
to a third register, and then measuring it. We also remark that both of these measurements
are diagonal in the standard basis, and thus can be performed on our authenticated data.

In the implementation of the 7" gate shown on the bottom left of Fig. 16, the c-CNOT
operation is applied to the two magic states, followed by a measurement of the second
magic state wire in the standard basis, and finally a Z correction to the first magic state
wire conditioned on both c and the measurement outcome. One can show that the result
of these operations is identical to what is shown on the bottom right of Fig. 16: measure I'.
on the two magic state wires, then measure the second magic state wire in the Hadamard
basis, and finally apply a Z correction to the first magic state wire conditioned on both
c and the XOR of the two measurement results. We make this precise in the proof of
Claim 5.17, showing that our I'.-based implementation of the 7" gate works as expected.

Formalizing LM quantum programs. By combining these observations, we are able to
specify any quantum program with ¢ many 7" gates using an n-qubit state |¢) (which in
particular includes all of the necessary magic state) along with a sequence

Li,M

01,0177 Ly, M9t7ft<'>’ Lit1, Mo, 40

where
* Each L; is a sequence of CNOT gates.

* Each M, ., (and My, ) describes a partial ZX measurement in the following way:

iyfi( )

- 0; € {0,1, L}" defines a partial set of measurement bases. We define ¢, :=
{j : 0;; = 0} to be the set of registers measured in the standard basis and
;1 = {j: 0;; = 1} to be the set of registers measured in the Hadamard basis,
and define ®; = (®;0,P;1) to be the total set of registers on which the i'th
measurement is performed.

%Those familiar with [Mah18a]’s encrypted CNOT may notice the parallels: in [Mah18a]’s setting, these
two measurements correspond to the two types of “claws” generated by the lattice-based encryption of c.
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— Each f{” is a function that assigns measurement outcomes to basis states. The
superscript indicates that its description may depend on previously generated
information, i.e. the classical input = to the computation and previous mea-
surement results.

— Tobe precise, M, ) canbe described by the following measurement operators:

g ST ] |
mf) (me. )=
f; ( <1>Z) y v
where H®i1 applies a Hadamard gate to each qubit in the set ®;;, and mg, is
the substring of m consisting of the indices in ®;.

Thus, we have written our quantum program as an alternating sequence of linear
operations and partial ZX measurements. We formalize this notion of an "LM quantum
program" in Definition 5.13, and provide an example diagram of an LM quantum program
in Fig. 14.

However, looking ahead, it will be convenient to apply our obfuscator not to a com-
pletely arbitrary LM quantum program, but rather to an LM quantum program that sat-
isfies a particular structural property. This property is described in Definition 5.14, and
satistied by LM quantum programs output by our compiler described above. In order to
formalize such programs (and our obfuscator), it will be necessary to introduce some fur-
ther notation. For the purpose of this technical overview, we will introduce the notation
and show how it is applied to the concrete compiler described above, but defer further
details and a formalization of the property given by Definition 5.14 to the body.

It may be helpful to refer to Fig. 16 (our implementation of the 7" gate) and Fig. 14
(the example LM quantum program) while reading what follows. We begin by specifying
(disjoint) sets V4, ..., Vi41 and (disjoint) sets W1, ..., W; with the following properties.

* ®1 = (‘/17W1)7q)2 = (‘/17‘/27W2)7"'7q)t = (‘/17"'7‘/;57Wt)7®t+1 = (‘/17---7‘/;‘,+1> =
[n].

* V are the set of registers that are fully collapsed in the standard or Hadamard basis
by the i'th measurement. Concretely, V; consists of the 3rd wire of the (: — 1)’th
T-gate circuit (Fig. 16), 1st and 2nd wires of any H-gate circuit (Fig. 15) in the ¢'th
layer, and 1st wire of the i"th T-gate circuit (Fig. 16).

* W; are the set of registers that are partially collapsed by the i"th measurement. Con-
cretely, W, consists of the two magic state wires used for the :"th T" gate circuit. In-
deed, the 7"th measurement applies the controlled measurement I';, to these wires,
which only partially collapses them.

Then, we are able to specify further details about the fi(') and g measurements.
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e Each fi(') takes as input some sequence (v, . .., v;, w;) and outputs v; (fully collapsing
the V; registers) along with a bit r; (partially collapsing the W; registers).

* In order to compute the bit r;, the function fi(') tirst needs to compute the i'th con-
trol bit ¢;, which may depend on the input = and all previous measurement results
(v1,...,v;,71,...,7—1). While we are able to provide fi(') with the values vy, ..., v;_4
on registers V;,...,V;_; (which have been collapsed by previous measurements),
this is not the case for the bits ry,...,7;_1, since the W, ..., W,_, registers may have
been computed on since previous measurements. To handle this, we remember the
previous results ry,...,7;,_1, and paramaterize f,”""""""! by the input = and previ-
ously generated bits rq, ..., r;,_;. Thus, the actual measurements are specified adap-
tively using the previously generated bits r1,...,7;,_;.

¢ In a similar manner, the function g*" " is parameterized by the input x and pre-
viously generated bits 74, ..., 7. It takes as input some sequence (vy, ..., v41) and
instead of performing an intermediate measurement, it computes the final output

y=Q(x).

Finally, we have set up enough notation to start discussing our actual obfuscation
construction, which follows.

5.1.3 Obfuscation construction

So far, we have discussed a method for authenticating quantum states @) = Ency(|v))
using key k£ = (5, A, z, z), and a method for writing any quantum program as

|¢> 7L17 M

o L, M i Lir, My, ., g0

0
where |1)) consists of a quantum state that was part of the description of the original
program, as well as some magic states.

Garbling via encrypted measurements. We will build up to our full obfuscation con-
struction by first describing how to garble quantum circuits using our approach. That is,
we’ll suppose that the evaluator is only interested in computing the output on a particular
input x, and show how to design oracles F;[z], ..., F;[z], G[z] that, along with the authenti-

cated state |¢)) = Ency(|))), allow the evaluator to perform the entire computation on top
of authenticated data, and eventually obtain Q)(z) without learning anything else about
the program’s implementation.

The basic idea is to implement the measurement M, .., on authenticated data using
an oracle F;[z], that, instead of outputting the results (v; ,Zn-) in the clear, outputs the en-
coded version v; of v; (that is, v; is in the support of the authenticated state that encodes

the logical string v;) along with a random label ¢; representing the bit r;. We will always
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denote vectors that result from measuring authenticated states (but not decoding) with a
tilde (e.g. v;).

Roughly F;[z] will be implemented as follows. It takes as input vectors vy, ..., v;, w;
from the support of authenticated states (obtained from authenticated wires V4, ..., V;, W),
as well as labels /4, ..., ¢,_; that encode the results 74, ..., r;,_; of previous measurements.

It first decodes its inputs, and then uses the decoded values to compute the next mea-
surement results (v;, r;). Finally, it outputs the encodings (v;, ¢;) where /; is a label for r;
computed via a random oracle H.

We will implement Gz] in exactly the same way, except that it directly outputs the
result y. Sketches of these oracles follow.

Fi[iﬁ]@], o U W ,&‘—1)

1. (vi,...,v,w;) < Decgg, ;. 1, (01, ..., 0, w;).® Abort if the outputis L.
2. Foreach: € [i — 1], let
lo=Hy,...,0,0,...,0,1,0), {1 =H(vy,...,0,0,....01,1),
and let r, be the bit such that ¢, =/, ,,, or abort if there is no such bit.

fix,m,..-,’/‘i—l (U17 .., Vg, 'U)l)

3. Compute (v;,1;) =
4. Set Ez = H('ﬁl, R ,5¢,€1, NN ,éi—la Ti); and output (@/Z,&)

G['T](:Jla s 775t+17€17 s 7€t>

1. (v1,...,v41) < Decro, 1,10, (V1, - . ., Upg1). Abort if the outputis L.
2. For each . € [t], let
lbo=Hy,...,0,0,...,0,1,0), €1 =H(vy,...,0,0,....01,1),
and let r, be the bit such that ¢, =/, ,,, or abort if there is no such bit.
3. Compute and output y = g™ " (v, ..., Ves1).

Proving the security of this garbled program consists of two main steps: (1) a “sound-

ness” argument establishing that no adversary, given |¢) and oracle access to F; [z], .. ., F;[x]
should be able to output classical strings (vy, . .., U1, £1, . . ., £;) such that G[z](v1, . . ., Vgt
by, ..., 0) ¢ {Q(x), L}, and (2) a “simulation” argument establishing that the F [z], .. ., F,[z]

oracles can be simulated using a verification oracle Ver, . .(-) for the authentication scheme
instead of the decoding functionality Dec;..(-). Indeed, a common theme throughout our

3Recall the description of the decoding oracle Dec from Section 5.1.1. We additionally parameterize
the oracle with a concatenation of the linear functions L; ... L, which determines the sequence of Pauli
one-time-pad keys to be used during the decoding.
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proof strategy is understanding how we can replace Decy..(-) with Ver..(-) so that we
can then appeal to the security of the authentication scheme. Further discussion on these
two steps can be found in our proof intuition section, Section 5.4.2. Here, we just men-
tion that the main idea for the soundness argument is an inductive strategy, where we
perform the first measurement and appeal to soundness of a garbled program with one
fewer measurement layer.

From garbling to obfuscation via signature tokens. To complete our construction of
tull-fledged obfuscation, it remains to show how to grant the evaluator the ability to ex-
ecute the circuit on any input z of its choice, without risking any other leakage on the
description of the program. A natural idea is to re-define Fy,...,F;, G so that they ad-
ditionally take x as input, and include z in the hashes H(x,v1,...,0;, ¢, ..., 41, 7;) that
define the output labels. We intuitively want to sample different output labels for each «
so that the resulting obfuscation scheme can roughly be seen as a “concatenation” of in-
dependently sampled garbling schemes for each x (that share the same initial authenticated
state). However, it turns out that this is not yet enough to ensure security.

Indeed, nothing is preventing the adversary from applying a type of “mixed input” at-
tack, where they evaluate honestly on an input z, but at some point insert a measurement
implemented by the oracle F;(2’,-) on some input 2’ # z. That is, at layer ¢, the adver-
sary would first implement F;(2’, ) (and ignore the output labels) to collapse the state in
some way before continuing with their honest evaluation procedure using F;(z, -). Unfor-
tunately, this rogue call to F;(2’, -) wouldn’t destroy the current state enough to cause the
remaining oracle calls to F;(z, ), ..., Fi(z,-), G(x, -) to abort, but might collapse the state in
a manner inconsistent with an honest evaluation on input z, eventually allowing the ad-
versary to break the “soundness” of the scheme by finding an input to G(z, -) that results
in an output y # Q(x).

Taking inspiration from [BKNY23] who faced a similar issue, we solve our problem
via the use of signature tokens [BS16]. This quantum cryptographic primitive consists of a
quantum signing key |sk) that may be used to produce a classical signature ¢, on any sin-
gle message x but never two signatures o,, 0,» on two different messages z, 2’ simultane-
ously. We include a quantum signing key |sk) as part of our obfuscation construction, and
re-define the oracles Fy,. .., F;, G to take x and a signature o, as input, abort if the signa-
ture is invalid, and otherwise include both in the hashes H(x,0,,v1,...,0;, 01, ..., 0i_1,7;)
that define the output labels.

Intuitively, this prevents the above attack. Once the adversary has begun an honest
evaluation on some input z, it must “know” some valid signature o,, preventing it from
querying the oracles on any input that starts with (2/,0,/). That is, if it actually want
to evaluate on 2/, it must uncompute everything it has computed so far to return to |sk)
before it can produce a signature o,/ and begin evaluating on z'.

We provide more details about this approach in the proof intuition section, Section 5.4.2.
Of note is the fact that we crucially use a purified random oracle [Zha19] in order to ex-
tract a signature token on = from any adversary who has begun evaluating the obfuscated
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program on . Formalizing this approach is one of trickier aspects of the proof, and we
describe a toy problem in Section 5.4.2 that may provide some intuition for the actual
proof.

5.2 Publicly-verifiable quantum authentication

In this section, we introduce the notion of a “publicly-verifiable linearly-homomorphic
QAS (Quantum Authentication Scheme) with classically-decodable ZX measurements.”
We then provide a construction and security proof.

5.2.1 Definitions

The following notation will be heavily referenced both throughout this section, and through-
out the remainder of the paper.

Partial ZX measurements. Given a string 6 € {0,1, L }", define sets
(1)9 = {Z . 91 7£J_}7 (I)g’o = {Z . 01 :0}7 CI)G,I = {Z : 01 = 1}, <I>97L = {Z . 6)1 = L}

We will often write @, @, @, ¢, instead of Oy, Py, Py 1, Py, when the choice of 0 is clear
from context. The string 6 will be used to denote the basis of a partial measurement on
n qubits, where the 0 indices are measured in the standard basis and the 1 indices are
measured in the Hadamard basis. We will also need the following notation.

e Given a string m € {0,1}" and a set & C [n], let ms denote the substring of m
consisting of bits {m; }icqe.

e Given # € {0,1, L}" and a set & C [n], define #[®] to be equal to ¢ on indices in V'
and L everywhere else.

e Given a register M, an operation U on M, and a subset ® C [n], let U® be the
operation on M®" that applies U to the i’th copy of M for each i € .

For any 6 € {0,1, L}" and classical function f : {0,1}®l — {0,1}*, let My ; be the
projective measurement on n qubits defined by the operators

H* > m)m| | H™

m:f(mg)=y y

For any n-qubit register M, we write
M97 f(./\/l) — ./\/l, Yy

to refer to the operation that measures M according to My ; and then writes the classical
result y to a new register. Sometime we will write My (M) — y to denote just the classical
measurement result y.
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Linear operations. We will use L to denote a sequence of CNOT gates on n qubits,
which we refer to as a linear operation. While all quantum gates are linear with respect to
the ambient Hilbert space of exponential dimension, here linearity specifically refers to
the fact that any sequence of CNOT gates applies a linear function over F, to each stan-
dard basis vector. In an abuse of notation, L will either refer to the classical description of
a series of CNOT gates or to the actual unitary operation that applies these gates. Which
case should be clear from context.

Syntax. A publicly-verifiable, linearly-homomorphic quantum authentiation scheme (QAS)
with classically-decodable ZX measurements has the following syntax. Let p = p(\) be a
polynomial.

e Gen(1*,n) — k: The key generation algorithm takes as input a security parameter
1* and number of qubits n = poly()), and outputs an authentication key .

* Enci(M) — C: The encoding algorithm is an isometry parameterized by an authen-
tication key k that maps a state on an n-qubit register M .= M ®---® M, to a state
on an np-qubit register C := C; ® - - - ® C,,, where each C, is an p-qubit register.

* LinEval,(C) — C: The linearly-homomorphic evaluation procedure is a unitary pa-
rameterized by a linear operation L that operates on register C.

® Decyrg(c) = m U {L}: The classical decoding algorithm is parameterized by an
authentication key k, a linear operation L, and a choice of bases # € {0,1, L}". It
takes as input a string ¢ € {0, 1}/*/” and outputs either a classical string m € {0, 1}/®!
or L.

e Ver,g(c) — {T,L}: The classical verification algorithm is identical to Dec except
that whenever Dec outputs an m # L, Ver outputs T.

Partial ZX measurements on authenticated states. First, given the parameter p, define

d = U{(z— Dp+1,...,ip} C [np].

icd

Thatis, ® contains the i’th chunk of pindices for each i € ®. Define &)0, 5131, o, analogously.
For any 6 € {0, 1, L}, classical function f : {0, 1}/*/ — {0, 1}*, authentication key k, and
linear operation L, let ]\%, #.k, be the projective measurement on np qubits defined by the
operators

H 3 el | HR S U H® ST o) | H®

c:f(Deck,Lﬁ(c&))):y y CIDGCk,L,e(Ci;“,):J—
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For any np-qubit register C, we write
M@jf}]@L(C) —C,y

to refer to the operation that measures C according to Mp x 1, and then writes the classical

result y to a new register. Sometimes we will write My ;1 (C) — vy to denote just the
classical measurement result y.

Correctness. Our definition of correctness roughly states that encoding, applying a lin-
ear homomorphism, and then applying a partial measurement to the encoded state is
equivalent to first applying the linear operation, applying the partial measurement, and
then encoding. This definition supports composition of multiple partial measurements
on encoded data, which will be necessary for our application to obfuscation.

Definition 5.1 (Correctness). A publicly-verifiable linearly-homomorphic QAS with classically-
decodable ZX measurements is correct if the following holds. For any linear operation L, bases
0 €{0,1, L}, f:{0,1}®° — {0,1}*, and k € Gen(1*,n),

LinEval} o My ;4.1 o LinEvaly o Enc, = Ency o LT o My ;o L.

Note that both sequences of operations above map M — (C,y), where M is an n-qubit register,
C is an np-qubit register, and vy is a classical measurement outcome.

Security Next, we formalize two security properties. The first roughly states that no
adversary with access to the verification oracle can change the distribution resulting from
a partial measurement on the encoded state.

Definition 5.2 (Security). A publicly-verifiable linearly-homomorphic QAS with classically-
decodable ZX measurements is secure if the following holds. For any linear operation L, bases
0 € {0,1, L}, f:{0,1}1®1 — {0,1}*, and oracle-aided adversary A : C — C, there exists an
€(A\) € [0, 1] such that for any n-qubit state |1)),

{ k < Gen(1*,n)
Y

: Y MQ,ML o AVers--() o Ency (M) } No-am (1=€(N)){y : y < My j o L(M)}+e(A){L}.

Remark 5.3. Although the adversary A is defined as a (oracle-aided) general quantum map from
C — C, we can without loss of generality take it to be a (oracle-aided) unitary that additionally
operates on some workspace register A initialized to |0). We leave the workspace register A implicit

when writing y < My s 4.1, 0 AVee-0) o Ency, (M), and note that My ;. ., only operates on C.

Next, we describe a weaker security property that is immediately implied by Defini-
tion 5.2, but will be convenient to use in our application to obfuscation.
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Definition 5.4 (Mapping Security). For any linear operation L, bases < {0,1, L}", f :
{0, 1} — {0, 1}*, n-qubit state |)), and set B C {0,1}* such that

Prlye B:y < Myso L(|Y))] =0,
it holds that for any oracle-aided adversary A : C — C,

k < Gen(1*,1")
Y — M@,f,k,L e} Averk""(') @) Ean<|’l/}>)

Pr|lye B: = 2790,

Finally, we define a notion of privacy, which states that any two encoded states are
indistinguishable, even given the verification oracle.
Definition 5.5 (Privacy). For any n-qubit states |1)) ,|11) and oracle-aided binary outcome

projector D,

Pr [l DVerk () o Enci([vo))] —  Pr [1+ DVerk0) o Enci([¢n))] | = 272N,

k<+Gen(1*n) k<+Gen(1*n)

5.2.2 Construction

Paulis and updates. We specify several notational conventions regarding sets {; }icjn], { 2i }icn]
that describe Pauli corrections on n registers.

e Asn will be clear from context, let x == (z1,...,x,) and z == (21,..., 2,).

* Given a linear operation L on n qubits, let L(z, z) = (xy, 1) be the result of starting
with (z, z), and, for each CNOT gate in L, sequentially applying the CNOT update
rule (z;, %), (x5, 2;) = (2,2 ® 2;), (x; ® xj,2;). Note that this is yet another inter-
pretation for L, which in another context could refer to the unitary that applies the
sequence of CNOT gates.

e Let L! be the inverse of L, and note that L™ (z, z1) = (z, 2).

e Givenz = (21,...,x,) orzy = (z11,...,2L,) and a subset ® C [n], let 4 = {7;}ico
and ¢ = {xL;}ico. Given disjoint sets &, &; C [n], we let z4,, 24, refer to the
union {z; }ica, U {Z;i}ica,-

Subspaces. Given a \-dimensional subspace S C F2*™ and a vector A € F3*!\ S,
define the (A + 1)-dimensional subspace

Sa=SU(S+A).
Let the dual subspace of Sa be S = Sx; note that
e Sis A-dimensional; and
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e since Sp D 9, its dual subspace S = Sx c St
Let A be an arbitrary choice of a vector such that S+ = Su (§ + 3), and define
S =5 —SuE+A).

Given a subspace 5, define the state

= T L

and note that
H®2/\+1 |S> — ’SJ‘> )

Next, given any A-dimensional subspace S and A ¢ S, define the isometry Es o from
1 qubit to 2) + 1 qubits that maps |0) — |S) and |1) — |S + A).

Publicly-verifiable linearly-homomorphic QAS with classically-decodable ZX
measurements

¢ Gen(1*,n): Sample a uniformly random A-dimensional subspace S C F3*™!, vector A «
F22H1\ S, and z;, z; < F2* for each i € [n]. Output k = (S, A, z, 2).
e Enc, = X"'ZZE?Z.

e LinEvaly(C): Parse register C = C; ® - - - ® C,,, where each C; is a (2A + 1)-qubit register. For each
CNOT in L from qubit i to j, apply CNOT®***! from register C; to C;.

® Decy, 1 9(c): Parse ¢ = {¢; }ica. Define {m;};cq as follows.

OifCiES+ZL’L7i OifCi€§+ZL7i
Vie®y:m; =< life, e S+A+xp, Vie ®:m; = 1ifci€§+£+zL,i
1 otherwise 1 otherwise

If any m; = L, then output L, and otherwise output m = {m; };ice.

* Very 10(c):" Parse ¢c = {¢;}ico. For eachi € &g, output L if ¢; ¢ Sa + z1 ;. For eachi € &4,
output L if ¢; ¢ Sx + zr;. Otherwise, output T.

“This procedure is already determined by Decy 1, o(c), but we write it explicitly for clarity in the
proof.

Figure 13: Our construction of a publicly-verifiable linearly-homomorphic QAS with
classically-decodable ZX measurements.

Theorem 5.6. The QAS described in Protocol 13 satisfies correctness (Definition 5.1).

Proof. First, we show two key claims.
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Claim 5.7. For any S and A, it holds that H®2A“E§73 = EsaH.

Proof. We show that the maps are equivalent by checking their behavior on the basis
{|+).]—)}. First,

H*M B 1 |+) = HO(S5) = [S) = Bga [0) = EgaH |+).

Next,
H* M Eg 5 |=) = H# (@ ~15+ @) = HEP1 72 |53) = |5+ A) = Esa|l) = EsaH |-).
O

Claim 5.8. Forany S, A, and L, LinEval g} = EGA L

Proof. We show this for the case where L contains a single CNOT gate, and the full proof
follows by applying the argument sequentially. We show that the maps are equivalent by
checking their behavior on the basis {|b1, b2) }4, p,c(0,1}-

CNOT®**ES2 |by, bo)
= CNOT®* M S 4 by - A)|S + by - A)

1
— §CNOT®2A“ D st AY> [sy by A)

s1E€S $9€S

=gt X s ) S (o1 50)+ (b + ) - A

s1€S s9€S
=S40 - A)|S+ (b1 + ) - A)
= EgQACNOT b1, b2) .

Now, define measurements M, ., Mé x5O that

Mpy=H" My ,H®, and My = H" X220 02 My ) X207 000 H1,
7f 7f7 )

To be concrete,
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and

Myger =13 > > jeXel | ¢ U > [9

m:f(me)=y | c:{c;€S+m;-A}icag, c:Fiedg s.t. cq-,%SAA
{Cies\"!‘mi'ﬁ}iE@l VIHED s.t. CZ¢SA

Observe that

Mj s <E§‘§>LU‘I’O| 2 Eggll) _ (ngluqml 2 Eg\gnl) M.
Then,

LinEval’ Mp.; . ,LinEval  Enc,

= LinEvallﬁgﬁf,k,,;LinEvaILXxZZE?ﬁ

= LinEval} My s, X "= Z** LinEval E§

= LinEvall My 1 X" 2= ESA L (Claim 5.8)
= LinEval} H®1 X7 re0an 0 ) Xoreo e ¥ X0 720 BER ],

— LinEvall H® X ra0 e Mj ) X¥01 Z70e, wLagre [ ESR [

_ LinEvaITLHcf’lX“"I’L LGP0y L ,ZL,@O,xL,q>1Mé,fMHE’lEgZL

— LinEvall X*t 72t H® M . H EZA L

— LinEvall, X7 2 HV My g (BER " @ BZRY) L (Claim 5.7)
— Lin€vall X 2= * (EGR" B0 ) My ™ L

= LinEval} X"r Z** ESA H* My [H"' L

= X" Z*LinEval} EZ'A My ;L

= X" Z?ESAL My ;L

= Enc, LT M, ;L.

5.2.3 Proof of security
Theorem 5.9. The QAS described in Protocol 13 satisfies security (Definition 5.2).

Proof. We begin by modifying the Gen procedure and Very, . .(-) oracle, and arguing that the
output of the experiment remains (almost) unaffected. In particular, we will "expand" the

verification oracle with random superspaces R O Sa and RD §3. Consider the following
procedures.
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* Gen’(1*,n): Sample a uniformly random \-dimensional subspace S C F5*, vector
A <+ FP\ S, and z;, 2 + F3M! for each i € [n]. Sample uniformly random

(3\/2+1)-dimensional subspaces R, R C F2**! conditioned on Sx € Rand S5 C R.
Output k == (S, A, z, z) along with (R, R).

. Ver;f,Rﬁ,Lﬂ(C): Parse c :A{Ci}iecp. For each i € &, output L if ¢; ¢ R+ z;. For each
i € ¢y, output L if ¢; ¢ R+ 21 ;. Otherwise, output T.

Claim 5.10. Forany L, 0, f, A, and |v), it holds that

{ . k + Gen(1*,n) },V _ (k, R, R) ¢ Gen'(1*,n)
y: y Me,f,k,L o AVerk,.-() o Ean(’¢>) ~r-e (Y- Y Maf,k:,L o Averk,R,ﬁw(') o Ean(WJ)) :

Proof. Note that these distributions can be sampled by a reduction given oracle access to
either (O[SA], O[S ]) or (O[R], O[R]). Now, for any fixed (A + 1)-dimensional subspaces
Sa,Sa and any vector v,

IR\ Sa| \E\gﬂ .y 93)\/2+1 _ 9A+1

A1 T o 92A+1 _ 9At1 =279,
FDF\ 2 R B -

PﬂvGR\SAUR\S]

where the probability is over sampling random (3A/2 + 1)-dimensional subspaces R, R
conditioned on S C R and SA C R. Then the claim follows by noting that (O[Sa], 0[S N

and (O[R], O[R)) are identical outside of R\ Sx and R\ S,, and applying Lemma 2.8 (a
standard oracle hybrid argument). O

Now, fix any (3\/2 + 1)-dimensional subspaces R, R such that R* C R, and consider
the following procedure.

FZ)\-i-l

e Gen/, 5(1*,n): Sample a uniformly random subspace S C conditioned on Rt C

S C R sample a umformly random vector A < R\ 5, and sample uniformly
— (R, R) for each i € [n]. Set 2% = (xF, ... 2f), 2R = (2R, .. 28

Pad o) ’rn

random zf 2f
and output (3, A, zf, 25),

Next, let co(R) be an arbitrary set of coset representatives of R, let co(R)bean arbitrary
set of coset representatives of R, and fix any
l,co(R) _ (ZE;O(R), o ’x;o(R)> ’ Zco(ﬁ) _ (Z;o(ﬁ), o ;o(R))

where each 25" € co(R) and 2™ € co(R). Then the proof of the theorem follows
by combining Claim 5.10 with the following claim. Notice that the adversary A in the

following claim no longer requires access to the "expanded" oracle Ver,, R4 (1), since Ais

allowed to depend on <R, R, g zc°(R)> which suffice to implement Verk RE. ().
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Claim 5.11. Fix any R, R, 2R, 2°®_ Then for any L., f, and unitary A there exists an
e = €(\) € [0,1] such that for any |1)),

(SA:ER R><—Ge

y - z = gl 4 geoB) oo (1—€e){y:y <« MpsoL(J¥))} +e{L}.

Proof. Let D be the distribution described by the LHS of the statement in the claim. Next,

define 25" 25U .= [(g%°(R) z2(®) and define the distribution K, as follows.

S, Az, 21 ) Gen’, 5(1%,n)
(5.8, 2%)

Kp =145 A xL,2): xf,zL = L( R,zﬁ)
T = xg + xzo(R)’ 21 = Z[}? + ZZO(R)
Observe that the distribution over £ = (S,A,z,2) as sampled by D is equivalent
to the distribution that results from sampling (S, Az, z.) < K. and setting (z,2) =
L™(zy,21). Thus, we can write D equivalently as

(SaA7IL7ZL) — ]CL

('Ta Z) = L_l(l'LaZL)

k= (S,A z2)

Yy — M@,f,k,L oAo Ean<|’l/1>)

Moreover, the vectors (z1, z;,) obtained by sampling (S, A, z, z1,) < Ky, are such that
xr, and z, are uniformly random over an affine subspaces, namely,

o(R)

°M and  zp + R¥" 4 25

xp + RO +af

This follows because L is full rank, and the vectors z%, AR

obtained by sampling

= (aft, . 2By (2F . 20

wa(1n)

(5 A, zf, R) « Gen

are such that each % is uniformly random over R and each 2/ is uniformly random over
R. The fact that z,, and z are uniform over affine subspaces will be used later in the proof
when we apply the Pauli twirl over affine subspaces (Lemma 2.5).

Next, we introduce some more notation.

% As noted in Remark 5.3, by introducing a sufficiently large workspace register A initialized to |0), we
can assume without loss of generality that the adversary A is unitary. This additional workspace register .A
is left implicit in the description of the claim and proof.
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e For each y € range(f), define
b U (@6 m a@(En ),
m:f(me)=y \i€Pg i€d

and define
Ve ={0, 1} )W,

yerange(f)

For y € range(f) U {L}, define |V,) = Zvevy [v).

e Define the unitary B := Ao LinEval}. Note that the "honest" A operation just applies
LinEval;, so in this case B is the identity.

e For any pure state |¢), define Mx[|¢)] == |p)¢] .
Now, given any (S, A, zy,z;) € K1, which defines (x,z) = L™ (2, 2.), and any y €
range(f) U {_L}, we can write the probability that D outputs y as
~ 2
HH[Vy]X Lo oy P AENC(5 A ) WH
~ 2
— ||y, x7emo e B BLinEval, X7 27 ES [0) H

~ 2
— ||y ™ Xm0 o Bx e 2 EEL |y H

~ 2
= v e xer 2o B 2 B LI

where in the last line, we have inserted Pauli X operations on registers that are either
measured in the Hadamard basis or not measured at all and Pauli Z operations on regis-

ters that are either measured in the standard basis or not measured at all. Doing this has
no effect on the outcome. Thus, we can write the distribution D concisely as

1 ~
D=3 |yl LAl Y VMx [H‘I’IZZLXILBX“ZZLEggL M] V).
yErange(f)U{L} L (S,Axr,zr)EKL

To complete the proof, we will decompose B as a sum of Paulis, and factor out terms
that will cause D to output _L (with high probability). Eventually, we'll be left with terms
that do not affect the outcome of directly measuring L |¢). To begin with, let

P={X"Z" 2= (x1,...,20), 2= (21,..., ) € {0, 1}(2k+1)n} :

and define the subsets
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P, = {XQCZZ s di € Py st ox; ¢ Rordi € ®;s.t. z ¢ ﬁ}, Pr = P\PL
Then we can write B as

B= ) apP+ Y apP:=DBr+B,

PePr PeP

for some coefficients ap.
Note that for any y € range(f), (S,A,z,21) € K, and P € Py,

<Vy| HCTH ZZLXxLPXxLZZLE‘?’ZL |¢> — 0,

which follows by definition of V,,, since Sx C R and S N R. Thus there exists an e 1 such
that

1 F) n
D= Y [yl o > (VIMx {H%ZMXILBTX“ZZLE?ALW)] [V, Fer | LYL|.
yerange(f)U{L} LV sAwr,21)

Next, we define the following.
e LetC ~ R/R*bea subspace of coset representatives of RYin R.

e Let C ~ R/R* be a subspace of coset representatives of R+ in R.
* Define the set of Paulis

{xi €l z = 02)\+1}i€<1>0 ’ {xz =07z € O}ieqn ’ } .

Pc,é = {XIZZ : {sz _ 02)\4.17% _ O2>\+1}

€D

Now, for any (z, z) = (21, ...,%n, 21, . .., z,) such that P = X*Z* € P, define (2/, ') =
(24,...,2),2},...,2,) such that X*' Z*' € P, s as follows.

e Fori € @, let 2} € C be the representative of z;’s coset (recall that z; € R by
definition of Pr), and let 2/ = 02+,

e Foric &, letz € C be the representative of z;’s coset (recall that z; € R by defini-
tion of Pr), and let 2, = 0221,

e Foric @, leta) = 02! 2/ = 02+,
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Then note that for all y € range(f) U{L} and (S, A, xy, z) € K, it holds that

(V| HY 270 XL X7 22 X 22 EEX L) = (V| H® 270 X7t X 77 X1 2L ESR L[

which follows by definition of V,, and the fact that S, S are always sampled so that
Rt c Sand R* C 8.

That is, we have identified for any P € Pt a canonical P’ € Pca for which P’ will
have the same behavior as P over all (S, A, zy, z,) € Kp. Thus, we can replace By in the
expression for D with

for some coefficients ovp, and write D as

1 ~
Yo Wyl D (VWIMx [HRZEX Y apP | XTZREGALI) | |V,)

el )
yerange(f)U{L} (S,Axr,z1) PePo e
+ €1 [L)(L]
!
= Z lyXyl Z Oépooéplm
yErange(f)U{L} Po,P1eP; 5 L
ST (VI HY Z X P X 27 M [ESAL |¢)] 27 X PEX 220 H |V,)
(S,Axp,zr)
+er [LXL]

Now, we are finally ready to apply the the Pauli twirl over affine subspaces (Lemma 2.5).
To do so, we make the following observations.

e As noted above, z; < R + xCLO(R), and z, « R®" + ZiO(R)

over affine subspaces of R®" and R®" respectively.

are uniformly random

* Consider any X*0Z* # X“17* € P,a. If xg # 1, then there exists some index
i € [n]such thatzg; ®x1; ¢ R* and thus, ro Py ¢ (ﬁ@")l. Otherwise, zg # 2, and
there exists some index i € [n] such that zq; ® 21; ¢ R+ and thus, 2o ® 2; ¢ (R®")*.

Then by Lemma 2.5, all the cross-terms F,, # P, are killed in the above expression for
D, which we can now write as

* 1 P z xT x z n
Z lyXy| Z apapm Z (V| Mx [H‘l’lZ LXTEPX L ZEGRL )| |V,)

yerange(f)U{L} PePq 5 (S,Axr,21)

+e [LYL],
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Finally, since S, A are chosen uniformly at random conditioned on RtcS A C R, we
have that for any fixed P € P s\ Z,

1 ~
Y Y Mx [H‘I’lZZLX”PX“ZZLEg?jZL )] V)
yerange(f)U{L} [KCe] (S,Azr,2r)
< 18a\ Ry| n Sa\RL _, 2 =20 o
|R\RL| |§\RL| 23)\/2+1 _2/\ .
Thus, D is within 2-® total variation distance of

1 d z Ty, Xy, ZI, n
WXy 3 G HP 7 XTI 7 EGAL )] V) + 1 | L)L

(SA Tr,2L1)

= (1=e) Xl ,,C, > (VIMx [HPEGAL )] [V,) + e [L)(L]

(S,8mp,21)

=L—e) Y Il | D (ml | Mx[H®LI)] [ > [m) | +er |LY(L|

m:f(m)=y m:f(m)=y
=0 —e){y:y < MyyoL(j9)} +e{Ll},

which completes the proof.

Theorem 5.12. The QAS described in Protocol 13 satisfies privacy (Definition 5.5).

Proof. First, recalling the definitions of Gen’, Ver’ in the proof of Theorem 5.9, and applying
the oracle indistinguishability argued during the proof of Claim 5.10, it suffices to show
that

Ver’ Ver’

ende o Ency(lthe))|—  Pr 1+ A
k,R,R+Gen’ (1} ,n)

Pr [1 +— A
k,R,R<Gen’(1* )

To see this, we’ll show that we can give enough information to A for it to implement
Ver, ., = () while preserving sufficient randomness to one-time pad the input state.

Consider the following equivalent description of Gen'(1*, n).

Gen' (1%, n):

e Sample a uniformly random \-dimensional subspace S C F3*™!, vector A < F3 1\
S, and uniformly random (3)/2 + 1)-dimensional subspaces R, R C F2**t! condi-
tioned on Sx C R and SA c R
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* Let Ha be the 2\-dimensional subspace perpendicular to A and H3 be the 2A-
dimensional subspace perpendicular to A. For each i € [n], sample z; o < Ha,b; <
{0,1}, zia & Hy 6 {0,1}, and define x; = z; o + b; - A and z; = Zatee A.

e Output (S, A, z,2), R, R.

Now, fix any choice of S, A, R, E, za, 2z sampled during the procedure Gen'(1*,n),
where 5 = (214, ,Tpa) and 23 = <z173, e 7Zn,3>’ and consider the following pro-
cedure that completes the sampling of the key.

/ Ay
Gens,A,Rﬁ,m,z& (1%, n):

e Foreachi € [n], sampleb;, ¢; < {0,1}, and define z; = x; o+b;-Aand z; = zi’ﬁ—i—cf&

* Output (5, A, z, z).

=" ;c,R,I:B,~,~ N
S, A, R, R, za, 23, it suffices to show that for any S, A, R, R, za, 2z and any adversary A
(whose description may depend on this information), it holds that

Since the oracle Ver () can be implemented given just the fixed information

Pril « A(Enck([t)))] = Pr{l « A(Enci ()] | =0,

where the probability is over k < Genigy AR R (1*,n). Since

Ean — XIZZEE%Z — X:cAZzabeA...bn'AZQ~~-£...cn-3E§)’Z — XIAZZAESZXbl”'b"ZCI"'Cn,
this follows from the quantum one-time pad [AMTDWOO]. That is, we use the fact that

Z Mx [Xbl ..... ancl ..... cn |¢0>] _ Z Mx [Xbl ..... bn ZCeeesCn

b1,..., brucl ----- Cn b17---7bnycla---76n

)] -

5.3 Linear + measurement quantum programs

In this section, we show that any quantum program with classical input and output (Def-
inition 2.2) can be implemented using a "linear + measurement" (LM) quantum program.

In slightly more detail, we make use of magic states in order to write any quantum
circuit as an alternating sequence of linear operations L, (by which we mean a sequence
of CNOT gates) and partial ZX measurements My, ,, where the description of each f; may
depend on the classical input = as well as previous measurement results. We encourage
the reader to review our notation for partial ZX measurements My, ;, described at the

140



beginning of Section 5.2.1. We remark here that these measurements are "partial” in two
aspects: (i) they may only operate on a subset of the qubits, and (ii) each measurement
outcome may be associated with multiple basis vectors, meaning that the input qubits
are not necessarily fully collapsed. We also remark that for the purpose of this paper,
we restrict attention to circuits with classical inputs and outputs, but note that one could
consider circuits with quantum inputs and outputs as well.

5.3.1 Definition

We first formally define LM quantum programs, and accompany this with a diagram in
Fig. 14.

Definition 5.13 (LM quantum program). An LM quantum program with classical input and
output is described by:

e A quantum state 1) on n qubits.

 Linear operations L, ..., L1, where each L; is a sequence of CNOT gates.
e Partial ZX measurements MQ1 JC(A),M(Q2 POIEEE , M, JC(A),MQH1 g defined by sets of bases
1 22 tsJt ?

{0:}Yicp+1) and classical functions { fi(')}l-e[t], g, which will be parameterized by the input
x as well as previous measurement results. In line with the notation introduced in Sec-
tion 5.2.1, for each i € [t + 1], we define ®; C [n] be the set of wires such that 6; # L. That
is, ®; is the set of wires on which the i'th partial measurement operates.

Now, we will find it useful to introduce further notation drawing attention to which wires are
simply measured in either the standard or Hamadard basis by the i’th partial ZX measurement,
and which are not fully collapsed. In particular, we define disjoint sets Vy,..., V11 and sets
Wy, ..., W, with the following properties.

L4 CI)l:(%,Wl),q)g:(%,%,WQ),...,(I%:(Vi,...,%,Wt),(I)tJrl:<‘/1,...,‘/;5+1): [n]

* The i'th measurement takes previously collapsed wires Vi, ..., V;_y as input, "fully” col-
lapses wires V;, and “partially” collapses wires W;. This will be made precise by the evalu-
ation procedure defined below, where the v; are inputs from the V; wires and w; are inputs
from the W; wires.

* Each L, does not operate on {V; },-,. That is, fully collapsed registers are no longer computed
on.

Finally, given an input x € {0,1}™, let LMEval (:c, [V) , {Li}icp+1, {0i biep+), {fi}ie[t],g) -y
be the formal evaluation procedure, defined as follows:

* Initialize an n-qubit register M with |1).

e Compute ((vi,71), M) <= My, o o L1 (M), where f¥(vi,w1) = (vi,71).
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Compute ((ve,r2), M) < Mez,ff’” o Ly(M), where 37 (v1, va, we) = (va, 7).

Compute ((vy,1¢), M) = My, jzrmi-y0Ly(M), where o oy L v, wy) = (v, ).

Compute output y <— My, ger1om © Lyp1 (M), where g™t (vy, ..., 041) = .

Observe that any alternating sequence of linear operations and partial ZX measure-
ments may be written in the form introduced in the above definition, by simply defining
each of the sets V; to be empty, and writing each function as f;""""""" " (w;) — r; (that is,
we can always choose not to treat any of the wires as fully collapsed in the above formal-
ism). So, why did we bother explicitly defining the V; and W, sets? The reason is that
we will actually be interested in a “subclass” of LM quantum programs whose partially
collapsed wires (the W, wires) have a particularly simple structure. The diagram shown
in Fig. 14 is indeed an example of such an LM quantum program.

Definition 5.14 (LM quantum program with standard-basis-collapsible W wires). An LM
quantum program has standard-basis-collapsible W wires if:

* Wh,..., W, consist of only standard basis indices, that is, 0, ; = 0 for i € [t] and j € W;.

e For i € [t]|, W; is disjoint from &, U --- U ®,_y, and the operations Ly, ..., L;_; are either
classically controlled on or do not operate on W,. In particular, for each i € [t|, the entire
operation of the LM program up to and including the i'th measurement is diagonal in the
standard basis on the wires W,.

This standard-basis-collapsible W wires property ensures that if one were to measure
("collapse") the W7, ..., W, wires in the standard basis before executing the program, the
W; wires would remain completely unaffected throughout the execution of the program
up to and including the i"th measurement (though they could be affected after the i"th mea-
surement). Note that this is not a correctness property, indeed, collapsing the W5,..., W,
wires at the beginning of the computation would likely completely change the desired
functionality. However, it turns out that this property will be crucial for arguing the
security of our obfuscation scheme in the following sections (in particular, refer to the
"Collapsing the F oracles" discussion in the proof intuition section, Section 5.4.2).

5.3.2 Compiler

Theorem 5.15. Any quantum program (|1)) , C') (Definition 2.2) can be compiled into an equiva-
lent LM quantum program (') , { L; }icpps11, {6s Yicps1)s 1 fi Vi), 9) with standard-basis-collapsible
W wires, where {L;}icps1), {6: Yicps1]s {fi biew), 9 only depend on the description of C' (and not
|1)). Moreover, the compiler runs in polynomial time in the size of its input (|¢) , C).

142



L3 Vs L Yy
>W2
Lo L
|17b> 1 Ll M937gl.,7‘1,7“2

— I — — ]\4(927 ;»Tl — {—
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Figure 14: Diagram of an LM quantum program. We use some non-standard quan-

tum circuit notation, so we provide some explanation. Each partial ZX measurement

M, ., M, ., My, . is applied to the wires coming from the left of the correspond-
17f1 92:f2 3,9

ing box, some of which may be classical. Some wires (namely, V;, V5, and V3) are fully
collapsed by the measurement, producing classical output wires coming from the right.
Other wires (namely, W; and W) are only partially collapsed, so their corresponding out-
put wires are still quantum. Additional classical outputs (namely, r; and r;) are produced
by these measurements, which are denoted by classical wires coming out of the bottom.
Note that the description of later measurements depend on ry, r,. Finally, we remark that
one could instead introduce explicit ancillary wires for the input  and intermediate mea-
surement results r;, ro, but writing the circuit in the manner above is visually suggestive
of the structure of our eventual obfuscation scheme.
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Figure 15: Implementation of the H gate with the H-magic state |¢x) o |00) +|01) +|10) —
I11).

[
A\

[a3%9)

Proof. We will use a circuit representation very similar to that described in [BGS13], except
for a key difference in how we implement the T gate, inspired by the encrypted CNOT op-
eration introduced in [Mah18a]. We write the quantum circuit C' using the {CNOT, H, T}
universal gate set, where T is the gate that applies a phase of ¢""/*. Given magic states,
we’ll show how to implement H and 7' gates using only CNOT gates and Pauli (X and
Z) gates controlled on the results of partial ZX measurements. Then, we will observe that
the Pauli gates can be subsumed into the description of the measurements, leaving only
layers of CNOT gates and partial ZX measurements.

First, we’ll describe our implementations of the H and 7' gates and prove that they
are correct. Then, we’ll complete the proof with an inductive argument, showing how to
build an LM quantum program one gate at a time.

Implementing the [/ gate. Following [BGS13], we use a two-qubit magic state
|0#) o [00) +[01) + [10) — [11)

to implement the Hadamard gate, via the circuit in Figure 15. For completeness, we show
that the circuit indeed implements the Hadamard gate.

Claim 5.16. The circuit in Figure 15 implements the Hadamard gate.

Proof. Write |¢)) = «|0) + 5 |1). After the CNOT gate, the joint state of all three qubits can
be written as

 [000) 4+ [001) + o |010) — a [011) + 3]100) — £]101) 4 8 |110) + 5 |111)
—((a+ B) 1+ 100) + (@ = B)|+) 101) ) + ((a+ B) [+)]10) = (a = B) [+) 11) )
+ (= B)[=)100) + (a+ B) =) [01) ) + (o = B) |-} ]10) = (@ + B) | =) [11) )

After the Hadamard basis measurement on the first wire resulting in a bit # and the stan-
dard basis measurement on the second wire resulting in a bit 2, the resulting state on the
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third wire is

(a+B)[0) + (a—=p)|1) = H |¢) ifr=0andz=0

(a+B)[0) — (a = B) 1) = ZH |[¢) ifr=0andz=1

(= 8)0) + (a+ B) 1) = XH [3) ifr=1and z=0

(a—p)[0) = (a+B) 1) = ZX H |3)) ifr=1andz=1
Applying the Z and X corrections now gives the state H [¢). O

Implementing the 7" gate. We will use two magic states
|pr) o [0) +e™4[1)  and  |ppx) o< i |0) + 1)

and the circuit on the bottom right of Figure 16. First, we clarify notation in the figure. I,
is a projective measurement controlled on the bit ¢ from the first wire, and is defined as
follows.

e 'y = {]00)00] + [10)(10], |01)01| 4+ [11){11|}. That is, it measures its second input in
the standard basis.

e 'y = {]00X00| + [11)11],]01)X01| + |10)(10|}. That is, it measures the XOR of its two
inputs.

The measurement I'. is applied to the second and third wires, which remain quantum
wires, and produces a classical bit r indicating which of the two measurement results was
observed. In this figure, this bit r is carried on the classical wire coming from the right
of I'.. In an abuse of notation, we will also use I'. as a function to define measurement
outcomes:

[o(00) =Tp(10) =0, Tp(01) =T(11) =1,

I(00) =T(11) =0, Iy(01) =Ty(10) =1
The control logic for the Z gate is ¢ - (r & h), where c is the result of measuring the
tirst wire, r is the result of measuring I'., and h is the result of measuring the third wire

in the Hadamard basis. We will now confirm this representation of the 7" gate works as
expected.

Claim 5.17. The bottom right circuit in Figure 16 implements the T' gate.
Proof. Write |¢)) = «|0) + 3 |1). Applying the first CNOT yields

a |00) + e™43101) + B]10) + e 4a [11)
= 0) (a[0) +e™B 1)) +[1) (B0) + ™/ a|1)).
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Figure 16: Implementation of the 7" gate. First, we combine an implementation of the T
gate using the T-magic state |¢7) o |0) + ¢/ |1) (upper left) with an implementation
of the PX gate using the PX-magic state |[¢px) o i|0) + |1) (upper right) to obtain the
circuit on the bottom left. This circuit includes a classically controlled CNOT gate, which
is not supported by LM quantum programs. We replace the classically controlled CNOT
with a classically controlled projective measurement to arrive at the circuit on the bottom
right. Here, I'. represents a measurement controlled on the bit ¢ from the first wire to be
applied to the second and third wires. These wires are only partially collapsed by this
measurement, so they remain quantum wires. However, I, also produces a measurement
result r, which is carried on the classical wire coming from the right. The final Z gate is
controlled on the bit ¢ - (r & h), where h is the result of measuring the third wire in the
Hadamard basis. The dashed box will eventually become a measurement layer in our
implementation of an LM circuit (though we remark that the input for this measurement
will also include wires from previous H-gate and T-gate circuits).
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If the result of measuring the first wire is ¢ = 0, the state on the second wire is already
a]0) +e™BI1) =T |) .

In this case, we measure Iy, which only collapses the third wire, and neither the Z nor X
corrections is applied to the second wire, which remains in the state 7"|1)).
If the result of measuring the first wire is ¢ = 1, then the second wire is in the state

B10) + e 1)
In this case, we measure I'; on
(810) + ™ ar[1))(i]0) +[1)).
If the result is r = 0, the state has collapsed to

i3 100) + ™4 |11)

= e™1300) + o |11)

= (e™1B10) + a[1)) [+) + (e™*B10) — 1)) |-)
= XT ) |+) + ZXT ) |-),

so applying the Z correction controlled on ¢ (r & h) = h followed by the X correction
results in 7" |1)). If the result is r = 1, the state has collapsed to

3101) + ie"™/*a[10)

= ¢™43101) — «|10)

= (70) —a[1) [+) = (e7B10) + a 1)) |-)
=ZXT ) |+) = ZT [} |-),

so applying the Z correction controlled on c-(r®h) = 1@&h followed by the X correction
results in 7" [¢)). O

Inductive argument. In order to carry out an inductive argument, we will first general-
ize the notion of an LM quantum program to support quantum output. We will actually
allow the output to be correct up to some Pauli errors that can be computed by measur-
ing some ancillary registers in the standard or Hadamard basis and applying a classical
function to the measurement results.

First, we fix some notation. Throughout the proof, we’ll keep track of disjoint sets of
wires Vi,...,V,,V/i,,0, where Vi U --- UV, UV, UO = [n]. We will also keep track of
strings v, 7,z € {0,1, L}", where v denotes a subset of measurement results (from wires
Viu---uUV,UVY,), and 7, Z denote Pauli corrections to be applied to the wires in O. For
any set V, we let () (resp. ("), 2")) be the string restricted to indices in the set V. In
particular, for an index i € [n], v(¥ is just the i’th entry of v. Finally, for each i € [t], we
define v; := v(*), and we define v}, , = vV,
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Definition 5.18 (LM quantum program with Pauli-encoded quantum output). An LM
quantum program with Pauli-encoded quantum output is defined like a standard LM quantum
program (Definition 5.13), except for the following differences.

* There is no final measurement M, 10, and thus 0,1 and g*) are undefined.

® The set [n] \ (Vi U---UV,) consists of disjoint sets V', and O, where O contains the
Pauli-encoded output. We will refer to O as the "active” set of wires.

* Thereisastring 0y, , € {0,1, L}" thatis 0 or 1 on V;%, | (determining whether these registers
are measured in the standard or Hadamard basis) and L everywhere else.

* There is a classical function h(zx,v,..., v, 05 1,71,...,7¢) — {0, 112191 that operates on
the program input x and previous measurement results, and outputs Pauli corrections
7(9) 29 € {0, 1}191 to be applied to the O registers.

Note that the program is defined by a state |) along with {L; }ice41), {0i }ics {fi(')}iem, 05,1, h.

First, the following claim will confirm that it suffices to compile the quantum program
(|¢) ,C) into an LM quantum program with Pauli-encoded quantum output.

Claim 5.19. Consider any LM quantum program with Pauli-encoded quantum output that com-
putes a classical output functionality. That is, the (Pauli encoding of the) output we are interested
in is determined by measuring the O registers in the standard basis. Then, this program can be
written as a standard LM quantum program (Definition 5.13).

Proof. It suffices to define the final measurement My, ). Set 0,41 € {0,1}" to be equal
to 6, on the sets Vi,...,V}, equal to ¢;,, on the set V;_; and equal to 0 on the set O. Let
goT T (vq, . .., veq1) be defined as follows. Parse v, as (v}, ,y'), compute h(z, vy, ..., v,

V1,71 re) = (T, 219), and output y = ¢/ & 719, -

Now, we show how to compile any quantum program (|) , C') into an LM quantum
program with Pauli-encoded quantum output. We proceed by induction over the number
of gates ¢ in C.

Base case. Suppose that C' contains 0 gates. That is, there is no state |¢) and the func-
tionality is just the identity applied to input . In this case, n = |z|, t = 0, L; is empty,
g7 = 1", and the LM quantum program is defined by (|0") , h), where h(z) = (z,0").

Inductive step. Consider a quantum program (|¢),C) with ¢ 4 1 gates, and begin by
writing C' as (Cy, G), where Cy contains the first ¢ gates, and G € {CNOT, H, T’} is the final
gate. By the inductive hypothesis, we know that (|¢) , C;) can be written as an LM quan-
tum program with Pauli-encoded quantum output: [¢)) , {L; }icpt11, {6: Fies { fi(') Yier, 01 s
where ¢ is the number of 7" gates in C;. Now, we consider three cases corresponding to
the gate G, which by definition will be applied to one (or two) wire(s) in the "active" set O.

148



In each case, we describe how to update the description of the LM quantum program for
(|¢) , Cy) so that it now has the same functionality as the full quantum program (|¢) , C).
The fact that these updates implement the desired functionality follow from Claim 5.16
and Claim 5.17 above.

* CNOT from wire i to j: Append the description of this gate to the end of L, and
append the operation (z?,2%)), () 20)) — (20 20 @ 20)) (20 @ ), 2)) to the
end of h.

* H on wire i: Refer to Fig. 15.

— Introduce two new wires (n + 1,n + 2) and append |¢x) to |¢').
— Append the description of a CNOT gate from wire i to n + 1 to the end of L.
— Remove wire i from and add wire n + 2 to O.
— Add wiresiand n + 1to V7.
— For 7 € [t], define 0,41 = 0;,1» = L. Define 0f,,, =1,0;,,,, =0, and
6;+1,n+2 = 1.
- Update h to &' as follows. The function 2’ will now take two additional in-
put bits v, 0"V as part of v}, ; and its output will now include (z("2), z{"+2))
rather than (), 2(V), computed as follows. Let 7(9), 2(9) = h(z, vy, ..., v, 0f 1,71, -, T1)

be the output of the original h, which includes (7, (V). Then the output of A’
includes ("2 = ¢ @ 2() and 2("+2) = y(+1) g 7@,

* T on wire i: Refer to Fig. 16.

— Introduce two new wires (n + 1,n + 2) and append |¢7) |¢¥px) to [¢).

— Append the description of a CNOT gate from wire n + 1 to ¢ to the end of L;;.
— Remove wire i from and add wire n + 1 to O.

— Define V;; ==V}, U {i} and define W, = {n + 1,n + 2}.

— For 7 € [t], define 6, ,,41 = 6,42 = L. Define 6,;, to be equal to ¢, on the sets
Vi,..., Vi, equal to 07, on the set V/,, equal to 0 on index i, and equal to L
everywhere else.

— Define a function f,57"" (v1, ..., vey1, wey1) as follows, where v, 1 = (v7,4,0").
First, compute (29, 2(9) = h(z,vy,..., v, 01,71, . .,7), whichincludes (29, 209).

Then, set ¢ = v @ 29, and output (v;11, [.(ws11)). This defines measurement

9t+1,ft('+)1'

— Initialize V}%,, .= {n + 2}, 0;,, to be equal to 1 at index n + 2 and L everywhere
else, and L., to be empty.
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- Update h to h' as follows. The function A’ will now take an additional input

bit v as part of v;,;, an additional input bit v("*? as part of v},,, and an ad-

ditional input bit ;.. Its output will now include (2", 2("+1) rather than
(z®,2®), computed as follows. Let 2(9) 2(0) = h(x ULy ey Uy U1y Ty e o -5 Tt)
be the output of the orlgmal h, which mcludes (z®,2). Then the output of //
includes 7"+ == v @ 2 and 2"V = (v @ 20 )) (V"2 B rypq).

This completes the description of the compiler. Observe that the W; wires consist of
the two magic state wires used to implement the i'th 7" gate (one initialized with |¢7) and
the other initialized with |¢px)). The |¢r) wire is used as the control for a single CNOT
gate just prior to the i'th measurement, and the |¢px) wire is not touched until the i'th
measurement. Thus, since I'. is a standard basis projector, all the requirements of the
standard-basis-collapsible W wires property (Definition 5.14) are fulfilled.

O

5.4 Obfuscation

5.4.1 Construction

Our construction of quantum state obfuscation in the classical oracle model makes use of
the following ingredients.

¢ Publicly-verifiable, linearly-homomorphic QAS with classically-decodable ZX mea-
surements (Gen, Enc, LinEval, Dec, Ver), defined in Section 5.2.

e Signature token (TokGen, TokSign, TokVer), defined in Section 2.2.4.

* A pseudorandom function F}, secure against superposition-query attacks [Zhal2].

For any polynomials n = n(\), m = m(\), and m’ = m/()), let

{ ’w;nr\; m,m/ C;,r;;l,m,m’ })\EN

be the family of universal (n, m, m') quantum programs. That is, for any family of quan-
tum programs {|¢,) , C)} xen Where |¢,) has at most n qubits, C'\ has as most n gates, and
Q : {0,1}™ — {0,1}™, it holds that for all \ and inputs ,

By Theorem 5.15, for any (n, m, m') family {|¢,) , Ci}ren, we can write each quantum

program

’C)\> ’¢)\> |w;j\:17;,/,m,m’> 70;:17\1/,771,771’

as an LM quantum program

(W) ) {Li}ie[t+1}, {Gi}ie[t—&-l]; {fi}ie[t]ag)
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that satisfies the standard-basis-collapsible W wires property (Definition 5.14), where we
have dropped the indexing by A to reduce notational clutter. Note that Theorem 5.15
guarantees that |¢)) contains the complete description of (|¢,) , C)), and that the classical
part of the program ({L; }icpi41], {0: }icpi+1), { fi biepy» 9) only depends on O\ - Thus, we
consider everything but |¢) to be public, and our obfuscator will take as input a quantum
state |¢), and its goal is to hide |¢). Finally, we assume without loss of generality that each
r; (being part of the output of f;) is a single bit, which is convenient (though not strictly
necessary) for describing the construction and proof, and is satistied by the output of the
compiler given in Theorem 5.15.

The construction is given in Protocol 17, and incorporates the following public param-
eters:

* Security parameter \.

* Classical part of the LM quantum program {L;}ice41], {0: }icfr+1), {fi }iepg» 9- This in-
formation determines the number of qubits n = poly(\) in the input state |¢), classi-
cal input size m = poly()), and classical output size m/(\). Recall from Section 5.2.1
that each 6, defines subsets

Dy, g, 0, P, 1, Po,, 1, Po,, o0, Po, 15, Po,, 1

and in what follows we drop the § and write these subsets as

D, Do, D1, Pi 1, P, Dig, Pi1, Pyt

e Derived security parameter x := max{\, n*} = poly(\).

We will also make use of the following notation. Given a register X and classical
functionality F, we let
(y, &) = F(X)

denote the result of initializing a new register ), coherently applying the map
[2)"10)” = J2) ™ [F(2))”,
and then measuring register ) to obtain output y.

Theorem 5.20. The scheme described in Fig. 17 is a quantum state obfuscator that satisfies cor-
rectness (Definition 2.13).

Proof. Fix the classical part of an LM quantum program {L; }icit1), {6: bicps1), {fi Yol 9/
and let x, [¢)) be such that there exists y such that

Pr [LMEvaI (% W> ) {Li}ie[t+1]a {ei}z‘e[t—i-l], {fi}ie[t]> 9) — 3/] =1- negl()\).

Technically, we mean an infinite family of programs, inputs, states, and outputs, param-
eterized by the security parameter )\, but we keep this implicit. We will show via a se-
quence of hybrids that
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Quantum State Obfuscation

QSObf (1%, [4)):
e Sample k < Gen(1",n), and compute |1;) = Enci(|3)).
* Sample a signature token (vk, |sk)) < TokGen(1%).
e Sample &’ < {0, 1} for PRF Fy : {0,1}* — {0,1}* and let H(-) == Fj/(*).

e For each i € [t], define the function F; (2, 04,01, ..., U, W, b1, ..., Li1):

Output L if TokVer(vk, z,0,) = L. Otherwise, for each ¢ € [i — 1], let
ZL,U = H(‘r>0-r>:517 e 7:[)17[17 cee 7£L71a0)> KL,I = H(x70':17761u e 75La€17 e 7€L717 1)7

and output Lif ¢, o =4, 1 0r ¢, ¢ {{,0,¢,1}. Otherwise, let r, be such that ¢, = h, .

- Compute (v1,...,v;, w;) = Deck 1,1, 0,(V1,- .., 0;, w;) and output L if the resultis L.
- Compute (',T’i) = fizmhm’ri_l(’l}l, ey vi,wi).

- Setl; = H(z,04,01,...,0;,01,...,4;_1,7;), and output (v;, ¢;).
¢ Define the function G(z, 0,71, ..., 041,01, .., 0):
— Output L if TokVer(vk, z,0,) = L. Otherwise, for each ¢ € [t], let
bo=H(z,00,01,...,0,01,...,£,-1,0), 1 =H(z,05,01,...,0,,01,...,0,1,1),

and output Lif ¢, g =4¢,10r ¢, ¢ {{,0,¢,1}. Otherwise, let r, be such that ¢, = ¢, , .
- Compute (v1,...,v¢41) = Decpr,,y...0,,0,1 (U1, ..., 041) and output L if the resultis L.

- Outputy = g™ " (v1,...,041).
e Output |¢}) = |¢y) |sk), O = (Fy,...,F:, G).
QSEval® (x, |zz>)

e Sample o, < TokSign(z, |sk)).

e Initialize a register C with |1;), and do the following for i € [¢]:
— C« H%:LinEvaly,(C).
— Maeasure (51"&762131-) +«— F; (x,az,C;I;i,El, . ,&-,1).
- C« H%:1(C).

e C+ H®+1LinEvaly,,, (C)

e Measurey < G (x, UI,C$t+1,£17 e ,Kt) and output y.

Figure 17: Construction of quantum state obfuscation.
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[0}, O < QSObf(1, 1))
y* < QSEval’ <a:, \zZ))

Each hybrid will describe a distribution over y*, beginning with the distribution above,

Pr|y"=y: ] =1 —negl(A).

which we denote H,.

e H,: This is the same as H, except that H(-) is defined to be a uniformly random
function with range {0, 1}* rather than the PRF F,.

H,: This is the same as H; except that the functions F, ..., F;, G ignore their input
o, and don’t apply TokVer.

Hs: This is the same as H, except that instead of inputting and outputting the la-
bels /,, the functions F1, . . ., F, G directly input and output the bits r,. That is, these
functions are defined as follows.

Fi(x, 00,01, ..., 0, Wi, 1y oy T51):
— Compute (vq,...,v;, w;) = Decy 1, 1,.0,(01,...,0;,w;) and output L if the result
is L.
- Compute (-,7;) = f7" " (v, .., vy w;).
— Output (v;, ;).
G(Z, 04, U1, oy Vg1, Ty e oy TE)
— Compute (vy,...,v41) = Decy r,y..01,0,.1 (01, . .., U41) and output L if the result

is L.
- Output Yy = ga:,rl,..-,rt (Ul, Ce 7Ut+1)'

H,: This is the same as H3 except that the functions F4, ..., F; output v, rather than
v,. That is, these functions are defined as follows.

Fi(xa 0—567/517 cee ,:171',@1',7’1, s ,7’1‘,1):
— Compute (vq,...,v;, w;) = Decy 1, .1,.0,(01,...,0;, w;) and output L if the result
is L.
TyT1yee5Ti—1
- Compute (-,7;) = f; Ty, w5).

— Output (v;, ;).

G(Z, 00, U1y ooy Uy Vg1, 71y - ooy 1)
— Compute vy, ..., v41 = Decyr,,,..1,,0,, (U1, .., Ve+1) and output L if the result
is L.
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- Outputy = ¢=™ " (v, ..., V1)

To complete the proof, we combine the following observations.

Ho ~negi(n) H1: This follows from the (superposition-query) security of the PRF.
H1 = H,: This follows from the correctness of the signature token (Definition 2.20).

Ha ~negi(n) Hs: The only difference between these hybrids occurs if in H,, a query
to F; or G outputs L due to the fact that ¢,y = /,;. Since H is a uniformly random
function, each /, o = ¢, ; with probability 1/2" = negl(\), and the observation follows
because ¢ = poly ().

Hs = H4: Starting with H,, in which the logical measurements of vy, ..., v,1; are
performed, we can imagine, after the i'th measurement, further collapsing the V;
register to obtain the outcome v; as in H3. This has no effect on the rest of the compu-
tation, since these registers are no longer computed on after the i"th measurement,
and will continue to decode to v;.

Hy = LMEval (z, [¥) , {Li}ic+1), {03 bicper), { fi}iep, 9): This follows from the correct-
ness of the authentication scheme (Definition 5.1). Indeed, for a given key k <
Gen(1%,n), we can write the distribution sampled by H, as follows:

— Initialize register C to Enc,(|¢)).
— Compute ((v1,71),C) Mghfﬁk,h o LinEval, (C).

— Compute ((v,7¢),C) Met om0 LinBvalg, (C).

— Compute output y <= My, g=r1t g.1,41...1, © LinEvalg, (C).

Now, we apply the expression in the definition of correctness (Definition 5.1) to the
first measurement to obtain an equivalent sampling procedure:

— Initialize register M to |1).
- Compute ((Ul, Tl),M) < L]i ¢} Melvff e} Ll(./\/l)
— Compute C < Enc(M)

— Compute ((v2,72),C) M927f§v7'1’k’L2L1 o LinEval,r, (C).

- Compute ((v,1¢),C) Met gorvesreeny g oo LinBvalg, (C).

- Compute output y <= My, ., g=r10t g.1,4,...0, © LinEvalg,, (C).

By applying the expression iteratively for each measurement, we obtain:
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— Initialize register M to [¢)).
— Compute ((vy,71), M) « Ll o M, sz 0 L1(M).
— Compute ((vy,75), M) + LIL} o My, jori 0 LyLi(M).

— Compute ((v;,7;), M) < L} ... Ll o My, gorerier 0 Ly .. Li(M).
— Compute output y < My, , gorirt © Lygq ... Li(M).

By canceling LZTLi = 7, we obtain LMEval (x, [V) , {Li}icp+1), {0i bicp+), {fi}ie[t],g):

— Initialize register M to [¢)).
— Compute ((v1,71), M) <= My, jz 0 L1(M).
— Compute ((v2,72), M) = My, ser 0 La(M).

- Compute ((Ut, 7}),M> — MGt,ftzmlw"”_l ¢} Lt(M)
— Compute output y <= My, goriore © Lyypq (M).

5.4.2 Proof intuition

We begin by discussing three main ideas used in our proof. This will not be a step-by-
step outline of the proof, rather, it will try to convey the main intuitive ideas. Broadly
speaking, we will want to simulate the oracles Fy, ..., F;, G so that they no longer require
access to the decoding functionality of the authentication scheme, and G can get by with
just oracle access to the induced functionality ). Once this is done, we can appeal to
privacy of the authentication scheme (Definition 5.5) in order to switch [¢) to |0™), thus
removing all information about the input state.

The first idea below will help us simulate the G oracle, the second will us help simulate
the F oracles, and the third is a way to extract signature tokens from the adversary using
a purified random oracle, which we will use when proving the indistinguishability of the
simulated oracles.

Proving soundness by induction. As mentioned in the technical overview (Section 5.1.3),
one of the main steps in our proof of security is to show the following soundness guar-
antee. Fix any input z*. Then we would like to show that, given |¢) and oracle access
to Fy,...,F, G, the adversary cannot prepare a "bad" query (z*, o+, V1, ..., Up1, b1, . .., b2)
with the property that

G(J]*,U:E*,;[jl, P ;515—&—17617 e ,gt) ¢ {Q(ZE*), J_}
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That is, if G does not abort on an input that starts with z*, then it better be the case that it
returns the correct output Q(z*).

To simplify the discussion for now, let’s consider the simpler case of a garbled pro-
gram, which only allows the adversary to evaluate on a single input z*. That is, suppose
we hard-code z* into the oracles Fi[z*], ..., Fi[z*], G[z*], which now only accept inputs
that begin with a*.

Our goal will be to show that the adversary is “forced” to follow an honest evaluation
path on input z*. Since the honest evaluation path actually branches at each measure-
ment, we will essentially analyze each of these possible branching executions. To do so,
let’s suppose by induction that the soundness condition holds for any program with ¢ — 1
measurement layers. Then, for each possible outcome (v, 7;) of the first measurement
(using input z*) that occurs with non-zero probability, define II[z*, v1, 7] to be the projec-
tor onto the space of initial states [¢) that produce that outcome. Thus, we can write

|w> = Z H[*f*?vl’rl] W> )

V1,71

and analyze each component [[z*, v1, 7)) = Ency(IL[z*, vy, 7] [¥0)) separately.

The key step is to show that, if the adversary is initialized with |p[z*, vt 77]) for some
(vf,r7), then we can hard-code the measurement results (v}, r}) into the oracles Fy [z*], . . ., F;[z"]
without the adversary noticing. That is, we define oracles F;[z*, v, ], ..., Fi[z*, v}, 77]
that operate like F;[z*],. .., Fi[2*], except that F,[z*, v, r]] always outputs the label repre-
senting 77, and Fy[z*, v}, 1], ..., F[2*, v}, 7] use (v, r]) instead of decoding their inputs
v; and /4.

We will prove the indistinguishability of Fy[z*], ..., F;[z*] and Fy [z*, v, r{], ..., Fi[z*, v, r]]
by reducing to security of the authentication scheme. Note that distinguishing these ora-
cles requires the adversary to find a differing input to one of the oracles. Now, assuming
that the oracles can be simulated using Ver;, . .(-) instead of Decy,..(-) (which we have yet
to argue, but will address in the following section), this means that it suffices to show that
the adversary cannot map

[[z*, vf,ri]) — [Pla”, vr,m])

for some (vy, 1) # (vi,7]) just given access to the verification oracle Ver;,..(-). However,
doing so would certainly imply that the adversary can change the measurement results
of an authenticated state (given the verification oracle), which violates the security of the
authentication scheme. B

Finally, we view the state |¢[z*, v}, r]]) and oracles Fy[z*, v}, r]], ..., Fi[z*, v}, 7] as an
example of a garbled (t—1)-layer program, and finish the proof of soundness by appealing
to the induction hypothesis.

The formal inductive argument is given in Section 5.4.5.

Collapsing the F oracles. Now, we address the claim made above that the F oracles can
be simulated given Very,..(-) instead of Decy...(-). Note that we can only hope that this
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simulation is indistinguishable to an adversary with no access to the G oracle, since the
real F oracles can be used to actually implement the computation + — Q(z), while the
simulated oracles cannot since they don’t actually decode their inputs. However, it turns
out that this suffices for us, since we can simulate the G oracle when we need to apply
this indistinguishability.

The main idea is to “collapse” the oracles Fy, . . ., F, showing that the adversary cannot
distinguish them from oracles FSim;, . .., FSim, that always output either the “zero” label

H(x,0p,v1,...,0;,01,...,0;_1,0)

or L. These oracles now do not have to actually run ;""" (vy, ..., v;, w;) to compute
the bit r;, meaning that the decoding operation in F; can be replaced with a verification
operation.

But how do we show that the oracles can be collapsed? Again, we will use the idea of
splitting |¢) up into orthogonal components and analyzing each component separately.
Here is where we make use of the standard-basis-collapsible W wires property of the LM
quantum program (Definition 5.14). In particular, we will define the orthogonal compo-
nents by measuring the wires W7, ..., W, in the standard basis. That is, we will write

[0) = M) |¥),

where II[w] is the projection of wires W, ..., W, onto standard basis measurement results
w = (W, ..., w).

The point is that if the oracle F; only receives inputs that include encodings w =
(w1, ..., w;) of some fixed w = (wy, ..., w), then, for each "prefix" (z, o, U1, ..., 0;, b1, ..., lic1),
it will only ever query the random oracle H on

either (z,0.,01,...,0,01,...,0;_1,0) or (x,0.,01,...,0;,01,...,0;_1,1),

where the last bit is a deterministic function of w and the prefix. But since each of these
values is distributed as a uniformly random string, this behavior is identical (from the
adversary’s perspective) to, for each prefix, always querying the zero label

H(l',O'x,Ul, . 7U'L';€17 . ,&;,1,0).

Thus, it suffices to show, roughly, that given l[w]) == Ency(I[w] 1)), the adversary
cannot map

[fw]) = [Pfw])

for w' # w, given access to the verification oracle Ver,..(-). This again follows directly
from security of our authentication scheme.

The ideas sketched here are used to simulate the F oracles in our main sequence of
hybrids given in Section 5.4.4, and also in lower-level hybrids in Section 5.4.6.
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Extracting signature tokens. Recall that the inductive argument sketched above for
proving the soundness condition assumed that the oracles only respond on a single fixed
input z*. Unfortunately, as discussed in Section 5.1.3, the situation gets more complicated
when we grant the adversary access to the oracles on any input x of their choice. The
reason is that it is no longer clear that the adversary cannot perform the map

|¢["E*7 UT? Tﬂ) - |1/J[(E*, U1, 7"1]>
by using an oracle query on an input z # z*. Indeed, while the (V;, W;) registers of
[)[z*, vF, r7]) are collapsed to a state that yields a fixed (v}, r}) < f¥ (Vi,W;), applying
fE(Vi, W) for some = # x* might disturb the registers V;, W, (since f¥" and f{ might be
different functions!), thus changing the outcome of f{ (Vi, Wy).

Now, as discussed in Section 5.1.3, we use signature tokens to prevent this potential
attack. Recall that the oracle F; only responds on input x if additionally given a valid
signature token o,. Thus, we will want to formalize the following claim: if the adver-
sary uses Fi(z,...) to perform some "non-trivial" operation on the authenticated state
|v,Z [z*, v, r7]), it is possible to extract a valid signature o, from the adversary. Once this o,
is extracted, the security of the signature token scheme implies that the adversary won’t
be able to continue evaluating on z*, and, in particular, we won’t have to worry about the
adversary breaking the soundness condition for input z*.

We will show this claim by purifying the random oracle [Zha19], introducing a “database”
register that is initialized with a different state in uniform superposition for each input to
H. Then, we'll argue that if the adversary has used F;(z, ) to execute a measurement on
the authenticated state, the database register must be disturbed at some inputs that begin
with (z, 0,). Thus, an extractor can simply measure the database register in the Hadamard
basis, and obtain a signature on x by observing which registers were no longer in uniform
superposition.

For the purpose of this overview, we consider a simplified version of this problem
that still conveys the fundamental ideas in our proof. We'll take the random oracle to
have a single bit of output, only consider the authentication of a single qubit state, and
analyze the concrete authentication scheme based on coset states (though we stress that
our eventual proof just makes use of generic properties of the authentication scheme).
Here is the setup:

* An authentication key k = (5, A, z, z) is sampled.
* The adversary A is given an authenticated 0 state X*Z*|S) along with access to

the following oracle O that can be used to implement a logical Hadamard basis
measurement:

H(0)ift € S+ 2
o) =S HL)ifseS+A+2 |
1 otherwise

where H is a random oracle {0,1} — {0,1}. H will be purified and implemented
using a database register initialized to [++).
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* We claim that the adversary cannot produce any vector in S+ A+ (that is, a vector
in the support of an authenticated 1 state) at the same time that the database register
is in the state |++):

E [H (TII[S + A + 2] @ |[++)++|) A° (X*Z7|S)) |[++) HQ] = negl(\).

To be clear, A operates on input state X*Z*|S) (along with some potential extra
workspace), and the database registers are operated on by O when answering A’s
queries.

Notice that it is easy for the adversary to produce just a vector in S + A + z (with
constant probability) by using the oracle O to honestly to implement a Hadamard basis
measurement. The trick is to show that once they do this, it is impossible for them to
make queries to O that return the state of the database to |++), while still remembering
their vector in S + A + z.

Our first step is to decompose X*Z* |S) into orthogonal components corresponding to
the authenticated plus and minus state. That is,

1 ~ 1 ~ o~ - -
X2Z2|5) = pHNXAZNS) + S HEPNXIZS + ) = ) + 1)

Then, for b € {0, 1}, we define oracles

H(b)if o€ S5 + 2
1 otherwise

O[] (v) = { ,
that are identical to O, except that they always query the random oracle on bit b. Then we
observe that

A% 1F) megy AP F), and A9 | D) mpegn AN 5.

This follows from the security of the authentication scheme, which implies that A
cannot map between |+) and |—). That is, on input |+), A won’t be able to find any input
on which O and O[0] differ, and on input |~), A won't be able to find any input on which
O and O[1] differ.

Next, we observe that the state of the system that results from using oracle O[1] is
actually equivalent to the state that results from first swapping the database registers of
H, using O|0], and then swapping back. Thus, it holds that
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E [H (T[S + A + 2] @ [++)(++]) A% (X7Z7|S)) [++) HZ}

=E [H (T[S + A + 2] @ [++)X++]) (A% [F) [++) + A% =) |[++)) Hﬂ

S B [[| (T[S + A + 2] @ [+ )+-+]) (A% [F) [++) + A% |Z) [+4)) ]

= _}| (T[S + A + 2] @ |[++)X++]) (AZ|F) [++4) + SWAP AP | =) SWAP |++)) ﬂ

— E [|[TI[S + A + a] ([++)X++ A% T) [+4) + |++)(++| SWAP AL | Z) SWAP [++4)) | }
= :}|HS+A+x ] (JHXA++ AZOTEY [+4) + [+ ) ++ A% =) [+4)) ||]

= H [S+ A+ 2] @ [++)++) (A% |F) [++) + A% =) |++)) H]

—E }| [S+ A+ 2] ® [++)++]) AP X722 |S) [++) H]
= negl(}),

where the last step follows from security of the authentication scheme, since O[0] can
be implemented with just the verification oracle of the authentication scheme. Note that
we crucially used the fact that we are projecting back onto |++)++/| in the step where
we remove the left-most SWAP operation, which follows because SWAP |[++) = |++).
Indeed, as discussed above, the claim would not be true without the projection onto
|[++4)++|, since the adversary can obtain a vector in II[S + A + z] while disturbing the
database register.

To conclude, we note that this same logic can be extended to more general measure-
ments on more general authenticated states, which ultimately will be used to extract a
valid signature on z from any adversary that is actively using the oracles F;,... F;, G
to evaluate the computation on input x. This implies that the adversary cannot launch
mixed input attacks, which is one of the main hurdles to overcome in proving the secu-
rity of our quantum state obfuscator.

The ideas sketched here are used in Section 5.4.6, and in particular in the proof of
Lemma 5.45.

5.4.3 Notation

In this section, we review some important notation and define new notation that will be
used throughout the proof.

* [1)) is the n-qubit input state.

* {Li}icps11s {0iYicp+1), {fi biep» 9 is the classical part of the description of an LM quan-
tum program.
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Parameters: m is the size of the classical input, and « is a derived security parameter
that is sufficiently larger than A, n. We will often use the facts that n > ¢,m and
K =w(n).

See Definition 5.13 for the definition of sets (Vi,...,Viy1) and (Wy,..., W;). The i'th
measurement for i € [t] operates on (V7,...,V], W) and the ¢t + 1’ st measurement
operates on (V1,...,Vi11) = [n]. We will assume that the LM quantum program
has standard-basis-collapsible W wires (Definition 5.14) so in particular, 6; ; = 0 for all
j € W; (that is, W; are standard basis registers for the i’th measurement).

k= (S,A, z,z)is a key for the authentication scheme.

See Section 5.2.1 for the description of our partial ZX measurement notation M, ¢
and My s 1. In particular,

M L5715 71} M@ TyT] 500y Tt
{ 0if; ey I

are the sequence of measurements applied by the LM quantum program, and

{M z,fx RETE Ti—l’k,Li...L1 }iG[t} 3 MgtJrl,g;fv,rl-,...,rt’k7Lt+1le

are the corresponding sequence of measurements applied to qubits authenticated
using the key £.

We will often refer to a partial set of measurement results {v;", 7} },c[;) for some 7 €
[t + 1]. Note that in the case 7 = ¢ + 1, the value r;,, will always be empty, since the
final measurement of an LM quantum program only outputs v;1. We only include
this empty value so that the notation is consistent across each measurement layer.

Fix any input 2* and partial set of measurement results {v",r;},c[;] for some 7 €
[t + 1]. First, we explicitly define the projectors that constitute the // measurements:

.
x* 7‘ ...7‘

et = AT e ]

Ur,I'r

z*rr,..rf
* ok P H [ SR A )] } .
9t+17gz T Ty { [ t-‘rl} Vig1

Next, we define a (sub-normalized) initial state for each set of partial measurement
results {v", 7} },cpr:

[a” (0], 17 hem)) = LY LI for g7 Ly TE o 1] Lo [0)

T T
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* During the proof, we will make use of the collapsible W wires property, and con-
sider measuring (some subset of) the W wires in the standard basis at the beginning
of the computation. For any string of measurement results w; € {0, 1}/"il, define
corresponding sets

Plw;] = {w; : Decyp g,y (W;) = w;}, Pl-w}] = {w; : Decypg,wy (@) & {w}, L}},

where () indicates an empty sequence of CNOT gates, in other words, the identity.
Also recall the notation 6[V] defined in Section 5.2.1 indicating a string that is equal
to 0 on the subset of indices I and L everywhere else. Next, define the projectors

Mw'] = M[Plw]], M-w"] = [P[-w;]].

Finally, for any set S C [t] and {w] };cs where each w} € {0, 1}/"il, define

{w ZES ®H {w ZES ZH_‘w

€S €S

5.4.4 Main theorem

Theorem 5.21. For any ¢ = €(\) = negl(\) - 272™W), the scheme described in Protocol 17 is a
quantum state obfuscator that satisfies ideal obfuscation (Definition 2.13) for e-pseudo-deterministic
families of quantum programs.

Remark 5.22. One might hope that the above theorem could be shown for any € = negl(\), and
we leave this open. However, we remark that in the case where the input program has a completely
classical description (e.g. the case handled by [BKNY23]), one can first repeat the circuit poly(\)
times to generically go from negl(\)-pseudo-determinism to negl(\)-2~2"N-pseudo-determinism.
Thus, this result captures a strictly more general class of programs than [BKNY23]. Moreover, the
application to best-possible copy-protection [CG24] only requires obfuscating fully deterministic
computation.

Proof. Throughout this proof, we will often drop the dependence of functions and cir-
cuit families on the parameter A in order to reduce notational clutter. Let n, m, m’ be any
polynomials (in \), and suppose that [¢) , { L; }icpt11, {0s bicpr1]s { fi biey 9 is an LM quan-
tum program such that |¢/) has at most n qubits, there are at most n gates in the circuit,
and the classical input has m bits. Suppose that this LM quantum program is e-pseudo-
deterministic for a small enough € as specified by the theorem statement, and let () be the
induced map of this LM quantum program. Consider any QPT* adversary A and distin-
guisher D, and define D|[A] to be the procedure that runs A, feeds its output to D, and then

*0The only reason that we restrict our adversary to be quantum polynomial-time as opposed to quantum
polynomial-query is the very first step in our proof, where we replace the PRF with a random oracle. If
we allow the obfuscation scheme to use a true random oracle (thus sacrificing the efficiency of the oracles),
then we obtain security against any QPQ (quantum polynomial-query, see Section 2.1) adversary.

162



runs D to produce a binary-valued outcome. Thus, we can write the "real" obfuscation
experiment as

b [1 P (A (QSObf (1A7 W>)))] - (M);O)HQ]E!Obf(l/\,liZ))) [HD[A]O |1Z> H2] '

Now, we will consider a sequence of hybrid distributions over (state, oracle) pairs
(|@Z> , 0), beginning with the real distribution QSObf, := QSObf, and ending with a fully
simulated distribution QSObf that no longer needs to take |¢) as input (and instead uses
oracle access to ). Our first step will be to switch the oracle G to a simulated oracle GSim
that verifies rather than decodes the intermediate labels and final authenticated measure-
ment, and uses oracle access to () to respond in the case that verification passes. Next,
we'll "collapse" the oracles Fy,...,F; as described in Section 5.4.2, using a strategy de-
rived from the collapsible W wires property of the LM quantum program. Finally, we’ll
replace the input |¢/) with the all zeros input |0").

The description of these distributions follow (but no claims about indistinguishability
yet). The difference between adjacent distributions are highlighted in red, and whenever

we write w*, we parse it at w* = {w;] };c[, where each w} € {0, 1}/"il.

QSObfy (1%, [)):
e Sample k < Gen(1%,n), and compute |1;) = Enci(|¢)).
e Sample a signature token (vk, |sk)) < TokGen(1").
o LetH:{0,1}* — {0,1}" be a random oracle.
e Define Fy, ..., F; as in QSObf.
¢ Define G as in QSObf.

* Output [¢) = |¢y) [sk),O = (F1,...,Fs, G).

QSObfy (17, [¥)):
e Sample k < Gen(1%,n), and compute |1);) = Enci(|¢)).
e Sample a signature token (vk, |sk)) < TokGen(1*).

Let H : {0,1}* — {0,1}" be a random oracle.

Define Fq, ..., F; as in QSObfj.

Define the function GSim (z, 04,01, ..., V41,01, .-, b)
— Output L if TokVer(vk,z,0,) = L.
- Foreach € [t], let

KL,Q = H(x,ax,vl,...,vwﬁl,...,Kb_l,O), &71 = H(x,ox,vl,...,vb,él,...,&_l,l),

and output Lif ¢, o =4¢,10r¢, ¢ {l, 0,01}
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— Output LifVery . \..1,,0,.,(V1,...,0t41) = L.
- Output Q(z).

e Output |¢) = |¢) [sk) ,O0 = (Fq,...,Fy, GSim).

QSObf3 (17, [¥)):
e Sample k < Gen(1%,n), and compute |1);) = Enci(|¢)).
e Sample a signature token (vk, |sk)) < TokGen(1").
o LetH:{0,1}* — {0,1}" be a random oracle.

e For each i € [t], define the function F;[w*] (x, 04,01, ..., s, Wi, L1, ..., Li—1):

Output L if TokVer(vk,z,0,) = L.
Foreach: € [ — 1], let

eL,O = H(Iaaahvlw-wvm‘gla--'7£L71a0)7 Eb,l = H(.%‘,Uz,Uh...7UL,€1,...7ZL,1,1)7

and output L if ¢, g =4, 1 or ¢, ¢ {{,,£,1}. Otherwise, let r, be such that¢, = ¢, ,,.

Compute (v1,...,v;,-) = Deck. ;. .1,.0,(V1, ... ,0;,w;) and output L if the resultis L.

fmarlv---ﬂ"i—l
%

Compute (-, 7;) = (v1,...,v;,w).

K2

— Set gi = H(.T, Um,ﬂl, o0 ,51,[1, 500 7&;1,’)}), and output (;1717&)
¢ Define GSim as in QSObf,.

e Output |¢) = |¢x) |sk) , O = (F1[], ..., F¢[], GSim).

QSObf4(17, |1)):
e Sample k < Gen(1%,n), and compute |1);) = Enci(|¢)).
e Sample a signature token (vk, |sk)) < TokGen(1*).
o LetH :{0,1}* — {0,1}" be a random oracle.

® For each i € [t], define the function F;[w*] (z, 04,01, ..., Vs, Wi, b1, ..., Li—1):

Output L if TokVer(vk,z,0,) = L.
Foreach: € [i — 1], let

EL,O = H($7017U17-~‘7UL7‘€17'~-7£L71a0)7 Eb,l = H(x70m7v1a"'7vb7€17"'a£L7171)7

and output Lif ¢, o = ¢, 1 or ¢, ¢ {{,0,¢, 1} Otherwisedetr besuchthatl =+~
- Compute (v1,...,v;, ) = Deck. 1. 1,.6, (01, . ..,V;, w;) and output L if the resultis L.
- For ¢ € [i], compute (-,r,) = £ " (1, ..., v, w)).

Set 4; == H(x,04,01,...,0,£1,...,4;—1,7;), and output (v;, ¢;).
¢ Define GSim as in QSObf,.

e Output |¢) = |¢x) sk) , O = (F1[], ..., F¢[], GSim).
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QSObf5(17, |1)):
e Sample k < Gen(1%,n), and compute |1);) = Enci(|¢)).
e Sample a signature token (vk, |sk)) <= TokGen(1*).
o LetH :{0,1}* — {0,1}" be a random oracle.

e For each i € [t], define the function FSim; (z, 04,71, ..., U, Wi, b1, ..., li1):

Output L if TokVer(vk,z,0,) = L.
Foreach: € [ — 1], let

EL,O = H((E>UI>’U17~-~>’UL7£17--~7£L71a0)7 gb,l = H(.’E,O’w,vl,...,U,{,él,...,gthl),

and output Lif ¢, o =4, 10r¢, ¢ {l, 0,01}

Output L if Very 1., 1,0, (01, .., 0, w;) = L.

Set fl = H(SC, O’m,fl\ill, 500 ,fl\}/i,gl, 000 7f1'_1, 0), and output (5“62)
¢ Define GSim as in QSObf,.

e Output |¢)) = [¢hy) |sk), O = (FSimy, ..., FSim,, GSim).

QSObfg(17):
e Sample k < Gen(1",n), and compute |¢;) = Enc(|0™)).
e Sample a signature token (vk, |sk)) <— TokGen(1").

Let H : {0,1}* — {0,1}" be a random oracle.

Define FSimy, ..., FSim; as in QSObf},.

Define GSim as in QSObf,.

Output [1h) = |1)) |sk) , O = (FSimy, . .., FSim,, GSim) .

Later, we will use these distributions to define a sequence of hybrids starting with the
real obfuscation experiment and ending with the simulated obfuscation experiment. But
first, we will establish several claims about these distributions that will be useful while
arguing indistinguishability of the hybrids.

This first claim establishes that, once the oracles are simulated, no adversary can map
a state whose IV wires have been collapsed to outcome w* onto the support of a state with
different outcomes w # w*. At the end of this sequence of claims, we will have established
that this property holds even in QSObf,, where the F; oracles are not yet simulated.

Claim 5.23. For any QPQ (quantum polynomial-query) unitary U and any w* = {w] }icpy, it
holds that

E | [0 [0OT ] [9) [+ [5) O « QSObE;(1%, )| = 272

Proof. The key point is that in QSObf;, none of the oracles FSim;, ..., FSim;, GSim require
access to the the decryption oracle Decy, . .(-) for the authentication scheme. Rather, they
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can be implemented just given access to the verification oracle Very . .(-). Now, since the
W wires are authenticated, the hardness of mapping from the support of w* to w for any
w # w* follows directly from the security of the authentication scheme (Theorem 5.9), and
in particular that it satisfies Definition 5.4 (mapping security). O

In the proof of the next two claims, we will use the following notation. Fix a key k£ and
w* = {w] }icy, and define the following function.

Rk, w*| : (x,v1,...,0;) = 713
e Compute (vy,...,v;) = Decy 1,1, 0,v1,...vi](V1, - - -, ;) and output L if the resultis L.
e For. € [i], compute (-,7,) = fo" "1 (vy, ..., v, w)).
¢ Output r;.

This function determines the bit r; when the w* outcomes have been hard-coded into
the oracles, and we will use it when showing indistinguishability between QSObf;, QSObf,,
and QSObf; in the case where the 1V wires of the input state have been collapsed to out-
come w*.

Claim 5.24. For any (unbounded) distinguisher D and any w* = {w; };cpy, it holds that

E (|| DRt b0 (11w [6)) | £ 9) , (Ful, . Fi[ . GSim) = QSOBE, (1%, |u))]

where D's input includes the key k sampled by QSObf 4, QSObf .
Proof. In QSObf,, we have that

Fi[w*](a:,az,%, Ce ,ﬁi,@i,fl, e ,&;1) € {H(a:,az,%}l, Ce 7@11'7617 I ,Ei,l,R[k,w*](ﬂl, ce ,?};)), J_},

while in QSObf;, we have that

FSimi[w*](x,am,Ul, R ,5¢,@i,€1, R ;Ei—l) - {H(ZE,O'J;,;Jl, . ,5¢,£1, R ,gi_1,0)7 L}

Both implementations of the oracles will always output L on the same set of in-
puts, since this is true of Decy,..(-) and Very..(-) by definition. Finally, their non-L an-
swers are identically distributed over the randomness of the random oracle H, since each
(¢, 04,01, ...,0;,W;, b, ..., L) fixes a single choice of bit R[k, w*](v1,...,v;) € {0,1}, and
for any (z, 0., 01, ..., 0;, W4, b1, ..., liq),

H(l’,O’z,Ul, NN ,vz-,wi,él, RN ,Ei_l,O) and H(ZE,O'J;,?Jh ce ,vi,wi,ﬁl, e ,gi_l, 1)

are identically distributed (each is a uniformly random string). O
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Claim 5.25. For any QPQ distinguisher D and any w* = {w} },c, it holds that
' || DFele- S (T ) I : - Fil], GSim) - QSOBFy (1, )|
~E ||| D55 (1 T ) I - Fi[],GSim) - QSObf, (1%, 1) \ =27,

where D’s input includes the key k sampled by QSObfs, QSObf ;.

Proof. Observe that the oracles F;[w*| in these experiments are identical except for on in-
puts
(SC, 0-:1:;517 . ’Ei7ﬂ)vi,€1, . ,&'71)

such that there exists an ¢ € [i — 1] with
EL = H($,UI,51,...75L7€17... & 1, R[/{Z w }(Ul,...,i);)).

However, the oracles F;[w*] in QSObf, are defined to never output such an /,, and thus
such an input can only be guessed with probability 27" over the randomness of H. The
claim follows by applying Lemma 2.8 (a standard oracle hybrid argument). O

Next, we combine what we have shown so far - the hardness of mapping between
[I[w*] and II[-w*] in QSObf; and the indistinguishability of QSObf; and QSObf; - to show
the indistinguishability of QSObf, and QSObf; (in the case where the W wires are col-
lapsed to some w*).

Claim 5.26. For any QPQ distinguisher D and any w* = {w} };c[y, it holds that
' [HDFI vvvvv GSim <k M[w ) I 19, (Fu, ..., Fr, GSim) < QSObfy(1%, y¢>)]
—E ||| DFrl-6Sm (g, i ) I°: .+ Fil, GSim) - QSObfy (1%, 1)) ‘ = 27,

where D’s input includes the key k sampled by QSObf,, QSObf;.

Proof. Observe that the oracles F;, F;[w*] in these experiments are identical except for on
inputs
(:L‘7 O-Z’a’ﬁb s 7ai7wia€1a s 7€i—1)

such that w; € P[-w}]. By combining the previous three claims, we see that no QPQ
adversary can find such a w; in QSObf; except with probability 2**). The claim follows
by applying Lemma 2.8 (a standard oracle hybrid argument). O

Next, we state a direct corollary of these four claims, which is the hardness of mapping
between II[w*] and II[-w*] even in QSObf,.
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Corollary 5.27. For any QPQ unitary U, and any w* = {w} };cpy, it holds that
E | [0 0T fuw] [9) || : [9), O < QSOb,(1%, )| = 272
Finally, we consider a sequence of hybrids beginning with the real obfuscation exper-

iment as described at the beginning of the proof, and ending with the simulated experi-
ment using a simulator that we define below.

The real experiment:
Ho = E [|[DIAIPS18) |*: 1), (Fa, .. Fi, G) = QSObf(1, )]
* Replace PRF with random oracle:

Hy = E [||DIAF S 10) | 1), (Fi,.... Fi, 6) + QSObf, (1%, )|

¢ Simulate the G oracle:

Hy = B ||| DIAIS" [5) || £ 5}, (Fi, ... Fi, GSim) < QSObf,(1%, [4:))]
e Split |¢) into orthogonal components:

Hy=E

> |ID[AJF S T w Ty || - ]>(Fl,...,Ft,GSim)<—QSObf2(1A,]w>)].

w*

e Hard-code the w* measurement results:

Hy=E

S || LAY eSS [ || [, (Ful ], t[-],GSim>eQSObf3<1A,|w>>].

e Simulate the Fq, ..., F; oracles:

Ho = E || DIAJFS™ S5 |y |[* ), (FSim,, ..., FSim,, GSim) < QSObf5(1%, [v))]
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¢ Simulate the state:

Now, we are ready to define the simulator SimQ(lA, n,m, m') for our obfuscation scheme:
o Sample [¢b) , (FSimy, ..., FSim,, GSim) < QSObfg(1%).

o Output AFSim1 ~~~~~ FSim¢,GSim |w>

Thus, the simulated experiment is exactly

Pr(l1+ D (SimQ (1*,n,m,m’))] = Hr.
The following set of claims then completes the proof.
Claim 5.28. |Hy — H1| = negl(\).

Proof. This follows directly from the security of the PRF against quantum superposition-
query attacks. O

Claim 5.29. |H; — Ha| = negl(\).

Proof. Suppose that we sample |{/;> ,(F1,...,F;, G) + QSObf, (1%, [¢)), and then define the
set

B = {(I’,O’I,fﬁl, Ce 7?]}4.1,61, Ce )et) . G(ZE,O'CC,;Jh e ,f/i}/t_i'_l?fl, . 7€t) ¢ {Q(ZE),_L}} .

Observe that the only difference between QSObf; and QSObf, is the definition of the or-
acles G, GSim, and that these oracles are identical outside of the set B. Suppose for con-
tradiction that the claim is false. Then by Lemma 2.8 (which is a standard oracle hybrid
argument), there must exist an adversary that can find an input on which G and GSim
differ with non-negligible probability. That is, there exists a QPQ unitary U such that

for some §(\) = non-negl(\). Now, for each input z, define
B[I] = {(l’, ) : (.7), ) < B}
Then by a union bound, there must exist some z* € {0, 1}"* such that

E |01 [Bla")] UFFSS™ ) |2 1), (Fy, . Fo, GSim) <= QSObE(1%, )| > 3(3) - 27
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Next, define Coh-LMEval[z*] to be the unitary that coherently applies the evaluation

procedure LMEval(z*, -, { L; }ici41]5 10s bicppr1]s 1 fi biepy» 9) for the LM quantum program that
we are obfuscating, and define

3.} = Coh-LMEval[z*]" |Q(z*)XQ(z"*)| Coh-LMEval[z*] [¢)) , [ths) = i }Zj"i §
That s, [1),~) is the result of running the LM quantum program coherently on input 2* and
post-selecting on obtaining the “correct” output Q)(z*). By the e-pseudo-determinism of
@ and Gentle Measurement (Lemma 2.3), there is some ¢’'(\) = non-negl(\) such that

[HH ]UFl ..... GSim W’m )
>0'(A)-27m > 6(N) - 27"

*: [¢hae) , (Fi, ..., Fy, GSim) <= QSObf, (1%, wrg)]

However, this violates Lemma 5.36 with 7 = 0, which is proven in the following section.
Indeed, plugging in x = n*, the lemma states that, for some constant c,

E | [0[Bla U™ () |+ [d0e) , (Fis. . Fy, GSim) < QSObE> (17, [1-))]
— 23n(t+1)— _ 2—Q(n ) < 6/(/\) . 2—71’
which gives us the contradiction. O

Claim 5.30. |Hy — Ha| < 2790,
Proof.
M2 — s

< 22n i 2—0(5) — 9~ Q(H)7

where the first inequality follows from Lemma 2.6 (which is an application of Cauchy-
Schwarz) and the third follows from Corollary 5.27 proven above.

O
Claim 5.31. |H3 — Hy| = 2790,

Proof. This follows from Corollary 5.27 proven above and Lemma 2.8 (which is a standard
oracle hybrid argument). O
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Claim 5.32. |H, — Hs| = 279",
Proof. This follows by combining Claim 5.25 and Claim 5.24 proven above. O
Claim 5.33. |H; — Hg| < 27900,

Proof.
M5 — Hel
_ 1/2
<o | 30 E[|nw DS [9) | £ 9 Fa, . Fy, GSim < QSOBES (1%, )]
*#w/*
1/2
<om. |on. ZE[HHw D™ S |§) [[* 1 [8) Fy, .., i, GSim « QSObfs(1* |¢>>}]

< 2%, 2 (H) — 9~ SUx),

where the first inequality follows from Lemma 2.6 (which is an application of Cauchy-
Schwarz) and the third follows from Claim 5.23 proven above.
O

Claim 5.34. |Hg — Ho| < 2790,

Proof. This follows from privacy of the authentication scheme (Theorem 5.12), since the
oracles in 4 can be implemented with oracle access to Very, . .(-) rather than Decy, . .(-). [

]

5.4.5 Inductive argument

In this section, we give an inductive proof of Lemma 5.36, which was required by Claim 5.29
above. First, we describe a variant of QSObf that we call ParMeas, which supports hard-
coding an input z* and the first 7 partial measurement results {vb, 77} e[ into the or-
acles Fq,...,F;. When these results are hard-coded, the inputs vy,...,v;,/¢y,...,{, are
merely Verified rather than decoded by the oracles F4, ..., F;, and the hard-coded results
{v}, 7} }.cfr are used in place of the decoded results.

We define the distribution to include two additional outputs:

e The set B[z*, {v], 7] }.,cr] contains the "bad" set of inputs that verify properly but
decode to an incorrect output Q(z*), when using the hard-coded values {v;, 7} } ¢

e Theset C[z*, {v], 7] }.c[-] contains the set of inputs on which the oracles would differ
had the latest measurement (v}, r¥) not been hard-coded.

T T
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ParMeas(1*, [1))):

e Sample k < Gen(1%,n), and compute |1);) = Enci(|¢)).

e Sample a signature token (vk, |sk)) < TokGen(1").

o LetH:{0,1}* — {0,1}" be a random oracle.

* For each i € [t], define the function F;[z*, {v}, 7} },e(r] (%, 02, U1, . .., Vs, Wi, €1, ... £ 1):

- If x # o*, output F; (z, 04,01, ...,0;,W;, 01, ..., 4_1), where F; is defined as in QSObf.

Output L if TokVer(vk, z,0,) = L.
For each ¢ € [min{7,7 — 1}], let

KLO = H(z703’:71}17-"7UL7€17"'7€L—130)7 eL,l = H(xva$avla"'aULvéla'"agL—hl)a

)

and output Lif ¢, o =4¢,10r¢, ¢ {l, 0,01}
Ifi: <7

+ Output L if Very 1, 1,0, (01,...,0;,W;) = L.

* Setl; = H(x,04,01,...,03,01,...,4;i_1,7]), and output (¢;, v;).
- Ifi>r:

+ Foreacht e [+ 1,i—1],let
€L70 = H(x,ax,’ﬁl,...,’17“41,...,&_1,0), éhl = H(:Z?,O’x,ﬁl,...,ab,gl,...,fb_l,l),

and output Lif¢, o =4, 014, ¢ {{,0,¢, 1} Otherwise, letr, be such that¢, =¢, . .
* Output L if Ver]ﬁLi'”legi[vlv__wvr](ﬁl, 500 767—) = .
* Compute (UT+17 e ooy U4y wi) = Deck7qu~--L1,9i[Vr+1,-u,Vi,Wi](:JTJrl’ cee ,’171', @Z), and out-
put L if the resultis L.
+ Compute (-,7;) = figc’rr’”"ri’T’Jrl""’“_l(v{7 U Ura e, Vg W)
* Set Zz = H(.’ﬂ, O'm,”l;l, coo ,’171',61, 600 ,éi_l,ri), and output (61,61)
¢ Define GSim as in QSObfs.

e Let Blz*,{v],7}},c[r] be the set of (oy+,v1,...,0i41,41,...,4) such that the output of the

L

following procedure is ¢ {Q(z), L}:
— Output L if TokVer(vk,z,0,) = L.
- Foreach: € [t], let
loo=H(z,00,01,...,0,01,...,0,-1,0), €, 1 =H(x,04,01,...,0,,01,...,4,1,1),
and output Lif ¢, g =4¢,10r¥¢, ¢ {l,0,¢,1}. If ¢ > 7,1let r, be such that ¢, = ¢, .
— Output L if Verk,Lt+1...L1,9t+1[V1,...,VT](51a ce ) = L.

- Compute (UT+1, 000 ,’Ut+1) = Deck,Lt+1...L1,91+1[VT+1,...,V¢+1](UTJrlv 500 ,UtJrl), and output 1
if the resultis L.

o ¢
U Sl LI RN £ ((ny*
— Output g% v "m T (pf o vE g, Ug).
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e Let Clz*,{v,7]}.c;sj] be the set that includes, for any i € [7], all

(aw*,vl,.. vl,wl,ﬁl,... Ei_l)suchthat
Fi[.’E*,{’UL, L}LET 1]]((E az*,vl,...,@-,{52-,817...,&,1)
%Fl[z 7{UL7TL}L€[T]](‘T y Ox* ,7)1,...,61',17)1',61,...,61‘_1),
and all (o4+, 01, ..., Ut41, 01, - - ., £¢) such that

(O—x*a,ﬁlw'~a’77t+17€17'~~7£)EB[x {UL7 L}LE[T 1]\B[JJ {U,,7 L}LG[T]

e Output |1)) = |¢hx) |sk), O = (F1[], ..., F¢[],GSim), B[], C[].

We now make a few remarks.

¢ Throughout the remainder of the proof, we will be working with fully-deterministic
LM quantum programs for a given input z*, i.e.

Pr[LMEval(z*, [¢)) , {L;}iefer1), {0: bietern) { fibiepr1), 9) = Q(a%)] = 1.

Indeed, recall that we performed a post-selection on the correct outcome ()(z*) dur-
ing the proof of Claim 5.29 above.

* Whenever we reference an input 2* and partial measurement results {v;, 77 },¢(7,
always mean measurement results that occur with non-zero probability, i.e. they are
in the support of the partial evaluation of |¢)) on input z*.

¢ For 7 = 0 (i.e. no partial measurements), the above distribution ParMeas is identical
to QSObf, augmented with the set B[z*] as defined in the proof of Claim 5.29 (and
C'z*] is undefined in this case since it requires 7 > 1).

* For any input z* and full set of measurement results {v;", 7} ,cj141), the set Blz*, {v}, ' },cpq1]
is empty, by virtue of the fact that these measurement results occur with non-zero
probability, and the program outputs Q(z*) with probability 1.

* In the remainder of the proof, we will make use of the notation |¢[z*, {v}, 7} }.c[-])
as defined in Section 5.4.3.

Before proving the main inductive lemma of this section, we show the following state-
ment, which essentially says that it is hard to find an element of

Bla® o)1 her-ul \ Bla™ {v)s 7 hepn)]

given the authenticated version of |¢[z*, {v}, 7} ,c[x]) and the oracles with 2* and {v}, 7 }.c[
hard-coded. The meat of this proof is actually deferred to the following section, in which
we prove the "hardness of mapping" lemma, Lemma 5.44.

173



Lemma 5.35. For any input x*, 7 € [1,...,t + 1], measurement results {v;,r;},cr), and QPQ
unitary U, it holds that

where both expectations are over

[0}, (Fi[], Fi[], GSim), B[], O[] = ParMeas(1*, [, {v], 77 hiep])).
Proof. Note that the set C[z*, {v}, 77 },cn)] includes all elements of
B['I {UL7 L}LE[T 1]\3[ {UL7 L}LE[T]

and all inputs on which F;[z*, {v}, 7} }.c;—1)] and F;[z*, {v], 7} }.c[r] differ for any i € [t].
Thus, by Lemma 2.8 (a standard oracle hybrid argument) it suffices to show that

where the expectation is over

|7~Z>7(F1H’>Ft[]7GS|m>vBH CH <~ ParMeas(l)‘ |¢[I {'Uw L}LE[T]]>)

Now we consider all possible elements of the set C[z*, {v},7},c[s]. By inspecting the
definition, we see that any element of C[z*, {v]", 7/ },c[;y] must fall into one of the following
categories:

* Aninputto F.[z%, {v], 7] }.,c] that contains a sub-string (v, w,) such that

* * *
¥,

f‘r T—1 (UT, . ’1):_1, Deck’»LT-..Ll,GT[VT,WT](’7777 '1177)) = (.7 1— 7“:),
where Deck7LT...L1707[VT,WT](@Jﬂ{BT) = (117—711)7—) 7é 1.
e Aninputto F;[z*, {v], 7} }.c[-] for i > 7 or an element of

Blae® {vf, 17 her-ul \ Ble™ o], ) e

that contains either:

— v, such that Decy, 1., .1, 9,1v,)(V7) ¢ {v}, L}, or
— (. suchthatl, = H(...,1 —1r%).

T
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First, notice that by definition, the oracles F; [z*, {v}, 7} }.cin), - - -, Fe[z™, {0}, 77 }em), GSim
never output a label H(...,1 — r}). Thus, U can only successfully guess an ¢, such that
(, = H(...,1—r}) with probability 27" over the randomness of the random oracle.

Now, define II[-7}] to be the projection onto strings (v,, w.) such that

T T * ~ o~ %
fr (v1,...,vi 1, Decr. .y 6. vy wi) (U, 7)) = (-, 1 —17),

where Decy, 1. 1,.0,1v., w,) (U5, W;) = (v;,w;) # L, and define II[-v}] to be the projection
onto strings v, such that
Decr,..L.,6-1v:1(07) & {v7, L}

Then, define
(v}, v2)] = T[] + T[],

T

Finally, given the sampled signature token verification key vk, define the projector
onto valid signatures of z*:

[z", vk] = Z loXa|,

o:TokVer(vk,x*,0)=T

and note that any element of C [2*, {v], r} },¢[-] must include a valid signature of z*
Now, by the preceding observations, we have that

< 2*9(14)7

where the first inequality is due to the observation that ¢, such that /, = H(...,1—r}) can
only be guessed with probability 27", and the second inequality is Lemma 5.44 proven in
the next section. This completes the proof. O

Now, we show the main lemma of the section.

Lemma 5.36. There exist a constant ¢ > 0 such that for any input «*, 7 € [0,...,t + 1], mea-
surement results {v},r},cr), and QPQ unitary U, it holds that

E [HH [ [9(: (v}, L}LG[T]:H [Pl {orr el Fela™ {0717 e )], GSIm ‘@ HQ} < gn(t+1-m)—cx
where the expectation is over

1), (Fil],..., Fi[], GSim), B[], C[] + ParMeas(1*, [¢[z*, {v}, 7} }epn)]))-

175



Proof. We will show this by induction on 7, starting with 7 = ¢ + 1 and ending with 7 = 0.

The base case (7 = ¢ + 1) is trivial because the set B[z*, {v}, 7] }.c[+1)] is empty, as noted
above.

Now, we will let ¢ be a constant such that 27 is an upper bound on the expression
in the statement of Lemma 5.35. For the inductive step, suppose that Lemma 5.36 holds
for some 7 € [t 4 1]. Consider any z* and measurement results {v/,r},c[;, and define

the following two distributions over 1), (F1[], ..., F.[-], GSim), B[] (dropping the set C':]
since we don’t need it for this proof):

e D: ParMeas(1*, |[v[z*, {07, 7* hepr_n])-
o D[vi,ri] - ParMeas(1*, [¢p[z*, {v}, 7} }iep]))-

To show that Lemma 5.36 holds for 7 — 1, we have that

] E [T [B [, {07, 77 hoctrn] ) UF1E" Dol GSim | 2]
[¥),(F1[],....F¢[],GSim), B[]«~D
<o E [l ] U 68 3y | ]
;WHHH ~~~~~ F:[],GSim), H [ [x b }6[ 11“ |¢>H
B[-]+DJvi,rk]
§2n E |: II e UFl[x*,{vZ‘,rf}Le[Tﬂ ..... GSim |} 2i| +22n—cm
1;41#)(5[[}},‘5?[]%5'"1 H [ [x {v/, 7 el ]H ‘¢>H
«— v,T

< 22n+3n(t+1—7’) cn+22n cK
< 23n(t+1—(7’—1))—cri—n + 22n—cn

< 23n(t+1—(7’— 1))—ck

Y

where

The first inequality follows from Lemma 2.7 (an application of Cauchy-Schwarz).

The second inequality follows from Lemma 5.35 proven above.

The third inequality follows from Lemma 5.36 for 7 (the induction hypothesis).

The final inequality follows because the two summands can each be bounded by the
quantity 23n(t+1=(r=1)—en—1,

]
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5.4.6 Hardness of mapping

Our final step is to prove the "hardness of mapping" lemma, Lemma 5.44, that was re-
quired for Lemma 5.35 above. But first, we will need to introduce some "partial simula-
tion" hybrid distributions ParSim;. We let ParSim, = ParMeas as defined in the preceding
section. We will change the distribution gradually until it corresponds to a simulated
distribution, equivalent to QSObf; from Section 5.4.4.

ParSim; (12, [¢)):
e Sample k < Gen(1”%,n), and compute |1);) = Enci(|¢)).
e Sample a signature token (vk, |sk)) < TokGen(1").
e LetH:{0,1}* — {0,1}" be a random oracle.
* For eachi € [t], define F;[z*, {v}, r}}.er), {w) }oeprt1,0] (2, 02, V1, - - -, 03y Wiy £y - ooy i1):
- Ifx # 2%, output F; (z, 04,01, ...,0;,W;, £1,...,0;i_1), where F; is defined as in QSObf.

Output L if TokVer(vk,z,0,) = L.

For each ¢ € [min{r,i — 1}], let
éL,O = H(x,az,”[]ih, .. 7’17“[17 cee 7£L7170)7 gL,l = H($70—m7617 e 75L7€1a cee 7€L7171)7

and output Lif ¢, o =4¢,10r¢, ¢ {l, 0,41}
Ifi <7

* Output L if Very 1, .1,.0,(V1,...,0;,w;) = L.

+ Setl; = H(x,04,01,...,0;,01,...,4_1,7]), and output (¢;,v;).
- Ifi>r:

+ Foreach: € [r+1,i — 1], let

‘€L,0 = H(w7o’m7vla-~-;vugla---aELflaO)a ZL,I = H((E,O‘z7’l)1,...7’l)“£1,...7£L,1,1)7

and output Lif¢, g =4, 1014, ¢ {{,0,¢, 1} Otherwise, letr, besuchthat?, =¢, .

* Output Lif Ver]ﬁLi_“LlVgi[vlv__”\/ﬁwfl](51, coo ,57, LBL) = .
+ Compute (vry1,...,v) = Decy r,..1,.0,[Vss1,...vi] (U1, ..., 0;), and output L if the
resultis L.

* *
LyT seees Ty Tr 415003 Ti—1

+ Compute (-, ;) = f; (VF, . U Vs, e, U, W)
x Set EZ = H($, O'm,”l\)/l, 000 ,”l\)/i,gl, 500 7£i—1ari)/ and output (61,51)
¢ Define GSim as in QSObf,.

e Output |¢) = |¢g) sk) , O = (F1[], ..., F¢[], GSim).

ParSima (17, [¥)):
e Sample k < Gen(1",n), and compute |1);) = Enci(|1)).
* Sample a signature token (vk, |sk)) < TokGen(1").
o LetH:{0,1}* — {0,1}" be a random oracle.
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* For eachi € [t], define F;[z*, {v}, r}}.cr), {w) }oeprt1,4] (2, 02, U1y - -+, 03y Wi,y £y ooy i)

- Ifx # o*, output F; (z, 04,01, ...,0;,W;, £1,...,Li_1), where F; is defined as in QSObf.
Output L if TokVer(vk,z,0,) = L.
Foreach: € [i — 1], let

KLO = H(z703’:71}17-"7UL7€17"'7€L—130)7 eL,l = H(xva$avla"'aULvéla'"agL—hl)a

)

and output Lif ¢, o =4¢,10r¢, ¢ {l, 0,01}
If: < 7

+ Output Lif Very 1. 1,0, (01,...,0;,w;) = L.
* Set éi = H(CE, 03;,/171, o ,fﬁi,fl, 565 ,éi_l,’/’*), and output (fz,fﬁl)

@

Ifi >

* Output 1 lf Verk,Lile’e Vi,...,Ve, W] (%'1, . ,f}}-, ’L/Z}'Z) = AL,

+ Compute (vry1,...,v;) = Decy 1, .1,.6,[Vyss,...v;] (U1, - - -, U;), and output L if the
result is L.

+ For. € [T +1,i], compute (-,r,) = f. 1
* Set él = H(SL‘, 0‘93,517 . ,51‘761, . ,61;1,7‘1‘), and output (&,5,)
¢ Define GSim as in QSObf,.
e Output [1)) = |1h) |sk), O = (F1[,. .., F:[], GSim).

ParSim3 (17, [4)):
e Sample k < Gen(1%,n), and compute |¢x) = Encg(|1))).
e Sample a signature token (vk, |sk)) < TokGen(1").

Let H : {0,1}* — {0,1}" be a random oracle.

For each i € [t], define the function FSim;[z*|(z, 04,01, ..., Ui, Wi, b1, ..., bi—1):

- If x # o*, output F; (z,0,,01,...,0;,W;, 01, ..., 4—1), where F; is defined as in QSObf.
Output L if TokVer(vk, z,0,) = L.
Foreach: € [i — 1], let

EL,O = H(CE,O’E,Ul, e ,UL7‘€17 D 7€L71)0)7 €L,1 = H(m,am,vl, DRI 7vL7£1a oo ,£L717 1)7

and output Lif ¢, g =¢,10r¢, & {l,0,¢,1}.

Output L if Very 1, 1,0, (01, .., 0, w;) = L.

i

Set {; == H(z,04,01,...,0;,41,...,¢;_1,0), and output (v;, ;).

¢ Define GSim as in QSObf,.

* Output |¢) = |¢g) |sk) ,O = (FSim4[], ..., FSim,[-], GSim) .

ParSim4 (17, [4)):
e Sample k < Gen(1"%,n), and compute |1);) = Enci(|¢)).

178




Sample a signature token (vk, |sk)) <— TokGen(1%).
Let H : {0,1}* — {0,1}" be a random oracle.

e For each i € [t], define the function FSim;[z*, w*|(z, 04, V1, ..., Ui, Wi, b1, .., bi—1):
- If x = ¥, output FSim;(z*, 04+, 01, ..., 0;, Ws, b1, ..., L;—1), where FSim; is defined as in
QSObfs.
- If x # a*, output FSim;[w*|(z, 04,01, . .., Vi, W;, 41, . . ., £i—1), where FSim;[w*] is defined
as in QSODbf,.

Define GSim as in QSObf,.
Output [¢) = |1h) [sk) , O = (FSim1[],. .., FSim,[-], GSim).

ParSims (17, [4)):
e Sample k < Gen(1%,n), and compute |1);) = Enci(|¢)).
e Sample a signature token (vk, |sk)) < TokGen(1").
e LetH:{0,1}* — {0,1}" be a random oracle.
e For each i € [t], define the function FSim; as in QSObf .
¢ Define GSim as in QSObf,.
e Output [¢)) = |1h) sk}, O = (FSimy, ..., FSim;, GSim).

Next, before proving the main lemma (Lemma 5.44) of this section, which involves
ParMeas;, we prove several claims about these hybrid distributions, which will allow us
to use the properties of simulated distributions when proving Lemma 5.44. We will es-
sentially "work backwards" from ParSim; to ParSim, in order to show the sequence of in-
distinguishability claims we will need. Whenever we write {w; };c[s] for some set S C [t],
we parse each w} € {0, 1}Vl

First, we confirm that the mapping hardness claims we’ll need hold in the fully simu-
lated case of ParSims.

Claim 5.37. For any QPQ unitary U, input x*, partial measurement results {v},r},c}r), and
w* = {w; }icpy, it holds that

E | [0 jUOmfuw] |9 |* [9), O « ParSims (1%, [wla, {u],  }ie))) | = 272
and
E[Hﬂ[ﬂ v rOIUCTI{w] Yerana]) [0) || 1 [8), O = ParSims (1%, [y [2*, {u], L}LG[TD)] _ 9,

where I1[—(v:, r2)] is defined in the proof of Lemma 5.35.

Proof. The key point is that in QSObf;, none of the oracles FSim;, ..., FSim,, GSim require
access to the decryption oracle Decy,. .(-) for the authentication scheme. Rather, they can
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be implemented just given access to the verification oracle Ver; . .(-). Thus, these claims
follow directly from the security of the authentication scheme (Theorem 5.9), and in par-
ticular that it satisfies Definition 5.4 (mapping security). Note that in the second claim,
we only collapse the wires {W; };c|+1,4, thatis, the W wires after level 7, which are disjoint
from (V;,W.). The claim could have been trivially false if we had collapsed the wires in
(V;, W,), in particular to an outcome different from (v}, 7). O

The next two claims establish the indistinguishability of ParSims, ParSim,, and ParSim;
in the case when all of the IV wires have been collapsed to some value w*.

Claim 5.38. For any (unbounded) distinguisher D, input x*, partial measurement results {v}, 7} .ci,
and w* = {w] };cp, it holds that

[HDFS”‘” WG (’f ] [9)) *: 7 parFsSﬁ([lL w[GSi{TL), ) }
—E [HDFS"’“ ””” ssim (i, 11fw) ) |7+ 1" ParFsS.Ir:}n;(’i* |¢G[§Im{)v” b)) ]

where D's input includes the key k sampled by ParSimy, ParSims.

Proof. The proof is exactly the same as the proof of Claim 5.24, except that here we are
only switching oracle inputs on = # x* rather than all z. O

Claim 5.39. For any QPQ distinguisher D, input x*, partial measurement results {v;,r},c(7,
and w* = {w; };cpy, it holds that

‘]E [HDFSimﬂx*] ..... GSim <k,H[w*] ‘%) ”2 : Lﬁ>F’>;§LFSS|Ir:1n31([1]X,\z/J[ GSi{”;)y B ]
e et () I Mg Somtle 50 o |

_ 279(/{)’
where D’s input includes the key k sampled by ParSims, ParSim.

Proof. The proof is exacly the same as the proof of Claim 5.25, except that here we are only

switching oracle inputs on = # z* rather than all x. O
This next claim shows that in ParSims, it is hard to map wires W4, ..., W, collapsed
tow?,,,...,w; to an outcome different from w} ,,..., wy;.

Claim 5.40. For any QPQ unitary U, input x*, partial measurement results {v’,r}},c[r, and
{w; Yiepr 11,4, it holds that

* imy[z*],... im * N2 ok
E | [0~{ bier1,0]07 5™ 1SS {0 i 41,0] 1) ] = 27909,

where the expectation is over

0) , (FSimy[],. .., GSim) « ParSimg (1, [¢o[z*, {0, 7" }em])).
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Proof. We write Ep,sim, as shorthand for the expectation over

10), (FSimy [, ..., GSim) < ParSimg(1*, [¢[z*, {05, 7 }iein])),

we write Ep,.sim; as shorthand for the expectation over
1), (FSimy, ..., GSim) « ParSims(1*, |9 [z*, {v}, 7" }em])),

and, given {w; }.¢r, {w] }iefri1,4, we write w* = {w },ej U {w] }icjr41,4- Then,

ParS|m3

S 2" Z ParSlma |:HH {w }1€[T+1 t]]UFSIml s GSImH ‘w H :|

{w;}iern
<on. FSim1,...,GSim ] n . 9—Q(x)
<2 3 LB (Infetheraau 1] |5) |] + 2
{w;}iern
— 9—(r)

where
¢ The first inequality follows from Lemma 2.7 (an application of Cauchy-Schwarz).

* The second inequality follows by combining Claim 5.39 and Claim 5.38 proven
above.

¢ The third inequality follows from Claim 5.37 proven above.

]

In the proof of the next two claims, we will use the following notation. Fix a key k, in-
put z*, partial measurement results {v;", 7} },c[-), and {w] }ic[r+1,4, and define the following
function:

[k LU {UL7 L}LG[T] {’UJ }LE[T+1 t]] : (:517 v 7:(72) — Ty

If i < 7, output r;.

Otherwise, compute (v;41,...,v;) = Decy r,..1,,0,[v,s1,...vi] (Vr41, - - -, ;), and output L
if the resultis L.

a:*,rf,...,ri,r7+1 ----- Tr—1 * *
)= 1. (P Vi VT S I TI B

b ab

For. € [t + 1,1], compute (-, 7,

Output r;.

181



This function determines the bit r; when z*, {v},7/},cr), and {w]},cr41,4 have been
hard-coded into the oracles in ParSim,. We will use it when showing indistinguishability
between ParSimy, ParSimy, and ParSims in the case when the W, 4, ..., W, wires of the
input state have been collapsed to outcome w?_, ..., w;.

Claim 5.41. For any (unbounded) distinguisher D, input x*, partial measurement results {v}, 7},
and {w; }icfr41,4, it holds that

E [HDF1[x*’{”m}te[ﬂv{wfhewvﬂ] """ GSim <k,vk,H[{w etr1] [9) ) [ }

where the first expectation is over

[0), (Fi[, -, Fi[-], GSim) = ParSimy (1%, [1o[z*, {v}, 77 hiepr )

the second expectation is over

), (FSimi [, ..., FSim,[], GSim) - ParSims (1%, [i'la", {u], 7/ hiepr])),
and D’s input includes the keys k, vk sampled by ParSim,, ParSims.

Proof. In ParSim,, we have that for inputs that begin with z*,

F [:E {/UL7 L}LG[T] {U) }LG[T+1t}](x OI*7U17" ,171',@“61,... gl 1)
€ {H(l' 70-33*7’017"'7U17€17"'7€Z—17 [k z* {U“ L}LE[T {w }LE[T+1t]](vla"'775Z‘))7J—}7

while in ParSim;, we have that for inputs that begin with z*,

FSIml[‘T {/UL7 L}LE[T] {w }LE[T+1 t}](x O, Ulv"'771\j}i7@i7€17"'767;—1)
€ {H(l’ 70x*7/017---,Uzagla--wngl; ),J_}

Both implementations of the oracles are identical on inputs x # z*, and both will al-
ways output L on the same set of inputs, since this is true of Decy..(-) and Very..(-) by
definition. Finally, their non-L answers on inputs that begin with z* are identically dis-
tributed over the randomness of the random oracle H, since each (z*, 0, 01, ..., U3, 01, ..., {i_1)
fixes a single choice of bit

Rlk,x* {vf, r bem), {w) hepre1,0) (01, - 03).
Indeed, for any (z*, 0+, U1, ..., Ui, 1, ..., bi1),
H(l'*,(fx*,’i)il,...,5¢,1’Ei,€1,...,€i_1,0) and H(QT*,Ux*,’ﬁl,...,171',’&7@',€1,...,€i_1,1)

are identically distributed (each is a uniformly random string).
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Claim 5.42. For any QPQ distinguisher D, input x*, partial measurement results {v;, 7 },cir,
and {w; }icir41,4, it holds that

'E |:HDFI[1*,{U:‘7r2‘}L€[T],{wf}Le[q—Jrl,t]] ,,,,, GSim (k,Vk,H[{w LE[T+1,1] W > H :|
E [[| DRt it eSS (e Tt e [99) 1) ‘

where the first expectation is over

()5 (Fil; - Ful-], GSim) = ParSimy (1%, [v/[*, {v7, 7 }uepn])),

and the second expectation is over

()5 (Fils - Fil-], GSim) = ParSima(1%, [v/f*, {07, 7 }epr1])),

and D’s input includes the keys k, vk sampled by ParSimy, ParSim,.

Proof. Observe that the oracles F;[z*, {v},r}.ci), {w] }icfr+1,4] in these experiments are
identical except for on inputs

($*, O-x*aﬁ/la s 75i7 ﬁ}/iagla s 761'71)
such that there exists an ¢ € [i — 1] with

b= H(x" 0pe,01, ..., 0, b, ..o b1, 1= RIE 2 {0] 1) boepgs {w) eprn,g) (01, -2, 00)).

However, the oracles F;[z*, {v}, 7 }.c[), {w] }.e[r+1,4] in ParSim, are defined to never output
such an /,, and thus such an input can only be guessed with probability 27" over the
randomness of H. The claim follows by applying Lemma 2.8 (a standard oracle hybrid
argument). O

Now, in our final claim before the main lemma of this section, we combine what we
have shown so far to establish the indistinguishability of ParSim, and ParSim; in the case
when the W.4,..., W, wires of the input state have been collapsed to some outcome

* *
Wrqy. ., W

Claim 5.43. For any QPQ distinguisher D, input x*, partial measurement results {v;, 7 },cr,
and {w; }ic(r41,4, it holds that

: [HDﬁW,{ﬁ,w,{w;}w] ::::: (k,vk,n[{w arnnal19) ] | =2
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where the first expectation is over

[0) s (Fi[],- - Fal ], GSim) = ParSimo (1%, [z, {u}, 7 }eir):
the second expectation is over

|77,E> ) (Fl[]a ceey Ft[']’ GSIm) — ParSiml(]-)\a |77Z}[ {Uu r, }LG T]]>)
and D’s input includes the keys k, vk sampled by ParSimg, ParSim;.

Proof. Observe that the oracles in these experiments are identical except for on inputs that
include a w; € P[—wy}] for some i € [7+1,t|. Thus, by Lemma 2.8 (a standard oracle hybrid
argument), it suffices to show that for any QPQ unitary U,

£ [H[ﬁ{wf}z’e[rﬂ,t]]UFl[ﬁ*’{vf’m‘em’{wf}*““’”] """ S I{w; Yiepri1,0] !@] =27,

where the expectation is over

(), (Fil],. ., Fil], GSim) = ParSim (1, [ (2", {v}, 7 hieir])).

Write Epasim, as shorthand for the expectation over

[0) . (Fi[],..., FSim,[], GSim) = ParSimy (1%, o[, {}, 77 hieps ),

and write Ep,sim, as shorthand for the expectation over

0), (FSimy [, ..., FSim,[-], GSim) < ParSimg(1*, [¢o[z*, {v7, 7 }oein])-
Then,
o [ [~{w] Vit 1)U e el SN fapt Y ) ’@]
<,E_ [H[ﬂ{wr}@-e[m,ﬂ]UFS"“IW ----- S {w] Vi 1] [0) | +279)
< 279,

where the first inequality follows by combining Claim 5.42 and Claim 5.41, and the
second inequality follows from Claim 5.40, all proven above. O

Now, we prove the main lemma of this section. The proof of Lemma 5.44 combines
some claims proven above with Lemma 5.45 that follows. Lemma 5.45 is a similar claim
but with respect to ParSim3 instead of ParSimy.

Lemma 5.44. For any QPQ unitary U, input x*, and partial measurement results {v), 7} }.cir,
it holds that

E ||| (MW", vk] @ T[=(u, r2)]) UF e e i Sim |2 9=,
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where the projectors are defined as in the proof of Lemma 5.35, and the expectation is over

‘w> ) (Fl[']v SRR FtH> GS|m) A ParMeas(l’\, ‘w[ﬂf*, {Ufa TT}LE[T}D)a

which, recall, is defined to be the same as

10), (Fi[, - .., Fil], GSim) = ParSimo (1%, [[z*, {v}, 7 }ieim]))-

Proof. Write Ep,sim, as shorthand for the expectation over

(), (Fi[, .- Fe[), GSim) < ParSimy (1%, o[, {v], 77 }epn])),

and write Ep,sim, as shorthard for the expectation over

[¥) , (FSimy[],. .., FSim,[], GSim) <= ParSimg(1*, [ [z*, {v7, 7* }iein]))-

L)L

Then,

E ||| (W, vk] @ T[=(o, r3)]) U7 " b GSm | | 2]

ParSimg

<o 3 B[ WK @ (o)) URE 0T ST ] [ |

ParSimg
{witiers1,9

<o 3 B[ (0 v @ T (o, ) U S gy ] ()] 4 2700

ParSims
{witiera19

< 2—9(;@)7

where

¢ The first inequality follows from Lemma 2.7 (an application of Cauchy-Schwarz).

* The second inequality follows from combining Claim 5.43, Claim 5.42, and Claim 5.41
proven above.

¢ The third inequality follows from Lemma 5.45 proven below.

]

We finally complete the proof of security of our obfuscation scheme with the following
lemma. An overview of the techniques involved in this proof, which include extraction
via a purified random oracle, is given in Section 5.4.2.
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Lemma 5.45. For any QPQ unitary U, input x*, partial measurement results {v},r}},c[-, and
{w?}icprs1,, it holds that

im ...,GSim * 12 —Q(k
B [|| (116" k) T (02, 72)) UFSme Sy, ] ] = 2799,
where the expectation is over

|{Z;>,(FSiml[-],...,FSimt[] GSim) < ParSims (1%, [¢[z*, {vF, 7} hep]))-

Proof. Recall that the oracles FSim;[z*], ..., FSim,[z*], GSim output by ParSims internally
make use of a random oracle H : {0,1}* — {0,1}*, and let K = poly(\) be an upper
bound on the length of strings that / takes as input.

We will purify the random oracle H, introducing an oracle register D := {D, },e(0,1}%,
where each D, is a k-qubit register. Define |+,) to be the uniform superposition over all
k-bit strings, and define |+5)” = |+,)?P*ec0)% to be the uniform superposition over
all random oracles H. Finally, let A[# 2*] .= {a € {0,1}* : a = (x,") for  # 2*} be the set
of all random oracle inputs / sub-registers of D that do not start with z*.

Now, the purified random oracle begins by initializing D to the state |+). Each time a
query to H is made on input register A and output register B, we apply a unitary defined
by the map

ja)* )% [H)P = [a) (CNOT®*) ™% |b)® | )P
For the rest of this proof, we will implement oracle queries to H using this purified pro-
cedure, and explicitly introduce the register D, initialized to |+), in our expressions.

The central claim we need is the following, which shows that is is hard to map onto
I[—(vE, r2)] without disturbing the random oracle registers {D, }.e Aptr): In other words, at

T

any point at which the adversary’s state has some overlap with II[- (v}, r¥)], it must be the
case that the adversary currently holds some information about a random oracle output
at (z,...) for some x # z*.

Claim 5.46. For any QPQ unitary U, input x*, partial measurement results {v;,r},c}r, and
{w]}iejr41,4, it holds that

[H ( 7-7 7- ® H_ ><+ ‘@{’D(l}aeA[;éuL )UFSiml[:p ..... GSim |w >|+ > H i| _ 279(/1)’

where the expectation is over

]@ , (FSimy [, ..., FSim,[-], GSim) « ParSimz(1*, [¢[z*, {v, 7 }e))),

and B B
") = I[{w; bepr10] [¥) -

Proof. First, consider the following distribution, which essentially toggles between ParSim,
and ParSims;.
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Sim[z*](1%, [¢)):
e Sample k < Gen(1%,n), and compute |1);) = Enci(|¢)).
e Sample a signature token (vk, |sk)) < TokGen(1*).
o LetH:{0,1}* — {0,1}" be a random oracle.

e For each i € [t], define the function FSim;[z*][z](x, 04, V1, . .., Vs, Wi, b1, .., 4i1):
- If z = 0, output FSim;(z,0,,01,...,0;, w;, l1,...,¢;_1), where FSim; is defined as in
QSObfs.
— Otherwise, if z = w*:
+ If & = 2%, output FSim; (x*, 0, V1, . . ., Vs, Wi, €1, - - ., Li—1)-
= If o 7é Z'*, output FSimi[w*}(x,JI,'ﬁh. oo ,Ei,@i,gl, °00 ,gifl), where FSlmZ[w*] is
defined as in QSObf,.

¢ Define GSim as in QSObf,.

e Output |¢) = |¢g) [sk) , O = (FSimq[z*][-], ..., FSim[z*][-], GSim) .

Indeed, observe that

|1Z> L (FSimy [z*][w*], . .., FSim,[z*][w*], GSim) «+ Sim[z*](1*, | [z*, {v], 7 bem)))
is equivalent to

19), (FSimy [z, w*], . .., FSim,[2*, w*], GSim) « ParSim4(1*, |[[z*, {v}, 7" }em])),

L

while
[9), (FSimy[”][0],. .., FSim,[2*][0], GSim) + Sim[z"](1*, [¢)[z", {v], ] }.e(]))

is equivalent to

[) , (FSimq, ..., FSim;, GSim) <« ParSim5(1’\, |[z*, {v], Tf}LG[T]])).

L

Next, recall the definition of R[k, w*| from Section 5.4.4:

Rk, w*|(z,v01,...,v;) :

e Compute (v, ...,v;) = Decy 1, 1, 0.01,..v:](V1, - .., 0;). If the result is L, then output
1.

e For . € [i], compute (-,7,) = f= "1 (v, ..., 0, w)).

* Output r;.
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Now, for any w* = {w; },cy, define a unitary X[w*] that permutes the registers A[# z*|
according to the rule that, for x # z*, swaps

(T, 04,01, ..., 05, Wi, b1, ..., l;i_1,0) and (z,04,01, ..., 0 W, b1, ..., bi_1,1)

whenever Rk, w*|(z,v1,...,v;) = 1. By definition of Sim[z*|, we have the following fact.

Fact 5.47. For any unitary U and
|QZ) , (FSimy[2*][-], .. ., FSim[z*][-], GSim) € Sim[2z*](1*, |s[z*, {v], 7 b))
it holds that
UFSiml[a:*][w*} ..... GSim |7Z>k> |+H>D _ Z[w*]UFSiml[x*H@] ..... GSimE[w*] |7:E*> |+H>D7

where the unitary Xw*| is applied to registers {Dq }ac Ajza+-
We will also use the following immediate fact.

Fact 5.48. For any w*,

Z[w*] |+H>®{Da}a€A[7ﬁz*] _ |+H>®{Da}a€A[;ﬁz*] ‘
Now, write Ep,sim, as shorthand for the expectation over
0), (FSimy [, ..., FSim,[-], GSim) < ParSimg(1*, [¢/[z*, {v*, 7} ieim]),

write Ep,.sim, as shorthand for the expectation over

), (FSimy[], ..., FSim,[], GSim) < ParSimy (1%, [¢[z*, {v}, 7} }em]),

write Ep,.sim; as shorthand for the expectation over

1), (FSimy, . .., FSim;, GSim) < ParSims(1%, [¢[z*, {v}, 7 }em]).

and write Egjy[,+ as shorthand for
|1Z> ,(FSimy[z*][], . .., FSim[2*][-], GSim) <= Sim[2z*](1*, [¢[z*, {v], 7 bem)))-

Then,
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2
Part H (T 720] @ )PP et ) pFSimberhim ) |1y ]
arsims
_ {Da} ’
= ®{Datacal 7&:&]) FSimy [z*],...,GSim D
|2 (0 )@ e U "] [4°) |+11) ]
: {Da} d
_ L ®{Da}acazar] ) FSim1 [2*],...,GSim «
N L CARID DG U w'] [ [+11)
- | - .
< E H[_\(’U:,Ti)] Z <|+N><+H|®{Da}a€A #a* ]) UFS|m1 z*,w*],..., GS|mH[ } |w*> |+H> 4 on. Q—Q(n)
ParSimy "
_ B 2_
= s.]]% ] H[ﬁ(vij r;“_)] Z <’+N><_‘_H’®{Da}aeA H#a* ]) UFS|m1[I*] ..... GSImH[w*] |¢*> ’+H>D + 9—SUk)
. ] 2
= 5-]]% | H[ﬁ(vij T;k_)] Z <’+K><+K’®{Da}aeA Fa* ]> E UFS|m1 [z*]10],..., GS|mE[ ]H[w*] |w*> H’ >D ]
P
_ {Da} ’
- E 7-7 r ( _|_ _‘_ﬂ ®{Dataca] #w*]) UFS|m1[x 119],-.., GSlmH + + 27Q(/-c)
2 || Z o) ] 5°) Fa)
_ {Da} ’
— ®{Dataca[zz*] ) FSim1,...,GSim —Q(k)
E ‘ L)Y (e U ] [97) |+2)" || | +2
. 2
— ; Ig ‘ <H[ ( v, T)] ® H_ ><_'_H’®{Da}ae,4 ¢Ju*]> UFS|m1 ..... GSim ‘w > |+ > + 27Q(n)
arSims
< Q—Q(K)’_
where

The first inequality follows from Claim 5.39 proven above.

The following equality is by definition of Sim[z*].

The following equality is Fact 5.47.

The following equality is Fact 5.48.

The following equality is by definition of Sim[z*].

The final inequality follows from Claim 5.37 proven above.
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Now, assume for contradiction that the lemma is false. Combined with the fact that
Claim 5.46 is true, this implies that

E |:|| (H[.’L'*,Vk] Q (I . ‘+K><+N‘®{Da}aeA[¢m*])> UFSiml[x*] ,,,,, GSim IYZ*> |+H>D HQ] _ 270(,‘@)’
where the expectation is over

|{/;> L (FSimy[-], ..., FSim,[-], GSim) < ParSims(1*, |¢[2*, i r heml))-

However, this would violate the security of the signature token scheme, which we
now show. Consider the following reduction that takes as input the signing key |sk) for a
signature token scheme, and has oracle access to TokVer|vk].

* Prepare 1), |41, and (FSim;[-], ..., FSim,[-], GSim) as in the description of Lemma 5.45,

warding them to TokVer|vk].
* Measure the final state of U in the standard basis, and parse the outcome as (o, -).

* Measure the final state on registers {D, }4ca[£,+] in the Hadamard basis. If any reg-
ister D, gives a result other than 0%, then parse a = (z, 0,, -) for some z # z*.

e Output (0,+, 0,).

Then, by the definition of II[z*, vk] and the fact that the random oracle H is only ever
queried on inputs that begin with (x,0,) such that TokVer(vk,z,0,) = T, we have that
with probability 9—o(k) TokVer(vk, z*,0,+) = TokVer(vk,z,0,) = T, which violates secu-
rity of the signature token scheme (Definition 2.21). Indeed, note that the signature token
scheme is secure against poly(\) query bounded adversaries that otherwise have unlim-
ited time and space, which is satisfied by the reduction given above.

O
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