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Abstract
Scaling Zero Knowledge Proofs Through Application and Proof System Co-Design
by
Yuwen Zhang
Master of Science, Plan II in Computer Science
University of California, Berkeley
Professor Raluca Ada Popa, Research Advisor

Professor Natacha Crooks, Second Reader

Zero knowledge succinct non-interactive arguments of knowledge (zkSNARKSs) allow an untrusted
prover to cryptographically prove that a certain statement is true without compromising their
privacy. Though powerful, many existing applications of zkSNARKSs do not scale for larger
systems. By tailoring protocol and system design for specific use cases, I demonstrate that systems
using zkSNARKSs can scale well in many dimensions. In my first chapter, I focus on privacy-
preserving analytics systems. Existing deployments use a small set of non-colluding servers
alongside some specialized zkSNARK constructions in order to compute aggregate statistics over
client data without learning any individual’s information. Our system, Whisper, improves upon
prior work by drastically reducing inter-server communication at the cost of slightly larger client
proofs, resulting in large dollar cost savings. In my second chapter, I discuss techniques for delegated
proof generation for complex circuits. In particular, I focus on the delegated prover environment,
where a trusted delegator outsources proof generation to third party workers. Existing solutions
either trust these workers with their secret inputs in plaintext, or they fail to fully take advantage
of worker parallelism. Our system, DFS, achieves state of the art scaling without trusting workers
with sensitive delegator secrets.
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Chapter 1

Introduction

Zero Knowledge Succinct Non-interactive Proofs of Knowledge (zkSNARK(Ss) are a powerful cryp-
tographic tool, garnering significant interest from both academia and industry. A prover, who holds
some secret witness, presents a cryptographic argument this witness satisfies some computation.
This argument is compiled into a short proof, which any verifier is able to efficiently verify.

In order to instantiate an efficient prover, some systems only support proof generation for very
specialized computations. In Whisper, we focus on zZkSNARKSs in the context of privacy-preserving
collection of aggregate statistics. Like prior private analytics systems, a Whisper deployment
consists of a small set of non-colluding servers; these servers compute aggregate statistics over
data from a large number of users without learning the data of any individual user. Prior systems
required the servers to exchange a few bits of information to verify the well-formedness of each
client submission. Whisper’s main contribution is that its server-to-server communication cost
and its server-side storage costs scale sublinearly with the total number of users. We achieve this
using silently verifiable proofs, a new type of proof system on secret-shared data that allows the
servers to verify an arbitrarily large batch of proofs by exchanging a single 128-bit string. This
improvement comes with increased client-to-server communication, which, in cloud computing, is
typically cheaper (or even free) than the cost of egress for server-to-server communication. In a
deployment with two servers and 100,000 clients of which 1% are malicious, Whisper can improve
server-to-server communication for vector sum by three orders of magnitude while each client’s
communication increases by only 10%.

Another popular research direction has been generating zZkSNARKSs for more general compu-
tations, allowing for a myriad of popular applications. However, despite recent advancements, the
computational cost of proof generation remains extremely high. Prior systems attempt to alleviate
these costs by distributing off-the-shelf zkSNARK proof generation among many workers. These
works fall under two main categories: public delegation, where workers all see the witness in
the clear, and private delegation, where workers need to do some slow multi-party computation
(MPC) in order to compute the proof. In DFS, we create a custom zkSNARK designed with both
private and public delegation in mind. By carefully choosing appropriate subprotocols, we achieve
graceful scaling in the number of workers in both the public and private delegation settings.



Chapter 2
Whisper

2.1 Introduction

Private-aggregation systems make it possible to compute aggregate statistics about a population of
devices, while revealing no information—beyond the aggregate statistic itself—about any device’s
data. These systems make it possible to privately collect information on user behavior [4], public
health trends [8, 64], and device telemetry [87] at million-user scale.

In this paper, we focus on private-aggregation systems based on multi-party computation
techniques [3,11,19,41,43,45,47,53,57,59,71,77,85,86]. These systems require a small set
of infrastructure providers (“servers”); the systems protect client privacy as long as an adversary
cannot compromise all servers. Deployments of private aggregation at Apple [4], Google [8],
Mozilla [87], and others [47] use this approach.

In a run of one such private-aggregation protocol, each user splits its data using a cryptographic
secret-sharing scheme, and sends one share to each server. In addition, each user sends the servers
a zero-knowledge proof attesting that its secret shares are well-formed. After receiving the data
submissions and validity proofs from a large number of clients, the servers verify each proof, and
then aggregate the valid submissions to compute the statistic of interest.

An annoyance in prior systems [3,11,41,45,47,71] is that the servers must exchange messages
to check each client’s validity proof, so the server-to-server communication cost is linear in the
number of clients. This communication cost is significant when supporting millions of clients.

More recent systems [19, 73, 86] support computing the “heavy-hitter” statistic: each client
holds a string and the statistic computes the set of most popular client-held strings. This statistic is
useful when the universe of possible client submission is large—for example, when computing the
set of URLSs that most often cause a user’s browser to crash.

When computing heavy hitters, existing distributed-trust based systems [19,73,86] require the
servers’ secret state to grow linearly with the number of clients. When the client submissions
arrive in a stream [1], the servers cannot begin processing the first client submission until the last
submission arrives. As a result, as the number of client uploads increases, the servers’ memory
and storage requirements balloon.
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Figure 2.1: Whisper’s server architecture. Clients split their data using a secret-sharing scheme
and send one share to each server. The servers process submissions in batches.

We present Whisper, a system for the privacy-preserving collection of aggregate statistics that
has server-to-server communication and server storage costs that are sublinear in the number of
users. Whisper provides these efficiency properties while supporting the computation both of
simple arithmetic statistics and of heavy hitters. Whisper operates in the same deployment model
as existing systems [41,45,73] (Figure 2.1) and provides the same privacy property: if there is
at least one honest server, no adversarial coalition of malicious clients and servers can learn any
information about honest clients’ data, beyond what the aggregate statistics themselves leak.

Silently verifiable proofs. To reduce server-to-server communication in Whisper, we introduce
silently verifiable proofs, a new type of zero-knowledge proof system on secret-shared data [18]. In
a silently verifiable proof system, the verifiers can verify a batch of proofs by exchanging a single
field element. This batch verification is possible even when the provers are mutually distrusting
and when each prover is proving a different statement. Clients in Whisper use silently verifiable
proofs to convince the servers that their data submissions are well formed; the servers can check
arbitrarily large batches of proofs using only a few bits of server-to-server communication.

Most of the work to develop the cryptography behind Silently Verifiable Proofs was finished
before this class. We will provide a brief overview of their syntax and and construction, but we
will mostly focus on the systems-level consequences of their use.

Privately streaming heavy hitters. To avoid needing to store per-client state in our private
heavy-hitters computation, we use a small-space sketching data structure [91]. In doing so, we give
up on computing the exact heavy hitters, and instead settle for a good approximation—we expect
this trade-off to be acceptable in many applications. Outside of this class, we formally bound the
effect that a malicious client can have on the final computation of the heavy hitters.

We implement Whisper on top of ISRG’s libprio-rs library [48]. In our evaluation where
two servers aggregate 1024-sized vectors across 100,000 clients of which 1% are malicious, each
server in Whisper only sends 0.2 MB compared to 415 MB for state-of-the-art Prio3 [48]. In
achieving this, our per-client communication increases to 303 KB from 274 KB for Prio3. This
trade-off is most appealing in cloud deployments, where ingress is free and egress is costly. We
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estimate up to 3X reduction in server operating costs for certain statistics. We additionally evaluate
our system’s performance over the Android privacy preserving exposure notification, a collection
of 14 prio-style aggregate statistics originally When the same servers compute heavy hitters over
a stream of 1.75 million client uploads, our baseline Poplar [19] overruns the 64 GB memory at
the servers and takes four days to finish, while Whisper takes about two hours and recovers all the
heavy hitters with probability at least 0.999, while taking only 15 secs to finish after receiving the
last upload. Streaming the heavy hitter computation in Whisper comes at a 14-17x increase in
client communication over Poplar, however, it stays under 500 KB.

My Contribution

I worked on implementing and evaluating the entire system. I also worked on designing our heavy
hitters solution and choosing an efficient, correct protocol for identifying malicious clients.

2.2 System Overview

In this section, we outline Whisper’s system architecture, capabilities, and security properties.

System Model

A Whisper deployment consists of two or more logical servers, and a large number of clients. All
the communication happens over TLS-protected network channels.

Servers. Each logical server in Whisper server runs in its own administrative domain, separate
from all other servers in the system. A logical Whisper server can consist of a large number of
physical servers or cloud instances. For conciseness, we use “server’” to refer to a logical server.
We assume that all participants in the system have the cryptographic public keys of each server
in the system. The servers jointly compute the same set of aggregate statistics on the users’ data.
There are v servers (verifiers).

Clients. Each client holds a piece of private data; the servers compute aggregate statistics over
all clients’ data. Clients in Whispercommunicate with each of the Whisperservers and do not
communicate with other clients. We assume that the clients have a means to authenticate to the
servers [6].

Architecture

Whisper computes aggregate statistics in a sequence of time epochs: at the end of each epoch,
the servers publish a set of aggregate statistics computed over the data of the clients participating
during the just-completed epoch. The protocol flow in each epoch works in the following three
steps, depicted in Figure 2.1.
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Step 1: Client data submission. Each client authenticates to the Upload Service at each server,
which associates this client with an id. The client uploads an encoding of its private data with a
silently verifiable proof of valid encoding by sending a single message to each server.

The Upload Service associates each message with a specific batch of submissions, a batch
corresponding to a time interval. We need to ensure that each client uploads to the same batch
on each server. A malicious client can try to upload in v different batches at the v servers to
cause v times more work for the servers. At the same time, we do not want the “silent” servers
to communicate per client to reach consensus. To prevent this issue, Whisper has each client
first submit its upload to the first server. This server will verify that this client id has not uploaded
already in the epoch. It will assign this message to a batch and will return a signed acknowledgment
O ack that covers the batch identifier and the client id. The client will then upload to the other servers
to the same batch by presenting o,ck-

Step 2: Server data validation and aggregation. After receiving client submissions, the servers
check that they are well formed using the silently verifiable proof in each submission. To keep
the server state from growing, Whisper servers verify client submissions in batches as they arrive
within the epoch. The Processing Service processes each batch. It first tests the validity of the
submissions in the batch by running the batch-verification routine of the silently verifiable proofs.
In the optimistic case—when all clients in a batch are honest—the entire validity check requires
the servers to exchange a single short (128-bit) field element. If any proof in the batch is invalid,
the servers will identify the failing proof via group-testing techniques [50]; they will discard the
corresponding malformed submissions. These steps require interacting with the corresponding
Processing Service on the other servers. It then aggregates the values in the batch into a running
partial aggregate.

Step 3: Publishing the aggregate statistic. =~ After the servers process all input batches, the
Processing Service combines the resulting aggregate with the aggregates on the other servers to
obtain the aggregate statistic.

Supported statistics

The configuration of a Whisper deployment specifies which aggregate statistic f the system will
compute in each epoch. Following prior private-aggregation systems [19,41,45], Whispersupports
any aggregate statistic that can be computed via a verifiable additive encoding of the client’s
data [41,69]. We discuss additive encodings in more detail in §2.4. Using encoding techniques
from prior work [26,39,41,53,85,93], Whispersupports the following aggregation functions:

* Basic statistics: SUM, MEAN, VARIANCE, STDDEV, MIN/MAX (over small domains)

* Counting: FREQUENCY COUNT, APPROXIMATE FREQUENCY

* Boolean operations: AND, OR

* Machine learning: LINEAR REGRESSION, "> COEFFICIENT

As one of our technical contributions, we show that Whisper can also support computation of
approximate heavy hitters (popular strings) §2.5.



CHAPTER 2. WHISPER 6

In many cases, Whisper reveals to the servers slightly more information about the client inputs
(x1,...,x,) than the aggregate statistic f(xp,...,x,) itself. For example, for sum, there is no
extra leakage, while private-aggregation schemes for variance additionally leak the mean for
efficiency [41]. In this case, as in prior work, we define the leakage f (x1,...,x,) of the encoding
to capture this extra information. In all cases in Whisper, the leakage function is symmetric in its
inputs—so the leakage reveals no information about which client i held which private input x;.

Security properties

Whisper’s security properties are similar to existing privacy-preserving systems for collecting

aggregate statistics. We describe these properties in more detail in Sections 2.4 and 2.5; we sketch

them here. All of the security properties are relative to an aggregate statistic f and an associated

leakage function f.

* Privacy. As long as one server is honest, no server or malicious client learns any information
about the honest clients’ data x1, . . . , x,,, except what can be inferred from the aggregate statistic
f(x1,...,x,) and the leakage function f(x1,...,x,). All the statistics f that Whisper supports
and their leakage functions f are symmetric in their inputs, and therefore, the output reveals no
information about which client submitted which input.

» Correctness against malicious clients. If all the servers are honest, then a small set of malicious
clients can only affect the aggregate statistic f by misreporting their private data. When f
computes heavy hitters, we allow malicious clients to introduce some small additional error in
the output with low probability.

For privacy, it is important that “enough” honest clients participate in each epoch. This ensures
that f(x1,...,x,) and f(xi,...,x,) don’t reveal any private information about honest clients’
inputs. For example, if there is a single honest client in an epoch, the output can trivially leak
the client’s data. Noising the aggregate statistic to provide differential privacy [52,85] gives some
protection in this case. To limit the number of malicious clients, as in prior works [18, 19,41, 85],
we assume that the servers employ Sybil-protection mechanisms [6,7,47,95].

We assume that pairwise authenticated and encrypted channels exist from clients to servers and
between the servers. We make no synchrony requirement and the adversary can observe all network
links.

2.3 Silently Verifiable Proofs on Secret Shares

A silently verifiable proof system is a new type of zero-knowledge proof system on secret-shared
data that allows a set of verifiers to check an arbitrarily large batch of proofs, from independent
provers, with verifier-to-verifier communication cost constant in the batch size.
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Figure 2.2: Silently verifiable proofs with batch verification.

We first recall the definition of a zero-knowledge proof on secret-shared data [18]. Such a proof

system is a protocol that takes place between:

* a prover, holding an input x € ", for a finite field F and input size n,

* many verifiers, where each verifier holds an additive secret share of the input x.

The protocol allows the prover to convince the verifiers that the input x satisfies a public predicate—
i.e., that the input x is in some language £ C F"—while revealing nothing about the input x apart
from the fact that x € L.

We consider a flavor of zero-knowledge proofs on secret-shared data that has a very simple

communication pattern:

1. the prover sends each verifier a single message,

2. the verifiers each broadcast a single message to the other verifiers, and

3. each verifier runs some computation on these received messages to determine whether to accept
or reject the proof.

Many existing proof systems have this structure [18,41,45]. In practice, a designated verifier

receives the messages from all verifiers and decides to accept or reject the proof.

A silently verifiable proof system is a special zero-knowledge proof on secret-shared data in
which the verifiers’ decision of whether to accept or reject the proof is a linear function of the
broadcasted messages. As we discuss in §2.3, silently verifiable proofs allow verifiers to check a
large batch of proofs at once, with minimal verifier-to-verifier communication.

Definition

We provide an informal definition of silently verifiable proof systems in the information-theoretic
setting. That is, we require the proof systems to be secure against computationally unbounded
prover and verifiers. Later on, we will consider computationally-secure variants of these proof
systems—in that setting, we consider infinite families of languages £ = {£,}7,, we require all
algorithms to run in time poly (1), and we prove security against adversaries that run in time poly(1).

Our definition of zero-knowledge proofs on secret-shared data closely follows those in prior
work [18,41,45]. The key differences are:
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1. our proofs have a “public part” that the prover sends to all verifiers, in addition to a per-verifier
“secret part,” and

2. we only consider non-interactive proof systems—in which the prover sends a single message to
each verifier.

Notation. Throughout, for a natural number n, we use [n] to denote the set {1,...,n}.

Syntax: Zero-knowledge proof on secret-shared data. For a finite field [, input size n, tag
size ¢, and language £ c ", a v-verifier zero-knowledge proof system on secret-shared data
consists of the following algorithms:

Gen(xy,...xy) — (w1, ..., 7, np”b). Takes as input x; € F” corresponding to every verifieri € [v]
and outputs v private proofs 7r; and one public proof 7PUP.

Eval(x;, ;, ﬂPUb; r) — vtag;, € 4. Takes as input the i-th verifier input x;, private proof x;, the
public proof 7P, and a random tape r. Returns a proof tag vtag; of size g.

Ver(vtagy,...,vtag,) € F. Takes as input the v verification tags and checks whether to accept or
reject the proof. By convention, output 0 € F indicates acceptance.

Silent verification. We say that the proof system is silently verifiable if the verification predicate
Ver computes a linear function (over field IF) of the verification tags it takes as input. The tag size g
is one and Ver checks that the (scaled) verification tags sum to zero, both follow from the linearity.

A zero-knowledge proof system on secret-shared data—whether silently verifiable or not—must
satisfy the following completeness, soundness, and zero-knowledge properties.

Completeness. Completeness states that verification will always succeed if x € £ and all the
parties are honest.

Soundness. Soundness states that a prover trying to prove that x is in the language £ for x ¢ £
will fail the verification for v honest verifiers.

Zero knowledge. Informally, any strict subset of the verifiers does not learn any information
about the prover’s private input x. In our private analytics use case, this property guarantees that
the client leaks no information about its private data to an adversarial coalition of up to v — 1 out
of the v servers.

Efficiency metrics. The most important efficiency metric in a silently verifiable proof system is
the proof size—the number of bits that Gen outputs. The proof size dictates the number of bits that
the prover must send to the verifiers during one interaction. Server compute is also an important
efficiency metric. This quantity is largely dependent on the properties of the underlying non-silent
proof system.
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Features of silently verifiable proofs

We now quickly mention two useful properties of silently verifiable proofs:

Batch checking. A set of verifiers can check an arbitrarily large batch of silently verifiable proofs
at the same communication cost as checking a single proof. Recall that, to verify a silently verifiable
proof, the verifiers

* each compute a verification tag from their input, and
* check that their verification tags sum to zero.

To verify a batch of B proofs, the verifiers compute the verification tags for each of the B proofs
as before. Rather than broadcasting the verification tags for each proof separately, the verifiers can
agree on a shared random test vector ¢ € F2. Each verifier i publishes the inner product of their
B verification tags (as a vector in F®) with the shared random vector ¢ (Figure 2.2). If any set of
verification tags in the batch sums to a non-zero value, then the combined verification tag will be

non-zero with probability at least 1 — ﬁ.

Zero-knowledge against malicious verifiers. By definition, silently verifiable proof systems
provide zero-knowledge even if a subset of the verifiers is malicious. In fact, this strong privacy
guarantee comes for free because each verifier just sends a single message. Provided that the prover
is honest, the messages that honest verifiers send are independent of the error that malicious verifiers
introduce in their messages. Therefore, malicious verifiers can learn no additional information about
the client’s private input by deviating from the prescribed protocol.

General construction: silently verifiable proofs

To sketch how our silently verifiable proofs work, consider a prover who wants to prove that its
input x lies in some language £. Each verifier holds a secret share of the input x. Furthermore, say
that we have a zero-knowledge proof system I, on secret-shared data for the language £ in which
the verifiers communicate with each other over a broadcast channel (existing protocols satisfy this
property [18,45]).

To generate the silent proof, the prover locally simulates the execution of all of the parties (prover
and verifiers) running the protocol I1.. The prover then sends to each verifier (1) a transcript of all
messages that the simulated verifiers exchanged via the broadcast channel and (2) the view of each
verifier in the simulated protocol. To check the proof, the silent verifiers only need to check that
(a) their transcripts of the simulated broadcast channel are identical and (b) their simulated views
are correct according to the protocol I1.. The verifiers can locally generate secret shares of a test
value that is zero if and only if both of these checks pass (with high probability). To check a batch
of proofs at once, the verifiers can publish a random linear combination of each proof’s test value
and accept if the resulting value sums to zero. We depict this construction in Figure 2.3.

For specific zero knowledge proof systems on secret shared data, we give silently verifiable
proof constructions with particularly small proof sizes.

Constant-degree languages. Languages with a constant degree (typically d = 2) define the
valid submissions for many statistics like (vector) suM, MEAN, VARIANCE and FREQUENCY COUNT.
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Figure 2.3: Overview: Constructing silently verifiable proofs from zero-knowledge proofs on
secret-shared data. Given a zero-knowledge proof I1 on secret-shared data, the prover, in its head,
(D initializes each verifier'’s view, and (2) simulates their interaction as per I to generate the
broadcast view. (3) It sends to each real verifier their initial view and the simulated broadcast view.
(4) Each verifier locally verifies a part of the simulation to generate a share of the final decision.

Proof Prover to  Verifier to verifier
system verifier ~ All good d bad

Non-silent || rq prq
Silent 7| +v+gq 1 dlog, &

Table 2.1: Communication in field elements for silently verifiable proofs and the underlying non-
silent proof system. There are p provers and a small set of v verifiers. The non-silent proof system
has tag size g. Entries represent the comm. from each prover to each verifier, and verifier to verifier
comm. to verify the batch of p proofs. The proofs are either all honestly generated or d out of p
are malicious. O(-) notation is suppressed for readability.

For these languages, prior work [18] constructs and implements [48] zero-knowledge proofs on
secret-shared data with proof size O(VM), where M is the number of multiplication gates in the
valid predicate. Using these non-silent proof systems, we can generate silently verifiable proofs
with proof size O(VM).

Language of vectors of Hamming-weight one. In private-aggregation applications, the client
must often prove to the servers that it has given them secret shares of a vector of Hamming-
weight one. This arises, for example, when computing the FREQUENCY COUNT and APPROXIMATE
FREQUENCY statistics [41], and sketching data structures for statistics like heavy hitters (§2.5). Prior
work on arithmetic-sketching schemes [19, 20, 23] gives protocols that a set of verifiers can use to
test that a secret-shared vector has Hamming-weight one, while communicating only a constant
number of field elements. We can compile this protocol into a silently verifiable proof.
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2.4 Collecting Aggregate Statistics

Here, we give a short overview on how we use silently verifiable proofs to compute aggregate
statistics.

Preliminaries: Additive encodings

We recall additive encodings, as used in Prio [41] and other private-aggregation systems [19, 24,
45,53,73,76,77,85,93]. For an input space X, an output space )/, and number of inputs #n, let
f: X" — Y be an aggregation function. For a finite field F and encoding length ¢, a private
additive encoding for f consists of three efficient algorithms:

+ Encoder E(x) — e. Outputs an encoding e € F’ of inputx € X

* Verifier V(e) — {0, 1}. Verifies an encoding e € F¢.

* Decoder D(e) — y. Outputs the decoding y € ) of its input e € F.

We want to use these three functions to compute f in a privacy preserving way. Intuitively,
many clients will each encode their input x; € X using E(x) to get ¢;, and an honest client’s
encoding will verify under V(e). We can then sum up encodings e, es,...e, to get a sum s,
and we can run D(s) on that sum to compute our original function f(xy,xs,...x,). The servers
additionally learn some limited leakage from the encodings and the sum, we omit this discussion
here for brevity.

Private-aggregation scheme

Building blocks. The private-aggregation protocol with n clients and v servers for the function f
works over a finite field [F and requires two building blocks:

* A private additive encoding (E,V, D) over F with input space X', output space ) and encoding
length ¢ for the aggregation function f with leakage f.

* A silently verifiable proof system (Gen, Eval, Ver) over I for the language £ = {e | V(e) =
1 and e € F‘} with v verifiers, where ¢ is the encoding length and V is the additive-encoding
verifier.

Protocol. At a high level, the protocol proceeds as follows:
Each client i € [n] performs the following steps:

« On input x;, generate an additive encoding e < E(x;) € F’ of the input. Split the encoding into
v additive shares: e = e| + - - - + e, € F..

« Generate a silently verifiable proof that the encoding is well formed: (7, ...,n,, 7P%) «
Gen(eq,...,e)).

* For each server j € [v], send (e;, ;) to server j. Send 7PUP to all servers.

Next, each server j € [v] performs the following steps:

|
 For each client i € [n], generate a verification tag vtag; € I to verify that client i’s submission
is valid.
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* Take a random linear combination (using randomness shared across all servers) of the n verifi-
cation tags (one per client) to construct a batched verification tag vtag}‘ € [F. Send this tag to the
first server.

Finally, the servers perform the following steps:
* The first server checks that 3’ ;) vtag; = 0 € FF and broadcasts the result to all the other servers.

* If the check fails, the servers jointly employ group testing (§2.4) to identify the failing proofs
and weed out the malformed inputs.

» Each server j € [v] adds its shares of each (valid) encoding to generate a share e;‘ € [ of the
sum of encodings. Server j sends e;‘ to the first server.

* The first server computes the sum e* « 3 ;c(y] e}* € F’ and computes the final output out «
D(e*) € ), i.e., the aggregate statistic over the clients’ secret inputs.

As mentioned in §2.2, the servers in this protocol can verify the submissions in batches of size n,
each and locally aggregate their shares of passing submissions as they go. In the end, each server
J € [v] sends its e; to the first server.

Efficiency. The server storage while running the protocol is essentially just a vector in F¢. The
server-to-server communication depends on the number of malicious clients, which we discuss in
§2.4.

Finding failing proofs

In our private-aggregation protocol, when malicious clients submit invalid proofs, the servers’ batch-
verification check fails. To identify the failing proofs with little server-to-server communication,
we draw from the rich for group testing literature [49,50]. There exist two general classes of group
testing algorithms: adaptive and non-adaptive. Non-adaptive group testing algorithms perform
a constant number of batch tests, and are guaranteed to catch up to a fixed number of malicious
clients. Though these asymptotics seem attractive, since malicious clients can selectively upload to
different servers in a given epoch, a direct application of non-adaptive methods would first acquire
verifiers to reach a consensus on the contents of each batch. This would require a large amount of
communication between the verifiers.

Whisper uses the generalized binary-splitting algorithm [50, 72], an adaptive group testing
algorithm. Instead of using some pre-determined testing plan, adaptive group testing algorithms
change their tests based on the results of previous tests. Though this requires more rounds of
communication, it allows us to gracefully handle malicious clients that only upload to one server.

With a rough estimate on the upper bound of the number of “defective” uploads d in each batch
of np clients, the servers first split the batch into d non-overlapping sub-batches of n;/d clients
each and compute vtag® for i € [v] for each such batch. They exchange these verification tags
to find which batches contain defective uploads. For each defective batch, they binary search for
defective clients within each batch in parallel. They continue this binary search until they are left
with defective singleton batches—these are the malicious clients. This requires 1+log “* rounds of
server interaction and O (vd log ”7”) field elements in total communication per batch of n, clients.
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In order for the servers to form consistent sub-batches even in the presence of malicious clients,
we leverage each client’s unique id (from §2.2). During setup, the servers will share a key for a
pseudorandom function, and use it to map each id to a random and deterministic sub-batch. All
future splitting is done based on this PRF output, which allows for graceful detection of clients
with asymmetric uploads.

2.5 Sketching for heavy hitters

The heavy-hitters aggregate statistic takes as input a set of n strings, each L bits long. It returns the
set of strings that appear more than a certain number of times in the input. Prior work [19, 86] has
proposed custom protocols for efficient computation of exact heavy hitters. A limitation of these
protocols is that they require O (L) rounds and they do not support streaming computation (i.e., the
servers must store and repeatedly compute over all client submissions).

In this section, we consider the relaxed problem of computing approximate heavy hitters—we
tolerate a small probability of failure in outputting the heavy hitters. The benefit is that we get a
streaming-friendly protocol with round complexity constant in the string length L.

Our approach, following prior work on private aggregation [85], is to use linear sketches [30,
38,39,79,91]. We apply a simplified version of Pagh et al’s sketch [91] to approximate heavy
hitters, allowing server computation to be polynomial in the string length L.

Notation.  In this section, all arithmetic happens over a finite field ' with size |F|, which we
assume to be Z, = {0,1,...,p — 1} for a prime modulus p. We treat elements {1,...,|5]} as
positive and {p — L%J, ..., p— 1} as negative. The value —x represents the field element p —x. We
use the total ordering —| 5] <--- < -1 <0<1<--- < [5].

Building block: Bucketed string counting

Our private-heavy-hitters construction uses the private-aggregation scheme of §2.4 as a subroutine.
In particular, we instantiate that private-aggregation protocol with an aggregation function that we
call “bucketed-string-counting.”

The aggregation function is parameterized by a number of buckets B, number of client inputs n,
and a string length L. Each client holds a pair of a bucket ID in {1, ..., B} and an L-bit string o.
For each bucket b € [B], the aggregation function puts the “average” of the strings in bucket b.
That is, if we view each string as a vector & € {-1,1}* C F, then for each bucket b € [B], the
aggregation function sums up the values in each bucket.

Private-aggregation for bucketed string counting. @ We provide a simple additive encoding
(E,V, D) for bucketed string counting with encoding length £ = (L + 1) - B and no leakage.
Informally, the validity predicate ensures that the client only inserted a string into a single bucket
(i.e., that there is only one bucket-aligned run of non-zero values) and that the string is encoded in
{-1, 1}L. This is instantiated using the sum additive encoding.
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We use arithmetic sketching [20, 23] to construct silently verifiable proofs for the language of
valid encodings. The encoding and the proof system then, via the private-aggregation protocol of
Section 2.4, yield a private-aggregation scheme for bucketed string counting.

Optimization in the two-server case. Though this direct application of arithmetic sketching
yields a correct solution, we ultimately use an alternative construction, verifiable distributed point
functions (VDPFs) [23,46] in our implementation. A verifiable DPF gives a succinct way to
secret share a weight-one vector. The verifiability property means that two servers, each holding
a purported succinct share of a weight-one vector, can tell that their shares are well formed by
performing an equality check on a short string. As with our silently verifiable proofs, it is possible
for the servers to batch-verify a large number of VDPFs by exchanging a short string. VDPFs thus
can replace silently verifiable proofs in the two-server setting for heavy hitters.

At a high level, a VDPF’s concrete efficiency comes from its use of AES hardware instructions.
Our sketch requires finite field operations, which are not natively supported on hardware. These
kinds of optimizations are not available when working with finite fields, though there is some future
work to explore SIMD instructions for finite field operations.

Our heavy-hitters protocol

In our protocol (Figure 2.4), each client first hashes its input string x € {0, 1}* into one of B
buckets, where B is a protocol parameter. The client and servers then run the private-aggregation
protocol for bucketed string counting to compute the “average” of the strings in each bucket.

If there were no collisions—i.e., if two clients have distinct strings they hash to distinct buckets—
then the output of the bucketed string counting function would exactly give the set of all heavy
hitters. However, since multiple distinct strings may fall into the same bucket, we need to recover
heavy hitters despite collisions.

The delicate part of the analysis is showing that, for the purposes of finding heavy hitters, these
collisions do not matter too much. That is, if a string is a heavy hitter, it is unlikely that it will
fall into a bucket containing so many non-heavy-hitters that we cannot recover the original heavy
hitter. Not only do we need to consider honest collisions, we also need to consider malicious clients
who deliberately choose to upload strings that collide with heavy hitters, preventing the true heavy
hitter from being recovered. This analysis is omitted for brevity. To recover a heavy hitter from a
bucket, we just round each bit of the bucket’s counter either up or down to determine whether the
corresponding bit of the string is either O or 1.

2.6 Evaluation

We implement Whisper in Rust on top of the libprio-rs library [48]. Implementations of both
Whisper and the comparison systems are multithreaded. For heavy hitters, we implement our
two-server optimization (§2.5) that uses VDPFs and given their compatibility with rings Z,« for
k € N, our heavy hitters code runs over Z,is and Z,3» (depending on the number of clients) for
faster arithmetic. We use SHA-256 to batch multiple verification tags for VDPFs. Our VDPF code
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Heavy hitters protocol. The scheme is parameterized by a number of clients n, a string
length L, a number of buckets B, a hash function Hpycker: {0, 13X — [B], a hash function
Hiign : {0, 1} — {0, 1}, and a heavy-hitter threshold 7.

Client input preparation. Given a string x € {0, 1}* as input:
* The client hashes the string to get a bucket ID b and sign bit S:

b < Hpucket(x) € [B] and B « Hsign(x) € {0,1}.

» If B = 0, the client complements its bitstring x < Xx.

* The client participates in the secure-aggregation protocol for bucketed string counting using
input (b, B||x) € [B] x {0, 1}-+1,

Output decoding. The output of the secure-aggregation protocol is, for each bucket, (1) the
number of strings in that bucket and (2) the sum over F*! of all strings in that bucket. This
output-decoding procedure recovers the set of approximate heavy hitters from this output.

Initialize a set H = 0 of heavy hitters. Then, for each bucket b € [B] containing at least T

strings:

o Let s € FI*! be the sum of the strings in bucket b.

+ “Round” s to a bitstring & € {0, 1}.*! by mapping each value in {-n,...,0} C F to 0 and
all other values to 1.

e Parse (8,0) « & € {0,1} x {0, 1}~.

» If 8 =0, complement the bits of o7: 0 < C.

* Add o to the set of heavy hitters H.

Finally, output H as the set of heavy hitters.

Figure 2.4: Our protocol for approximate heavy hitters.
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borrows from Poplar’s codebase [40]. To be sound against adversaries that run in time at most
~ 2128 for general statistics, we perform two parallel runs with 128-bit field each, and for heavy
hitters, we set A = 128 for VDPFs.

Evaluation setup. We use two servers to mirror existing deployments [4, 8,64, 87]: one in lowa

(us-centrall-a)and the other in Virginia (us -east4-c). Both have 32 vCPUs and 64 GB memory.
We use a 2021 MacBook Pro as a client.

For our exposure notification benchmarks, we additionally instantiate Google Cloud Storage buckets
local to both of these locations to store client submissions.

Metrics of success

Silently verifiable proofs reduce server-server communication, while increasing client-server com-
munication and, in the general case, server compute. To illustrate this point, we measure these
quantities, and to show that this tradeoff is often worthwhile, we additionally measure the dollar cost
of running a private analytics service using our framework, using common cloud pricing models.
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General statistics

Baseline. We first compare with the state-of-the-art system Prio3 [48,73]. For some statistics,
Prio3 has a “chunk-size” parameter that trades client-to-server communication for server-to-server
communication. We call the client-optimized configuration Prio3-c and the server-optimized
configuration Prio3-s. We compare with both.

Statistics. We consider three main statistics supported by Prio3: vEcTor suMm (‘“‘sumvec’”), FRE-
QUENCY cOUNT (“hist”), and MEAN (“avg”). For vector sums, we consider vectors of size 128 and
1024, and 16-bit entries. For frequency count, we consider 1024 and 8192 bins. We compute
means over 64-bit values.

Server performance. Figure 2.5 shows the server-to-server communication and server time (after
submissions are received) for Whisper and Prio3. Increasing the number of malicious clients
barely affects Whisper’s server time. However, as we discuss in §2.4, finding d malicious clients
requires communication O (d log g), and therefore, server communication increases as the number
of malicious clients increases. The server-to-server communication remains up to three orders of
magnitude lower than the Prio3-c baseline. The communication-cost improvement comes at an
average cost of roughly a 1.4X increase in server time.

Client performance. Figure 2.6 compares Whisper with Prio3 on client communication (encoding +
proof size) and client time (proof generation). Whisper has roughly 1.4X more client communication
than Prio3-c. As the size of the statistics increases, the increase in our client communication relative
to Prio3 goes down. Our client time is at most a few milliseconds and about 2-3x higher than
baseline.

Server-optimized Prio3. Whisper improves server-to-server communication by up to two orders of
magnitude over Prio3-s. Whisper outperforms Prio3-s in both client and server communication,
and the server time is comparable.

Dollar cost. Using Google Cloud’s pricing model [62, 65], we estimate up to 3X reduction in the
cost of running the servers (about 2x reduction on average) over our baseline.

Silently verifiable proofs. Figure 2.7 shows batch verifiability of our silently verifiable proofs.
When the number of malicious clients is fixed, verification communication stays constant as
clients increase. Prio3’s proof verification communication scales linearly with clients. Our batch
verification comes at some increase in proof size, proof generation time, and proof verification time
(Figures 2.5 and 2.6).

Heavy hitters

Baseline. We compare with Poplar [19], the state-of-the-art system for private heavy hitters in the
two-server setting.

Parameters. We sample 256-bit client inputs from a Zipf distribution with parameter 1.03 and
support 10,000, as in Poplar’s evaluation [19]. We configure Poplar as in their evaluation. For
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Whisper, we set the parameters such that the probability of finding all the heavy hitters is at least
0.999. We consider two heavy hitter thresholds 1% and 0.1% of the total number of clients. When
using the 1% threshold, we use a sketch with 256 buckets and 14 sketching instances. When using
the 0.1% threshold, we use 1024 buckets and 17 sketching instances.

We set the number of malicious clients as half the heavy hitter threshold, and to maintain our
success probability, we double the number of buckets in our experiments with malicious clients.
For our streaming experiment, we form batches of 3,000 clients. Each batch is verified, performing
group testing if necessary to sanitize malicious clients, and then aggregated into the small heavy
hitters sketch before processing the next batch.

Streaming. Figure 2.8 shows server runtime to process large streams with millions of clients. Poplar
cannot stream its computation and keeps all submissions in memory. At around 1.5M clients, its
memory usage exceeds the server’s memory, and swapping to disk degrades the system performance.
Mitigating this slowdown would require using larger, more expensive servers. Whisper uses
streaming to avoid this slowdown. Moreover, with the fixed batch size, Whisper’s server time after
the last submission is independent of the stream size.

Other metrics. Whisper’s server time is lower than Poplar in most cases (Figure 2.9) and server-
to-server communication is lower by one to two orders of magnitude (Figure 2.9). This translates
to up to 3.8x reduction in the dollar cost to run the servers based on Google Cloud’s pricing
model [62,65]. However, the client communication in Whisper is 14-17x larger than in Poplar, and
the client is around 2X slower. In absolute terms, our client communication is less than 500 KB for
both the heavy-hitter thresholds. Moreover, historically, cloud providers don’t charge for ingress
communication. When the probability of heavy-hitter recovery is 0.9, client communication is
7-10x higher than Poplar.
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Exposure Notifications benchmark

To better understand our system’s performance in a real world deployment, we measure our perfor-
mance with a realistic suite of prio-style aggregate statistics, used in 2020 for Apple and Google’s
exposure notification private analytics application [64]. We simulate 1 million client uploads into
two Google Cloud Storage Buckets, located in the same physical regions as their associated pro-
cessing servers. We evaluate Whisper with 0, 0.1, and 1% simulated malicious clients. We do not
distinguish between different malicious behaviors — all client deviations from the protocol that we
could think of result in the same kind of detection, and the same effect on the eventual group testing
pattern.

Workload In 2020, Google and Apple collaborated to collect private aggregate statistics over mobile
phone users, in order to document the spread of Covid. Google’s open source code [63] collects 14
different statistics, concerning dates of exposures, vaccination status, and frequency of exposures.
Most of these were expressed as Prio3 Histograms, containing less than 100 buckets. The vast
majority of the computation was spent computing a single histogram of 1152 buckets.

Server Performance Similar to the Prio3 benchmarks, Whisper’s server-server communication
was 2-5 orders of magnitude lower than the base implementation. This high communication
proved to bottleneck server performance as well — relative to the baseline, our code was much
faster for this workload than the simple Prio3 workloads, having at most about a 15% difference.
Though Whisper’s submissions were 2x larger than Prio3’s, the additional storage cost was almost
negligible. We instantiated the upload service using a 512MB memory / 0.33 vCPU Google Cloud
Function. The cost of running this service was the same for both Whisper and Prio3 approaches.
Overall, according to our GCP price calculator estimations, we see between 1.5x-3.5x cost savings.
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2.7 Related Work

Single-server model. There is a rich literature on systems for private collection of aggregate
statistics via local differential privacy [5,12,13,29,85], often using sketching algorithms as Whisper
does. These systems provide an incomparable privacy property to Whisper: we aim for an MPC-
style privacy property—nothing leaks beyond the aggregate statistic—while these systems provide
user-level differential privacy (and they do leak information about each user’s data beyond the
aggregate statistic itself). A secondary distinction is that these systems do not necessarily protect
correctness against malicious clients [5,12,13,17,29,37,51,75, 85, 105]; adding such defenses can
be expensive [14,17,53,77,83-85, 88].

Private heavy hitters. Mix-net [31,89] and other anonymous communication systems [42,55,56]
can be used to compute heavy hitters from the multiset of clients’ strings while providing anonymity,
however, the entire multiset of the client inputs leaks in the process. In the distributed-trust setting,
existing protocols incur high server-to-server communication [10, 16, 74], cannot compute heavy
hitters over a stream leading to large server-side storage [86] or both [19]. Star [44] considers a
different setting with an aggregation server with a separate randomness server and doesn’t hide
the identity of clients with the same input. Except for Plasma [86], the server egress in all these
works scales linearly with the number of clients. Plasma works in a different threat model than
Whisper assuming an honest majority among three servers which can be challenging to find in the
real-world [80]. Moreover, Plasma and the two-server state-of-the-art Poplar [19] cannot stream
heavy hitter computation leading to large server storage and require the servers to interact over
multiple rounds.

Differentially private aggregate statistics. There is a long line of work [5, 12,13,25, 28,29, 54,
94,104] on computing aggregate statistics over randomized responses collected from the clients.
The noise added by the clients provides differential privacy, however, it leads to a loss in the
accuracy of the output and makes it challenging to filter malformed submissions. Moreover, noisy
submissions from each client don’t completely hide all private information. Whisper and related
systems [3, 19,41, 86] provide a different privacy guarantee where only the output and a modest
leakage function are seen by the servers, and the accuracy of the output is preserved. However
when the leakage from the output is a concern, Whisper can easily be extended to use differential
privacy where, similar to [19, 36,41, 85], the noise is added directly to the aggregate [97]. This
maintains higher accuracy compared to local differential privacy. Zhu et al. [37,105] develop a
trie-based heavy hitters protocol where subsampling the clients provides meaningful differential
privacy without requiring additional noise. Prochlo [15] requires a trusted shuffler.

Batch verifiable proofs on secret-shared data. Zero-knowledge proofs on secret-shared data
supporting batch verification are implicit in recent work by Hazay et al. [70] where the proof sizes
are at least linear in the size of the predicate. Our silently verifiable proofs provide batch verification
with sublinear-sized proofs for structured languages common in private analytics. For the language
of one-hot vectors, verifiable distributed point functions [46] offer batch verification and succinct
key sizes.
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3.1 Introduction

Zero Knowledge Succinct Non-interactive Arguments of Knowledge (zkSNARKSs) allow a prover
to attest the knowledge of a witness that satisfies any given NP relation. The prover only needs
to send a short proof to the verifier, and without any further communication, the verifier will be
convinced that the prover has a satisfying witness, without learning anything about the prover’s
witness specifically. Their flexibility has led to a myriad of applications [22, 67, 103], including
some from industry [2]. However, many zkSNARKSs have extremely high compute and memory
overhead for their proof generation protocols, limiting practicality.

A weak machine with a secret witness might want to delegate proof generation to a powerful
server. Public delegation solutions parallelize well as we add more workers to the server, but leak
the witness in its entirety to the server [81, 100, 101]. Since zkSNARKSs are often computed
over extremely sensitive information, there is a line of work for private delegation solutions
[34,61,82,90]. In this setting, we leverage distributed trust to provide privacy: the server computing
the zkSNARK proof is actually composed of multiple workers in different trust domains, and a
client will upload secret shares of the witness onto each worker. The workers will then do some
Multi Party Computation (MPC) over their shares in order to generate their proof. Though private
delegation solutions can guarantee client privacy, they generally do not scale well — adding more
workers can make it harder for attackers to compromise privacy, but performance gains are often
limited.

Our Contribution

We first observe that certain subprotocols are well suited for public delegation, while others
are more suited for private delegation. For example, the Fast Fourier Transform (FFT) can be
efficiently computed under MPC, making it well suited for private delegation. However, all known
algorithms for parallel computation of FFTs is bottlenecked by a single coordinator node, making
it unsuited for public delegation. In contrast, zkSNARKSs based on PLONK [60] usually involve a
subprotocol called the grand product, which can be easily be parallelized among multiple workers
without requiring any heavy coordination. However, expressing the grand product in an arithmetic
circuit results in many multiplications, which makes it slow to compute under MPC. We construct
DFS (Delegation Friendly zkSNARK) by only using subprotocols suited for both public and
private delegation. Our construction starts with Spartan [96], a popular zZkSNARK that achieves
competitive performance in the single threaded case. Many of Spartan’s underlying subprotocols
are well suited to both public and private delegation. However, their memory checking subprotocol
is not well suited for public delegation, so we replace it with the lookup protocol of [68]. We then
formally describe how DFS naturally translates to the public delegation setting, where every worker
is given full access to the witness. We additionally introduce novel MPC protocols tailored to our
zkSNARK construction, and implement DFS in the private delegation setting. We evaluate DFS’s
performance in both the private and public delegation settings.
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Related Work

Public delegation. DIZK [100] addresses the public delegation of zkSNARK proof generation.
They specifically focus on distributing the workload of generating a Groth16 proof [66] across
multiple workers, but their methods generalize to other types of proofs. In addition, zkBridge [101],
a system that allows for effective communication across blockchains, introduces a specialized public
distributed zkSNARK called deVirgo for batch verifying many digital signatures at once. Though
deVirgo is specialized for data-parallel circuits, limiting its applications, it is able to scale gracefully
as more compute nodes are added.

Both DIZK and deVirgo incur large communication costs between the provers. Pianist [81]
solves this communication issue, and presents a performant solution for both data-parallel and
non-data-parallel circuits. However, all of these solutions leak the entire witness to all workers.

Private Delegation. Collaborative zZkSNARKSs [90] divide up the witness into secret shares, and
allow for proof generation under MPC. They provide building blocks for many different zkSNARKSs
and MPC protocols, but focus on Groth16 [66], Marlin [78], and Plonk [60].

EOS [34] considers a slightly weaker trust setting, where an honest, trusted, but computationally
weak delegator gives secret shares of the witness to each worker, who then compute a ZkSNARK
proof under MPC. Each worker routes their communication through the trusted delegator, allowing
for increased performance.

However, neither of these works see any performance improvements as they increase the
number of workers. Adding additional workers can provide more privacy, but doesn’t speed up
proof generation.

Scalable Private Delegation. zkSAAS [61] is able to simultaneously preserve witness privacy
among many provers while scaling with the number of workers. However, their protocol depends
on the Fast Fourier Transform, which parallelizes poorly. A single server becomes a bottleneck,
which limits their scaling — 128 workers leads to a mere 16x faster proving time over a single worker
implementation.

A recent work from Liu et al. [82] successfully scales a different zkSNARK, Libra [102], in both
the public and private delegation settings. However, they inherit weaknesses from their underlying
zkSNARK - Libra works with layered arithmetic circuits, a more specific class of circuits than our
general R1CS. Their proof size and verifier time is linear in the depth of the circuit, which may be
large for certain computations. In addition, this work only scales for data-parallel circuits, while
we achieve high parallelism for more general arithmetic circuits.
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My Contribution

I worked on implementing and optimizing several subprotocols for the single worker case, including
the lookup subprotocol and the polynomial commitment scheme. I helped develop and implement
our single worker SNARK construction, and I formalized a large portion of the public delegated
SNARK. Since I didn’t work on the specialized MPC protocols, I elide most of their discussion in
this report.
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3.2 Preliminaries

Notation. We use A to denote the security parameter. We use I to denote a finite field Z, of prime
order g. We will use bold lower-case letters like X for vectors, and denote by x; the i-th component
of X with x the first entry. We also use colon notation to denote slices of vectors. For example
X[1:] is every element of X except xo. We use upper-case letters such as A to denote matrices.

Indexed relations. An indexed relation R is a set of triples (i, x, w) where i is the index, x is the
instance, and w is the witness. An indexed oracle relation is an indexed relation where the index
i and the instance x contain “implicit” inputs that are specified as oracles, i.e., the membership-
checking algorithm for such a relation has only query access to these oracles. We adopt notation
from [32] and use [[z] to denote when the input z is provided as an oracle.

An important indexed relation in the SNARK literature is the R1CS relation, which we define
next.

Definition 3.2.1 (R1CS indexed relation). The indexed relation #Rcs is the set of all triples

(i,x,w) = ((F, n,m,A,B,C),x,w)
where T is a finite field, k, n, and m are natural numbers, w € F"~FI=1 is a vector over F, A, B, C
are m X m matrices over [F with at most n nonzero entries, and z := (x || 1 || w) is a vector in "
such that Az o Bz = Cz. Here, o denotes the Hadamard product. We assume that A, B, and C are

square for simplicity.

Algebraic background. We will work over the n-dimensional Boolean hypercube {0, 1}". The
polynomial eq(X,Y) := [[:L,(X;Y; + (1 —= X;)(1 = Y;)) checks that X =Y.

Sparse matrix encodings. Prior work [27,33,35] has shown how to represent (or arithmetize) a
square matrix M € ™" with three univariate polynomials ry;, ¢y, vy, €ach of degree ||[M]).

Definition 3.2.2 (sparse matrix encodings). Let M € F"*™ be a matrix with ||z|| non-zero entries,
and let d = log,(||n||) and s = log,(m). Then:

* the sparse matrix encoding of M is a triple of polynomials
"7 {0, 1}d — F
rw:{0,1}¢ > F
CyMm - {0, 1}d — F
such that, for all x € {0, 1}4, vy (x) = My, (6)cm (x)-
* the matrix-encoding polynomial of M is the bivariate polynomial
M(X,Y)= > vu(2)-eq(ru(z), X) - cacm(2),Y)
7€{0,1}4
Here, the outputs of ry; and cj, are interpreted as elements of {0, 1}°.

Notice that M (x, y) = M[(x, y)].

We will omit the subscripts in ryy, cps, and vy, when they are clear from context.
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Background for zkSNARKSs

A succinct preprocessing non-interactive argument of knowledge in the random oracle model (ROM)
for an indexed relation & is a tuple of algorithms ARG = (G, Z, P, V) satisfying completeness,
knowledge soundness, succinctness, and zero knowledge. The indexer Z preprocesses the NP index
i into index-specific proving (ipk) and verification (ivk) keys. The prover P, on input ipk, an
instance x, and a witness w such that (i, x, w) € &, outputs a proof 7 which can be checked by the
verifier VV when given as input ivk and x.

In this work, we will focus on zZkSNARKSs constructed by following the approach of [33],
which constructs a zZkSNARK from a polynomial interactive oracle proof (PIOP) and a polynomial
commitment (PC) scheme. We first describe these two primitives (§3.2), and then describe how to
construct a zkSNARK from them (§3.3).

Polynomial commitments

A polynomial commitment scheme enables a sender to commit to a polynomial p and then later

prove the correct evaluation of p at a desired point. Formally, it is a tuple of algorithms PC =

(Setup, Trim, Commit, Open, Check) satisfying certain completeness, extractability, and hiding

properties (see [33] for definitions of these). We are interested in particular in the Commit and

Open algorithms:

o PC.Commit?(ck, p; p) — C. On input the commitment key ck, a polynomial p over the field
F, PC.Commit outputs a commitment C to the polynomial p. The randomness p is used if the
commitment C is hiding.

» PC.Open?(ck,C, p,z; p) — mpc. On input the commitment key ck, a commitment C, the
polynomial p committed inside C, an evaluation point z € [, and commitment randomness p,
PC.Open outputs an evaluation proof 7pc.

Polynomial interactive oracle proofs

A polynomial interactive oracle proof (PIOP) for an indexed relation & is an interactive protocol
specified by a tuple PIOP = (FF, k,s,I,P, V) where F is a finite field, k is the number of rounds,
s(j) is the number of prover polynomials in the j-th round, and I, P, V are algorithms described
next.

In an offline phase, the indexer I preprocesses the NP index i into a set of indexed polynomials
that are made available to the prover P (in full) and to the verifier V (as oracles).

During the online phase, P receives as input (I, i, x, w), while V receives as input (F, x), and
has oracle access to the indexed polynomials. In each round j € [k], P receives a message u; € F*
from V and replies with s(j) oracle polynomials p;1,...,p;s) € F[X]. V may query these
polynomials (along with the indexed polynomials) any number of times. A query consists of a
location z € IF for an oracle p; ;, and its corresponding answer is p; ;(z) € [F. After the interaction,
the verifier accepts or rejects. Every PIOP we consider in this paper is required to achieve perfect
completeness, negligible knowledge soundness error, and zero knowledge. See [33] for details.
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Constructing ZKSNARKSs from PIOPs and PC schemes

[33] constructs a zZkSNARK from a PIOP and a PC scheme as follows. First, the argument indexer
Z, on input #, invokes the PIOP indexer I to obtain the indexed polynomials, and commits to these
using PC.Commit. It then constructs ipk out of these polynomials and ck, and sets ivk to be the
commitments.

The interactive argument prover P and verifier V respectively invoke the PIOP prover P and
verifier V. In each round, instead of directly sending the polynomial oracles output by P, P instead
commits to these polynomials via PC.Commit, and sends the resulting commitments to )/, which
invokes V to generate its next message. After the interaction, )V invokes V to generate its queries
to the committed polynomials. It sends these to P, who replies with the desired evaluations along
with an evaluation proof attesting to their correctness relative to the commitments. To obtain a
zkSNARK, the Fiat—Shamir transform [58] is applied to this interactive argument.

PST13 polynomial commitment scheme

DFS uses this standard polynomial commitment scheme [92]. For efficiency, this construction
requires a one-time, trusted setup, distributing the committer and verifier keys to the appropriate
parties. This setup determines the maximum degree of the polynomials we can commit to. For the
PC.Commit and PC.Open algorithms, we omit the hiding randomness p for simplicity; see [33] for
details.

PST.Setup(14,n) — (ck, rk):

Obtain (group) = (F, G, G2, Gr, e, G, H) « SampleGrp(14).
Sample random @ = (ay, ..., a,) « F".

Set X := [eq(a, l) . G]ie{O,l}”'

Set ck := (X, {(group)).

Setrk := ([@; - H]ic[n], (group)).

Output (ck, rk).

AN

PST.Commit(ck, p) — C:
1. Parse ck as ([eq(a,i) - Glieq0,1}2, G, H).
2. Output C := };c 0,1y i - eq(@,i) - G.

PST.Open(ck, p,z) — 7pc:

Parse: ck = ([eq(@,i) - Glief0,1}7, G, H).

1. Lety := p(2)

2. Foreachiin [1,...,n]:
a) Compute i-th witness polynomial g;(X) such that p(X) —y = 37", q:(X) - (X; — 2;)
b) Compute 7; := g;(a@) - G.

3. Output evaluation proof wpc := (71,...,7,).




CHAPTER 3. DELEGATION FRIENDLY SNARKS 28

PST.Check(rk, C, z, v, mpc) — {0, 1}:
Parse: rk = ([a; - H]ic[n], G, H) and pc = (71, ..., 7y).
1. Acceptife(C —vG,H) = X", e(n;, (a; — z;i) - H).

Common PIOPs

We now recall some common PIOPs that we will use in our construction of DFS. We omit their
completeness, soundness, and zero-knowledge proofs as these can be found in prior work [32,98,99]

Sumcheck PIOP. Throughout this paper, we will be tasked with checking that an n-variate
polynomial p sums to a claimed value o over an n-dimensional Boolean hypercube {0, 1}". This
is formalized via the following relation:

Definition 3.2.3 (Sumcheck relation). The relation Rgc is the set of all triples (i,x,w) =
((F’ n, d)’ ([[p]]’ 0-)» p) such that ZXE{O,I}” p(X) =0.

The PIOP below illustrates a standard way of proving this relation.

PIOP for SuMcHECK
Foreachiin1,...,n:
1. Ifi = 1, V sets 0y := 0; otherwise, it sets 0y := p;_1(ri—1).
2. P computes p;(X;) := Xp,., ... bne{0,1}n-i p(ri,...,ri—1, Xi, bis1,...,b,) and sends it to V.
3. V checks that p;(0) + p; (1) = o3.
4. V samples a random point r; € F and sends it to P.

Zerocheck PIOP. Throughout this paper, we will be tasked with checking that an n-variate
polynomial p is zero at all points of an n-dimensional Boolean hypercube {0, 1}". This is formalized
via the following relation:

Definition 3.2.4 (Zerocheck relation). The relation H#yc is the set of all triples (i,x,w) =
((F,n,d), [ p], p) such that p(X) = 0 for all X € {0, 1}".

The PIOP below illustrates a standard way of proving this relation.

PIOP for ZEROCHECK
P has input p, while V has oracle access to p.
1. V samples a random point r € " and sends it to P.
2. P and V invoke the sumcheck PIOP for the claim “} xc (o 132 p(X) - eq(X,r) =07,

Lookup PIOP. Another important building block is the lookup PIOP, where P has a query vector
g € F?" and and a pre-shared table vector 7 € F2". The prover’s goal is to assert that all elements
of the query vector are contained in the table vector. In practice, the query and table vectors are
represented as the evaluations of polynomials over the boolean hypercube.

This problem is formalized via the following relation:
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Definition 3.2.5 (lookup). The relation %y is the set of all triples (i, x, w) = ((F,n,m,d), ([ 4],
[]). (g,1)) such that the sets g (x)yefo,1}» is a subset of {£(x)}ref0,1}m -

The PIOP below illustrates a standard way of proving this relation that is adapted from [68].

PIOP for Lookur
P gets as input (g, t), while V gets as input ([¢], [7])-
1. P receives a random challenge r € F from V.
2. P computes polynomials /1 (X), hy(X) such that for each x € {0,1}", hy(x) = (r + g(x))~", and for
eachx € {0, 1}, hy(x) = (r +t(x))~". That is, h; and h, are multilinear extensions of (r + g (x))~!
and (r +t(x))~!, respectively.
P sends [41] and [A2] to V.
4. P evaluates k := ), hi(x). Then, P and V invoke two Sumcheck PIOPs: one for the claim
“Y.x h1(x) = k7, and another for the claim “}’, hy(x) = k™.
5. P and V invoke a Zerocheck PIOP for the claim “(r + ¢g(X))h(X) — 1 =0".
6. P and V invoke a Zerocheck PIOP for the claim “(r + ¢(X))hy(X) — 1 = 0”.

el

This PIOP shows how to perform lookups over scalars, where each element of the query or
table vectors is a single field element. If we want to check multi-set equality over tuples of field
elements, we require a slight modification.

Definition 3.2.6 (batch lookup). The relation #pyy is the set of all triples (i,x,w) = ((F,n,

m,d), ([q11 [g2]. [1:1 [221) (41 g2, 11, 12)) such that the set {(q1(x), g2(x)) }refo.1}n is a subset
of {t1(x), £2(x) }xefo,1ym-

PIOP for BaArcHLookuUP
P gets as input (g1, g2, 11, 12), while V gets as input ([¢1 ], [ 2], [#1 ], [22])-
1. P receives a random challenge r € I from V.
2. P computes the polynomial ¢*(x) := g1 (x) + rg>(x) and the polynomial ¢*(x) := #1(x) + rt2(x).
3. P and V invoke a Lookup PIOP for the ¢*(x) and 7*(x) polynomials. V can use r and ([ ¢:].[¢2].
[#1], [22]) in order to get an oracle over ¢g*(x) and #*(x).
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3.3 DFS: a delegation-friendly zkSNARK

We combine the common PIOPs of §3.2 to form a PIOP for R1CS satisfiability, inspired from that
of Spartan [96].

High level overview

Before we start generating our proof, we first need to efficiently encode the matrices A, B, C and z.
Each matrix M € {A, B, C} is expressed as rys, cys, and vy, and z is expressed as the multilinear
polynomial z. The verifier is given oracle access to all of these polynomials, as well as oracle
access to the witness.

We start by defining the following polynomials.

fi(x) = Djef0,1) 14:(765’)5(5’)
B(x) = Y3eq0.1p BRE.Y)Z(D)
C(x) = Xseqo1y C(X, ¥)Z(F)

Notice that Az, interpreted as a polynomial in evaluation form, is equal to A(x). This means that
Az o Bz = Cz only if F(x) = A(x) - B(x) — C(x) is the zero polynomial. The prover and verifier
will engage in a Zerocheck PIOP 2, which reduces to proving ey := F(7y)eq(Fy, ), where r is the
zerocheck challenge, and r, is the sumcheck challenge. The prover will provide claimed evaluations
of v4 := A(Fy),vp := B(7y), ve = C(Fy), and the verifier will check if (v4 - vg —ve)eq(Fy, ) z e,
quickly evaluating eq (7, r) locally.

Next, in order to verify the authenticity of v4, vp, and v, we perform a batched sumcheck.
The prover receives random challenges r4, rp and r¢ from the verifier, and we batch A, B, and C
together as Mz _(y) :==r4 - A(Fy,3) + 15 - B(Fe,¥) +rc - C(y, ¥). Then, we perform a sumcheck
for the following claim.

? S\ ~ />
FAVA +TBVB +Fcve = Z M;: (¥)z(y)
ye{0,1}m

This, too, turns into a claimed evaluation e, z M; (7y)Z(7y). In order for the verifier to
efficiently query z(7,), we have the prover send an oracle to witness extension w at the start of the
protocol. For simplicity, we assume that ||w|| = ||lx|| + 1. If this is the case, then the verifier can
easily evaluate

vz = (1 =7, [0D)w(Fy[1:]) + 7, [0 (XD (Fy[1:])

At this point, the verifier needs a fast, succinct way to evaluate A, B, and C at (7, 7y). Recall that
forall M € {A, B, C}, M(?x,?y) = > v ()eq(ra (i), 7r)eq(cpm (i), 7y). We start with a sumcheck
claim over i, which results in evaluating vy (r;), eq(rp(r;),7x), and eq(cp(r;),7y) at a random
point .. The verifier can easily check vy, using its oracle. To evaluate eq,.,,,, (x) := eq(rp(x),7y)and
€01 (x) :=eq(cy(r;), 7y), the prover can send over oracles to the verifier.
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Now, the prover needs to show that their oracle to eq,.,,, (x) is well formed. Spartan’s solution,
memory checking, is unsuitable here. At a high level, Spartan’s memory checker would verify
eq,,,, by constructing it entry by entry using read and write operations. Since these operations need
to work over the entire matrix, memory checking is hard to distribute over multiple workers [21].
Instead, we use our batch lookup PIOP from earlier. If we show that

{(rm(x), eq(rp(x), 7)) s x € {0, 139} € {(G, eq(i, 7)) < i € {0, 1)}

we can be convinced that the provided oracle to eq,.,,, (x) was valid. The same process applies for
eq,,;(x). We now present a more formal construction of these ideas.

Formal Construction

PIOP for R1CS:

Indexer I: on input (IF, n,m, A, B, C), proceeds as follows:
1. Foreach M € {A,B,C}:
a) Derive rps, cpr, and vy, from M. Output these polynomials.

P gets as input Z, as well as A, B, and C, while V gets as input x and [ras ]|, [car ]| [vas] for M in {A
B C}.
1. P computes M(x) := 2ye{0,1}s M(%,9)z(3), for M € A, B,C. Then, P computes F(%) = A(%) -
B®) - C(®).
2. P and V invoke the Zerocheck PIOP (PIOP 2) on the polynomial F. This leads to an evaluation claim
of the form F(7y) % eq(r, 7x) = e, for a zerocheck challenge  and random point 7, € {0, 1}*.
3. To answer this claim, P computes vy, := M(?x) foreach M € {A,B,C}, and sends v4,vg,vc to V.

N

o
. Vasserts that e, = (v4 - vg — v¢).

. 'V randomly samples r 4, 75, rc € IS, and sends them to P. )
. P computes M; () := (ra-A(Fx,¥) +rp - B(Fx,y) +rc - C(Fx, ¥))Z(Y).
. P and V engage in a Sumcheck PIOP for the claim “}5c (0,13 Mz (3) = rava +rgvp +rcve’

[o B e V)|

. This leads to an evaluation claim of the form e, z M; (7y), where7, € {0, 1}* is arandom evaluation
point.
9. V evaluates vz := (1 — 7y [0)w(Fy[1:]) + 7, [0](X]|1)(7y[1:]). Then, the verifier asserts that

? T s o s o S o
ey:(rA'A(rxry)"‘rB'B(rx,ry)‘i'rC'C(rx,ry))'VZ

10. Foreach M € {A,B,C}:
a) P and V invoke a Sumcheck PIOP for the claim ); v(i)eq(rp (i), 7x)eq(ca (i), 7y) = M(?x,7y),
resulting in a random challenge 7, and claimed evaluation e,.
b) P sends oracles for eq,.,,, (x) := eq(ra(x),7x) and eq.,;(x) = eq(cp(x),7x). V uses these
oracles to assert Vs (7;)eq, o, (F2)€d0; (F2) z e,
¢) P and V invoke the batched lookup PIOP (PIOP 4) where g (x) := rps(x), g2(x) := €y (X), 1
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is the polynomial interpolated from (0, 1, - -- ,n), and 7, (x) := eq(x, 7).
d) P and V invoke the batched lookup PIOP for g;(x) := cp(x), g2(x) = eq.,;(x), 11 is the
polynomial interpolated from (0, 1, - - - ,n), and £5(x) := eq(x, 7).
Discussion

The verifier needs only to participate in a constant number of sumchecks over s and d-variate
polynomials. This results in a verifier time complexity and proof size of O(log(n) + log(m)).

The prover work, alongside the aforementioned sumchecks, additionally requires some polyno-
mial operations. All of these take time linear in either the number of constraints or the number of
variables, leading to a prover time complexity of O (n + m).
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3.4 Public delegation

DFS naturally lends itself to the public delegation setting, where N,, trusted workers collaborate to
generate a proof with the help of a central coordinator P*. Workers can all see the full witness in
this setting. We denote each worker as P), for j € [N,,], and the set of all workers as [P]. For
convenience, we denote n,, := log(N,,).

Distributed PIOPs

We require distributed versions of the PIOPs defined in Section 3.2. In general, whenever we
have an n-variate polynomial p(x), we can split it into N,, parts p;(x), each of which is n — n,,-
variate. If p(x) is in evaluation form, this can easily be done by giving each worker 2"~
consecutive evaluations. Each worker essentially has the original n-variate polynomial with the
first n,, variables fixed. P has the first n,, variables set to (0,0, ---,0), P() has the first n,,
variables set to (0,0, ---, 1), etc.

Distributed Sumcheck and Zerocheck

For the public delegation setting, we can make a simple adjustment to the non distributed sumcheck
PIOP. For the first n — n,, verifier challenges, each worker will locally perform their own sumcheck,
and the coordinator will be responsible for the last n,, challenges.

PIOP for PuBLicLY DELEGATED SUMCHECK
1. Foreachiinl,...,n—n,:
a) Ifi =1, V sets g; := 0; otherwise, it sets 0y := p;_1(r;—1). V broadcasts o; to all provers P
for j € [ny].
b) All workers P(/) computeplfj)(Xi) = bt Brumy, €{0,1)1-mw =i p(f)(rl, e Fic1, Xiybiz1, ... by)
and sends itto V.
¢) 'V checks that 3; p/’ (0) + p (1) = 0.
d) V samples a random point r; € F and broadcasts it to all P/,
2. Each worker computes y/) := pU) (ry, 79, .. ., T'n-n,,) and sends it to the coordinator, P*.
3. P* interpolates the n,,-variate polynomial p*(X) from the evaluations y/).

4. P* and V engage in the non-distributed sumcheck protocol for the instance ([p*], on-pn, ) and the
witness p*, where 0,_,,, is final o; from the previous loop.

Publically Delegated Zerocheck. Using this building block, we can create a distributed version
of the PIOP 2 in a straightforward fashion. We call this the Distributed Zerocheck PIOP.

PIOP for PuBLicLY DELEGATED ZEROCHECK
P\ has input p j» while V has oracle access to p.
1. V samples a random point r € F" and sends it to [P].
2. PU) computes the partial evaluation of eq(x, r) corresponding to their id j. The j’th worker will
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take evaluations from j - (n — ny,) to (j + 1) - (n — ny,) to form their own eq;; (x, r)
3. Each worker defines g;(x) := p;(x) - eq;(x,r) and uses this part to do a Distributed Sumcheck for
the claim )’ g(x) = 0.

Discussion. For the first n — n,, rounds of the publicly delegated sumcheck, the coordinator sends
one random challenge to all workers, and each worker sends a constant number of evaluations to
the coordinator. This results in a total of O(log,(n — n,,)) round trip communication between the
workers for the whole protocol

Distributed Lookup

We also require a distributed version of the lookup PIOP 3. This occurs in the same setting,
where each worker P\/) has a n — n,,-variate and m — n,,-variate chunk of the polynomials ¢ and
respectively.

PIOP for PusLicLY DELEGATED Lookupr
Each worker P/) gets as input ¢/) (X), 1)) (X), while V gets as input ([¢]. [¢]).
1. Each worker P(/) receives the same random challenge r € FF from V.
2. PY) computes polynomials hij ) (X), hp(X) such that for each
x e {0,137 Y (x) = (r+ ¢ (x))~!, and for each x € {0, 1}, b (x) = (r +1 1) (x)) 7.
3. PU) evaluates k; := 3 hij) (X), and sends it to P*, who sums up every k := } k;.
Then, [P] and V invoke two Distributed Sumcheck PIOPs: one for the claim )’ /;(x) = k”, and
another for the claim “)’, hy(x) = k™.
4. [P] and V invoke a Distributed Zerocheck PIOP for the claim “(r + g(X))h1(X) =1 =0".
5. [P] and V invoke a Distributed Zerocheck PIOP for the claim “(r + p2(X))hy(X) — 1 =0".

Discussion.  This can naturally be extended to the batched multiset equality PIOP from PIOP 4.
We refer to this as the distributed batch lookup PIOP.

Distributed PST13 polynomial commitment scheme

We additionally require a distributed polynomial commitment scheme, where each worker gets a
small part of the secret polynomial. The workers need to work together to jointly compute the
commitment and openings of their polynomial. Similar to the distributed sumcheck protocol, each
worker will receive a smaller committer key, as well a n —n,,-variate chunk of the secret polynomial,
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DistPST.Setup(14,n) — ([ck’], ck*, rk):

Obtain (group) = (F, G, G2, Gr, e, G, H) « SampleGrp(14).

Sample random @ = (a1, . .., @,) < F". Denote @* = (1, ...an,, ), and @" = (@, +1, ..., %)
Set X := [eq(a,i || j) - Gliefo,1y-mw, Where j is the worker index in binary form.

Set £* := [eq(a™,i) - Gliefo,1}mw

Set ck) := (%, (group)).

Set ck* := (X*, (group)).

Set rk := ([a; - Hlic[n]. (group)).

Output ([ck], ck*, rk).

S A i e

DistPST.Commit([ck'], p/)) — C:
1. Let CY) = PST.Commit(ck), p(1)).
2. Output C = 3 ;¢(n,,1 CV

DistPST.Open([ck!], ck*, [pU)], 2) — mpc:

1. Letz* :=z[: ny], and z,, := z[ny + 1 : n].

2. Initialize nf- € F"™"™ := (0, --,0).

3. Forall j € [N,,], parse ck) = ([ea(a, j || ) - Gliefo,1yn-nw, G, H).

b) Foreachiin [1,...,n—ny,]: _ _
i. Compute i-th witness polynomial qgj)(X) such that p/) (X) — yt) = 31 ql(j)(X) (X -
Iw [l])

ii. Compute ﬂfj) = qu)(a) -G.
. Update mgc[i] = mpclil + P |
¢) Output /) := p()(z,,), which is a byproduct of the ﬂ,()JC) computation.
4. Interpolate the n,, variate polynomial p* from the evaluations (r(©, (1) ... p(Nw)),
5. Let . := PST.Open(ck", p*, z%).

6. Output mpc = np || mpc-

DistPST.Check(rk, C, z,v, tpc) — {0, 1}:
This procedure is the same as the non distributed version.

Discussion. During DistPST.Commit, each worker only needs to send a single group element

commitment back to the coordinator. During DistPST.Open, each worker will send O(n — n,,)

items back to the coordinator: each r/) and the n — n,, updates to The-

Distributed PIOP for R1CS

Using these building blocks, we can modify our PIOP for R1CS satisfiability PIOP 5 for the public
delegation setting.



CHAPTER 3. DELEGATION FRIENDLY SNARKS 36

PIOP for PusrLicLy DELEGATED R1CS:

Indexer I: The distributed indexer mostly works the same as the non-distributed indexer. However,
we split ras, cpr, and vy into N, parts for each Min{A, B, C}. As before, we denote teh j’th worker’s
part of a certain polynomial p as p/). each rys, caz, vas is a n — n,,-variate polynomial.

P gets as input Z;, as well as the rj(\fl.) s c%) s v%) polynomials as described in the indexer. In addition,
we precompute Az, Bz, Cz, and distribute the results to each worker as the s — n,,-variate polynomials
AW (x), BV (x),CY) (x). As before, V gets as input x and [ras]], [car]l, [var] for M in {A, B, C}.

1. PY) computes FU) (%) = AV (%) - BV RF) = CY)(Z).

2. [P] and V invoke the Distributed Zerocheck PIOP (PIOP 7) on the polynomial F. This leads to an
evaluation claim of the form F(7y)eq(Fx,r) = ey for a random point 7, € {0, 1}*, as well as the
zerocheck challenge 7.

3. Foreach M € {A,B,C}

a) PU) computes vj(\f[.) .= M) (7,), and sends v%) to P*.
b) P*sums vy = 35 Vz(\fl.)’ and sends vy to V.

4. V asserts that e z (va-ve —vce)eq(Fy, r). Again, V evaluates eq(7, r) locally.

5. V randomly samples r4,7p,7c € ™, and broadcasts them to [P]. .

6. Each PU) individually computes MY (3) := (ra-AV) (7, 3)4rg-BY) (Fr, ) +rc-CY) (71, 3))Z,(3).-
e Recall that M (Fyy) := Zzefo.134 VM (2) - eq(rm(2),7x) - eq(cpm(z), ). For PY) to compute

M) (7,,7), they need only to compute eq( rg) (z),7x), which is fairly cheap.

7. [P] and V engage in a Distributed Sumcheck PIOP for the claim “Y 3¢ (g 1}s Mz (3) = rava+rpvp+
rcve”. This leads to an evaluation claim of the form M; (¥), where 7, € {0,1}* is a random
evaluation point.

8. V evaluates vz = (1 — 7, [0])w(7,[1:]) + F,[0](xX||1)(Fy[1:]). Then, the verifier asserts that

? T o 5o o So o
ey:(rA'A(rx,ry)‘l'rB'B(rx,ry)"‘rc'C(rx,ry))'VZ

9. Foreach M € {A,B,C}:

a) [P] and V invoke a Distributed Sumcheck PIOP for the claim
S v(i)eq(rar (i), Fx)eq(ca (i),7y) = M(Fx,Fy), resulting in a random challenge 7, and claimed
evaluation e.

b) [P] use the distributed polynomial commitment scheme §3.4 sends oracles for
€drow (%) 1= eq(rar(x),Fx) and eqey (x) = eq(cp (x), ).
V uses these oracles to assert vas (7;)eq, o, (F2)edeor (F2) z e,

¢) [P] and V invoke the Distributed batched lookup PIOP (PIOP 4) where
q1(x) = ry(x), g2(x) = €q,,,(x), t1 is the polynomial interpolated from (0, 1,--- ,n), and
1 (x) := eq(x,Fx).

d) [P] and V invoke the Distributed batched lookup PIOP for
q1(x) := cpr(x), g2(x) := eq,;(x), 1 is the same as in the previous step, and £, (x) := eq(x, 7y).
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Single Distributed Distributed . . .
) . L. Verifier time Proof size
prover time prover time per party communication cost
O(m + n) 0(—<";V+W")) O(log(m) +log(n)) O(log(m) +log(n)) O(log(m) +log(n))

Table 3.1: Asymptotics for the single prover and public delegated prover case. m is the number of
R1CS constraints, 7 is the total number of inputs for the R1CS, and N,, is the number of workers.

Discussion

After every verifier challenge, each P\/) does some local computation, and then participates in
one of the distributed PIOPs from 3.4. Each of these distributed PIOPs only incurs O (log(m)) or
O (log(n)) communication cost, so each worker’s communication complexity is only

O(log(m) + log(n)). In addition, each worker gets exactly the same amount of work in our
construction.

The coordinator’s work mostly lies in networking with the workers. The only special compute
the coordinator is responsible for is operations over n,,-variate polynomials, as in the last phase of
DistPST.Open and the distributed sumcheck, so the coordinator compute is merely O(N,,). We
summarize these asymptotics in §3.4.



CHAPTER 3. DELEGATION FRIENDLY SNARKS 38

Public delegation scaling Public Delegation Comm. Scaling
18000 o

103 4 —®— 2 Workers
—¥— 4 Workers
—A— 8 Workers
—— 16 Workers
102 4 32 Workers
—&— 64 Workers

—&— 2 Workers
—¥— 4 Workers
—A— 8 Workers
—— 16 Workers
32 Workers
—&— 64 Workers

16000 -

14000 4

10! 4

Time (seconds)

12000 1

10° 4
10000 +

Worker-Coordinator Comm. (Bytes)

T T T T T T T T T T T T
16 18 20 22 24 26 16 18 20 22 24 26
Instance Size (2°x) Instance Size (2°x)

Figure 3.1: DFS’s proof generation time as we  Figure 3.2: DFS’s worker-coordinator commu-
increase the number of workers. nication in the public delegation setting.

3.5 Implementation and Performance Evaluation

Implementation

We implemented DFS in Rust, on top of the arkworks library [9]. We evaluated our system on a
university on-prem cluster of machines, where each node has a Intel Xeon Scalable Cascade Lake
6248 CPU and 16GB memory. Nodes are connected with a 100GBPS link — this link is significantly
faster than the evaluations of prior work, but our logarithmic communication complexity makes this
difference negligible in practice. Though each node’s CPU technically has 20 cores, we implement
our solution using only 8 threads per worker. This is due to some technical limitations in the
arkworks library.

Evaluation and comparison

We seek to answer the following questions in our evaluation:

* How does DFS’s latency scale as we increase the size of the R1CS instance and increase the
number of workers?

* How does DFS’s communication cost scale as we add more compute nodes?

Scaling workers for public delegation

We evaluate DFS in the public delegation setting (§3.5). Proof generation time scales gracefully
with the number of workers — doubling the number of workers roughly halves the proving time.
Our experiment with 2 workers and 227 constraints ran out of memory, so it failed to run.
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Communication

As shown in §3.5, communication also scales gracefully as we increase the number of workers.
Since adding more workers results in each worker being responsible for a smaller portion of the
total workload, their individual communication with the coordinator decreases. However, due to
increasing communication overhead, total communication across all workers slightly increases.
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