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Abstract

Theory and Practice of Non-Intrusive Active Network Measuents

by

Sridhar Machiraju

Doctor of Philosophy in Computer Science

University of California, Berkeley

Professor Randy H. Katz, Chair

Today’s data networks are highly distributed and enormous in scale. fility £0 measure them
is vital to both network operators and end-users. Network measureméenodasecan broadly be
classified intgpassive method$at rely on data collected at routers, aaxctive methodbased on
observations of actively-injected probe packets. Active measurentkeat®cus of this dissertation,
are attractive to end-users who, under the current network archiéggcannot access any measure-
ment data collected at routers. Network operators use active measuisdmeeause they are easy
to conduct, have low overhead and, in contrast to passive data collewtithhods, measure exactly
what normal data packets experience. The most significant disadeantagtive measurements
is the limited accuracy that has typically been achievable using them. One of thaeaaons
for this is in the need to be non-intrusive, thus leaving the measured systenflsi@nced by the

observation, fundamentally affecting accuracy.

In this dissertation, we use rigorous theoretical analysis to understanihpeet of non-
intrusiveness on active measurements and investigate how this theofgtiEansto practice. Our
investigation consists of three parts. In the first, we investigate samplingaétsues, i.e., when do
we send probe packets and why? Our starting point is conventional mitdt says that the “Pois-
son Arrivals See Time Averages (PASTA)” principle implies the need to ws&sBn probing. We

show that PASTA does not imply that Poisson probing is optimal becauseitggias caused by



probing intrusiveness and estimation variance. Using rigorous thedrgiatulations, we motivate
rare probing, preferably at so-calletixingepochs, as a sound practical strategy. In the second part,
we investigate if observed delays of (non-intrusive) probe pairs earsbd t@stimate cross-traffic
properties in the single-hop case. Our starting point is the inability of prioksvisKK03] to esti-
mate cross-traffic without hard-to-achieve timing control. We derive whatbe estimated, in the-
ory, and show that, under a well-motivated assumption, non-intrusil@grairs can be used to esti-
mate the entire distribution of cross-traffic in an intra-pair interval. Our thénd i3 motivated by the
apparent difficulty in designing non-intrusive active measurementstabumulti-hop queueing ef-
fects; We experience this first-hand with our single-hop cross-traffimators. We show that novel
hop-dependent priority queueing primitives can be used to dédeasurement-Friendly Networks
(MFNSs), networks in which accurate non-intrusive measurements, which austred multi-hop
gueueing effects, can be performed. Our primitives not only simplify nétw@nagement tasks for
network operators but are also easily deployable. In exploring MFNdjwd that nonpreemption
and cross-traffic persistence cause unavoidable inaccuraciegpnesent, in a sense, fundamental

limitations of active measurements.

Professor Randy H. Katz
Dissertation Committee Chair
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Chapter 1

Introduction

“One good measurement is worth a thousand expert opinions.”

- Grace Hopper, Rear Admiral in the American Navy and pioneer compatentist.

The ability to measure computer systems is vital for a variety of functions incudiébug-
ging, managing, optimizing, characterizing, and forecasting. The Irté&nmeo exception. The
scale and distributed nature of the Internet makes measurement veryngiradle For instance,
most Internet traffic traverses multiple domains on the path from the soastéddestination host.
Typically, these domains are controlled by different administrative entitiels eawhich does not
share intra-domain measurements with other domains. Hence, even on astrelir@nted network
path, no single entity can accessthe available measurement information. Moreover, the scale of
most domains makes intra-domain instrumentation quite costly too. Active netwakumeenent
techniques have been explored as solutions to these unique challerigesrdérnet. Active mea-
surement techniques estimate network properties by analyzing the end-ttelays and losses of
probepackets actively injected into the network. Often, probe packets carplsces by suitably

chosen packets of ongoing data flows.

Since active measurement techniques inject additional (probe) traéficirt@vitably perturb the
system being measured. Therefore, to minimize the impact of measuremerusal data traffic
and to access properties of the unperturbed system, it is highly desirdddefidhe measurements

asnon-intrusiveas possible. However, there is typically a trade-off between non-imemsss and



measurement accuracy. For instance, doubling the probing rate to estsagtesean end-to-end
delay on a path, improves estimation accuracy by doubling the number of saaiglee cost of
increased intrusiveness (this is not true for arbitrarily high probingsrat®ugh [Rou05]). Recently
[LRLO5a] similar trade-offs between non-intrusiveness and acgunave also been observed in
active measurement techniques to estimate available bandwidltts dissertation, we use rigorous
theoretical analysis to understand the impact of non-intrusivenesstimeaneasurements and how
this theory translates into practice under real-world constraiffisus, we not only design practical
techniques for use by end-users and network operators but algd@insights into when and why

these work, which is of interest to researchers and network modelegtoging newer techniques.

Our investigation is structured aroundsampling-inversiorviewpoint [Vei05] of active mea-
surements. This viewpoint decouples the sampling-related problems - wisendgrobe packets
- from those related to inversion - how to derive the desired networkestpgrom the observa-
tions collected from probe packets. Using rigorous statistical and pildkdbeory, we investigate
fundamental “how-to” questions that arise in the context of both samplidgresersion with non-
intrusive measurements. In the process, we find that the multi-hop natnetvedrk paths causes
difficult challenges that are only exacerbated by the need to keep reezutis as non-intrusive as
possible. This motivates us to explore network primitives that address thelallenges of multi-
hop paths and non-intrusiveness thereby making it possible to implenMeasurement-Friendly
Network (MFN) Our primary focus is on unicast measurements that measure the propéries
particular network path using observddlaysof probe packets. Probe delays, along with losses,
are the basic observations that can be obtained via active measuremeniwin@ry focus is on
delays because they are simple, more basic (loss can be considered finiteedelay) and have

proved to be much more useful in accessing bandwidth-related pathriespe

1.1 An Example

We illustrate the various issues that typically arise using an example activeireeesnt prob-
lem. Consider a typical unicast path similar to the one shown in Figure 1.1. athéhps multiple

hops, each of which has cross-traffic traversing it. Notice that dra$fszs maypersistfor more than



Probe
s Destlnatlon

Figure 1.1. A canonical active network measurement setting. Probetpstcgams (shown in red)
are sent from the source to destination along the unicast path. Theytklegrath with cross-traffic
(dark solid arrows). The amount of cross-traffic at each hop mayffereht and is represented by
the different thickness of the cross-traffic arrows. Cross-traffig persistfor more than one hop
of the path.

1 hop along the path. The cross-traffic arrival processes are ftiney¢éhe only time-varying inputs
to the system. Knowledge of cross-traffic properties is, thereforératids to both end-users and
network operators. End-users can use such knowledge for estimatargety of metrics including
available bandwidth [SKK03, JD03] and per-hop queueing delays f@pwt can also be used to
make decisions on the suitability of the path for jitter-sensitive applications asitfoice-over-IP.
Knowledge of cross-traffic properties enables network operatomsderstand the queueing-related

congestion at various hops, their root cause, alleviation strategie®and s

Any technique to estimate cross-traffic properties has to use observatiastable probe
packet streams. Prior active measurements [Pax99, Kes95, SKK03, BI303] have used obser-
vations of delays experienced by probe packets, pairs and traingmésthat we decide to use the
observed delays of probe packet pairs for estimating cross-traffjgepties. Having decided on
estimating cross-traffic using probe pairs, we are faced with many qussfitie most basic ques-
tion is the in-principle potential, i.e., what properties of cross-traffic caexyect to access using
probe pair delays? Some prior works [SKKO03] estimated the average amicnoss-traffic in an
intra-pair interval. Can we infer more, such as the entire Cumulative Distrib&imction (CDF)?
Additional questions relate to how we perform in-princifeersion i.e., specific algorithms to

access such cross-traffic properties using probe pair delaystidblga such inversion relies on a



well-motivated model of the path. One common assumption [SKKO03, JD04] is telrttedpath as
a single hop given that many Internet paths consist of a single predornbiotileneck. Since the ul-
timate goal is to estimate cross-traffic in real systems, we need to design @rgetitiques based
on the in-principle inversion. In this context, the questions to be addréssiede those related to

parameter settings, model validation and performance comparison.

All of these questions relate to inversion, i.e., deriving cross-traffip@ries from observed
probe pair delays. So far, we ignored how we obtain the latter. For irestame we justified in
sending a periodic probe stream and using the delays of consecutivesf A previous method
[SKKO3] applied the “Poisson Arrivals See Time Averages” (PASTAD[82] principle to send
probe pairs at Poisson epochs. They reasoned that Poisson paidepinbiased estimates. Is this
use of PASTA valid and/or necessary? Bias is with respect to some uimdegisound truth. Since
probing perturbs the system, the ground truth is that of the perturbedsétel82]. What are the
implications of this especially given the need for non-intrusiveness? Aliliose questions center

aroundsampling i.e., the times at which probe packets should be sent.

1.2 The Canonical Active Network Measurement Setting

In the previous section, we used an example to illustrate the various isstagghan designing
solutions to active measurement problems. We described them accordingsantpéng-inversion
viewpoint [Vei05]. In the next section, we discuss broader versidribase issues that form the
focus of this dissertation. First, in this section, we discuss preliminaries éfative our discus-
sion. These preliminaries clarify our scope and present relevant teloginand other important

concepts such as non-intrusiveness and performance metrics.

Figure 1.1 is also the canonical setting for the measurement techniqueslthaittiin our
scope, hamely, a unicast path that often consists of multiple hops. Thefgaa} active mea-
surement technique is to estimate one of many possible path properties. af¢ordiis as the
desiredproperty. A typical desired property is the end-to-end delay that paekeuld experience
along the path. This is of interest to both end-users and network operaAoother property of

interest to end-users is the spare capacity also known as the availabigitdm This is useful in



deciding the rate at which applications may inject packets; TCP slow ste8d& a rather crude
but widely-used method for such estimation. More sophisticated method8][dib®also known.
Per-hop characteristics such as across-hop delays [Dow99]usygbriods [HVPDO04] are also of

interest especially to network operators.

As is clear from the above discussion, active measurement techniquies$ iaterest to both
end-users (e.g., individual hosts, overlays) and network operfiipes variety of purposes. End-
users typically use active measurements to optimize end-to-end perforijiae8s8, ABKMO1]
since they have no access to performance data collected at routersarétess have also used
active measurements to characterize network paths [Pax99, ZDP01; 84]M Though network
operators can deploy costly, high-speed passive data collection mettastsig, manage and char-
acterize their intra-domain paths, they often use active measurements agigititalternatives that
not only have very low deployment overhead but also directly measuat ddia packets experi-
ence [SBDRO05]. Network operators also use active measurementsug detl characterize paths
in other domains.This is done to obtain competitive information and also to vemycedevel

agreements (SLAs) [JD03].

Active measurement technigues estimate the desired property by directisvimlgsthe delays
or losses that individual probe packets, pairs or trains experiendhid dissertation, our primary
focus is on using delays as tbeservedoroperty. We do this because delays are simple and have
proved to be more suitable for a variety of problems including bandwidth estimd@iglay is also a
more fundamental quantity because loss can be considered to be infinjiteldelar example prob-
lem earlier, the observed property was the delays of probe pairs. Adalitexamples of observed
properties are packet losses used by TCP slow start [Jac88] arid-@nd delays of probe trains
[JD03]. The desired and observed properties may be the same wherafople, probe delays are

used to estimate statistics of end-to-end delays [Pax99].

1.2.1 Solution Requirements

Performance of active measurement techniques is typically viewed in terthne oflated met-

rics of accuracy, speed and overhead of estimation. Accuracstefeninimizing estimation errors



that may be due to fundamental limitations of the technique such as modeling, enrq@ractical
limitations like timing inaccuracies. Accuracy typically increases as more ofiseng are made.
Estimation overhead, a metric that refers to the number of probe packeisegképr some degree
of accuracy, captures this. Speed combines overhead with the teckrsguding rate and hence,
is a metric that tells us how quickly estimation reaches some degree of accB@apstance, in
our example problem, the difference between the estimated and true mesitraffic rate would
be a suitable metric of accuracy. The number of probe pairs requirectd reithin, say5% of
the true mean is the measurement overhead. The overhead divided Ipgtifed rate of sending

probe pairs is the speed of estimation. Notice that all three metrics are related.

In an ideal world, a measurement technique woulahbe-intrusive i.e., the very act of mea-
surement would not affect the system being measured. In reality, n@ aséasurement technigue
is non-intrusive since all techniques inject probe packets of nonsiezo Nevertheless, to minimize
the impact of measurement on existing data traffic and to fulfill the goal of umieasthe unper-
turbed system, it is necessary to keep measurements as non-intrusovesdsep However, there
is a fundamental trade-off between estimation performance and nonimetmass. This is easily
seen by our earlier observation that estimation performance usually ingovatle more observa-
tions; With a fixed measurement duration, more observations can be obtailyday increasing the

frequency of probing and hence, intrusiveness.

Intrusiveness has also been known to improve estimation robustnessmeagxample being
available bandwidth estimation. Techniques to estimate available bandwidth ctasbiied into
those that measure it by saturating the bottleneck and observing the regukting buildups [JD03]
and those that attempt to estimate it without causing any such buildups [SKW@3tonsider the
former “fundamentally intrusive” because, unlike the latter, they intrinsically on causing larger
delays for normal data traffic. Indeed, these fundamentally intrusilentgaes are known to be
more robust to unexpected queueing effects than the latter because theelgittan fine-grained
timing control. Even among the fundamentally intrusive techniques, recerkt jvBL05a] ob-
served that robustness improves with increased intrusiveness. Weeb#ie, even though the
fundamentally intrusive methods can be made effectively non-intrusivepbging out the probe

trains, it is preferable to not rely on queue buildups. Moreover, onibliggd infrastructures such



as Planetlab [Pla] that have strict rate limits, it is not possible to use the lange dfgorobe packets
required by the fundamentally intrusive techniques. Hence, in this diSsert@ur primary fo-
cus is on measurements that are fundamentally non-intrusive and expllogrigade-off between

performance and non-intrusiveness of such measurements.

1.3 Non-intrusive Active Network Measurements: Fundamental

Questions

In the above, we motivated the various issues that arise in designing axasurement tech-
nigues using an example problem. In this section, we describe the breaddgsiestions implied
by this example. These are the key questions addressed in this disseffdt@questions in this
section are divided into three categories (see Figure 1.2). The firstavegaries are sampling
(how to obtain the observed property) and inversion (how to obtain thieedgsroperty from the
observed property). Recall that we encountered specific questtated to sampling and inver-
sion while discussing our example problem. The third category of questitamsat to use network
architecture design to understand how to tackle certain difficult challefige=se challenges, mo-
tivated by prior works and our investigations into sampling and inversidateréo the multi-hop

nature of paths and non-intrusiveness.

1.3.1 Sampling

While discussing our example, we alluded to prior work [SKKO3] that used'Boisson Ar-
rivals See Time Averages (PASTA)” principle to send probe pairs atsBoigpochs. This work
argued that, by PASTA, only Poisson probing leads to unbiased estimatesbidl to encounter
biased estimation, we conducted a simple experiment consisting of two simuléapesie pair
streams, one of which sent the pairs periodically and the other sent thenisabn epochs. The
intra-pair separation in both wad®ms and the experiment lasted f&00s. We plot the “jitter”,
i.e., the difference between the delays of probe pairs, observed bytietims in Figure 1.3. The

top plot shows a (vertically staggered) long-term average and a wirdlawezage of the jitter. The



Measureme

Friendl
Networks
Non-Intrusive
Active Network
Measurements
Role of PASTA Eg%srﬁ;ttigagﬂc

Figure 1.2. A schematic of the three categories of questions in non-irgrastive measurements
that we address in this dissertation. Each category impacts the other.droplkex the kind of inver-
sion has an impact on the sampling strategy. As another example, fundatmeitsabn sampling
may depend on the network architecture. We also summarize our specifiitoatians in each of
these categories.

bottom plot shows the individual samples of jitter we obtained. We make twan@igms - the
short-term averages were very close to each other except the portizere & large variance was
observed. Moreover, the long-term averages coincided until thedggin with large variance and
did not match thereafter; However, the difference is only within a few heshdhicroseconds. Fig-
ure 1.3 raises many questions regarding the optimal sampling strategy #gjtleeisole of PASTA.
A previous more-detailed empirical study [TDDAO5] of periodic and Paisgmbing also raised

guestions regarding the relevance of PASTA.

The above discussion motivates the following questions, answers to wihiehuws to decide
how we obtain (sample) the observed property in active measurementsaiVgigh the more basic

guestions and move to the more detailed questions.

e What is the measure of sampling performance, i.e., how do we comparesdiffsmmpling
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Figure 1.3. Difference in Packet Pair Delays (“Jitter”)48Fbyte packets seritOms apart. (Top)
Top set of curves are (staggered) long-term averages of the jitter thigillower set of curves are
windowed averages of the las00 jitter values. (Bottom) A scatter plot of the individual jitter
samples.

strategies? PASTA guarantees asymptotic convergence, i.e., corseigahe limit. Given
that most measurements consist of a finite number of probes which may ba loahdful, is

asymptotic convergence the goal of a sampling strategy?

e Assuming a measure of sampling performance, what is the optimal samplinggg#ate
PASTA has been used to justify Poisson probing, i.e., exponentially-disdhbnter-arrival
times. The ease of generating probe packets at fixed inter-arrival timessrpariodic prob-

ing a possible sampling strategy.

e Does the sampling strategy depend on the path being measured? The “mesiangkeire
of Poisson probing has been thought to its strength. What memory dopredpgs sent at

uniformly distributed inter-arrivals possess? What about periodicgs®b

e Given the desirability of keeping measurements as non-intrusive as |[g$silv do the an-

swers to the above questions change?



e PASTA has been applied to observe delays and losses of individuatsfeax99, ZDP01],
pairs[SKK03], trains [LRLLO4], and TCP throughput measuremerdag@9]. Can PASTA be
applied to observe any property? If not, when is PASTA applicable? ¥&mapling strategies

should be followed for the other properties?

1.3.2 Inversion

Inversion is the question of “How do we obtain the desired property fraaotiserved prop-
erty?” Broad issues related to inversion that are of interest to us aza glow. As before, we start

with the basics and move to the more detailed.

e We discussed how, due to the non-zero size of probe packets, ak actgsurements are
intrusive. What are the implications of this when the desired and obseathgpperties are
the same, e.g., end-to-end delay? Can inversion be performed to remaféetief probe

packets?

e If the desired and observed properties are different, inversion isssacy. Such inversion is
performed, for example, by measurements that attempt to access availatleidth using
probe delays [SKKO03, JD03]. To perform such inversion, it is nemgsto assume a partic-
ular system model. Most existing techniques use a single-hop model with fagd-traffic
[JD04]. Given the discrepancy between fluid and packet-based-taffic [LRLLO4], how

do we model packet-based cross-traffic?

e Cross-traffic can be considered to be the only time-varying input to a stripedh. It influ-
ences delays, jitter, available bandwidth, etc. How do we access cafisiroperties using
active measurements? In fact, what properties can we even hope &3 asteg fundamen-
tally non-intrusive measurements? For instance, existing cross-trafiinatsrs [SKK03]
access the mean rate of cross-traffic using close intra-pair gaps. €aocgss more, say, the

entire CDF?

e Earlier, we discussed the trade-off between non-intrusiveness @ndagy. In particular,

10



existing cross-traffic estimation techniques [SKKO03] require very firzérgd control over

probe timings. Is this possible in practice? Can this be relaxed?

e What are the practical implications of the answers to the above questiong¥stamce, what

intra-pair separation can be used and on what paths?

1.3.3 Architecture Design

In the course of investigating the above questions related to sampling andigmveve find
that it is very challenging to deal with the multi-hop nature of Internet pathsaslly using only

non-intrusive measurements. This finding motivates the following questions.

e Measurements of what path properties are complicated by the multi-hop rwtpeghs?

Clearly, end-to-end delay is easy to measure. What about per-hogs dBlaw99]?

e Are the multi-hop nature of paths and non-intrusiveness fundamentally silyb@$o tackle?

If yes, why? If not, can we use newer primitives to tackle these chall@nges

e How can the newer primitives be used to implement Measurement-Friendly Netwo
(MFNSs), i.e., networks amenable to non-intrusive active measuremenss®; itf what way
is the measurement-friendliness achieved? What path properties can beretkan such

networks? What techniques can be used to perform such measurements?

e What are the practical deployment issues with such an architectureakyit@deploy them

in a single ISP? What about end-to-end?

e Are there any fundamental limitations of active measurements that cannot dimmlyer-

come even in MFNs? Do they impact accuracy? By how much?

1.4 Contributions

In this dissertation, we answer the above questions as broadly as poskibd®eme cases,

we arrive at answers that are fairly general. In others, we usdfgppmblems to provide new
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insights. Our primary focus is on using observations of end-to-end .ddlagugh many of our
results are likely applicable when the observed property is loss, we dmnoentrate on this case.
Our contributions are threefold. First, we investigate sampling-relatectignsesand the role of
PASTA in active measurements. We find that PASTA ignores variancelhasibe need to remove
the impact of probe packets. We formulate more relevant sampling strategtesathoutperform
Poisson probing. Second, we develop a fairly general FIFO-baseéelrttwat is useful to develop
inversion techniques to estimate bandwidth-related metrics. We use this moaelameexisting
techniques and to investigate the problem of cross-traffic estimation fointjle-op case in detail.
We develop in-principle and practical techniques for the latter as well avat@tthe hardness
of extending these to analyze multi-hop paths. Third, we use network arthiéeto understand
the potential and fundamental limits of non-intrusive active measuremergsiaky on multi-hop
paths. Specifically, we design a novel measurement-friendly networknihkes it very easy to
measure a variety of per-hop and per-path metrics. We now describeoatributions in more
detail. Figure 1.4 shows how this dissertation progresses along with the nobileqmis and results

of each stage.

1.4.1 Sampling: The Role of PASTA

Traditionally [IPP, Pax99], the PASTA principle has been used to justify skading probe
packets, pairs and trains at Poisson epochs is necessary as a wégirtauobiased estimates. We
investigate whether this is justified or not assuming that inversion is only estjtir remove the
impact of probe packets on the system and, hence, our observatiansisé\the theory of Palm
calculus [BB03] to conduct our investigations in a rigorous manner. Paloulus is ideal because
it provides a framework to study issues related to sampling queueing systgmsyhen are “event

averages” (what a probe sees) equal to “time averages” (the uimdegdrsound truth).

Using Palm calculus, we model the active measurement setting as a stoafaastang) system
whose evolution depends on the input processes of cross-traffiprabthg packets. This model
is quite general and includes multi-hop systems and a variety of queueiriglidiss. The power

of this approach is evident once we realize that the exact nature o&imge(whether it is FIFO,
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Non-Intrusive Active Measurements

Estimation of e2e delay and related functions, e.g., jitter

Sampling | DPASTA ignores inversion bias and variance

2)NIMASTA more relevant => Rare probing

Inverting probe pair delays to access cross—traffic propertie

Inversion | 1)under independence assumption, almost complete inversi
Theory in 1-hop case

2)Multi-hop extension difficult

Practical Cross—traffic estimation

Practical 1)Large intra—pair gaps acceptable

Inversion

2)Estimation of entire CDF quite good

Measurement-Friendly Network
Architecture | 1)Use hop—-dependent priority queueing

2)Fundamental inaccuracy due to nonpreemption and persis

Figure 1.4. A flow-chart representing the progression of this dissemtaiie show the four stages,
the main problem we address, how we address it and our main results.

fair queueing, etc.) is irrelevant. What is required is only that the systeipefitncular, the desired

property) be a deterministic function of the inputs.

In the above setting, we first consider completely non-intrusive probthieaed by sending
zero-sized probes. Clearly, this is not a practically feasible situation. edMerydoing so allows
us to distinguish the basic issues affecting sampling from the effects ofiirgngss on sampling.
We find that, in the zero-sized probe case, the relevant principleMASTA (Non-Intrusive Mixing
Arrivals See Time Averages)his principle states that zero-sized probes see unbiased estimates
as long as they are sent at so-calleixing epochs. The mixing property is not unique to Poisson
processes but shared by many others including any independenteantit@dly distributed random

process. For example, probing can be optimized to minimize estimation variance.

Then, we consider probes of non-zero size in which case NIMASTAonger holds and the
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Variance with 100 probes

Variance with 1000 probes

Non—-Poisson Sampling Bias

Magnitude

Poisson Sampling Bias (PASTA)

Intrusiveness

Figure 1.5. We plot the trends of the biases and variance, all of whiclihteiggecide the optimality
of a particular probing stream. All of them increase with intrusivenessgimeal. PASTA says that
sampling bias of only Poisson streams is zero. Other (mixing) probing stremraszhro sampling
bias when probes are of zero size. Variance typically decreases witagiog number of probes,
for the same intrusiveness level. Note that the trends are not relativethoosizer. For instance,
variance may be smaller than the inversion bias.

PASTA principle becomes valid. Intuitively, this is because probe pacletarnp the system and
hence, only a “memoryless” probing process such as Poisson woulghibéased towards itself”.
But, the intrusive case is of little interest because intrusive probes onlguresthe perturbed system
which includes the probes. Unbiased estimates of this system’s propedies litle use in the
absence of suitable inversion techniques that recover the unpersybiein properties. Moreover,
to our knowledge, there is no known way to perform such inversion.celesimply using PASTA
without inversion is of limited use. The only alternative (known) is to choo%eageet spot” by
sending probes at a rate that is low enough that inversion is not redoiredactical purposes but
high enough that we can obtain good estimates within an acceptable time frausg rdie probing

is the best possible strategy. We briefly discuss how rare probing sheuldpractice.

The only advantage Poisson probes have over mixing probes is the laeknedry about them-
selves. This advantage is removed when, to eliminate the need for invepsabes are made
sufficiently rare. Overall, a probing stream suffers from bias due tio ¢diinversion and sampling

(which is zero for Poisson). Estimation error is also caused by varidiues, whether to use Pois-
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son or some other probing process depends on both kinds of biasear&artte. A suitable probing
process need not be Poisson. In fact, we show via simulations that thigelitite case. Figure 1.5

presents a simplified picture of the various biases and variance and th&ondo intrusiveness.

We also show that there is no basis for sending packet pairs, trains¢inatiual probe packets)
or conducting throughput measurements at Poisson epochs. RathHegualacases, rare probing
at mixing epochs can be used as an approximation to non-intrusive meesiise How rare prob-
ing should be and whether a particular mixing process is optimal is likely to bendiept on the
cross-traffic characteristics. Our treatment also shows why non-mixotgestreams, e.g., periodic
probes, often suffice in practice. We illustrate all these concepts aulisresing simulations. We
could not use real Internet experiments since that would require uddolat@ “time averages”

which is impossible without very detailed models of routers.

In summary, we show that, contrary to conventional wisdom, diligent useig&&n probing
is not necessary. However, our work also indicates that determiningptiiaal probe stream is
extremely hard and likely dependent on the system being measured. ,Hemwactice, one of

many reasonably good probing streams can be used.

1.4.2 Inversion: Cross-traffic Estimation with Packet Pair Delays

As discussed above, rare probing eliminates the need for inversion tiveabserved and de-
sired properties are the same. Otherwise, inversion is often requiredenieral, a wide variety
of methods can be used for inversion. Exploring all of them is not possibktead, we use our
example problem to investigate the potential of probe pairs in accessirsytcaffic properties. We
make four specific contributions. First, our work illustrates how to tackle thiergion problem:
choose an appropriate setting, perform in-principle analysis that rigtidentifies what can be
done, but also whatannotbe done. Then, adapt the developed theory to practice. Second, we
introduce a discrete-time FIFO-based framework that is well-suited to arnsvarsion questions
in data networks especially as compared to fluid-based models used in priofkhS03]. Third,
we use this framework to introduce how we can perform identifiability anagliysiswhat properties

we can hope to invert or not, and develop in-principle inversion methodsdss-traffic estimation
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in the single-hop case. We also motivate why it is hard to perform non-imruseasurements on
a path with multiple hops. Fourth, we demonstrate the power of non-intrusiive aneasurements

by designing robust practical estimators of cross-traffic under faghegal conditions.

In-Principle Inversion

We consider a one-hop First-In First-Out (FIFO) path which is a restsdlenapproximation
[HVPDO04, SKKO03] of typical network paths. We use Lindley’s equatiBB)3] from elementary
gueueing theory to relate the delays of two probe packets with the traffi@theed to the hop
between them. This relation shows that two functionals of cross-traffiexqgresed by packet pair
delays. These two functionals represent the average amount argdifiess” of cross-traffic and
are the only properties that we caéopeto obtain. We then show that, in theory, almost the en-
tire joint distribution of these two functionals can be determined under amahoassumption on
cross-traffic. The portion of the joint distribution that cannot be deterchdepends on the size of
the probes and reflects the cost of intrusiveness. We use a noveitaitide geometric framework
to explain how such inversion can be achieved once we recognize ttaiha@nditional probabil-
ities involving the delays of the pair form right angles in the space defingtidoywo functionals
(see Figure 1.6). Furthermore, certain portions of the joint distributionatetlependent on the
probe sizes are hidden. We also show that, without any assumption, teendgsambiguous, i.e.,
cross-traffic processes with different joint distributions can givetoshe same packet pair delays.
Moreover, extending this theory to paths with just two hops is hard eveerund assumption. We
also show how our estimators and prior methods [JD03, HS03, SKK03]eamlde more robust,

by trading off non-intrusiveness, using our analysis framework.

Practical Inversion

Based on the theory we develop, we design practical estimators of averaggetraffic in
the time between a packet pair and its joint distribution with the other functiopatsenting the
“burstiness” of cross-traffic. We face difficult issues related to estirga@DFs, e.g., monotonicity.

We explore multiple ways in which these issues can be overcome. Using a @iimbiof simu-
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Figure 1.6. Our investigation into the in-principle potential of packet pair nusttstows that two
functionals of cross-trafficB andC) are exposed by such delays. Their joint distribution is non-
zero in a strip of size that is equal to the separation between the.pAisub-strip, proportional

to the probe sizer, cannot be inverted. The rest of the probability distribution can be imyerte
under a simplifying assumption. This inversion is achieved by noting thatitbomal probabilities
involving packet pair delays form right angles in this space (as shown).

lations, passively-collected router traces and novel active experimeatthoroughly benchmark
our estimators. For hops with utilization higher thait%, we can estimate the entire distribution
of cross-traffic with an Mean Squared Root Error of less th&n Moreover, this can be done with
much larger intra-pair separation times than previous methods [SKKO03] whédtes them more

robust to noise.

1.4.3 Architecture: Measurement-Friendly Networks

The hardness of measuring multi-hop paths non-intrusively motivates uslerstand whether
non-intrusiveness and the multi-hop nature can be simultaneously aeldir&¥e turn to designing
new network primitives that would allow these twin challenges to be tackled.ndlel network
primitives that we design are based on hop-dependent priority queu&pgcifically, we show

that probe packets that have high-priority (with respect to normal datieefs) at all hops except
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a target hop essentially encounter queueing only at the target hop. disdlation property
allows individual hops of a multi-hop path to be measured. We also show thgtriority (with
respect to normal data packets) probes, by being transmitted only whenatifeeno normal data
packets, intrinsically measure the queue of the normal traffic. Hencexplere the design of a
Measurement-Friendly Network (MFNising hop-dependent high and low priority queueing for

probe packets.

In our proposed MFN, we design a variety of active techniques to measu-to-endnd per-
hop properties such as delays, losses, cross-traffic, capacitiesaitable bandwidth. Using simple
simulations, we show that these are quite accurate. However, we findititrhental inaccuracies
arise, even in our MFN, due to nonpreemptive nature of packet foimgas well as cross-traffic
persistence. We find that existing Differentiated Services [BB&] functionality can be leveraged
to deploy our architecture with minimal overhead within a single ISP. Howeéssues related to
allowing end-users access to high-priority forwarding makes certaiacé&sf our architecture
less likely to be deployed end-to-end. We discuss appropriate acaessl coechanism as possible
solutions. We do not face any such issues if end-users are allowed tmpsiependent low priority

gueueing.

1.5 Thesis Organization

The rest of this thesis is organized as follows. In Chapter 2, we discigssyork related to our
dissertation. We survey work on active network measurements. In thextai sampling, our sur-
vey shows the pervasive use of PASTA for probe packets, pairgaing without much insight into
the various factors that decide the optimal sampling strategy. In the corfitexeosion, we show
how existing non-intrusive techniques to estimate cross-traffic invarigojyire very fine-grained
timing control or assume very specific cross-traffic models, thereby limiting aipglicability. We
also discuss a few works that have investigated network primitives to impne@asurement accu-
racy. We find that some of the primitives are limited in scope while the rest of fbeus on using

costly, high-overhead network primitives relying on passive data colleciiége also discuss theo-
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retical work in queueing that we use, in our analysis. In Chapter 3, weritbe our methodology

and the tools used in this dissertation. Chapters 4-7 form the core of thésteigsn.

In Chapter 4, we examine sampling-related questions that arise in the cohttive mea-
surements. Our starting point is the often-used PASTA principle. First,sgesimple illustrative
experiments to motivate why PASTA may be of limited relevance. Then, we use ¢2dculus
[BBO3] to derive rigorous results that provide insights into the empiricallseobed behavior. We

proposeare probingas a sound practical strategy.

In Chapter 5, we consider a simple one-hop path and two probe packetesess this hop. We
develop a simple packet-based model to describe the operation of thisanpeueparticular, relate
the delays of the pair of probe packets. We find that two functionals asedmaffic can possibly
be exposed by inverting probe pair delays. Then, we show that, asstimintpe delay of the first
probe is independent of the cross-traffic between the pair, almosttine jemt distribution of these
functionals can indeed be obtained. We also demonstrate two negatilts.r@se first is without
the assumption on cross-traffic, fine-grained timing control is essentiabfo-intrusive inversion.

The second is our single-hop analysis cannot be extended to multiple hops.

In Chapter 6, we use our in-principle inversion technique for crodfett@ develop practical
estimators. We encounter practical estimation issues, notably, enforcimgaihetonicity of esti-
mated CDFs (cumulative distribution functions). We test our estimators usindasioms, router
traces and live experiments. We find that, for utilization as lovi@#%, we estimated CDFs with

(root mean square) error less thag using relatively large intra-pair separation times.

In Chapter 7, we investigate network primitives that guarantee non-inénsss and allow in-
dividual hops of a multi-hop path to be isolated. We find that it is possible igmesmeasurement-
friendly network though cross-traffic persistence and the absenpeeeMmption cause some inac-

curacy that cannot be avoided. We present our conclusions amdgojgstions in Chapter 8.
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Chapter 2

Related Work

“We need to haunt the house of history and listen anew to the ancestodsmis

- Maya Angelou, American poet, author and civil rights activist.

In this chapter, we discuss prior work related to this dissertation. This iaslurk in active
network measurements as well as in other areas that we leverage, ewginguéheory. We start
with key background material on the history of active network measurenmesction 2.1. The
rest of this chapter is organized like the dissertation. In Section 2.2, weyshiow previously pro-
posed active measurements addressed sampling-related questionticiigoawe show that there
are a number of basic questions surrounding the role of the “PoissdvalsrSee Time Averages
(PASTA)” property in active measurements. In Section 2.3 we discuss Weesion techniques
that prior works have used and motivate our work in Chapters 5 and Gdyisg that existing
techniques are unsuitable for practical, non-intrusive cross-tragfimation. In Section 2.4, we
discuss prior work on architectural proposals to improve the accuragtve measurements. We
show that all of them inherently rely on passive data collection mechanismseadver, no prior
work provides insights into the fundamental limitations of active measurement$dve accurate
can active measurements be without such data collection mechanisms and/g/eymmarize in

Section 2.5.
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2.1 A Brief History of Active Network Measurements

Network measurements have played a key role in the evolution of the InteBoete of the
earliest and most widely-used measurement tools leverage(d) the ICkéim@t Control Message
Protocol) error-reporting functionality of IP networks. ICMP messayesgenerated, for example,
when the Time-to-Live (TTL) of an IP packet reaches zero, a partipde on a host is unreachable
or a request to generate a “host-alive” message is sent. Mike Mpiag'$Muu83] program was
one of the earliest tools to use ICMP. Using ICMP Echo requests, it mesage round-trip time to
a destination host. Van Jacobsoim&ceroutelJac87] is another widely-used tool that sends a stream
of packets with increasing TTL values to a destination host. ICMP repliegearerated at various
hops from the source to destination. This enables users of the tool tondetethe route from the
source to destination and also, rough estimates of the round-trip times to fethehintermediate

hops.

The proliferation of the Internet led to many studies of end-to-end Intgmogerties such as
delay and loss. Often, these did not péeg. Instead, they relied on advanced tools that sent UDP
and TCP packets of different sizes at specified times. Bolot [Bol93jlected one of the earliest
such studies using small-sized UDP packets sent at periodic time intervglerfdom it, Bolot used
theNetDyn[SB93] tool. NetDynhad been developed initially to debug packet forwarding problems
[SGA93]. Paxson [Pax97a, Pax97b, Pax99] performed a lame-study of routing and packet
dynamics by deploying Aletwork Probe Daemoan various sites of the Internet. In [Pax97a], he
usedtracerouteto measure routing pathologies, stability and other miscellaneous routing-tdrara
istics. In [Pax99], Paxson used a similar experimental setup alongl@itKilobyte TCP transfers
(instead oftracerout§. These transfers were then analyzed to study packet forwardimgnaigs.
Since then, many other techniques have been proposed to measurdagsand various other

metrics such as capacity and available bandwidth. We discuss these in d8&stion 2.3.

Recognizing the importance of active measurements, many online websivésdepascess to
measurement data, tools and sometimes, even allow users to conduct livegensags. CAIDA
[CAI] provides many measurement tools, analysis engines and the resalglgsis too.Tracer-

oute.org[Tra] allows users to conduttaceroutedrom any of their servers, located in many coun-
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tries, to any target destination address. The Measurement and Netwaiksfs (MNA) arm of
NLANR [MNA] also provides many traces and on-demand access-dtedrmeasurement ability.
The Internet End-to-End Performance Monitoring (IEPM) group abféta [IEP] provides similar
functionality for sites involved in high-energy physics research. Th#Nal Internet Measurement
Infrastructure (NIMI) [PMAM98, PAMOOQ] initiative created a set of te@mnd system architecture
for deploying a distributed measurement infrastructure in which a dis&sef users can conduct
experiments in a secure manner. The Secure and Accountable Measuhefrastructure (SAMI)
[SAM] is the successor to NIMI. Recently, a similar infrastructure, Plabdia] has also become

popular to perform wide-area experiments.

The importance of network measurements has also led to significant stenadiardefforts at
the Internet Engineering Task Force (IETF). Specifically, the IPdPerénce Metrics (IPPM) Group
at the IETF [IPP] is devoted to defining suitable performance metrics terrnat measurements
and good rule-of-thumb principles on how to collect such metrics. Currehity have standard-
ized metrics such as one-way delay, connectivity, one-way loss, foiymndelay and packet delay

variation.

2.2 Sampling

In this section, we review prior work on sampling-related issues of aceéreark measure-
ments, i.e., when to send probe packets. We first identify how this has loeleesaed in the
networking community. Then, we review recent works that have questiomether the current
state-of-art is justified or not. Then, we review results from other figidsably queueing theory,

from where such results have been borrowed.

2.2.1 PASTA

Early active measurements did not investigate the impact of sending proketpat specified

times. The ease of sending periodic streams made it a natural choice., [gevgrams such gsing
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used, as do their modern versions, periodic probe streams. Bolot [Bal8used periodic UDP

streams to study wide-area delay and loss.

Paxson [Pax97a, Pax99] was the first to explicitly address the issudaf wrobe packets
should be sent. Paxson applied the “Poisson Arrivals See Time Ave(B4&3A)” principle of
classical queueing theory [WoI82] in the networking context. He dedticatany active mea-
surement is best performed at Poisson epochs as a way to obtain dnbstiseates. In [Pax97a],
Paxson carried out measurements of the “routing state” in the Internef wageroutes. Applying
PASTA, he sent thesgaceroutes so that the time intervals between consecutive measurements of
the same virtual path were exponentially distributed. In [Pax99], he appPASTA to initiate100
Kilobyte TCP bulk transfers by initiating them at exponential intervals. Tihedletransfers were
used to study pathological conditions such as packet reordering aasvellaracterizing loss and

link capacities.

The IP Performance Metrics (IPPM) Group at the IETF [IPP] built up&$TA and Paxson’s
results to recommend the use of Poisson sampling, for example, in2BRC[PAMM98]. RFC
2330 also observes that non-Poisson probes such as uniform, geometiitoyeachkndom, or other
probes can be used for a variety of practical reasons; for exam@éntirval between Poisson
probes can be arbitrarily large or small, and such probes cannot be imykxiie real systems.
Hence, there might be a need to use implementable and “close enough tonPpisses, e.g.,

truncated Poisson probes.

Since then, Poisson probing has become part of the conventional wisidostwork measure-
ments. In studying the constancy of delay, loss and throughput, Zhaag, gDP01] followed
the same methodology used by Paxson in the earlier studies mentioned attevestingly, they
performed TCP bulk transfers at periodic intervals rather than expiafigrdistributed intervals.
To perform their analysis of losses and delays, however, they useddPgprobing. Wang, et al.
[WZJ03] measured round-trip times on various Internet paths by sendimg of probe packets.

They used PASTA to justify the sending of these trains at Poisson epochs.

Studies on bandwidth estimation have also relied on PASTA to justify sendihk@tpaairs and

trains at Poisson epochs. Strauss, et al. [SKKO03] recommend the g@figiacket pairs at Poisson
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epochs to obtain unbiased estimates. They use these estimates to infer theaasdraffic rate
and available bandwidth. In rigorously analyzing available bandwidth estimegahniques based
on packet trains, Liu, et al. [LRLLO4] assumed that packet trainsaefbisson epochs guarantee
unbiased sampling. Other bandwidth estimation studies have ignored PASITAsad periodic
probe trains. Jain, et al. [JD03] sent periodic probe trains as p#éneofpathloadtool to measure

available bandwidth. The individual trains themselves were periodic.

In Chapter 4, we investigate if the extensive extensive use of PASTAiireaetwork measure-
ments, as detailed above, is justified. We find that, for most practical pespBASTA is irrelevant
because it does not offer any guidance on how the effect of prabkes can be eliminated. By
considering the resulting bias and estimation variance, we find that noselAgisobing streams
can be better than Poisson probing streams. We also show that using R&JIgtify sending

packet pairs or trains at Poisson epochs (for example, see [SKISQ8)j justified.

2.2.2 Beyond PASTA

Recent work has attempted to better understand the impact of PASTA anddigm of esti-
mators for active probing. Bin Tariq, et al. [TDDAO05] empirically examine dlifeerence between
Poisson and periodic sampling, and show that, in many cases, the diffidretween estimates of
delay and loss obtained with Poisson and periodic probes is not signifitaey also state that
PASTA may not apply to multi-hop paths since Poisson probes may not asioisson streams
at bottleneck links. It is not clear if they refer to measuring per-hop mebriesd-to-end metrics.
Our work in Chapter 4 provides the theoretical framework to clarify andragsly understand their

observations.

Sommers, et al. [SBDRO05] set out to understand the probing procsessuited to measure
packet loss. They propose the use of a geometrically distributed paakeipp packet triple) to
estimate the duration of loss periods. They find that this performs better thssolR probes. Their
analysis is conducted in a discrete-time setting. Note that the geometric distrilsutiendiscrete-

time equivalent of exponential distribution.

Roughan [Rou05] analyzed Poisson probing as a way to understainajtaet of correlations in
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the observed (delay) process. For analytical tractability, he usedle $itilgl/1 queue, i.e., Poisson
cross-traffic arrivals with packet sizes distributed exponentially too.ustal this simple one-hop
case to show that such correlations make it less attractive to increasegrates, and negatively
impact estimator variance. Roughan’s work is similar in spirit to our work ing@dva4 in that it is

another step towards developing estimators that take not just bias butaksace into account.

2.2.3 On PASTA-like results

We now provide a brief overview of prior works that derived PASTAdaelated properties.
The problem of identifying the conditions under which observations of@hsistic system coincide
with the stationary distribution of the observed process has a long histarting with Descloux
in 1967 [Des67]. Wolff named, gave the first rigorous proof for, @angularized the PASTA prin-
ciple [Wol82], although that principle had been investigated in prior workess general settings
[Bru71]. Wolff considered any stochastic process which arrivaeoledand interacted with. He
showed that the fraction of such arrivals that observe a particulat stgtenumber of customers in
a queueing system, asymptotically converges to the fraction of time the stogirastss is in that

state if the arrival process is Poisson.

Melamed and Whitt [MW9O0] later derived conditions for ASTA (“ArrivalsathSee Time Av-
erages”) to hold: first, a sufficient condition, which is essentially a weedision of the Lack of
Anticipation Assumption used by Wolff, then a necessary and sufficiertiton for stationary set-
tings. Melamed and Whitt [MW90] also derived theoretical expressioastifying the amount of
bias as a function of the property being measured and the arrivalggo8enore detailed survey of
the ASTA-related queueing theory work can be found in [MY95]. Palmtimgale calculus [BBO3]
is a modern queueing theory framework that is especially useful to uaddrarhen event averages
equal time averages. The PASTA property is also derived in this contexusé/this theory of Palm

martingale calculus in Chapter 4 to investigate the role of PASTA in active nketweasurements.
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2.3 Inversion

In this section, we survey the inversion-related contributions of prioikkaiorThese are the
background material for our work on theoretical and practical invargioChapters 5 and 6. We
start with a discussion on the packet spacing effect on store-anddfrinks that is the basis
of most inversion techniques. Then, we survey capacity and availahbwidth - two specific
inversion problems that have received a lot of research attention. Weyediscussing inversion

techniques to access other metrics too.

2.3.1 Packet Spacing Effect

One of the earliest requirements for active measurements arose in thetaoint®ngestion
control. In his seminal work, Jacobson [Jac88] laid the foundations ofyrofithe mechanisms
found in TCP today. This was made necessary after the Internet, whiststillain its infancy,
suffered a series of congestion collapse3986. This was diagnosed [Jac88] as being due to the
lack of good mechanisms to determine the rate at which packets should bateethe network.
Jacobson used a schematic of a single slow link (representingottieneck to illustrate that the
packets of a sender reach the receiver with a spacing that deperite bottleneck bandwidth.
Arguing that this spacing is preserved on other higher-speed linkepdan motivated the “self-
clocking” mechanism as a good way to ensure that congestion collagseseaented. His analysis
is simplistic because itignored cross-traffic packets which may be in¢dessease the inter-packet

spacing. However, the self-clocking mechanism itself is valid and is use@éven today.

Keshav [Kes95] analyzed the bottleneck spacing effect in more @essilminga round-robin
scheduling discipline. Keshav proposed packet-pair based flow teolremes based on this effect.
The basic idea behind this approach was to use packet pairs to estimatailable bandwidtho
the flow and send data at that rate. The rate was continuously monitordteand, dynamically
updated. Rate-based congestion control mechanisms such as NETBIS {[&also set the sending

rate (over a window of packets) to the spare capacity along the path.

The packet-pair analysis of Keshav [Kes95] is not applicable for nmbstriet paths, then and

now, because most links use the First-In First-Out (FIFO) schedulirgiptiiee. Bolot [Bol93]
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applied rigorous queueing theory principles to study the inter-packeirsgpan such FIFO links.
He observed that cross-traffic packets often cause the inter-ppaloéng to be different from the
bottleneck bandwidth. However, a careful analysis showed that thermtkepacing can indeed be
extracted. Bolot used the Lindley’s equation [Kle75a, BB03] in this amalysiter, we also use this
to understand the in-principle potential of active measurements and to geaigical cross-traffic

estimators.

These initial works on packet pairs have led to two kinds of techniquesettiat estimate link

capacities and those that estimate available bandwidth. We discuss the foster fi

2.3.2 Capacity Estimation

There are two kinds of capacity estimation tools. The first kind use protlepdelays. This
was pioneered by Van Jacobson itraceroutelike tool calledpathchar[Pat97]. He proposed that
packets of different sizes that expire at the same hop be sent. Retdi i€plies from them are
used to determine the minimum delay taken by each size. If these are the true minimeichalay
would increase linearly. Linear fitting is used to determine per-hop prdjmegeelay and capacity.
The true minimums are estimated by sending multiple probe packets of each siegpginatat a
hop. Downey [Dow99] performed extensive measurements pathchar His clink [Dow] and

pchar[Pch] are different implementations pathchar

Lai, et al. [LBOO] proposedettimer which used a largwilgating packet to significantly reduce
the load ofpathcharlike methods. They also eliminated the requirement for ICMP replies at the
cost of destination cooperationasztor, et al. [PV02a] continued on this theme and proposed the

use ofpacket quartetso minimize multi-hop queueing effects on capacity estimation.

A second kind of capacity estimation tools estimate only the smallest capacity aloaity.a
Carter, et al. [CC96] proposedaprobethat used the packet pair dispersion as the narrow link ca-
pacity. However, queueing at other hops can change such dispetdiemce, they improve the
accuracy of their estimates by employing filtering algorithms that use dispersean by pairs of
various sizes. Lai, et al. [LB99] used more sophisticated filtering algorifiomtfie same purpose.

Paxson [Pax99] analyzed the bulk transfer traces he collected to witésrieck bandwidth. He ob-

27



served multiple modes of packet dispersion. Hence, he Baekket Bunch Modes (PBNhat used
packet trains of different lengths to recognize pathological conditionk as multi-channel links.
He also used heuristics to choose an appropriate dispersion value éspdsion representing the

narrow link capacity [Pax97b].

The multi-modal nature of dispersion was studied in more detail by Dovrola, §PRMO1].
In particular, they coined the terasymptotic dispersion rate (ADR the most observed packet
dispersion that is different from capacity. They implemented a heuristierdtool for capacity
estimation,pathrate Pasztor, et al. [PV02c] also performed an in-depth analysis of thetedfec
packet probe size on capacity estimation. Recently, Kapoor, et al. {RE]. proposed a filtering
algorithm that picks out the smallestmbineddelay of the probe packet pair and uses it to calculate
the capacity. The rationale is that the smallest combined delay is caused wthgrabkets do not
see any unexpected queueing except at the bottleneck hop. Theiraset] bn this, is calleGap-
probe Though based on sound principles and mostly accurate, these techoajueometimes be
negatively affected by queueing. In Chapter 7, we show that ourogezpMeasurement-Friendly
Network primitives make these techniques much more robust to undesirahleigg effects. Ca-
pacity estimates obtained using them can be used in conjunction with ourtti@figsestimators in
Chapter 6 to estimate available bandwidth. Next, we discuss techniquestiimatespare capacity

along a path.

2.3.3 Bandwidth Estimation

We now discuss techniques that estimate bandwidth-related metrics that beimide the
“spare capacity” along a path. Some of the earliest such techniquesamggestion control tech-
niques. Indeed, as we discussed previously, the packet spacan) wtis first described in the
context of Jacobson’s work on TCP congestion control mechanisro&d]larhe onset of conges-
tion, noticed when packets are dropped [Jac88], is one of the most wiset/ways by which TCP
data flows determine that they have exceeded the “spare capacity” onkthédin [Jai89] proposed
the use of increasing delays to make the same determination. Brakmo, et aR4B&rapted this
principle to TCP and called it TCP Vegas. Given the importance of “spguracity” in congestion

control, Mathis and Allman [MA] developed a formal definition for this metric.eyltalled it the
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Bulk Transfer Capacity (BTCGInd defined it as the sending rate determined by congestion control
algorithms as the Allman, et al. [AP99] discussed received-side techmiqueprove the efficacy

of estimating BTC.

Paxson [Pax99] defined the so-callethtive available bandwidtimetric, 5. This metric cal-
culates, in a rough sense, if two consecutive packets of a probe fibarbss-traffic between them
or not. This is used to determine the metric.glis 1, then there is little cross-traffic and hence,
utilization is close td). Otherwise, it is close td. Though it is well-defined, relative available
bandwidth is hard to relate to available bandwidth. This led to techniques tafisplly estimate

available bandwidth

Available bandwidth is defined as the maximum rate that an end-to-end floabtain without
reducing the rates of existing flows [JD03]. This is different from BT&cduse the BTC definition
assumes that the rates of existing flows are reduced upon probingr,@adé [CC96] proposed
using the dispersion of long packet trains to estimate available bandwidti buifiea tool,cprobe
that implemented their estimation technique. Dovrolis, et al. [DRMO01] used sxtesimulations
to show that such dispersion is subject to not the available bandwidth butglex function of hop

capacities and cross-traffic that they termed asymptotic dispersion rate.

Problems with interpreting packet train dispersions have led to techniguessihdahe same
principle as TCP Vegas [BOP94], i.e., increasing delays imply that the myohie has saturated
the path and hence, is equal to the available bandwidth. Jain, et al. [pR@Rised a togbathload
that sends widely-spaced periodic trains. Using a parametric, heurggedbalgorithnpathload
determines whether the delays of a packet train are increasing dPabioadestimates the avail-
able bandwidth range by iteratively sending trains with various probing.raldne tool, TOPP,
proposed by Melander, et al. [MBGOQ] is very similar. TOPP sends a ¢@isisting of a pair of
packets. Whether or not delays are increasing is determined by olpénérdelays of the pairs
of packets. Pathchirp [RRB)3] is very similar, too. It sends trains in which the spacing between
packets of a train reduces exponentially. Heuristic algorithms are usedeta ithese delays to ob-
tain available bandwidth. Finally, Hu, et al. [HS03] proposed IGI and RWB similar techniques

that only look at the first and last packet of a probe train.
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All of the above methods that look for increasing delays are fundamentatlysive because
they have to cause observable increases in queueing delays. O&,cbyrspacing out probe
packet trains, these are made effectively non-intrusive. In conwastywork in Chapters 5 and
6 do not rely on queue buildups. Nevertheless, in Chapter 6, we uskaooework to describe
how these prior methods can be made robust to false positives. All thesewmrks used a
fluid-flow cross-traffic model of a single hop with a packet-based pmhbiodel. Recent work
[LRLLO4, LRLO5b, LRLO5a] showed that inaccuracies can ariseajuising a fluid-flow cross-
traffic model. Specifically, they showed that packet-based crossztfedfin non-bottleneck links
on a path can add noise to delay measurements. These measurements canaihie band-
width measurements inaccurate. The likelihood of inaccuracies is reduwadtive length of trains
is increased. Thus, they show the tradeoff between effective narsiméiness and estimation ac-
curacy. This tradeoff arises due to the fundamental intrusivenesschftechniques especially on
paths on which more than one hop has significant queueing. Unlike ugjoheyt present any new

inversion techniques.

A different set of techniques estimate available bandwidth by subtractirestheated average
cross-traffic rate from the capacity of the bandwidth-constrained linkepath. The capacity itself
is determined using one of the methods we discussed earlier. Spruce BpK&es the delays of
closely-sent packet pairs to estimate average cross-traffic rate. diatage of these methods is
that they are fundamentally non-intrusive. The disadvantage is thahhoace they single-hop but
they also require very tightly controlled intra-pair spacing. Hence, theyatrobust to queueing at
non-bottleneck links. In Chapter 5, we develop inversion expressiatslthnot require such small
intra-pair spacing. We evaluate practical estimators based on them in €Bapgtdditionally, our
estimators estimate not just the mean cross-traffic rate but also the entireudiisitribOther prior
works [ANTO1, RCR 00, SM98] focus on cross-traffic estimation specificalsuminga specific
cross-traffic arrival process, e.g., multi-fractal wavelet, PoissoaseB on this assumption, they
attempt to estimate the parameters describing these processes. In corttragtdtametric cross-

traffic estimation methods, we make a well-justified assumption that is quite gem&tadpter 5.
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2.3.4 Other Examples of Inversion

Apart from capacity and available bandwidth estimation, inversion techsifaee arisen in
other contexts. Many prior works [Pax99, SBDR05, ZDPO01] invesirted losses of probe packets
to derive loss characteristics of the corresponding end-to-end patksoR [Pax99] was among
the first to observe that droptail queueing leads to bursty, not indepgnidsses. Zhang, et al.
[ZDPO1] studied the time durations over which loss properties are unci@nghey considered
loss episodes, their durations and loss rates. Recent work by Somtraedr§ SBDR05] considered
techniques that rely on multiple sets of packets to better estimate loss prop8ities.we do not
consider loss estimation in this dissertation, we refer the reader to [SBCBG&]detailed review

of loss estimation techniques.

The toolpathchar[Jac97, Pat97] not only inverts the capacities of individual hops batthks
per-hop propagation delay. This is done by subtracting the delays oPl@Mlies from consec-
utive hops. In doing sogpathcharassumes that the ICMP replies encounter negligible queueing.
The minimum of these per-hop delays is considered to be the propagatign Deleney [Dow99]
considered inverting the observed ICMP round-trip times to obtain pemghepeing delays. The
delays from the ICMP replies provide a distribution of end-to-end del&y eexch hop of the path.
Downey models the distributions as lognormal and deconvolves them. Therfddution differ-
ence” in the distributions of delay till consecutive hops is estimated to be thidigin of per-hop
gueueing delays. In Chapter 7, we show that this is not true becausetcadfic persistence can

cause an unavoidable bias in estimating per-hop metrics.

Inversion has been used for multicast-based inferences too. For dastdisang, et al.
[TYNBO4] estimate delay variance on the shared segment from the pmreesto two destina-
tions. We do not review other such techniques since we primarily focusieast path estimation.
Inversion techniques to estimate the scheduling discipline used have als@iog®sed. Kuz-
manovic, et al. [KKO1] use a single-hop model to reverse-engineerubaaing discipline in a
QoS-enabled model and the parameters of the queueing discipline, e.chisvafigveighted fair
gueueing. Wei, et al. [WWZ05] proposed inversion techniques to classify the type of access links

used at the destination. The field of perturbation analysis [Gla91] askldise question of estimat-
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ing the characteristics of an unperturbed queueing system from @ltiegry of a perturbed system.
But, the questions they answer typically assume very specific models of stenswnd are not

directly applicable to the Internet.

2.4 Architecture and Fundamental Limitations

As we discussed above, techniques have been proposed for estinvaiiagla bandwidth and
cross-traffic properties. Many of them are fundamentally intrusiveibse they rely on observing
increasing delay trends on saturating available bandwidth. Recent wdtkubet al. [LRL05a]
showed rigorously that the burstiness of cross-traffic at other hicgmailti-hop path can impact the
accuracy of estimation. Little formal analysis has, however, been donemimtrusive techniques
that estimate cross-traffic properties, e.g., [SKKO03]. The analysis il.(5R] is a step towards
understanding the potential of active measurements. However, theisandbes not provide any
insights into whatanbe measured. Moreover, they are focused on analyzing multiple inpst rate
and derive asymptotic results. The potential of active measurement teekrigjalso faced with
tools such agpathchar[Jac97, Pat97] that estimate per-hop properties such as queueing.delay
Tariqg, et al. [TDDAO5], on the contrary, state that the lack of Poissabipg to a particular hop
makes it hard to estimate per-hop properties. Thus, it is not clear whethet per-hop properties
can be estimated or not. In Chapter 7, we propose network primitives a@esaxplicitly to make
active measurements more powerful and accurate. We find that pgrbperties can be estimated
in our Measurement-Friendly Network architecture except for unabdédaccuracies caused by

nonpreemption and cross-traffic persistence.

Network architecture design has often be used to enable a network with fagttdionality.
Accurate measurements are no exception. Seshan, et al. [SSK96ptbSPAND, a network
architecture that allows for multiple users to share information on end-t@eridrmance informa-
tion. Varghese, et al. [VEO3] showed how router measurements caseldg@ improve the efficacy
of active measurements. They showed this by designing architecturestiorating traffic matri-
ces and measuring route stability. They used per-prefix traffic coyriers in their architectures.

The ICMP protocol was originally an error-reporting protocol. But isHzeen used extensively
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in active measurements. Luckie, et al. [LMBO01] explicitly designed a poitfor aiding active

measurements. Their IP Measurement Protocol (IPMP) overcomes isdated to clock precision
and drift, protocol-dependent forwarding and low overhead. Tokowwledge, no prior architec-
ture improves the efficacy of active measurements without passive dkgetiom mechanisms. Our
Measurement-Friendly Network architecture proposed in Chapter 7ssti@wthis is possible - we

use hop-dependent priority queueing to better estimate per-hop andrpp#rtes non-intrusively.

2.5 Summary

We started this chapter by first discussing the historical evolution of nktwmaasurements.
Then, we discussed how previous techniques have approachedmpbrgarelated aspects. We
discussed the conventional wisdom on using the PASTA principle as a itiatita send Poisson
probe packets, pairs and trains. The discussed prior work on PASTHateus to better under-
stand the role of PASTA in active measurements in Chapter 4. Then, wesdita variety of
known inversion techniques. We divided them into those that estimate capatiityation, spare
capacity and other metrics. In particular, we discussed prior work retateding probe packet
pairs. We showed that prior cross-traffic estimation techniques eithemassery specific para-
metric models of cross-traffic or require tightly controlled intra-pair gapsrédver, the latter only
estimate the mean cross-traffic rate. Our work in Chapters 5 and 6 aéslteese shortcomings by
showing how the entire cross-traffic distribution can be estimated usingvedlatarger intra-pair
gaps. Finally, we used prior work to demonstrate the effects of multi-hopeing on the accuracy
of active measurements. In addition, all architectural proposals to im@ougracy have directly
or indirectly relied on accessing more data from routers. No prior workstigates whether similar
levels of accuracy can be obtained from active measurements usingrkgirivoitives that donot
rely on router data. Consequently, operators of today’s network$y/realy on active measurements
except for simple end-to-end delay, loss and router-level informatiois Mbtivates our work in
Chapter 7 where we design novel forwarding primitives that make a nkttwach more amenable

to active measurements. In that chapter, we also show that unavoidatdlariacies that arise in our
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proposed architecture are often small or can be overcome. This, aitingswease of deployment,

make our architecture a practical, low-cost alternative to passive negasut infrastructures.
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Chapter 3

Methodology

“Let your intentions create your methods and not the other way ardund.

- Peter McWilliams, American author.

In this chapter, we describe our methodology and the tools we used dodedeo perform
our work. As discussed in Chapter 1, we investigate three aspectsvd aetwork measurements
in this dissertation. These are related to sampling, i.e., when to send proketgpdaversion,
i.e., using the observed delays to access the desired metrics and netebotécure, i.e., network
primitives to improve the accuracy of active measurements. For each efdlspscts, we followed
a three-pronged approach (see Figure 3.1). First, we used pridkswordetermine the current
state-of-art and analyzed their shortcomings. Second, we usedugytiieory, simulations and
modeling to understand how these shortcomings can be addressed. ddatdes, we developed
newer insights and techniques. Third, we used simulations and/or resirmegnts to fine-tune and
validate practical techniques. There was also a feed-forward meamamisur problem selection
process, i.e., earlier parts of the dissertation influenced later parts. $tanae, our investigation
of network architectures in Chapter 7 is motivated by earlier chapters, ichwie encountered

challenges related to multi-hop queueing effects.

This chapter is organized as follows. In Section 3.1, we describe theetit=drconcepts that
we used in this dissertation. We describe elementary probability and statistiedlas advanced

ideas from queueing theory. In Section 3.2, we describe the various siomuieameworks that we
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Figure 3.1. A schematic of the methodology followed. For our investigation emwpéing-related

aspects, inversion and network architecture, we first used prior teariotivate the target problem
and the shortcomings of existing work. For instance, our investigation ipt€hd is motivated by
the lack of prior work thoroughly investigating the role of PASTA. Earliertp@f the dissertation
also influenced later parts. For instance, our investigation of netwotktactures in Chapter 7,
to improve the accuracy of active measurements, is motivated by the chaliizge in Chapter 4
and 5 due to multi-hop queueing effects. Then, we used one or all ofsssapmulations and
modeling to understand how these shortcomings can be addressed. Feadlyaluated our new
design/techniques. Our evaluation was performed using simulations, toates and/or Internet
experiments.

developed and used. These include existing simulators, modifications to themette useful as
well as simulators that we developed from scratch. We also describe éhdieal tools used to
process the data obtained via simulations. In Section 3.3, we describe @rimexptal setups we

used to collect traces of real Internet cross-traffic. We summarizeatioBe3.4.

3.1 Theoretical Concepts

In this dissertation, we repeatedly use three elementary concepts frdraliity theory and
statistics [Dur96, Sto95]. We provide an overview of them now. The diosicept is that oinde-
pendencéetween random variables. Two random variabfeandY” are defined to be independent
if

P(XeAYeB)=PXe AP €B) (3.1)
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where A and 5 represent a subset of values tii&tandY can respectively take. In addition, i

andY are independent, then the following is true.

XeAY eB)
P(Y € B)
_ P(Xc AP(Y € B)
B P(Y € B)
= P(X € A) (3.2)

P(X e AlY e B) = P

The first reduction is by Bayes’ theorem [Dur96] and the second bgpeddence. We use condi-
tional probabilities and Equation 3.2 in Chapters 5 and 6. The secondmdheaéwe use is related

to that of estimation. Consider a random variabie that we are interested in estimating. Denote a
candidate estimator a§. Then, thebiasof the estimator iF7[X — X]. Every sampleX — X need

not differ by the bias since the latter is only the expectation of the differeimcether words, the
estimated quantity may exhibrariance The third concept that we use is that of estimation error.
As explained above, bias and variance represent two ways of guagtéyror. A common way of
combining both of them is to use the Mean Square Error (MSE) defined & the— X )2] which

is also equal tdias® + variance. The square root of MSE is called the Root Mean Square Error

(RMSE). We use MSE and/or RMSE to quantify performance of estimators.

In Chapter 4, we use Palm Martingale Calculus [BB03] to study samplintecelzuestions.
Palm calculus is ideal because it answers questions of interest to udyntrose relating event
averages and time averages in queueing theory. In the active measufearmmeawork, the former
represent what probing sees and the latter represent the undeghgingd truth Using suitable

abstract frameworks and ergodic theory [Pet83], Palm calculus assweh questions.

3.2 Simulations

As always, simulations are a natural way to study the properties of a sysiaman appropriate
model. The inputs and model can be controlled as necessary and amytprcgn potentially be
measured. This helps us understand the fundamental effects in play &nd-tane parametric
settings. We now describe two simulators that we used and a novel datsiartalyl that we

needed for our investigation.
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3.2.1 gsim: A Queueing Simulator

The widely-accepted model of a network path is that it is a queueing systdma.Fifst-in
First-out (FIFO) queueing discipline is used predominantly though sonesacetworks use other
disciplines [LPP04, WWZ05]. The FIFO nature of widely-deployed routers is also validated in
[HVPDO04]. Hence, we builgsim a tool that simulates a queue or a network of FIFO queues. Since

gsimis not packet-based, it is computationally very efficient.

gsimleveraged the code of a more rudimentary queueing simuﬂmim[POl]. The inputs to
gsimare a description of the propagation delays and capacities of variossahapy a path. The
cross-traffic arrival processes at each link are specified eithirg @strace-file or by specifying
specific arrival processes, e.g., Pareto. The probing stream aabeatsmilarly specified and flows
from the first hop to the last hop. The output is configurable in the seasthharrival and departure

times of each packet stream (cross-traffic and probing) at evergéopither be captured or not.

gsimworks in stages, each stage considering a single probe packet. Aitlo¢ esch stage, the
“hop time” is advanced to the arrival time of that stage’s probe packetahtbp. This is done by
considering, in order of arrival, cross-traffic packets. One végigbmaintained for each hop, the
time at which the queue (of that hop) would empty if there is no additional ¢raffc. This is used
to calculate the queue size and departure time of the next cross-traffietp&aitable variables are
updated and the process is continued for all cross-traffic packets.olitput generated includes

packet arrivals and departure times.

Our C implementation ofgsimwas done in abou2000 lines of code. We used kht | ab
implementation ofysimfor a single-hop path tod Our implementations allowed cross-traffic inter-
arrivals and packet sizes to be generated according to a varietyddmaprocesses including ex-

ponential, uniform, constant and Pareto distributions.

3.2.2 ns-2

To generate realistic traffic comprising of TCP flows, web traffic, etc.,la@faund it necessary

to use a more functional simulator. Our choice was the well-known packeft-$awulator,ns-2

LWe owe thanks to Darryl Veitch for writing this code
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[Sim]. ns-2is event-driven and implemented usi@g+ andOTcl . The latter provides scripting

functionality to easily invokes-2 the core of which is written ilC++.

An ns-2simulation is invoked using a@rcl file that specifies the topology, the capacities and
propagation delays of the various hops and the flows traversing therrdefined flows include
many variants of TCP, UDP-based flows (with inter-arrival times that lgetorone of many distri-
butions) and web traffic. Simulations can be configured to collect tracpaaiets traversing any

hop.

The scheduling discipline used at each hop is FIFO, by default. In degigmeasurement-
friendly networks, we required the use of priority queueing. Priorityugieg is implemented in
the Diffserv [BBC"98] modules ofis-2 These modules providequeues at each hop, with traffic
being classified into a queue based on its Diffserv codepoint [BEJ. The classification scheme

at each hop can be different thereby allowing us to simulate hop-dependearities.

We also had to modifyns-2to accept packet sizes of zero. The modification was minor and
required a few lines of code. This was required to study hypotheticaleacteasurement scenarios
involving probe packets of zero size. Such hypothetical scenarios stedied to understand the

role of intrusiveness with respect to sampling bias in Chapter 4.

3.2.3 Ground Truth Calculator (GTC)

Often, we need to compute the “ground truth” about a network path prsogesr instance, the
ground truth of end-to-end delay represents the time-averaged behathe following sense. Let
D(t) represent the end-to-end delay that a (hypothetical) single packeepgayl 00 bytes, would
have experienced if sent at timeThe ground truth end-to-end delay is the functiofx) over all

timet. The mean ground truth end-to-end delay is the mean of this time-varyingdanc

In this dissertation, we find it necessary to calculate the ground truth of plgsiicross-traffic)
and derived path properties (e.g., end-to-end delay, jitter). The fosremsily done since cross-
traffic arrivals are known (we specify them) and the arrivals form ardie process that is easily
counted. However, accessing the ground truth about derived (counisntime) properties such as

D(t) required us to build &round Truth Calculator (GTCllescribed below.
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Figure 3.2. An illustration of the nature @j(¢), the queue size in units of transmission tini&#)
is discontinuous when a new packet arrives. It has a slopd ofhen a packet is being transmitted
and is horizontal when the queue is empty.

We first describe howD(¢) can be calculated. Consider a path with a single hop employing the
FIFO scheduling discipline. On such a paih(t) (delay of a hypothetical packet of sizéytes) is
equal to the sum of queue size at timé)(¢), and the minimum delay (consisting of the propagation
and transmission delay), i.e.,

D(t) = Q(t) + 5 + P (3.3)

where P is the propagation delay ard is the hop capacity. Note th&)(¢) is defined in units
of time, i.e., the amount of time required to service all remaining bytes in the qug{#¢.can be
calculated using traces of all packet arrivals and departures along@ptbapacity and propagation

delay. Three properties @}(¢) are crucial to this calculation.

e When the queue is drainin@)(t) decreases linearly with slopel. This is because we define

Q(t) in terms oftimeremaining to drain the queue.

e When a new packet arrive§,(t) increases (by the transmission time of that packet) instanta-

neously thereby causing a discontinuity.

e Once the queue becomes emgyt) stays constant &k

These three properties are shown in Figure 3.2. Noticed@a} in a finite time interval is easily
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described using a finite set of points where the slope changes (from#d and o). Hence,
Q(t) in afinite interval can also be efficiently stored in a data structure. Furthrerritas easy to
calculate statistics such as the mean, Cumulative Distribution Function (CDEglofaspiecewise
linear curve. Hence, in the single-hop case, statisticB @} are also easily calculated using just

packet arrivals, queue capacity and propagation delay.

The above can also be extended to a multi-hop path. Consider a multi-hop itath ops.
Denote the queue size of hdpat time¢ to be Q(¢). The capacity and propagation delay are
denoted byC}, andP,. Let D4(t) be the end-to-end delay of a hypothetical packet of singected
at time¢. Dg(t) is the sum of the across-hop delays seen at each of theps. Moreover, the
queue size seen at a hbpgs Qy() at a time that depends on the previous hops. Hence, we have the

following extension of Equation 3.3 to multiple hops

S

Dy(t) = Q1 (t) + c + P+
S S
Q2(t+Q1(t)+a+P1)+?2+P2+...
Qn(t+Q1(t)+Ci+P1+Q2(...)...)+Ci+Pn (3.4)
1 n

To calculateD,(), we first calculate alty,(¢) using the packet arrivals at the various hops. As
before, these can be represented using the finite set of points wheslpleechanges. These are
then combined using Equation 3.4. Sinbg(t) is the sum of a finite number of curvég, (), it
also changes slope a finite number of times and can be represented in ectomapaer. This
representation can be used to calculate statistid3,0f). If the probe packets were derived from
some distribution, the corresponding ground truth was obtained by cangobariousD;(¢) with

the packet size distribution.

3.3 Internet-based Experiments

Now, we describe two sources of real-world Internet data that we. uskd first source was
a passive collection of cross-traffic arrivalsadlt interfaces of a router. The second source was a
novel active experiment where we injected packets into an operatiotvebrkeand simultaneously

collected packet traces.
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Figure 3.3. The active packet injection device, the IXI@OT (left) that we used. (Courtesy: IXIA
[Ixi])

3.3.1 Router Traces

To aid our investigation into estimating cross-traffic, we used data fromlertfuter” experi-
ment [HVPDO4]. In this experiment, all interfaces of a router in the Spritérhet backbone were
monitored using DAG [End] cards. The router had t@G- 48 links of capacity2.4Gbps, three
OC- 3 links of capacityl 55Mbps and onéC- 12 link of capacity622Mbps each. As is discussed
in [HVPDO04], one of theOC- 3 interfaces is highly utilized50 — 70%) and mostly carries traffic
input via theOC- 48 links. For evaluating our cross-traffic estimators, we used the armeagsses

to thisOC- 3 link as our cross-traffic process.

3.3.2 Active Experiments

The second type of Internet-based experiments that we used condistetive injection of
packets and simultaneous capture. We choseGri92 link (capacity of10Gbps), in a large tier-
1 ISP, that was reasonably utilized (aroust@, i.e., p = 0.5). We injected packets across this
router through a packet injection device. Our active injection device wdgia 400T [Ixi] (see
Figure 3.3), a specialized hardware device that is typically used to testrso his device can be

programmed to send packets of different sizes, header fields at spdaifies. The programming
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interface that we used wasTael command-line interface that could be remotely invoked. This

allowed us to generate our probe streams.

The Ixia400T sent packets on &0C- 12 link that was connected via an un-utiliz€d- 48 link
to our chosen router. Packets were addressed to suitable IP addsedbat they would be output
on the chose®C- 192 link of this router. TheOC- 12 input was necessary as a way to control the

maximum load, in the event of misconfiguration. The cross-traffic wasamttalled in any way.

We monitored the input OC-48 and output OC-192 links using GPS-synidew DAG [End]
cards. This provided us with the arrival and departure times of the ppabkets. The output
link monitor also provided us with the departure timestamps of the intervening-tnaffic. These

timestamps were accurate to sub-microsecond levels.

3.4 Summary

In this chapter, we first described the methodology that we follow in this da&sm. Our
methodology consists of the use of rigorous probability and queueingythgorulations to fine-
tune and validate theory and real Internet experiments. The rigoroogyttieat we described con-
sisted of simple, but useful concepts of independence between rarat@hles and performance
metrics of estimators such as bias, variance and MSE (mean square &viogescribed various
simulation frameworks we used. These included existing simulators suth2Sim] and newer
simulators developed from scratch by us. We also described a noveh@Giiwuth Calculator (GTC)
that uses traces of packet arrivals to hops of a path to calculate thdyimglground truth of the
system, e.g., queueing delay distribution of a hop. Finally, we described thdifferent kinds of
router traces that we used. One of them consisted of all packetlartava router while the other
captured all packets transmitted on a link. The latter was novel becausmuléaseously injected

probe packets.
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Chapter 4

Sampling: The Role of PASTA

“The universe as we know it is a joint product of the observer and tseied.”

- Teilhard de Chardin, French Jesuit, paleontologist, and philosopher

In this chapter, we investigate sampling-related issues of active networkuneeaents, i.e.,
how do we choose the sending times of probe packets and why? For thieGchee assume that
the observed and desired properties are the same, e.g., end-to-endPdeldems for which this as-
sumption is not true typically require a complex inversion step that derivesgetbieed property from
the observed property. The results of this chapter are also relevahefo. We defer that discussion
to the next two chapters. Our starting point here is the current state dfarmften-used “Poisson
Arrivals See Time Averages (PASTA)” property [Wol82]. PASTA haeh used to justify the send-
ing of probe packets (pairs and trains, too) at Poisson epochs inattefbbtain unbiased estimates
of properties such as end-to-end delay [Pax99], loss [Pax99]ablabandwidth [SKKO03], bulk
throughput [Pax99], etc. To clarify what Poisson probing, and PA&In and cannot provide for
active measurements, we start by mapping out the various issues involebdadsing a probing
stream. We find that two kinds of biasesmpling biasandinversion biastogether with variance
determine the optimal probing stream. Sampling bias may occur when “phdsegbbetween the
probes and cross-traffic causes certain system behaviors to beedtess or more frequently than
they actually occur. Inversion bias occurs because the observahtaie@d via probing include the

impact of probes as well. Note that we use the term “inversion” since remo@impact of probes

44



is equivalent to obtaining the desired property from our observatioasiaive is caused because
estimation is typically performed by observing a finite number of probe packetsever, PASTA
only states the optimality, with respect to sampling bias, of individual probegi@¢kot pairs or
trains) sent at Poisson epochs. PASTA neither offers any guidataceriderstanding inversion bias

nor does it state anything about the estimation variance achieved with Ppisdning.

To fully understand all these issues, we leverage the theory of Palm naeticegculus [BB03],
which is a modern framework to study sampling-related questions in queueioxytlespecially the
relation between event averages (what a probe might observe) andviarages (the underlying
ground truth). We first consider systems that have no inversion biashyjeothetical measure-
ment scenarios involving zero-sized virtual probe packets (pairs mrsjra We show that such
non-intrusive probe streams will also have zero sampling bias if they ortdss-traffic enjoy the
so-calledmixing [Pet83] property. The mixing property is satisfied by many non-Poissearsis
including those with arbitrary i.i.d. (independent and identically distributedyloan inter-arrival
times. Then, we extend these insights to study systems with inversion bias,acticgrmeasure-
ment scenarios with probe packets of non-zero size. We find that theoekisown way to remove
inversion bias apart from sending well-spaced probes (pairs or fr&ngh aare probingsetting is
easily viewed as an approximation of non-intrusive probing and thexgfostifies the application
of the non-intrusive results. Hence, our final recommendation is thatprabes (pairs or trains)
be sent at epochs that aréxingto avoid sampling bias. We also show, via simple examples, that
non-Poisson probing streams can outperform Poisson streams. Tewagtly consider end-to-end

delay and related functions such as jitter, our results are also applicabkstbdged metrics.

This chapter is organized as follows. In Section 4.1, we provide a basiwiew of PASTA and
related work in active measurements. Using this as motivation, we definedpe stour problem
and provide an overview of our contributions. In Section 4.2, we usedtimation of end-to-end
delay in simple one-hop systems to map out key issues, e.g., the two kinds ed,l@atmation
variance, and our key results, e.g., achieving unbiased sampling with mis@bigng streams. In
Section 4.3, we introduce powerful mathematical machinery from Palm masingkulus [BB0O3]
and use it to prove results on non-intrusive probing achieved with vifheab-sized) probes. Using

simulations, we confirm that our results are valid for the tandem (First-st-But (FIFO)) route

45



models commonly used in active measurements, as well as considerably aicrenodels in-
corporating correlation of cross-traffic across hops, and credetwith feedback, e.g., TCP. In
Section 4.5, we extend the results on non-intrusive probing to the practisalof non-zero sized
probe packets. We derive our final recommendatiorac# probingat mixing epochs as an effective
way of minimizing both biases. In Section 4.6, we summarize our contribution®lgathe devel-
opment of rare probing as a sound practical strategy given the limited f®lASTA in designing

active measurements.

4.1 Overview

In this section, we first discuss prior work on the “Poisson Arrivals $aee Averages”
(PASTA) principle especially in the context of network measurements. \&his to motivate our

problem and define the scope of our investigation. We end this section ogttinircontributions.

4.1.1 Motivation - PASTA

Poisson Arrivals See Time Averages (PASTA), is a property applicabigatny stochastic sys-
tems. In essence, it states that observations made of a system at time inségimg @ Poisson
process, when averaged, converge to give the “true” value, whittieiaverage that an ideal ob-
server would make when monitoring the system continuously over time. A cégsieueing theory
example is that the mean number of customers waiting in a queue as seen by Raissls is equal
to the (time-averaged) mean number of customers waiting. PASTA was firsaliaed by prob-
abilists, notably in the 1970’s. Wolff, in his classic 1982 paper [Wol82]fied and extended the
then-existing PASTA results. The generality of his formulation, based ofiLtek of Anticipation
Assumption (LAA)”, which requires simply that the past history of the systerninfluence the
arrival times of future observers, did away with the need to prove écgbedorems for each new

system, and led to PASTA being widely used.

PASTA has been used to justify the sending of probe packets [Pax®aed,[SKKO03], trains

[LRLLO4] at Poisson epochs in an effort to obtain unbiased estimatesaoitijies of interest. Pois-
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son sampling has been applied for quantities as varied as connectivi§7&aend-to-end delay
[Pax99], loss [Pax99], available bandwidth [SKKO03], bulk transRa{99]. Despite the generality
of the PASTA result of Wolff and its widespread use in network measuresndre role and util-

ity of PASTA for active measurements has never been thoroughly addtes the theoretical and

practical senses (see [TDDAO5] for basic empirical questions in thieggrihough).

4.1.2 Scope of Investigation

As discussed earlier, we use the sampling-inversion viewpoint of actiasumements. Our
aim, in this chapter, is to investigate fundamental questions that arise in thextcohtampling.
Specifically, how should we choose the sending times of probe packetisiveédyigating the issues
that impact this choice, we aim to develop a generic recommendation to guidesiigeeks of active
measurement techniques. The issues we investigate are of relevanceéasilirement problems.
However, the final recommendation depends on whether the desiredaed/ed property are the
same or not. Hence, we find it convenient to assume, for this chapteththgbal is to estimate
statistics about a desired property, say, end-to-end delay, usingzatises of the same property
obtained via probes. In the next chapter, we consider measureméigpowith a desired property
that is different from the observed property. The insights obtained tias chapter are also used

later to explain the fundamental limits of non-intrusive active measurements.

The observed (and desired) property that we consider are embtadelay and multi-
dimensional delay-based functionals such as jitter and packet train slmpeDelay is a simple,
yet important observable in its own right and, apart from loss, forms dlsestof all active measure-
ment inferences. The simplicity of delay allows rigorous results to be dgrived yet it provides
a context rich enough to inform the rest of this dissertation and activeureraent techniques in

general.

The key questions that we address in this chapter are given belowAP&$ie starting points

for many of these questions given the traditional emphasis on Poissoingprob

e When is PASTA valid in the strict sense?
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When and in what sense is PASTA useful when it holds? Is Poissornngrolecessarily

optimal?

Are there cases when Poisson probes shoatde used? If so, how should probes be sent?

What role is played by PASTA within the inference problems of network nreasents?

What does PASTA apply to? In other words, Poisson Arrivals See Tineraes, but of

what? Does PASTA hold fany quantity that may form the object of active measurement?

As is usually the case [Pax99, ZDPO01], we assume that the netwatiatisnary This means
that the system conditions do not change over time. For practical pwpaserequire that they
do not change over common measurement timescales [ZDPO01]. We alsocaissgat the network
conditions and cross-traffic isrgodic This implies that network conditions, during the times at
which measurement is done, are representative of the averageeias@knbehavior. Rigorous
derivation of results like PASTA require this condition to be true. Finally, wsuane that the
probe packets are generated as an stream independent of cffiss-fFhis is natural since the

experimenter controls the probing stream.

4.1.3 Contributions

In this chapter, we investigate the universal question faced in designyngcéive measurement
technique - at what times do we send the probe packets, pairs or trainsfetoned earlier, we
assume, in this chapter, that the observed and desired properties saieh.eFor such measurement
problems, we find that general methods to remove the impact of probesdibservations (an
inversion step) is hard. This necessitat@® probingand consequently, non-intrusiveness becomes
a necessity. This motivates us to first gain insights into hypothetical norsivéruneasurement
scenarios involving virtual probes of zero size and later, extending tteegractical measurement
scenarios involving real probes of non-zero size. We give rigoamssvers using Palm martingale
calculus [BB03], a modern branch of queueing theory that studiessphgdhe questions that we
are interested in - the relation between what an observer sees and #rlyumd‘true” average. We

also illustrate our results using simulation experiments.
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The issues that we investigate are also relevant for measurement prottbrasdesired prop-
erty that is different than the observed property. This is discussed imetktechapter. The issues in
this chapter also help us understand, in Chapiéundamental limits to active measurements that
arise due to biased sampling. Our specific findings from this chapter grawpally under three

distinct categories, and can be summarized as follows.

Sampling Bias versus Intrusiveness

e PASTA states that Poisson sampling is unbiased. In the non-intrusivewosaséow that this
is not unique to Poisson but is shared by a large class of other so-caitkély sampling

processes.

e PASTA states that Poisson sampling remains unbiased even when obsee/aot virtual,
but contribute to system load, and that this property is not shared byssthgaling processes.
We argue that it does not follow that Poisson is superior, becauseaiahea and inversion

issues, described next.

e We show thatare probescan be used to avoid issues of intrusiveness and inversion. In such

a scenario, Poisson is no longer special and the only relevant issué af Wagiance.

Bias versus Variance

e PASTA is a statement about bias. It is silent on variance, which is nonsshefeequal

importance to estimation.

e There is no general result stating the optimality of Poisson observationsesiplect to vari-
ance or Mean Square Error (MSE), except asymptotically for MSE in thresive casé
Indeed, optimality would in general require a probing stream which is well meatin some
sense to network characteristics. In Section 4.2.3, we give explicit exaraptaving that

Poisson probing can be sub-optimal.

'Recall that MSE= biag + variance.
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Sampling versus Inversion

e To obtain “what one wants” from what has been observed, an additionersionstep is
required. For example, what the delay distribution would have been if thieegrwere non-
intrusive, based on measurements that were free of sampling bias bt wéie intrusive.

Inversion is typically complex, and in general impacts both bias and variance

e PASTA is silent on inversion. There is no result stating that Poisson samiglimpiased, or
otherwise optimal, for the full problem of sampling followed by inversion.tkermore, the
zero sampling bias of Poisson in the intrusive case is not necessarilywantage when it
assists in measuring the wrong quantity. It may even be that inversion is iibleo&s which

case Poisson sampling cannot magically provide unbiased estimates.

The picture that emerges is that PASTA plays only a very restricted roletimone measure-
ments. In a nutshell, estimation based on active network measurements septsipe total bias
as well as variance performance, and must therefore address boghirea and inversion issues.
PASTA deals only with sampling of the available observable, not with invetsitime final quantity
of interest, is ignorant of variance, and furthermore excludes the loianee potential of alterna-
tive schemes which also enjoy zero sampling bias. In contrast, it's stremigtbl of sampling bias
even in the intrusive case, is not necessarily relevant given the neaarsal need for inversion.
Simply stated, PASTA is useful only when the goal is to sewlividual probe packetandthere is

no need to remove the impact of these probes from the observed delays.

4.2 PASTA and Delay: the Issues

In this section, we illustrate the key facts and issues involved in measurinrtpastd delay
using probe packets, and the role of PASTA, in the simple context of a siRti® queue fed
by probe traffic and cross-traffic obeying simple models. We start bgritbésg this experimental
setup in Section 4.2.1. This includes the cross-traffic and probe aprivaésses that we used. In
Section 4.2.2, we illustrate how and when two different kinds of biases,|sapipas and inversion

bias, arise. Using hypothetical virtual probes of zero size and realistlieg of non-zero size, we
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show that the zero sampling bias is exclusive to Poisson probing only$eoéthe intrusiveness of
probing. We also show the flip side, that is, intrusiveness also causssimv bias that is non-zero
for all probing streams including Poisson streams. In Section 4.2.3, we uskatlve examples
to show that the variance of Poisson probing may be so large that noseR@sobing streams
with non-zero sampling bias yield better performance. Finally, in Section 4a24l|ustrate one

of our key results - that zero sampling bias in the virtual probe case egthie probing stream or

cross-traffic to possess the so-calfeing property.

4.2.1 Experimental Setup

To conduct the single-hop experiments presented in this section, we usgdeueing simu-
lator, gsim Recall thatgsimimplemented the Lindley recursion for a FIFO queue (for example,
see [BB03]) and was implemented @andMat | ab. We used a queue of capacitgMbps and
zero propagation delay. Two kinds of statistics were collected. Firstpaeket delay values, from
which the delays of probes and cross-traffic were extracted. Seoan@round Truth Calculator
(GTC)was used to obtain the ground truth distributibnof the delay of probe-sized packets in
the system. As it was stored in histogram form, this created a discretization éfowever, the
size of the histogram bins was chosen to be small enough that thesevegrersegligible on the
scale of the plots given. Similarly, we used long simulations0®0000 probes to make confidence
intervals small or negligible (in the latter case we don’t show them), and enplayge warm-up

periods to damp transients.

For the single-hop (with no propagation delay), the ground truth of débayis obtained by
convolving the probe size distribution with the queue size (or waiting time) distributio. W
may also be viewed as thvirtual delay processf queueing theory in such a one-hop case. Virtual
delay is the stochastic procelds(t), defined for continuous timee R, which corresponds to the
waiting time a packet of size = 0 would experience when sent at tichato the network in steady
state. Because this is also the delay for such a hypothetical zero-sidest,pae refer to this as the
virtual delay. This process represents the ground truth of the delay (of zero-paddbts) in the

system.
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M/M/1 Queue

As several of the examples employ the M/M/1 queue, we summarize some tghevparties
here. In the M/M/1 system, packets arrive as a Poisson process of,ratel each takes an expo-
nential amount of time, with parameter (and averggep be transmitted. To ensure stability and
stationarity of the system, we require the system utilizatioa A\ to satisfyp < 1. It turns out
[Kle75b] that the time a packet spends in the system, i.e., its end-to-endidelsg exponentially

distributed with parametet = 1./(1 — p):
Fp(d)=PD<d) =1-e¥ d>0,p<1 (4.1)
with meanE|[D] = d, whereD is the random variable representing the delay of a given packet.

A related but distinct quantity is the waiting tini& of a packet, which is also theértual delay

experienced by a zero-sized pacKitis distribution:
Fw(y) =PW <y)=1-pe ¥4 y>0,p<1, (4.2)

with meanE[W] = pd, has an atom at the origin corresponding to the probalilityp of finding

the system empty, resulting in zero waiting time (and zero delay in the case @f-gized packet).

Probing Streams

We used the following arrival processes as probing processes. These represestteusp of
“bursty” behavior. In each case, we also list the distribution of intekartimes assuming that the

average ig::

e Poisson: Exponentially distributed inter-arrival timesyielding a Poisson process. This is
a renewal processi.e., the inter-arrivals are independent and identically distributed (i.i.d)
random variables.

Pr<T)=1-e1/* o<
e Uniform: Inter-arrivals distributed uniformly in an intervgl — a, 1+ a) ([0, 2u] by default).

This is also a renewal process.

1 T
P(TST):iJr QCLIM

p—a<717<pu+a.
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e Pareto: Heavy tailed Pareto distribution with finite mean and infinite variance. This is also a
renewal process.

- -D
+ 1) 0<r.
)

P(r<T)= —<(D_1

We useD = 1.5.

e Periodic: Constant inter-arrival times. This is also renewal but in a very degémeense as
inter-arrivals are constant, and is best regarded as a deterministimsifé@ random phase,
determining the offset of the periodic grid from the time origin, makes it statjodespite its
rigidity.

P(r=T)=1.

e Exponential (first order) Auto-Regressive 1 (EAR(1)): The EAR(1) [GL80] is a point
process that, like the Poisson process, consists of exponential irt@l-imes of intensity
A = 1/u. But, unlike the Poisson process, inter-arrival times are correlatealiseaconsecu-
tive inter-arrivals ¢, andr,_1) are related to each other via an i.i.d. sequence of exponential
random variablesK,,) of meanu and i.i.d. sequence of Bernoulli random variablé&g) (of
meanl — «,

Tn = aTp1 + 1, B, «oct [07 1)

The correlation structure is that of a positively correlated AR(1) praaesmely
Cov(ri,Tiy;) =al, j=0,1,2,.... (4.3)

The time constant of this geometric decay translates to a correlation time scalgnof=
(An(1/a))~t, which rises from) whena = 0 (the Poisson case), t& asa — 1. The
EAR(1) process, as described above, is not i.i.d. because it hadated inter-arrivals with

exponential marginal.

4.2.2 Bias

In this section, we will use simple examples to illustrate sampling bias and inversisnTo
show that zero sampling bias is exclusive to Poisson streams only bedansasveness, we first

consider hypothetical zero-sized probes. We find that all of ouripgodtreams have zero sampling
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bias in this case. Then, we illustrate PASTA, i.e., this bias remains zero onBoisson probes
when the probe packets are made intrusive. Finally, we illustrate the flip Sidérasiveness - it

causes an inversion bias that is not zero for Poisson streams.

Sampling Bias in the Non-intrusive Case

Figure 4.1 gives results for each of the above probing streams, withradshgerage inter-
probe spacing ol Oms, using probes of zero size. Though zero-sized probes are acdiga,
they help us understand the issue of sampling bias in isolation. This is beba&usds no issue
of intrusiveness (probes do not affect the system) or of inversi@name directly measuring what

we wish to measure). We us@0 bytes as the average size of cross-traffic packetahds the

utilization of the single hop.
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Figure 4.1. Sampling bias of delay, non-intrusive case (probeasize0). Left: CDF as seen by
various probing streams, and the true delay distribution. Right: resulting estanates. We do
not show the confidence intervals since they were very small. Each gretsegam is unbiased.

The grey curve in the plot on the left of Figure 4.1 shows the true Cumul&tistibution
Function (CDF) for the delay of zero-sized probes, calculated fromakon 4.2. As expected,
the curve corresponding to Poisson probes agrees with the true ong:wad known, PASTA
applies to this system. However, the other five curves overlay the truk eggially closely. In this
non-intrusive case, the lack of sampling bias of Poisson proisispared by many other probing

schemes The (tightly estimated) expected delays in the right plot of the figure corthismby

agreeing with the true value in each case. In Section 4.3, our main result ieve fhat a wide
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class of processes share this desirable property, and for far moegagsystems (including most

systems of practical interest) than the simple M/M/1 queue.

Sampling Bias in the Intrusive Case

In Figure 4.2 we consider the same probing arrival streams, but allowrti#ep to have a
transmission time > 0 (x is taken to be a constasii0 bytes for simplicity, but this is not essential).
As a result, intrusiveness becomes an issue: probes do affect teensy®th in load and in more
detailed characteristics. To avoid dealing with inversion issues, we assatnauthobjective is to
know the true delay, in the full system combining cross-traffic and namaliprobes, that a packet
of transmission time: would experience. In other words, we still seek to measure the same object

that we have direct access to, through probing.
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Figure 4.2. Sampling bias of delay, intrusive casex0). We do not show results for the “Uniform
in [0.9x, 1.1p]” probing stream, to avoid clutter, since they mirror the other results. LeftF @D
seen by various probing streams, and true delay distributions (one @amstihe closest grey curve
in each case). Right: resulting probe based mean estimates, and true Agginswe do not show
confidence intervals since they were very small. Each probing streartsr@s a new true delay
distribution, which is sampled with bias by the probes, except the Poisser{RASTA).

The mean estimates in the right hand plot of Figure 4.2 confirm that eachngrstibeam results
in a different system behavior (despite equal loads), and showsatianew gives a biased estimate
of its respectiveF’[ D], with the exception of “Poisson”. Hence, PASTA continues to hold, wdtere
the other probing streams, despite being unbiased when 0, now suffer from a bias due to

intrusiveness. The corresponding CDFs in the left hand plot showeitgr detail how the systems
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are different for each stream, and how the bias varies as a functiaglaf. d'hese results illustrate
that PASTA holds in the intrusive case. In Section 4.5, we will state the geoenditions under

which PASTA can be expected to hold.

Inversion Bias

We now study inversion bias in isolation. We achieve this by employing Poi$seanss exclu-
sively, thereby benefiting from their zero sampling bias in all cases. &umtbre, we let the probe
transmission time: be exponentially distributed with the same mean,(= 500 bytes), as for the
cross-traffic packets. This results in a combined system which is still M/Mth,rate A = A\r+\p
and average transmission time, enabling Equation 4.1 to be used. We use probing traffic of dif-
ferent levels of intrusiveness which increases the link utilization in incrésnefr0.1 from 0.4 to
0.8.
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Figure 4.3. Inversion bias of delay, range of intrusivenes% (0). Left: CDF as seen by Poisson
probing streams of different rate, and true delay distributions (onetpeEam), as well as the true
un-perturbed delay (with no probes). Right: corresponding mean slelay function of probe to
total load ratio. PASTA eliminates sampling bias, but total system behavioraisiagly deviates
from that of the un-perturbed system.

Figure 4.3 shows the unsurprising but significant fact that increasmgrbbing load through
increasing\ p results in the overall system deviating increasingly far from the originpeduirbed
system in which\p = 0. Consequently, even if an estimate of the true mean (or the CDF) is un-

biased, that estimate is an estimate offille (probe + cross-traffic) systempt the unperturbed
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(cross-traffic only) system that one wishes to measure. Thus, whaiweis not what we directly
measure. To obtain the desired unperturbed delay from the observatipasturbed one requires
an entirely separate inversion step, which, even in this very simple exampieeofing one kind
of delay to another, is highly non-trivial. For other inference objecta@®mon in active measure-
ments, such as using packet-pair methods to estimate available bandwidthgrbe aleinversion
required, and therefore its potential impact, is far greater. Another Wageing this is to note that
probes sent as a Poisson process at the sender will not arrivass®®process at the bottleneck
link in general, and will also be affected by their onward passage fromlitilato the receiver.

Thus, the probes are sampling the bottleneck link, but not in a Poissoran@yot in isolation.

We have two contributions to make on the inversion issue. First, we point atuthtt only
can it be extremely challenging, but more importantly that it is an inherent wiffiéor which
PASTA offers no solution. To our knowledge, there are no known ggmeversion techniques to
remove the impact of probe packets. In the next two chapters, we coirsrdesion of a different
kind, using delay observations to estimate properties of cross-traffi¢cind/¢hat, even in a simple
one-hop system, unless the cross-traffic obeys certain assumptiingydwledge of the cross-
traffic process feeding the hop is unobservable. In such a casejrstécsion is impossible even in
principle. This serves to illustrate the hardness of any kind of inversiaobhAPASTA is powerless
to mitigate. Second, in spite of the difficulties described above, there is aajevay, therare

probingstrategy to avoid inversion bias in the intrusive case, which we exploredtiofet.5.

There is a substantial literature parturbation analysi¢see [Gla91]) which addresses the prob-
lem of determining the behavior of a perturbed system from that of therturped one. However,

there are no immediate or simple answers to the difficult inversion problem$we# ateasurements.

4.2.3 Bias versus Variance

So far, we focused on the bias of estimators based on a simple averaglays dxperienced
by probes. We now look into the variance of these estimators. When bias-zamno, we examine
bias-variance trade-offs in the traditional manner by considering the mgaared error (MSE)

MSE = biag + variance. To illustrate only the effect of estimation variance, we ignorasive
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bias. In other words, the probe-derived estimates are compared tootnedgiruth in the perturbed

system that includes the probes.
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Figure 4.4. Bias and variance of delay with correlated cross-trafficinwusive casex = 0). Left:
bias of mean estimates seen by different probing streams as a functionEoAR(@) parametety
of the cross-traffic, usind00000 probes. Right: corresponding estimates of standard deviation.
Although all probing schemes are unbiased, their variances diffef?arston isiot the smallest.

Thus far, we have considered cross-traffic packets arriving asisséh process. However,
in general cross-traffic will interact with probe traffic in ways which éeg@ on the correlation or
“burstiness” structure of each, and estimation variance will be a funcfitimese interactions. To
show this clearly we need a richer context than the simple “memoryless” steuatihe Poisson
process. We use the EAR(1) [GL80] process introduced earlier as\genient way to generate a

point process which has a well defined correlation time scale.

Figure 4.4 shows the effect of increasingand hence, short-time correlation) on the estimation
of mean delay, for four different non-intrusive probe streams oftidahrate. In the left plot we
see the expected lack of bias for each stream (note the vertical scatersitence intervals, offset
horizontally for visibility), in agreement with the results of Figure 4.1, retgss of the value odv.

In contrast, the right hand plot shows that the standard deviation of tinea¢ss separate at large
«. This separation clearly exceeds the confidence intervals: the Poissamsas higher variance
then either Periodic or Uniform. This is a counter-example making the imporeagrgl point that

Poisson sampling does not imply minimal variance.

We now offer some insight into why Poisson probing gives rise to highéauvee than Periodic
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in this case. First note that as the correlations in the cross-traffic irgreasio those of the virtual
delay proces$V/ (t) itself. If we could make estimates basedldftit), they would therefore have in-
creased varianée Each probing scheme samplégt), experiences the larger correlation at higher
«, and thereby inherits the larger variance. Exactly how much variancevevdepends strongly
on the details of the sampling scheme, not merely on the average sampling rddearing in mind
that samples which are closer together will be more correlated, periodmgrbas the advantage of
guaranteeing a minimum distance between them. It can therefore “jump aweglation-inducing
bursts, provided that/\p is large compared with the correlation scalel®f(t). In contrast, in

a Poisson process arrivals may be much closer thiap with appreciable probability, increasing
the correlation considerably between such samples. In the examplelligfe~ 207* even for

a = 0.9, so the periodic stream produces close to i.i.d. samples in all cases.

In Figure 4.5 we consider the intrusive case for a wider range of catelmiobing schemes. We
fix « at0.8, and examine dependence as intrusiveness is increased by incre@dingize, shown
as a function of the fraction of probing load to total load. The leftmost plotshthat (sampling)
bias is now present, and increases withfor all schemes except for Poisson (by PASTA). The
variance results of the middle plot echo those seen in Figure 4.4: thereremaes which perform
both better and worse than Poisson. The rightmost plot in Figure 4.5 comiaseand variance,
and we see the trade-offs at work: the relative overall performahcdifferent schemes changes
with «. In particular, as bias becomes stronger for its competitors at, load rabes @2, Poisson
begins to outperform Periodic. However, it continues to be outdone byliferm renewal with

wide support, even though we ignored inversion bias.

In this section, we have presented only a few illustrations of what is a gepeint: PASTA
is silent on estimation variance, and the performance of Poisson probingefieral cross-traffic
processes, plays no privileged role with regard to variance. The salde thue for MSE, with one
exception. Asymptotically, as the number of samples tends to infinity the vardacs consistent
estimator will tend to zero, resulting in the asymptotic MSE being equal to the bimsext; In
the intrusive case, this clearly gives the advantage to Poisson probilggneral however, overall

statistical performance is a function of how well the probing stream is adaptthe cross-traffic,

2t is well known [Cox84] that the variance of the sample mean calculated @ time window of given width is
essentially the integral of the correlation function over the corresporrdimge of lags.
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Figure 4.5. Bias, Standard Deviation and (Root) MSE of delay with coreetatess-traffic, intrusive
case £ > 0). Left Top: Bias of mean estimates seen by different probing streams for0.8 as

a function of intrusiveness probe loddtal load. Right Top: Corresponding estimates of standard
deviation. Bottom: Corresponding MSE = \ﬂbias2 + varianceg. Only the Poisson probing is
unbiased, but the scheme with minimal (Root) MSE depends.on

and the nature of that traffic. The optimal approach (if any) will also bengly determined by
the choice of constraints such as measurement duration, probe butjataeptable intrusiveness
profile.

4.2.4 The Need for Technical Assumptions

Thus far, we have passed over the issue of technical assumptions.thi¢hilemerical examples

offered no contradictions, we have simply assumed that PASTA holdsnsaiy. Similarly, whilst
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Figure 4.2 indicated that there exists non-Poisson sampling schemes withiagrmo comment

was made on which schemes enjoyed this property.
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Figure 4.6. Sampling bias of delay with non-mixing cross-traffic, non-inteusase { = 0). Left:
CDF as seen by various probing streams, and the true delay distributiont: Régulting mean
estimates. Each probing stream is unbiased, expect for periodic.

In fact, such results are only true given suitabtgodicity conditions on the cross traffic and
probing processes. Even PASTA requires the system to be ergodiacheesystem behavior is
captured during the time we measure it. It is also important to note that zer@bras$ all possible
measurement experiments) is in fact not our objective! To be usefuladatipe, we also need
measurements to converge to unbiased values single sample path, as we witnessed in each
example thus far. To ensure this, again suitable ergodic conditions arieag.\We defer a rigorous
description of these issue until the next section, and complete this one withstretilve example

and intuitive explanation.

Figure 4.6 gives the outcome of a non-intrusive experiment which is idémti¢hat reported
in Figure 4.1, but with one crucial difference: the Poisson arrival tinfesass-traffic have been
replaced by periodic arrivals of the same average intensity (packstise not been altered). We
see that each probing stream continues to measure the mean delay, matiieexetire delay distri-
bution, without bias, with the exception of the periodic probe stream, which ikedly different.
In fact since the period of the Periodic stream is equal to an integer multigleeoéross-traffic
period (equal td 0 in this case), the two streams are effectively “phase locked”, and inauele

the joint ergodicity conditions are not satisfied. As a result, the probeseasr sample average
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conditions on this sample path alone, but only those found at a particuldripdire cycle of the
cross-traffic arrivals. However despite this, since the two periodiastseare independent and sta-
tionary, the phase offset between them is random, and so estimates frparitiaic probing stream
are nonetheless unbiased! This is readily seen empirically if averagesnavyindependent ex-

periments are taken.

Despite the rigidity of the periodic cross-traffic, the other probing streamsadisfy the re-
quired joint conditions since they are in themselvesraking processes. This is a stronger form of
ergodicity. Similarly, the joint ergodicity assumptions were satisfied in the casmsn earlier of
periodic probe traffic and either Poisson or EAR(1) cross-trafficGesthese latter processes were
mixing. In a loose sense, they provided enough variability to overcome tluityigf the periodic

probes. We discuss this in more detail in the next section.

4.3 Non-Intrusive Measurement

In the previous section we discussed sampling bias, inversion bias, e@ri@md contrasted the
intrusive and non-intrusive cases in parallel. We saw illustrative resulisating zero sampling
bias for non-Poisson streams in the non-intrusive case. We also saw ithaftiten desirable to
make probing as non-intrusive as possible as a means to minimize inversiorThiagnotivates
us to fully understand the role of intrusiveness. To this end, we focuh®mypothetical non-
intrusive case in this section. We leave the intrusive case and most obouments on inversion
to Section 4.5. Our aim is to expand in a rigorous way on the observationgyofeF4.1, that
many processes other than Poisson enjoy zero sampling bias in the na@iventase. The basis
of our treatment is the machinery of Palm calculus [BB03]. This is ideal tomporpose because
the goal of Palm calculus is to study sampling-related issues in queueingnsyske particular,
it is appropriate to study the relation between event averages (whaba pexket sees) and time
averages (the underlying ground truth). Additional mathematical conasptsin Palm calculus are
ergodic theory [Pet83] and marked point processes [DVJ88, BBAB]give an overview of these
areas before proving our main results. We then discuss the impact ondice ofi probing streams

in practice.
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4.3.1 Setting

We adopt a setting which allows for very general probe traffic, cr@dBdr and network mod-
els. There are three assumptions which carry over from the previatisrséowever:stationarity
of the probe traffic, cross-traffic and the network behawogodicityof the cross-traffic, anthde-
pendenc®f the probe traffic from the cross-traffic. Stationarity implies that netveankditions do
not change over time whereas ergodicity implies that the network exhibiisgdine times of mea-
surement, represents average-case behavior irrespective of thiecmritiitions. The assumption of
independence is natural since the experimenter controls the probinmstreger, we see that this

is also necessary to ensure zero sampling bias.

We model probe traffic as stationary point proces® of intensity A\p. That is, a sample path
of the process is simply the set of timg$,,} at which the (zero-sized) probes arrive, and there
exists a probability lawPp that determines the probability of any event concerning sample paths.
For example, it governs the probability that the first inter-arrival time dftettime origin:75 — 711,
exceeds the mean valug\ p (this would bel for periodic probes oe~! for a Poisson stream), as
well as the probability that probes fall in a time interval; andm in I, for arbitrary intervals/;
andI,. No constraints are placed dfp, we allow any structure of probe arrivals provided arrivals

do not coincide.

We model cross-traffic asrmarked stationary point process of intensity A\r. As before, this
consists of the arrival times of packets, but now atsrks random variables associated with each
packet which give additional information about the traffic. This includegt 6f all the random
packet size, but also anything else that characterizes the stream.droplexthe packet sizes may
depend on the arrival patterns, or packet sizes, of previoussrivhe probability lawPr governs

all details of7, both of arrival times and marks.

The model of an end-to-end path typically used in active probing is eskerttia tandem
gueueing networlof queueing theory. It consists of a set of FIFO queues and transmilasis
in series, each with its own independent cross-traffic stream. Packetsafigiven stream are all
n-hop-persistenftraversingn hops before exiting) and frequentlyis simply taken to bé for each

stream. Our network setting does not explicitly define queues in this mamgézal, it operates in
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Figure 4.7. We abstract a network path into the inputs and the actual netmemkanisms. The

inputs are the cross-traffic process. We only specify that the acttalsdeuch as scheduling at the
various hops be a deterministic function of the inputs.

a more abstract setting only requiring that everything naf iactdeterministically on the cross-
traffic and probe inputs (see Figure 4.7. Hence, the results that weBB&3] and derive cover

more general network settings including the following, provided the techagsumptions above

are satisfied.

e Cross-traffic streams correlated across nodes.

e Cross-traffic with feedback such as TCP.

e Scheduling disciplines such as FIFO, Weighted Fair Queueing [DKS&BParcessor Shar-
ing [PG93] which may differ from hop to hop.

e Probes which follow different paths through a network (modeling loadnuata).
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Technically, each of these cross-traffic streams, and their deperdeare contained in the single
marked point proces%, where the marks carry most of the detailed information, such as which
nodes are traversed by a given packet. In this way, much of our @emetivork model, in fact all

of its stochastic components, is subsumed into a rich cross-traffic deseriptie details of the the
gueueing itself is not contained i but would have to be specified separately if one wished to sim-
ulate the network. Our results hold true provided everything that is n@t &tts deterministically

on the cross-traffic and probe inputs.

The final component of the basic setting is to specifydhservedroperty, that is the quantity
related to probes that we have access to. In the case of active measig,ettme available data is
simply the arrival times of probes, or equivalently (since the sending tifpegre known), their
end-to-end delays. Since, in this section, we consider only the noniugrcase, the underlying
observable denoted ¥(t), t € R can be taken to be virtual delay procé$gt). Recall that the

virtual delay process is the delay experienced by a zero-sized paaiezing at time.

Our main goal is to learn about the proceésg). Technically, this reduces to determining the
expectation®[f(Z(t))] of some positive functiorf of Z(t). The choice off gives us great freedom
in the kind of statistic we may wish to measure. Good examples already preser@edtion 4.2
are the identity function giving us the mean delay or an indicator function @ethetherZ(¢) is
smaller than some threshold) giving us the entire CDF of delay. Functions tolatelstatistics

such as jitter will be considered later.

With the setting established, we now indicate where sampling and inversion fittinRmbes
sent at timegT;} literally sampleZ(t) at those times. Hence, the valugsZ(T1)), f(Z(1»)), .. .,
are what is available to estimaig f(Z(¢))]. As we send more probes, we have more samples and
expect our estimates to improve. Specifically, we want the follovaisgmptotic convergende be

(almost surely, i.e., with probability) true:

lim — S f(Z(T0) = E[f(2(0)). (4.4)

For instance, iff is the identity function, the right hand side is the mean virtual delay to which the
sample mean estimate on the left hand side must converge. Stationarity impli€$ thz(0))] =

E[f(Z(t))] for any timet.
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In the present non-intrusive case our aim of determining statistics of delagt hampered
by inversion issues. Such inversion is required if any quamtiher than delay, such as available
bandwidth, is the desired property. Such inversion is the focus of oxtrhehapters and uses
appropriatef f to study other quantities which are related4¢). In such cases, inversion can be
seen as the task of finding the (potentially very complex) funcfiomhich can efficiently extract

the desired parameter from the available delay data.

4.3.2 Ergodic Theory and Palm Calculus

Statements like Equation 4.4, where a “time mean” (the left hand side) is equitalan “en-
semble mean” or mathematical expectation (the right hand side), are kndiectigely as ergodic
theorems [Pet83]. Intuitively, they correspond to systems which are in sense free enough to
explore, in an unbiased way and on a single sample path, the full rangehaf/ilor which one
would find if one could examinall sample paths. Put another way, a single sample path of an
ergodic process will over time come to resemble every other sample path, withexioeme paths

taking appropriately longer to emerge.

In Section 4.3.3 we determine when Equation 4.4 holds. Specifically, we sho®dnation 4.4
holds (with zero-sized probes) when either the probe stream of tnaffis-satisfies the so-called
mixing property. Before deriving this important result, we must first intclley concepts of
ergodic theory and Palm calculus. These formalize the probing problenaliow us to state our

results formally.

The Joint Law and the Product Space

To deal with ergodicity of the system as a whole, we must know the joint lawrgowy both
probe and cross-traffic. Because these are independent, the evdr@scombined system can be
described through theroduct spacef P and7, denoted byF. It has an associated probability law

P which is the product of’» and Pr.

Intuitively, (F, P) enumerates all sample paths of the combined system and their associated

probabilities. The following example illustrates this. Consider a system in whimepand cross-
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traffic are each periodic with a period dbtime unit (for simplicity we ignore the marks af). Each
probing sample path is completely determined byltaser € [0,1) = T3, the distance from the
time origin to the first probe. Similarly, the cross-traffic is described by as@has [0,1). Thus,
each sample path of the combined system is uniquely described by, which is an element of the
product spacé =10, 1) x [0, 1). Assuming independence between the streams, the joint probability

P is given by

P((z,y) € la,b] x [¢,d]) = Pp(x € [a,0]) - Pr(y € [c,d])

= (b—a)(d - o),

whereb > a, d > ¢, since the stationarity 6f and P implies that their phases are each uniformly

distributed over0, 1].

Time Shifts: the §; Framework

For Equation 4.4 to hold, we need an appropriate form of ergodicity. @teegossible pitfalls
is that it is not enough that one or the other, or even both, of the pratisegs and cross-traffic
process be ergodic in their own right. In fact they must posgees ergodicity, defined on the

product space.

We begin by describing ergodicity for a single point process by mean®gobeshift operator.
The shift operator represents a shift in time of valueR of the whole sample path (or set of paths)

under consideration. Given such a shift, we can define the importantrafteminvariant event

Invariant Event:  An invariant evenbf some point process is an evetisuch thatd = 6_;(A)
forall t € R. An example of such a set is the collection of paths which have an infinite mohbe
inter-arrivals larger than some valug because translation would not change this property for any

path in A, sof_;(A) would contain exactly the same paths.

It follows from Birkhoff's pointwise ergodic theorem [Pet83] that a pgimocess is ergodiit
and only if all its invariant events are of probability either O ar The statement we wish to prove,
Equation 4.4, is similar to the Birkhoff theorem but in a joint setting. One cameefproduct shift

that operates, simultaneously but independently, on Baodimd7 . In terms of this, our aim can be
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reformulated as:
Equation 4.4 holds if and only if all sets of sample paths invariant under thbeugt shift are of

probability either O or 1.

To see the significance of this, we continue the “periodic-periodic” exafmpie Section 4.3.2.
Let the eventA be those sample paths where, for@allT,, — C,, < 0.25, whereT,, andC,, are
respectively the arrival time of the-th probe andh-th cross-traffic packet. For our phase locked
example, this translates tqP— y < 0.25) = 0.25. However since the offset between the two
streams is fixed at — y for all n, A is an invariant event, yet it has probability which is neitber

nor 1. Hence, this system is not jointly ergodic, and Equation 4.4 will not hold.

We see that to achieve convergence of the sample based estimates, thegongiing must not
become phase locked to the cross-traffic. For any given any set of gutiditions, the combined
system must be able to escape any such ‘synchronization’. Concepthallys very similar to
our intuitive understanding of ergodicity in the case of a single procesde fthat such periodic
behavior may actually occur in IP networks, for example when dealing witmall syumber of

persistent TCP flows on an access link.

Palm Probability

The right hand side of Equation 4.4 can be written as

E[f(2(r))) = / 1(2(r)P(dZ),

which emphasizes that it is really the full law Bfas determined by, represented by’ (dZ), that
we would like to determine via measurement. Knowing the probability of any eYemtder” is
equivalent to knowing the law of. Let A be an event defined by some condition%(r). One
could choose for exampl&(7) > 1 for somer, but the important point is that the condition can be
arbitrary. SinceZ is stationary, the probability?(A) of A does not dependent en(sinceZ is only
a function of the cross-traffic, the probability of this event is well-defioedhe product space). In
contrast, thd?alm probabilityP, is the probability that a probe may see an evént

1

Po(A) = mE [Tg(: ) L7(1,)satisfiest | -
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for any positive real, b. Recall that) is the average rate of the (non-intrusive) probing point
process. Hence, the Palm probability is simply the average fraction oépiobu, b] which observe

the sample path o (.) as belonging tod. Note that the Palm probability does not depend:oh

We can immediately establish that when probes and cross-traffic are imtlye the Palm

probability and the underlying probabilities are equal.

Po(A) = )\(bl_ a)E{ Z 1Z(Tn)satisfiesﬁl}

Trne(a,b

1
= )\(b — a) E [Tnez(mb] 1Z(O)satisfiesﬁl}

= P[A satisfied; (bl_ a)E[ > 1] =r. (4.5)
Trne(a,b]

The first reduction is due to stationarity and independence, and thedsexormdependence. This
result implies that the average over all sample paths of what an indepgegmiée streams sees
(represented byPy) is equal to the ‘ground truth’ (represented B(A)). As we discussed in
Section 4.2.4, this lack of bias doest mean that every instance of a probing stream is good for our
purposes. In fact, for (almost) every sample path to be good we needythdiaty property which

is the asymptotic convergence of Equation 4.4.

4.3.3 NIJEASTA and NIMASTA

We explained the need for joint ergodicity as a way of avoiding possiblas@tiocking’ be-
tween the probes and cross-traffic. We now state three key theoremdPfbm calculus [BBO3]

that build upon this intuition and lead toward determining when sampling bias is zero

So far, we defined joint ergodicity with respect to (w.r.t.) the underlyingesypgporoduct space
probability P. Analogous definitions can be made by replacigvith the Palm probabilityP,.
Note that ergodicity w.r.tP, is defined using just a single shiff, . Since undefP, the first point
lies at7, = 0, thisdiscrete shift), has the effect of simply shifting the origin to the next point.

The same shift can be used recursively to move down the probe sequenc

Ergodicity w.r.t. P is quite different from ergodicity w.r.tP,. The former says that empirical

averages converge for an observer who can acces§ (thiesample path continuously over time.
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In contrast, ergodicity w.r.t. the Palm probability means that empirical averageverge for an
observer who can access only the sam@#¢$;,) for all n. Though ergodicity w.r.tP and P,
represent different properties, the following theorem from [BB(ijoperty 1.6.3, pp.52) states

that they are equivalent.

Theorem 1 6,-ergodicity with respect t@” is equivalent t@r, -ergodicity with respect t@.

Our second theorem, proved in [BBO3] (Theorem 1.6.1, pp.47), forembar intuition that asymp-

totic convergence (Equation 4.4) is satisfied if the product space isiengad. P,.

Theorem 2 Discrete Pointwise Ergodic Theorem: Assume thatF, Py) is ergodic w.r.t. the shift

61, . Then, for all positive functiong, the following holds

lim —
N—o0

—_
M-
KH
N

M= [ HzOPaz).
Finally we have our main result, a very general condition under which titiqud.4 holds.

Theorem 3 NIJEASTA: If the product space is ergodic w.r.t. the Palm probability and the probing

stream is independent of cross-traffic, then asymptotic converdenids.

Proof: By assumption the discrete pointwise ergodic theorem applies,ircalthe probing and
cross-traffic processes are independent, by Equation A¢an be replaced bipy:

N
lim ;;ﬂ /f ))Po(d2)

N—oo

_ / £(2(0))P(dZ) = E[£(Z(0))). O

Thus, asymptotic convergence is guaranteed with an independent gpstbéam as long as the
product shift is ergodic w.r.tPy, or equivalently (using Theorem F). This result can be summa-
rized as:

NIJEASTA:

Non-Intrusive Jointly Ergodic Arrivals See Time Averages

The jointly ergodic assumption of NIJEASTA is similar to the Lack of Anticipatiorsé®ption of
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Wolff in that it states exactly what is required, but does not say when iigs which can be incon-
venient in practice. Our last theorem is classical ([Pet83], Theorenpp.65) and states simple
sufficient conditions under which the joint ergodicity holds, based on tha admixing A point

processP (or equivalently its shift) is said to be mixiAdf, for all eventsA, B:
tlim Pp(AN6O_4(B)) = Pp(A)Pp(B).

Intuitively, mixing is a special (and strong) form of ergodicity where opagation under the shift,

all memory between any setsandB is lost, so that they ultimately act as independent events.

Theorem 4 The product spacé& of P and7 is ergodic whenever at least one of them is a mixing

process, and the other ergodic.

Of the two cases covered in this theorem, that of a mixing probe procegsdeial importance,
because although we may suspect that cross-traffic is mixing, say intdredhbackbone where
myriads of random effects wash out deterministic synchronization, weatayuarantee it. On the
other hand, if we choose to always use probing processes which aremise are assured of satis-
fying the joint ergodicity conditions required for zero sampling bias, réigas of the dynamics of
cross-traffic. To highlight this property, which generalizes PASTA (&rbn-intrusive case only!),
we coin:

NIMASTA:

Non-Intrusive Mixing Arrivals See Time Averages

Itis useful to review at this point the observations of Section 4.2. Threslof processes appeared
there: stationary renewal processes (with exponential, uniform, @tdarter-arrivals), the peri-
odic process (with random phase), and the EAR(1) process. As ikn@in [DVJ88]. renewal
processes are mixing provided that the support of the inter-arrivallaison contains an interval,
and the EAR(1) process is also strongly mixing [GL80]. However, th@édar process is not, al-
though it is (by itself) ergodic. The non-intrusive examples througheuatiSn 4.2, in particular
in Section 4.2.4, illustrate NIMASTA and NIJEASTA at work, depending drether cross-traffic

and/or probe traffic is mixing or not.

3In fact, bothweakandstrongmixing can be defined [Pet83]
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4.3.4 From Delay to Jitter

So far we have considered positive functighgvhich act onZ at a single time point only. In
fact more general functions of the forfi{Z(0), Z(¢1), ..., Z(tx)) can be considered, which gives
access to the temporal structure 6f Key examples are the-dimensional distributions of the

process, and thdelay variationor jitter.

Palm Calculus can deal with this greater generality by considering cludtén®m-intrusive)
probes sent at ergodic times timgl, }. Each cluster consists &f+ 1 probes sent at timeg, + ¢;,
1 =0,...k with Tp = 0. Palm calculus can then be applied by formulating the clusters as marks,
the probe process thereby becomingarkedpoint process (for details see [BB03]). As before,

one can measure the average behavior of any such function withoutbiasally,

N
lim — " f(Z(Ty), ... Z(Tu + tr)) = E[f(2(0),... Z(t))] (4.6)

As an example, we show how to measure jitter on a time scale dfat is, we desire the
distribution of J..(t) = Z(t + 7) — Z(t). Let the clusters arrive as a renewal process with inter-
arrival distributed uniformly ovej9, 107|. This process is mixing. Each cluster will consist of two
points, the cluster seed &}, and a trailing probe &f,, + 7. We then simply collect the jitter values
{J-(T,)} and estimate its distribution by forming a histogram (technically, this implies defining
multiple functionsf, each an indicator function for a histogram bin, and counting the hits in each

These counts are always positive as required, although jitter itself careitiler sign).

4.4 Experiments

In this section, we illustrate the non-intrusive results that we have deegapkar using simula-
tion experiments. We useats-2[Sim] to conduct our simulations. In Section 4.2, we demonstrated
our results using simple single-hop simulations. Our goal, in this section, is sergdreealistic
scenarios that illustrate the universal applicability of NIMASTA. We fitsbw the importance of
NIMASTA by illustrating a carefully constructed example in which periodiclpng streams are
biased. We use window-constrained TCP and periodic UDP streams in #mspéx Then, we

show that NIMASTA is valid when cross-traffic has feedback. We usg-lived TCP flows that

72



saturate the path to show this. We then use a suitable definition of “jitter” to statvwuin extension
to NIMASTA (see Section 4.3.4) is valid too. Finally, we simulate a much more cormg&exork

with both short-lived web traffic and persistent traffic, i.e., cross-trdfffat flows multiple links of

the path.
Probe Probe
Source Destination
6Mbps 20Mbps 10Mbps
Periodic Pareto Window-
or constrained
Window~ NETWORK 1 TCP
constrained
TCP
NETWORK 2
TCP Pareto TCP
Probe NETWORK 3
Source
Probe
Z—Hop Destination
Persistent @ @
20Mbps 10Mbps
(%)
Q
Q
S

Web Traffic Pareto TCP

Figure 4.8. The networks that we used in our simulation experiments.

We used the networks shown in Figure 4.8. Notice that all of them havestBleéaps and are
listed in increasing order of the the complexity of their cross-traffic. Wel #&reto cross-traffic
and higher link capacity for the middle hop as a way of simulating the high-gpeion of many

Internet paths. We simulated these networks for more fli@inseconds. We used probe streams
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with arrival processes that are periodic, Poisson, uniformly distribaketdistributed according to

a Pareto distribution. Recall that, except for periodic probing, the resniing. For all of them,

we used a mean inter-arrival time dfms. Consistent with the rest of this section, we achieved
non-intrusive probing by using zero-sized probe packets. We cardjihe probe-derived estimates
with the ground truth obtained using tk&ound Truth Calculator (GTCylescribed in Chaptet.
Recall that GTC used arrival and departure logs at all hops to caldhatground truth. As the
time resolution of ns-2 is/Is and packet sizes are an integer number of bytes, we could use link

capacities of at mo2X0Mbps. Larger link capacities caused significant rounding-off errors

4.4.1 Periodic Effects

1 s e
0.9+ i
0.8 1
0.7 i

o
g 0.6
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—— Poisson
0.4 ~+ - Uniform in [0,2p] l
~¢o= Uniform in [0.9u 1.1p]
0.3 —<— Pareto 1
- = Periodic
0.2 L T T
0.025 0.026 0.027 0.028 0.029
Delay [sec]

Figure 4.9. Simulation showing the validity of NIMASTA in a multi-hop system, amd@ang bias
due to phase-locking. The estimated CDFs are plotted with a 1a6ge{) number of probes. Left
set of curves: periodic cross-traffic on hbpRight: window-constrained TCP flow on hap

We start with Networkl shown in Figure 4.8. Two sets of results are given in Figure 4.9,
depending on whether the cross-traffic on the first hop is periodic,imdaw-constrained TCP.
In each case the delay marginals show that NIMASTA holds for each ahtkiag probe traffic.
But, for the periodic probes, the probe traffic and cross-traffic exctphase locked”. We achieve
the phase-locking by choosing the probing period to be commensurate witbuthe-trip time of

the window-constrained TCP flow on the first hop (right set of curvasll as a multiple of the
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periodicity of the UDP cross-traffic (left set of curves). This illustratest, synchronization effects
in the network can cause periodic behavior. This periodic behaviorinaiyn, cause periodic

probing to be biased.

4.4.2 TCP-saturated links
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Figure 4.10. Simulation results showing the validity of NIMASTA with saturatinggitimed TCP
flows. The left plot shows the estimated delay distribution with a small numbenbgp (00) and
the right plot shows the estimated distribution with a large number of prdies().

Next, we use NetworR that replaces the window-constrained TCP flows with long-lived satu-
rating TCP flows. This causd$)0% utilization on the first and third links and allows us to inves-
tigate if NIMASTA is valid when cross-traffic uses feedback. We plot t&utts in Figure 4.10.
We show two plots. The left plot shows estimates obtained Withprobes whereas the right plot
shows estimates obtained with000 probes. This illustrates two things. First, all of them converge

asymptotically. Second, with a small number of probes, variance is sigrifican

4.4.3 Jitter

Our next set of experiments use Netwarko illustrate the extension to NIMASTA (see Sec-
tion 4.3.4) that considers multi-dimensional functions of end-to-end defmcifically, we consider
the difference in delays of two packets sénts apart. We call this difference “jitter”. To calculate
the ground truth jitter, we first use GTC to calculate the ground truth virtualydsdistribution. The

ground truth of jitter is calculated as the difference between this ground vimittal delay and a
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Figure 4.11. Simulation results showing the validity of NIMASTA with multi-dimenslaelay
functions. We plot the estimated and ground truth distribution of jitter, the diffez in delays of
two zero-sized packets sehns apart. The left plot shows the estimated CDF with few probes and
the right plot shows the estimated CDF with a large number of probes.

time-shifted version of it. We compare the ground truth jitter distribution and estthjigter in Fig-

ure 4.11. To estimate jitter, we sent pairs of (virtual) probes according tchibsen arrival process.

For instance, the time between the closest probes of two consecutive@pRingsson probing was

exponentially distributed. We chose this to avoid overlap between the peitse s can be seen

from Figure 4.11, our extension to NIMASTA clearly holds.

4.4.4 Short-lived and Persistent Cross-traffic
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Figure 4.12. Simulation results showing the validity of NIMASTA with a complex oekvwhat has
persistent cross-traffic, cross-traffic with feedback (TCP) aatistic cross-traffic (web traffic).
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Finally, we introduce much more complexity by simulating Netwdrf Figure 4.8. First, we
add an additional hop ddMbps to the first hop. Then, the saturating TCP flow is m&deop
persistent - it traverses the first two hops that the probes traverséntaddition, we introduce web
traffic that shares the first hop. We generated web traffic using te@egprovided witms-ZSim].
This example usef20 web clients and0 web servers. We plot the results in Figure 4.12. To obtain
these results, we faced a difficulty. We found that the ground truth videialy distribution actually
changed based on the seed of the simulation. This seems to indicate an irgguestin- TCP
congestion control and short-lived flows might cause a large variarbe ground truth itself. Since
addressing this is beyond our scope, we maodified our simulations so thategliribing streams
were simultaneously active in one simulation. This ensured that the streamsneasuring the
same ground truth. Our results in Figure 4.12 further confirm NIMASTAti®e that the absolute
delay was of the order of a second. In comparison to this, the variartbe @DFs estimated with

few probes is small.

4.5 Intrusive Measurement

The last section dealt with the non-intrusive case, i.e., when probed aesmsize. Here we

consider implications for inversion and sampling bias arising from ‘realbpsoof positive size.

4.5.1 Setting

The general setting of Section 4.3.1 continues to hold, with the key differvat now probes
influence system evolution. This does not affect the existence of thelidtlay process$V (t)
(what a zero sized observer would see), nor our final aim, namely toure&s(t), the delay
probes would have observed had they arrived taitiygerturbedsystem (if probes were not present).

However there are two important changes:

e Our observableZ(t) can no longer be taken to B& (), as we use positive-sized probes.

Instead, the probe delays are observables for a “ground truth” #@erdls on the probe
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packet sizep. This “ground truth” corresponds to the delay that a packet of gineuld

observe when injected into the system at steady state.

e Observations of (t) are not observations df*(¢): an inversion issue arises.

Our goal is to estimat&™*(t) using observations dof (¢) at the probing time§’,, and to deter-

mine in what sense, if at all, the following modified form of Equation 4.4 holds:

R IR .
Jim Zl F(2(Tn)) = B[f(Z7(0)))- (4.7)

Notice that this equation defaults to Equation 4.4 if probes are non-intrusiweich caseZ(t) =

45.2 PASTA

In the intrusive case, probe sampl&$7,,) may be ‘anticipated’ by the system, resulting in
sampling bias. For instance, consider the uniform renewal process wyffost on[0.94, 1.1y] of
the left hand plot in Figure 4.5. The negative bias results from the problgsveakly seeing the

contribution to load of other probes, which arrive at le&sf: from them.

Sampling bias due to intrusiveness means that Equation 4.5 does not ialderidr(at least

for independent probing streams), but in the Poisson case it canlaeedpvith:

Theorem 5 PASTA: For Poisson probes (intrusive or not) the “memoryless” property & é@xpo-
nential inter-arrivals implies

Po(A) = P(A). (4.8)

Further, since a Poisson process is mixing, Theorem 4 is true and soothgcpshift is ergodic.

Therefore, the same set of reductions as in Section 4.3.3 can be applied:

Po(A) = P(A) = Eo[f(Z(0>)] = E[f(2(0))] (4.9)
= NN Z 1z E[f(Z(0))] (4.10)

This statement of PASTA in our setting reaﬁlrms the fact that what it previslenbiased sampling
of (functions of) the total syster@. This says nothing about Equation 4.7, which includes the

inversion step taking us back to our targst,
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Experiments

Figure 4.13 illustrates PASTA using simulations with Netwarkf Figure 4.8. We used the
same experimental setup as in Section 4.3.3 with one difference. The moketphad a constant
non-zero size. To compare the delays observed by these packets, the ground trutherdelay
that a packet of size injected at timet would experience. Again, we used oGround Truth
Calculator (GTC)to calculate this.

- s
1 A /,\ v

0.81

CDF

—v— 20 Byte Probes
-*- 40 Byte Probes
-o-- 60 Byte Probes
—o— 80 Byte Probes

No Inversion Bias

(9.04 0.042 0.044 0.046 0.048
Delay (secs)

0.2ty ,°

Figure 4.13. Simulation showing the validity of PASTA in a multi-hop system, albeitwitkrsion
bias, for 4 different packet sizes (intrusiveness levels).

Delay marginals, obtained frori0000 probes, are plotted over a range of intrusiveness,
achieved with 4 different probe sizes in Figure 4.13. We used the langdeuof probes because
our goal was to verify PASTA which is an asymptotic result. The figure shawsve expect, that
PASTA continues to hold for delay, despite the dangerous periodic coenpoof cross traffic. No-
tice that, the “ground truth” in each of the intrusive experiments is calculat¢led corresponding
to the probe size used in that experiment. We also plot the COF @}, the virtual delay process
in the unperturbed system to illustrate the problem of inversion bias. liovelsas exists even
w.r.t the ground truth of any positive-sized packet in the unperturbstésytoo (not shown in the

figure).
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4.5.3 Minimizing Intrusiveness

Conventional wisdom holds that Poisson streams should be used far aetivork measure-
ments due to PASTA. However, as discussed above, Poisson streamgeartbasperturbed sys-
tem and offer no guidance on inversion. Hence, in the absence adraally applicable inversion
methods, PASTA alone is of little use. One strategy is to use (e.g. [ZDPO01]) ianadin per-
turbative stream to reduce inversion bias. Since packet sizes caanotbe arbitrarily small,

non-intrusiveness is achieved by ‘rare probing’, i.e., making the imtérahtimes large.

Any argument to justify minimal inversion bias due to the “almost non-intrugisehof the
probing stream can justify minimal sampling bias too. Specifically, if the invetsias is consid-
ered negligible due to rare probing, then each probe does not seddbtieaéfprevious probes. For
practical purposes, the probing is non-intrusive and by NIMASTA, raixing process can be used.
PASTA is irrelevant because we are eliminating the advantage Poissagsgrate over other mix-
ing probes - lack of “memory” about themselves. In fact, the following gaimation of NIMASTA
is the desired result.

Rare Probing: DenoteP, to be a dilation of the probing process, i.®, refers to the probing

process with arrivals &ta7,, }. Denote the delay in such a system tokgt). Then, we want

lim E(f(W(0))) = E(f(W*(0))). (4.11)

a—00

Notice that the above limit implies that both inversion and sampling bias go to zerdsifintii.

A proof of the above statement for a general class of systems, which allelarkov state rep-
resentation, is provided in [BMVBO06]. While this disallows systems with longgeadependent
cross-traffic arrivals, we believe that similar results do hold, at leasinfost practical systems.

Figure 4.13 empirically shows this result, too.

Poisson probing has been suggested for packet pairs [SKKO3]Jpaoicet trains [LRLLO4].
However, there is no theoretical rationale for this. PASTA applies only ttrems of Poisson
packetghat measuréelays and cannot justify any inference based on temporal behavior between
probe of a pair, where interactions are not weak or memoryless. In e, probing requires
that packet trains be well separated, so Poisson probing of arbia#gy(as we saw in section

Section 4.2.3), is likely to be suboptimal.
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The use of rare probes has four advantages. First, it providessatzelelays seen by a non-
zero sized packet. Second, it avoids the problem that in fact the Powsoass is physically
unrealizable. Third, probe arrivals can be chosen based on othgenies such as low variance and
MSE. Finally, as motivated empirically above, the rare probing approactdwmt be restricted to
single probes, butould include arbitrary probe patterngrovided that the patterns themselves are
widely spaced. This gives a rigorous justification of a common practicerendeparated groups of

non-zero sized probes are sent.

One important question in the rare probing context is “How rare shouldipgobe?”. We do
not provide a definitive answer to this question. In fact, we believe thaanisaver is dependent
on the specific properties of the path and cross-traffic. In practicepd gule-of-thumb would be
to ensure that a new probe packet be sent only after the previous pemtixet leaves the network.
Since queues “remember” packets that have left them, this is only negesshmot sufficient.
Viewing rare probing as a way to eliminate the need for inversion, a rehosenall probing
rate of, sayl%, of the smallest link capacity is a good rule of thumb. This is already satisfied
by many existing studies, for example, [ZDP01]. A more sophisticated metloodtivibe to use
multiple probing rates and use appropriate tests to compare the differeneeresthiting estimates.
Insignificant differences would indicate the relatively little perturbation @ilbthe probing rates
cause and hence, imply acceptable levels of “rarity”. The self-consigf@mciple [Pax04] behind

such a method is desirable too.

4.6 Conclusion

Our contributions, in this chapter, have been a rigorous analysis of Het BXe and relevance
of PASTA in designing estimators of network measurements. Conventionddmisolds that Pois-
son sampling must be used in network measurements for avoiding bias, dPSAA property is
cited as the justification for this. In this paper, we use the problem of estimatdigpeend delay to
illustrate that this viewpoint is too simplistic and ignores the key aspect of gyehimrusiveness.
We show that the zero sampling bias property is shared by a large setafled mixing processes

when probing is non-intrusive (the NIMASTA property). The zeroshimoperties are exclusive to
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Poisson only when probes are intrusive. However, it is extremely clugtigrio invert the perturbed
system (observed by probes) to access the unperturbed systene, ldean with Poisson probes,
it is desirable to make them non-intrusive, by sending them as rarely aggsin such a rare
probing context, the choice of the best probing stream is dependeng dot#h bias (sampling and
inversion) and variance. Finally, we show that it is incorrect to use PABustify Poisson packet

pairs or trains. Here too, using rare probing at mixing times is a good strategy

Although we concentrate on active measurements, the general points eeaneaielevant to
other contexts in traffic measurement. For example, one could considgveasnd-to-end mon-
itoring, where the delay between packets which are common to two end poinexiacted by
matching packets from link monitor logs at each end. Alternatively, theréxgvkcations for the
choice of packet sampling strategies in routers, currently used to redecmlume of monitored

traffic.
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Chapter 5

In-Principle Inversion: Cross-traffic

Estimation

“It is the theory that decides what can be observed.”

- Albert Einstein, German-born physicist

In the previous chapter, we investigated the sampling issues that arise iorttextcof ac-
tive network measurements. Specifically, we investigated the question oftatsemd individual
probes, pairs and trains to estimate functions of end-to-end delay and mmudtirsional extensions
of delay, e.g., jitter. Our recommendation of “rare probing” was a way tadawvwersion of the
perturbed system property to estimate the unperturbed system propertyofien the goal is to
access system properties such as available bandwidth [JD03], narkogapacity [KCL"04]. In
such cases, the inversion step has to estimate the desired system prapedyh observations of
some other property, usually end-to-end delay. In this chapter andxhexestackle one such prob-
lem - inverting observed probe delays to access cross-traffic piepeKnowledge of cross-traffic
properties is of importance to network operators because it helps themursterstand where and
why congestion occurs, and how it can be alleviated. Cross-traffic d&imia of interest to end-
users, too, given that cross-traffic directly impacts end-user pedoce metrics such as available
bandwidth [SKKO03] and delay jitter. Cross-traffic estimators proposegrimy work are not suit-

able for the Internet due to a variety of reasons. Estimators that assuynepezific parametric
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cross-traffic models (see [RCR0O, ANTO1, SM98]) can be used only if such an assumption is
known to be valid. Their advantage, however, is that they provide ussado detailed statistics
about cross-traffic. Other cross-traffic estimators [SKKO03] make ndatiragy assumption but only
estimate the first-order moment, i.e., the average cross-traffic rate. Mwrdgbey often require
very fine-grained control over packet timings which is very difficult ak lspeeds that are common
in today’s high-speed networks. Hence, one of our goals is to achieveetst of both worlds, i.e.,
access detailed statistics of cross-traffic with minimal modedindwithout requiring fine-grained

control over packet sending times.

Our focus, in this chapter, is on in-principle inversion methods to access-traffic statistics.
In the next chapter, we use these methods to design practical crdgsdstifnators. Throughout,
we choose to use the delays of probe packet pairs as the observautqaeity. Choosing pairs is
natural since the delays of a pair or train are much more likely to capture theera intervening
cross-traffic than individual probe delays. Pairs are chosen aedreprains because trains only
complicate analysis without providing any new insights. Additionally, we asdiaiethe First-
In First-Out (FIFO) scheduling discipline is used. This is the most commordyg ssheduling
discipline in today’s routers and was also recently validated [HVPDO4].si& our analysis by
investigatingwhatcan be estimated in the case of a single (FIFO-based) hop. Using basa&imme
theory we show that probe pair delays expose two cross-traffic furadioepresenting average rate
and burstiness. Then, we show that sample path ambiguity arises, i.e., th@lsseneations of
delays can be caused by entirely different cross-traffic arrivalless we make some assumption
on cross-traffic. Therefore, we assume that the delay of the firbiepoba pair is independent of
the cross-traffic trapped between the pair. This is quite general andwagilated, as we show in
the next chapter using real data. Moreover, this assumption makesianvaectable by allowing
us to access the CDFs and joint density of the two functioalat®stentirely. Using an intuitive,
geometric framework, we develop exact inversion expressions an@xapate expressions that
prove to be more useful in practice. We refer to the former as Class 1 anliatter as Class 2
expressions. Finally, we investigate adapting our theory to analyze mults¢enmarios. We find

that such multi-hop analysis is encumbered by two fundamental effects nkmewn persistence
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properties of cross-traffic, i.e., how many consecutive hops does-traffic flow across, and the

unobservable times at which probe traffic arrives at the intermediate hops

This chapter is structured as follows. We start by discussing, in Sectioprtot works related
to cross-traffic estimation. We use this discussion to motivate our targeeprobVe also provide
an overview of our contributions in this chapter. In Section 5.2, we ddhieetwo cross-traffic
functionals that are exposed by probe pair delays in the case of a sigl@)(hop. We also il-
lustrate how sample path ambiguity can arise if we make no assumption aboubs$kearaffic. In
Section 5.3, we derive (exact) Class 1 inversion expressions underetitmotivated assumption
on cross-traffic. We use an intuitive, geometric framework to deriveetteepressions. In Sec-
tion 5.4, we develop more useful (approximate) Class 2 inversion expnssdn the next chapter,
we not only validate the aforementioned assumption but also show that estirbased these Class
2 expressions work well in practice. In Section 5.5, we investigate if theldped theory can
be adapted to the multi-hop case. We find that, it is hard to do so due to quantitiesd¢hnot

observable and unknown cross-traffic persistence propertiesuliviarize in Section 5.6.

5.1 Overview

In this section, we first survey prior work related to cross-traffic estimasiod discuss their
shortcomings. Then, we state our target problem and elaborate on i acour investigation.

Finally, we present an overview of our contributions.

5.1.1 Motivation - Bandwidth Inversion Methods

In his work on congestion control, Jacobson [Jac88] first obsethednter-packet separation
is preserved after the slowest link along a path. Keshav [Kes95] peabasing this to estimate the
bandwidth available to a flow in a network employing round-robin scheduléren, Carter, et al.
[CC96] applied these ideas to FIFO-based network paths. They momosthods to estimate (ca-
pacity and) available bandwidth. Later, Melander, et al. [MBGOO] psepanore heuristic methods
to estimate available bandwidth on a FIFO-based path. Their tool, TOPRhgskgbut and output
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rates of packet pairs. Other techniques (see [JD03], [HS03]) @atethese ideas and used packet
trains to estimate available bandwidth. The underlying principle behind all eétisethat available
bandwidth is the probing rate at which the bottleneck link is saturated. Thelsgiqees determine
that the bottleneck link is saturated by observing the resulting increasetain #®r accurate es-
timation, the delay increases must be significant. Hence, they are funddynamiasive. These
ideas on causing queue buildups have been adapted to estimate the abhgpstalong a path
[ASMO03, HLM'04]. However, these techniques cannot quantify the available bandarndtiese
hops [HLM™04].

All of the above methods measure available bandwidth and do not directlyumeeasss-traffic.
Techniques performing direct estimation of cross-traffic are also kndwe discussed these pre-
viously in Chapter 2. Below, we discuss them again to re-emphasize theic@mings. These
techniques use probe delays to measure the amount of cross-traffipetfabetween them. An
example of such a technique is Spruce proposed by Strauss, et al 0BpKKhey used a simple
one-hop model to observe that, with intra-pair separation times less than risentsaion time of
the first packet, we can obtain the cross-traffic rate using the input@pdtogap of the pair. Tech-
niques such as Spruce [SKKO03] use large packets to ensure thatedhe ppmains busy between
the packet pair. Ribeiro, et al. [RCRO0] also assumed that the queue is busy between a pair.
They used this to estimate the amount of intervening cross-traffic and estioratedtraffic prop-
erties assuming a parametric multi-fractal model. The requirement that the gecausy between
the two probes can often not be ensured. For instance, lmdMbps link the separation of two
maximume-sized packetd {00 bytes) should be less thaR0 y.s. To estimate available bandwidth,
these methods subtract the (estimated) average cross-traffic ratedpaity estimates. Note that
packet pairs have also been used in estimating capacities, e.g., Capgp@ibed4]. Such capacity
estimation methods use minimum filtering to pick out the pair that saw no cross-taatfiuse this

to estimate the bottleneck capacity.

A few prior works proposed estimators of cross-traffic assuming thatiitesr according to
a specific parametric model. For instance, Ribeiro, et al. [RQR assumed that cross-traffic is
multi-fractal. Sharma, et al. [SM98] proposed estimators of average-tnaffis rate assuming

Poisson cross-traffic. Alouf, et al. [ANTO1] too assumed a Poissduwahprocess to estimate
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cross-traffic and queue sizes in the single-hop case. The assumpéaomif specific model limits

the use of such techniques.

Recent work by Liu, et al. [LRLO5b] investigated the signals that papkéetand train delays
expose. But, their results are asymptotic in nature and mostly help undeirséaodracies that may
arise with the fundamentally intrusive techniques, epathload[JD03]. These inaccuracies are
caused because the discrete nature of data traffic can cause qildupdeven when the bottleneck
link is not saturated. Subsequently, Liu, et al. [LRLO5a] focused damdard assumption, made
by most of the above prior works, that a path can be modeled as a singleepasenting its
predominant bottleneck. This model, while not accurate, is a reasongtriexapation for many
Internet paths. The analysis in [LRL0O5a] showed that, for fundameritatysive techniques such
as pathload there is a trade-off between accuracy and intrusiveness. Spdgifibee longer a
packet train is, the more is its robustness to queueing on other hops.tiNdgss, such techniques
are more robust to queueing at other hops compared with non-intruatkeppair techniques,
e.g., Spruce [SKKO03]. This is because, non-intrusive techniquesxépyate the input and output
gap at the bottleneck with the sending and receiving gap. Even moderatatsnodgueueing at
other hops can have a huge impact given that the input and output gapgpeally very small.
For purposes of available bandwidth, errors due to the necessaagityapstimation can also lead
to errors with techniques such as Spruce. However, the non-intnesigeof Spruce and similar
techniques involving probe pairs or small probe trains makes them ideaistoon distributed

infrastructures such as Planetlab [Pla] which limit user data rates.

5.1.2 Scope of Investigation

The above discussion shows the lack of satisfying answers to two guesTioa first is whether
we can design non-intrusive techniques for cross-traffic estimatiordthabt require fine timing
control. Such techniques are naturally of interest in measuring paths wiigla predominant bot-
tleneck - a common-case scenario on the Internet. The second questibatienwwe can extend
such techniques to consider truly multi-hop paths. Our work, in this chaptettee next, answers
the first question by designing cross-traffic estimators for a single hapbngfly touch upon the

second question in this chapter by motivating why it might be impossible to extenestima-
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tors to a multi-hop path. Later, in Chapter 7, we propose a novel measurémeenly network
architecture that can be used to apply single-hop methods including our &stnm multi-hop

paths.

In investigating the problem of cross-traffic estimation, we choose to ussethgs of pairs of
probe packets as our input. Intuitively, pairs are better that individuedigs since their delays are
related to each other via the cross-traffic “trapped” between them. Wesehmairs over trains not
only because they are easier to analyze but also because such aretyaiguably be generalized

to packet trains. Hence, the following is our target problem:

Given a knowledge of the measured delays of probe pairs, what daatmed about the probability

laws governing the cross-traffic?

Our objective is to answer the above problem in a rigorous manner. Heuacérst sub-goal is
to investigate what cross-traffic properties wan learn and what properties weannot in theory.
Our second sub-goal is to design in-principle inversion expressionscesa cross-traffic proper-
ties. The pros and cons of the few existing cross-traffic estimators, stiedwearlier, dictate the
attributes that we desire our inversion expressions to possess. lnufrtive want to perform
minimal modeling, yet access detailed statistics. Additionally, we want to perfemranalysis
without assuming an always-busy queue (between the pair) and/or stigulze fine-grained tim-
ing required to achieve an always-busy queue. Our third sub-goda &ctinal design and evaluation

of practical estimators. This is addressed in Chapter 6.

We use the prevailing hop model consisting of a FIFO queue to which baogk-traffic packets
and probes effectively arrive instantaneously, but flow out detertidally as they are serialized
onto the output link. This abstraction of hop behavior is appropriate in tediatgrnet where store
and forward router architectures are common, with fast switch fabriesevtihrough-router delays
are concentrated in output buffers. Recently, Hohn, et al. [HVPD&li]ated this abstraction using
real data collected at the input and output interfaces of a router in thidbae network of a tiet-

ISP.

88



5.1.3 Contributions

First, we develop a packet-based model of a FIFO queue. Our modetes lwm Lindley’s
equation [BB03] from queueing theory. Bolot [Bol93] used this equatidmis work though many
later works [HS03] only considered a simpler fluid-flow model. Our modal dismonstrates that
two functionals of cross-traffic, measuring the average amount arslifess, relate probe pair
delays. These are, therefore, the only properties of cross-traffictn be derived from observing

probe pair delays.

To determine whether the cross-traffic functionals can be derived fnaie pair delays, we
perform a very simple sample path analysis. This shows that the non-lineatitye queue (its
size does not go below zero) causes sample path ambiguity, i.e., the sameludayations can
be caused by cross-traffic with different properties. The one dixuefs that, at very small intra-
pair times, the amount of trapped cross-traffic is uniquely determined. Tieist @das been used
by previous work [SKKO03]; But, as we discussed above, the intratpaing is too small to be

enforced, especially on a path with other (underutilized) hops.

Sample path ambiguity implies that, to use large intra-pair times, some assumptioici@sstt
traffic is necessary. For applicability in a variety of systems, we assuméhiakelay of the first
probe is independent of the cross-traffic trapped between the padvioBs work supports this
assumption as do we, in Chapter 6. Under this assumption, we show that #heasitire joint
distribution of the two functionals can be inverted. We explain inversion Isyirgg conditional
probabilities involving the observed probe pair delays and the unoliseress-traffic functionals
into an intuitive, geometric framework. With the help of this framework, wewgemversion ex-
pressions for the marginal of the amount of cross-traffic and the joitrlaition. We derive exact
Class 1 expressions and approximate Class 2 expressions. The latteorar@iseful in practice
because they adapt to available data, as we will see in Chapter 6. Intglsestia find that a por-
tion of the joint distribution cannot be inverted. Since its size is proportiontiiégrobe sizes, it

represents the cost of intrusiveness on observability.

Finally, we explore applying similar theory to analyze multi-hop paths. We findit o

do so even for a simple two-hop path. We identify two effects - persistehceoss-traffic and
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unobservablity of the times at which probe packets reach intermediate é®psp main reasons
why the multi-hop case might be intractable. We use these insights, in Chapted&yelop a
measurement-friendly architecture that allows non-intrusive single-hdpadg usable on multi-

hop paths.

5.2 Basics

In this section, we first introduce the system setting we use and notation. Witkisetting,
we describe the target problem. Then, we use basic queueing theorgltoeswhat properties of
cross-traffic are exposed by probe pair delays. We find that twditumads, which can be considered
to represent the average amount and burstiness of cross-trafiie tiee delays of a pair of probe
packets. These two functionals are not independent; we derive addiBgpressions involving
them, too. Finally, we show that, unless the intra-pair gap is as small as se)gefSKKO03], the
system is sample path ambiguous. In other words, different cross:tpaffcesses can cause the

same set of probe pair delays to be observed.

5.2.1 Setting

We consider a single hop of capacijtythat uses a FIFO queue of infinite size. We take the
probes to have a constant sizepobytes, which are transmitted in = p/u time units across the
hop. Probe pairs are sent at timgs, } with a fixed intra-pair time of. It is convenient to describe
the input traffic in terms of andom measurel, whereby thdéransmission timef the cross-traffic

arriving to the queue in a time intervélis denoted by the random variabdg 7).

Our aim is to recover as much information as possible about the cross-ttaffcribed byA.
For this to be feasible, the statistics of the system should not change fun@dignever time, and
the probes must be able to collect representative samples of them. Tlespmrding technical
assumptions are that is stationary, (i.e., for all intervals, the statistics ofA(d + I) do not depend
ond) and that the system with probes is jointly ergodic. We showed in Chaptet jpihizergodicity

is guaranteed by sending these pairs at mixing epochs. The pairs deatbtnbe rare because our
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aim is not to obtain unbiased estimates of the delays that a pair of packets sahveb We only
want to sample the cross-traffic process in an unbiased way; This isvradHig sending the probe
pairs at mixing epochs. For simplicity, we assume a mixing arrival processities not cause the
pairs to overlap with each other. If we are sufficiently confident of the mgixiroperties of the
cross-traffic, we may use a periodic stream in which every pair of @otise packets is considered

to be a pair (also, see [MVBB05, MVE5)).

The raw data of a probing experiment are the arrival and departure tfriee probe packets.
T,,1 andT,, - are the arrival times of the first and second packets ofiftiepair. Similarly, T£,1
andTé,2 are their respective departure times. We assume no propagation delayraitatonized
sending and receiving times for simplifying analysis. In reality, these adssomspare not often
justified. But, as we discuss in Chapter 6, what is necessagiéy variation[PV02a], and hence,

these assumptions are not required in practice.

5.2.2 Two Functionals - Average Rate and Burstiness

To derive how the delays of a packet pair are related to cross-traffitsider the time period
[Th1,Tn,2) between the arrival of the packets of th& pair. If the queue is busy throughout this
time period, the departure time of the second probe is simply determined by tlyeodehee first
probe, its transmission time and the cross-trafi¢7}, 1, 7,,2)) between the two probes. If the
gueue is not busy throughout, then there exists some time instftér which it is continuously
busy (for example, this may W&, » if the second probe arrives at an empty queue). In such a
case, the delay of the second probe is determined only by the cross-tnaffiarrives in the time
period[v, T}, 2). Moreover, this delay will be greater than the delay calculated if we hadvaess
the queue to be busy throughout. We can use these observations to obtflothing version of
the well-known Lindley’s equation describing FIFO queue evolution (kameple, see [BB03])

Tha=2+[(Th1 + A([T01,Tn2))) V sup (v+ A([v, Tp2))] (5.1)
v€[Th,1,Tn,2]
wherex V y denotes the maximum af andy. The left hand argument of dominates when the
gueue is busy throughout the time period between the packets of the phis i not the case, the

second term dominates the first and determines the departure time of the peaba. Subtracting

91



T, from both sides of Equation 5.1, we get a relationship involving the delays= T, ; — T,

Tho—Tho=2+[(Th1 —Tog+ Ty — Tnp+ A([Th1,Tn2))) V sup (v —Tho+ A([v,T2))) |
’UE[Tn,l»Tn,Q}

Dn,2 =x+ [(Dn,l + A([Tn,lan,Z)) - (Tn,2 - Tn,l))) \/[ sup (f]él([van,Z)) - (Tn,2 - U))]
ve Tnyl,Tn’Q

Instead of using absolute delay, it is convenient to work with = D,,; — 2 > 0 and S, =
D,, » —x > 0 which are the excess delays above the minimum valug thfe transmission delay of

the probes. In terms of thR,, andS,, Equation 5.1 becomes

Sp=(x+ Rn+Cy)V By, (5.2)
where
Cn = A([Tn,la Tn,Q)) - (Tn,2 - Tn,l)y (5.3)
B, = sup  (A([v,Th2)) — (T2 —v)). (5.4)
vE[Tml,Tn,Q]

Note thatB,, andC,, are functionals of the cross-traffic over the interVAl, 7;,;1) only, and are

neither influenced by the probes nor by the queue state. The following tamoelationships hold:

1. B, >0 (takev = T;, 2),

2. B, > C, (takev =1T,),

3. B,<C,+ (ng — Tn,l) (sinceBn < A([Tn,laTn,Q)) )
We can interpret’;,, as thenetwork that arrives in[T}, 1,7}, 2), and it takes values if+(7, 2 —
T,,1),00). Thus,C, gives information on thentegral of the cross-traffic over a typical intra-
pair time period. In contrast3,, gives some information on thgeak More precisely,B,, is the
queue size that would have been seen at flingif we considereanly the cross-traffic arriving in

[Tn,1,Tn2). For exampleB,, — C,, is maximized when the traffic arriving ovér,, 1,7}, 2) occurs

in a burst just beford, ».

5.2.3 Sample Path Ambiguity

Itis clear from Equation (5.2) that we can at most identify (e, C,,) sequence from observa-

tions of R,, andS,,. Ideally, we would like to infer the sequence of cross-traffic functionatlsout

92



Queue Size

seen by first i ;
probe packet Additional queueing

would not have been
visible to the probe pair!

Queue Size
seen by secon
probe packet

Queue Size

Time

Probe

Arrivals

Additional
Cross—traffic

would have no impact
on observations

Figure 5.1. A simple illustration of the sample path ambiguity for an arbitrary irgiaipterval.
The top plot shows the queue size over time. The dark shaded boxesibedpresent the probe
packet pair. The x-axis value represents the arrival time and the lehgjtle boxes represents the
size of the packets. The second row of packets represent one saatiplef gross-traffic packets.
The third row shows an additional cross-traffic packet whose amealld not have changed the
observed delays.

Cross—
traffic
Arrivals

making any assumption regarding cross-traffic. However, this is ndildesf the queue empties
between the pair. We demonstrate this in Figure 5.1. For the ggmdifferent values of”,, give

rise to the same sequence of observed probe pair delays. In othes,wgardple path ambiguity
occurs as long as modifications of cross-traffic leave unaffected thbuag period. However, if
packets of a pair share the same busy period, ambiguity with resp€gtaad A,,, the net and total
amount of cross-traffic trapped between them, is eliminated. This is exactbgémario that tech-
niques such as Spruce [SKKO03] hope to exploit. We discussed earljethighs often not feasible
because the intra-pair timeequired to achieve such an “always-busy” scenario is very small. For
instance, on d00Mbps Ethernet link, the maximum packet size )0 bytes and hence,cannot

be more thari20us, the transmission time of the maximum packet size.

The existence of sample path ambiguity at the desirealues implies that we need to make

some assumption on cross-traffic. In the next section, we discuss vibhasumption is and how,
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under than assumption, we can invahnostthe entire joint distribution of the two cross-traffic
functionals. For all of our subsequent discussion, we vigw S,,, B, andC,, to be particular
instances of respective random variablesS, B and C'. We find it convenient to restate our

equations using these random variables @asl the intra-pair timel(, » — 71}, 1).

C= A([Oa t)) -1, (55)
B = sup (A([v,t)) = (t = v)) (5.6)
S=[z+R+C]VB. (5.7)

Thus, the only information about cross-traffic that we can hope to obtain packet pair delays
are statistics of the above two functionatsandC' (including their joint density). Notice that the

marginal distribution of”' also gives us the marginal distribution 4f[0,¢)) = C + ¢.

5.3 In-Principle Inversion

In the previous section, we derived the two cross-traffic functionglesed by probe pair de-
lays. In this section, we investigate how we to perform inversion in this cgnitex, using the
observed delays to access the two cross-traffic functionals. We geivefwrinciple inversion ex-
pressions to derive a variety of statistics of the cross-traffic functidnas observed packet pair
delaysirrespectiveof t. The statistics that our expressions derive are not restricted to averags-
traffic rate (or available bandwidth), unlike previous work, but incluge@DFs and joint densities.
We did show in the previous section that such inversion is not possible assoweg do not make
some assumption on cross-traffic. We do make such an assumption, nartaiyetbross-traffic is
such tha{ B, C) is independent oR. This means that, the delay experienced by the first probe of a
pair is independent of the cross-traffic that arriedt®r its arrival andbeforethe second probe. We
choose this assumption not only because it makes the inversion probleablegdout also because
it a reasonable assumption. In fact, in the next chapter, we providern@ddadicating that this
assumption is valid for Internet traffic for the time scales of the order of-jpéiatime periods. Our
performance results in that chapter also bear this out. That this is a eddedirst model of IP

traffic oversmalltime-scales of a few seconds has been borne out by other studies t603HV
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This assumption is much more general than assuming that cross-traffiglaifollow a specific

distribution characterized by a few parameters (as in [RQ®, for example).

We start this section by introducing an intuitive, geometric framework to expterobserved
probe pair delays and the cross-traffic functionals. This frameworkvallgs to derive and under-
stand our inversion expressions. Then, we derive inversion esipresto derive the CDFs @f, the
net amount of cross-traffic arriving during an intra-pair time intervaleSénare exact expressions
and we refer to them as Class 1 expressions. Finally, we derive inmegsjmessions to access the
entire joint distribution of the two functionals except for a so-cabe@tbiguity zoneWe show that
the size of the ambiguity zone depends on the transmission time of the probetgpank hence,

can be viewed as the cost of the probing intrusiveness.

5.3.1 A Geometric Interpretation

It turns out that the unobservable functionals of cross-traffic andlbiservable packet pair de-
lays can be viewed in an intuitive, geometric framework. We describe thissfrark next. Hence-
forth, we assume that all variables, including time, are discrete. This assumignot essential, as
the discretization can be made as fine as we wish, and in applications udidgteealiscretization

is in any case unavoidable.

Unobservables: Cross-traffic Functional Marginals and Joint Desities

We denote the discrete density and the 2-dimensional cumulative distributiotidio (CDF)

of (B, C) respectively by
hk,l)=P(B=k,C=1), (5.8)

H(k,1)=P(B<kC<I), (5.9)

We writec(l) andC'(1),l > —t, for the density and CDF respectively of the marginal corresponding
to the variable”, and similarlyb(k) and B(k), k > 0, for B. The relationships listed in Section 5.2

imply thath(k, 1) = 0 outside of the diagonally oriented “feasible strip” defined by
feasible strip:  (k,0):k—t <1<k, k>0, (5.10)
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Figure 5.2 visually shows the feasible strip in the (discrete) two-dimensiqaalesof B and C.
Squares with white color have a canonical density)ofMarginals ofC, B, ¢(I) andb(k), are
obtained by summingy(., .) along infinite horizontal and vertical bars in Figure 5.2. We also find it
convenient to define the following “approximations”d@) andb(():

k

c(k,l) =Y h(i,1) (5.11)
=0
l

b(k,1) = > h(k,i). (5.12)

i=—t
The sets of, [ pairs in the sums defining -, -) andb(-, -) appear in Figure 5.2 as finite horizontal

and vertical bars respectively. As is clear from Figure b(2,1) = ¢(l) as soon a& > [ + t.

C A
CHCH
CHHO
CHCHO
CHCH
CHCH
l CHHO fri (51)
1
CHICH
CHHO
0 |0HHO b B
CHO T
—z |O
fro(82)
lo
—t
k= 59 k= S1

Figure 5.2. The discretzdimensional space d andC. The domair{k, [} where the joint density
h(k,l) of (B, C) vanishes is shown as white. The supportBf C') is the stripk—¢t < [ < k,k > 0
shown as the light colored band. An observatio®fS) = (r, s) correspondsto 6B, C) = (k,1)
value lying inside an angle shaped set with corndikéti*) = (s,s —r — x). Two angle sets are
shown (shaded), corresponding to Class 1 (corner outside the/fsteps), and Class 2 (corner
inside,k = s2). The region where aggregates:oft 1 = 3 atomic masses are connected is the
ambiguity zonavhere individualh values cannot be directly determined.
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Observables: Conditional Probabilities

Let f.(s) = P(S = s|R = r). We can write down this conditional probability by accounting
the cases when either of the terms in the right hand side of Equation (5.&sequUsing our
assumption thak is independent of B, C'), we can count the various possiljlg, C) that give rise

to S = s, R = r from Equation 5.7 and write

fr(s)=P(B<s,C=s—r—ux)

+PB=s,C<s—r—xz—1) (5.13)
=c(s,s—r—x)+b(s,s —r—x—1) (5.14)
=H(s,s—r—z)—H(s—1,s—r—xz—1). (5.15)

This probability corresponds to a sum/efk, ) over an “angle shaped” set, with corner at
(K*,0") = (s,s — 1 — x).

Two examples of angle sets are illustrated in Figure 5.2. A particular oligsmnaf S = s given

R = r corresponds to &B,C) = (k,[) value, which, although unobservable, must lie inside the
angle set defined by, s). A given (k, 1) value may be included in many angle sets corresponding
to different(r, s), however the mapping betweé¢n s) and the corne(k*,[*) is linear, and hence
uniquely invertible:(r, s) = (k* — I* — x, k*). What are the possible locations of the corners? For
a fixedr, ass is increased the corresponding corner valiesi*) = (s,s — r — x) move upward,
tracing out a line parallel to the main diagonal. Aslecreases these diagonals translate upward.
However, the highest of these, corresponding te 0, is not the upper boundary of the strip, but

lies below it on the liné = k£ — x.

Assuming no constraint on the number of packet pairs, the ergodicity alygtem implies that
we have access to pairs with= r > 0 for all values ofr and hence, we can calculate conditional
probabilities, f,.(s), involving S and R. Thus, the available information concernihgk, ) comes
in the form of the probabilities, given by, (s) for different observedr, s). All knowledge of the
unobservable cross-traffic functionals must be obtained by combinisg ttemditional probabilities

(or angle sets) in different combinations.

Next, we derive inversion expressions to access statistics of the traffésfunctionals using
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such conditional probabilities. Our expressions fall idtdasses. The first class of expressions are
exact and provide accessd@) andh(k, ). Classl expressions for the margina(l) are based on
restricting to cases where the queue is known to be “linear”, that is wheaodttainthat the probes
share the same busy period. The second class of expressioneddartie next section, are based
on the idea that conditioning on linearity may be too strong to acgégsand require too much
data in practice. Hence, the second class of expressions use suitafoeimations ofc(k, () to be

c(l), justified by the idea that we can ignore zones where the density is likely tméié s

5.3.2 Exact Inversion Expressions: Clas$

The classl inversion expressions that we derive calculate the marginél,ef!) and the joint

density of(B, C), h(k,1).

Calculating ¢(1) using a Single Conditional Probability

The first inversion expression uses the observation from Section 3.2Btha C + ¢, which

impliesthatB <z +r + Cif R=r >t — x. Hence, forr > t — z, Equation (5.7) implies that
P(S=s|[R=r)=Px+R+C =s|R=r)
=P(C=s—r—z|R=r)

=P(C=s—r—ux), (5.16)

which is a function of thelelay variationu = s — r. The last step follows from the independence

of R and(B, C) established above. Thus, for each fixed= r obeyingr > ¢ — x we have
cl) = fr(l+r+x). (5.17)

In terms of angle sets, the above simply corresponds to taking a dérnét) with [* = s —r — z,
and k™ large enough so that the horizontal component of the angle completelysieavibe strip
(fr,(s1) in Figure 5.2). The vertical component in such cases falls below the stripttereby

contains zero probability.
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Calculating ¢(7) by Combining Multiple Conditional Probabilities

Since the above expression is true for many differevdlues, it is desirable to combine them,
as this would make better use of data in the practical case. A general lioidir@ation can be

written as
)= > aqpfell+r+a), (5.18)

where thea; are any set of non-negative weights that sum to unity. Intuitively, a gbodite is to
select weights that reflects the data available:;,_,y = P(R = r|R > t — z). Itturns out that the
resulting expression is the same as if we had set out, looking acros®differalues, to explicitly

collect together all relevant observations with constant delay variation
P(C=u—x)= frlu+r)P(R=rR>t—1)

P(S—R=ulR=r)P(R=r)/P(R>t— 1)

PC+xz=u,R=r,R>t—x)/P(R>t—1x)

PC+zxz=u,R=rR>t—u1)

_ i P(C+x=uR=r)/P(R>t— 1)
>

I
oy
Q

+rz=uR>t—2)=PS—R=ulR>t—1x)

Defining g, (u) to be P(S — R = u|R > r), we get:

c(l) = g—z(l + ). (5.19)

The collection of(r, s) values used in this expression is illustrated in Figure 5.3(a), where the
shading indicates the corresponding weight. The above expressi&srgialy choose observations
corresponding to large delay values of the first probe in a pair. The ldetpy ensures that the
gueue is busy until the next probe arrives. The difference betwaana delay and the next delay

is used to estimate the distribution of cross-traffic arriving between them.
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(@) (c)

(b) (d)

Figure 5.3. The various Class 1 and Class 2 inversion expressiondfieggerd portions of the

(R, S) space, shown here. Only (d) is an expression to access the joint defséyest are ex-
pressions for the marginall). (a) Equations 5.19 and 5.28 (shading indicates weights used); (b)
Equation 5.25 (correction terms give the vertical components); (c) Equaiy (uniform weight-

ing over N values ofr); (d) Equation 5.23 (shading indicates term type).

Calculating h(k, 1), the Joint Density of (B, C)

Theoretically, the most that could be hoped for is a complete recovery ofethgtyh(k, 1) of
the joint variable( B, C'). We now investigate the extent to which this can be achieved. It is useful
for us to first derive expressions fofk, 1), which represents a finite horizontal bar (frdsn= 0 to

B = k at heightl) in Figure 5.2. Using Equation (5.15), we can solvedgk, [) as follows:
c(k,l)=H(k,l)— H(k,1—1)
We also defind",(s), the CDF corresponding tf).(-), which is observable.

Fp(s) =) fili)=P(S < s|[R=r)

1<s
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Geometrically, using Figure 5.Z;.(s) is composed of nested angle sets whose corners lie along a
diagonal that goes down and to the left frdm s — r — x). Hence,F,(s) is the “rectangle set”
H(s,s —r —xz). We can combine the above two equations to get
c(k,l) = Fk 1—a(k) = Fyog—zy1(k)
Z Frota(D) = fr1—ara(9)] (5.20)
:f:(i‘+l+x)+F(r+l+x—1)
rp1(r+ 14+ x), (5.21)

wherer =k — [ — x.

To derive expressions fd(k, [), we recall that(k, 1) andc(k — 1,1) are both finite horizontal
bars of different lengths at the same height. Hehg¢g, [) = c(k,1) — ¢(k — 1,1). Combining this

relation with Equation 5.20 we can calculate the joint density as,

k-1
h(k, 1) = Y [2fe1-0(D) = froimo1(8) = friar1 (D)]+
i=0
[fk—l—x(k) - fk—l—a:-‘rl(k)] (5.22)

= Fei—a(k) + Fr——a(k — 1)—
Froi—ay1(k) = Fyj—z1(k —1). (5.23)

Equation (5.23) provides(k, ) using three values of, namelyk — | — x andk — [ — x + 1, and

several values of. The collection of(r, s) values required is illustrated in Figure 5.3(d).

Since F,(s) is undefined forr < 0, the above expression fér(k,!) can be used only when
k —1—x > 1. Hence, we in fact cannot determine individuek, [) values fork — [ < z!
We call this region, marked with smaller rectangles in Figure 5.2 athbiguity zone However,
Equation (5.20) shows that, for fixddwe do knowc(l + x,1) which is the sum ofi(k, 1) over
I < k <[+ z, that is the mass in an aggregate traversing the width of the ambiguity zone (an
exception occurs wheh= —z, whereh(0,1) = ¢(0,1) is known from Equation (5.20)). Note that
other aggregates involving:, /) values in the zone cannot be calculated. In particular, the marginal

b(k) of B cannot be determined.

The above can also be explained geometrically in terms of angle sets. Thestigced angles

are those corresponding to= 0, whose corners correspond to the diagonal comprising the lower
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edge of the ambiguity zone. Since points in the interior of the zone, thatié — = — 1, cannot
be corners, it follows that for a givedn> —x theonly angles passing through points in the zone are
those whose horizontal members aligni at s — » — x. Consequently, it is impossible to resolve

theh(k, 1) values in the interior of the zone.

To understandvhy the corners cannot lie in the interior of the ambiguity zone, note that the
horizontal component(s, s — r — x) of the angle setr, s) (refer to Equation (5.15)) corresponds
to (k, 1) pairs such that the two probes share the same busy period, whereastite ¢omponent
b(s,s — r — x — 1) contains scenarios where they do not. Because of the invasive impt of
probe sizer however, theymust be in the same busy periodiif> k& — x, which is precisely the

definition of the ambiguity zone.

We conclude with a comment on the roleaaf Since increasing widens the ambiguity zone
and, if we use an intrusive probing stream, increases delafisut impactinghe density(k, 1), it
serves to increase the available range wélues, thereby improving the applicability of expressions
in Class 1. However, smaller reduces the ambiguity zone and enalilgs be determined more

fully.

5.4 Approximate Inversion Expressions: Class 2

The Class 1 expressions fgl ) above relied om > ¢—z. Thinking ahead to practical situations
with limited data, such values may be rare or even entirely unavailable. Head®velop inversion
expressions that do not require the above lower bound é¢towever, they are approximate and to
distinguish them from the exact Class 1 expressions, we call them Claggessions. They are
approximate because they assume that certain portions of the strip hawdensity. In particular,
we assume thdt(k, () is sufficiently concentrated at smaland/. Our Class 2 expressions use two
kinds of approximations - weak and strong. They differ from each athére portion of the strip
that, they assume, has zero density. In this section, we define eacheatsesnptions and derive

approximate inversion expressions based on them.
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5.4.1 Weak Assumption

Consider Equation (5.20) for a givén If in fact h(k, 1) is negligible fork > k;, wherek; €
[[,l 4+t — 1] lies inside the strip, thea(l) = c(k, ) wheneverk > k;. We refer to this as theveak
assumptionlt is reasonable to expect that it holds in many cases, at least farienffy largel, as
increasingt corresponds in some sense to “tail” events of low probability. It leads toolleing

approximation for each fixedobeyingr > r; = k; — [ — a:

c)= F.(r+l+z)— Fpa(r+1+z), (5.24)

assumingu(l + 7" +x,0) =0 Vr' >r.

Equation (5.24) uses only a single> r;. As in the previous section, it makes sense to combine
different values to reduce variability. Using uniform weights results intesfyéing cancellation of
fr(s) terms, which would not occur if weighted averaging were used. Usingw as a parameter

obeyingr > r;, we obtain:

1 r+N-1
cl) =~ D Bl +1+2) = Fra(' + 1+ ).
1 r-H;—l
Fr+l4+2z—-1)—Fin(r+N+Il+z-1)
N

. (5.25)

The first term is the average of expressions of the form of Equation (5.17), whereas the second
includesh(k, 1) values that are not affected by the weak assumption. In Figure 5.3(l)the

values required by the extra terms appear as the vertical lines.

5.4.2 Strong Assumption

If k; is such thath(k;,1) can be considered a tail probability, it is reasonable to expect that
this may also be true ok(k;,!") for I’ values less thaih. This motivates the followingtrong
assumptionwhich in addition to the weak assumption, supposes/tf¥dt I') vanishes for all’ < |
whenk’ > k;, or equivalentlyr’ > r;. In other words, all elements directly below, and below and to

the right of, the pointk;, ). It is not difficult to see that, for a fixedobeyingr > r, = k; — | — x,
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this leads to

c(l) = fr(r+1+x), (5.26)
assumingh(l + ' +z,0) =0 V' >r

and h(l' + 7" +z,0') =0 V' >r I' <l

As we did with Equation (5.24), we can averayeconsecutive values starting from a givep> r;,
yielding
1 r+N-—1

N Z for(r' +1+ ). (5.27)

r'=r

The leftmost angle in Figure 5.2 is an example of the terms (angles) in this suisevdooner

c(l) ~

lies inside the strip. The stronger assumption has resulted in the loss of teeeddé term of
Equation (5.25). The corresponding plot Figure 5.3(c) shows thatetteal lines have vanished,

leaving a diagonal set similar to Figure 5.3(a), only with uniform weights.

We can also perform averaging with a natural set of weights as we did véttlaksl inversion
methods. Recall thag,(u) = P(S — R = u|R > r), and letp, (') denote the conditional
probabilitiesP(R = r'|R > r), interpreted as a set of weights which sumitdUsing the strong
assumption one can show that

c(l) = Y fulr' +1+2)p(r')

=Y P(S=l+z+RR=r)P(R="r|R>r)

r'=r

=Y P(S-R=I1+z|R>r)

— g+ 2). (5.28)

This is formally the same expression as Equation (5.19)! Howevsrsmaller thart — x, and the

corners of the angles set involved are inside the strip. Just as we dfg{for we can define a CDF
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corresponding t@, (u), and establish the following identity:

Gr(u)= Y g:(i) = P(U <ulR>r), (5.29)

l oo
— Z Z fr (" + 1+ 2)p(r),

l'=—tr'=r

0 l
= Zpr(r’) Z (' +1 + 1),

l'=—t

= Z pr(r ) Fu (' +1' 4+ ), (5.30)

= > p(HE +1+2,1), (5.31)

which shows that the CDF correspondinggidu) can be viewed as a weighted sum of rectangle

sets, with the samé (ndependent) weights as before.

As with class 1, increasing has the advantage that a fixed s) observation now corresponds
to an angle which is lower in the strip, whereas the densjtyeing independent of probes, has not
changed. Hence, this sarfe s) pair is now more likely to fall into a region where the weak and
strong assumptions hold than before. Each of these advantages igamnsith the intuition that
larger probe sizes increase the chances of probes being in the saymeeliog, where information
can be extracted aboutl). Of course, the disadvantage is the widening of the ambiguity zone

which decreases the observability/oby increasing the width of the ambiguity zone.

5.5 Multi-Hop Extensions

So far, we rigorously analyzed and developed inversion expressioascess properties of
cross-traffic flowing across a single FIFO hop. In Section 5.2.3, weusésd that sample path
ambiguity can result at all but very small intra-pair separations. But, uadeell-motivated as-
sumption, almost complete inversion of the two cross-traffic functionals isitges It is natural to
ask if such if such inversion is possible with multi-hop paths. We investigate yhi®hsidering

the simplest multi-hop path - a path with two hops. We find that, even with such adwgath,
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inversion is complicated by two factors - cross-traffic persistence andthtoty “unobservables”.

We revisit these factors by investigating how they can be eliminated, in Chapter

Using the convention of the previous chapterlrgg denote the departure time of tifé packet
of the then!” pair from the first hop. For simplicity, we assume no propagation delay ande)
this is also the arrival time at the second hop. Iﬁ; be the departure time of the same packet from
the second hop. Also, let; denote the transmission time of both probe packets at‘thieop. A;
denotes the measure representing cross-traffic arrival at.hbpen, we can write the following by

applying Equation 5.1 to the second hop.

Ty o =2+ (T} 1 + Ao([T5, 1, T}, 2))) \/[ sup (1]7 + As([v, T}, 5)) | (5.32)
ve(T}, 1T}, o

Subtracting?;, » from both sides, we get the following expression relating the délgy of the

second probe with the delday,, ; of the first probe.

Dpno = a2+ [(Dng + A2([T} 1, T 5)) — (T2 — Th1))) \é[TS,uPT/ (le([vaTé,z)) — (Th2—v)) |
v n,1°"n,2

Let A}, denoteT}, , — T, 4, the difference in the departures from the first-hop of the packetyair,

get

Do =z + [(Dny + A2([Ty 1, Tpq + A7) — 1) V
sup  (Ao([v, Ty y +AL)) = (t+ Ty —v) + (Th1 — Tna)) ] (5.33)
UE[T:L,l’T;L,1+A;Z}

5.5.1 Cross-traffic Persistence

In Equation 5.33, the time interval over which the cross-traffic of the ssttmp appears be-
gins with T,’L,1 which is dependent or;(.), the cross-traffic arrival process at the first hop. If
cross-traffic was onlyt-hop persistent, i.e., traversed only one hop of the pathand A, are in-
dependent. In such a case, stationarity would imply that the cross-traitialdrom T,’L1 onwards
would statistically be the same as the cross-traffic arrival from timéence, Equation 5.33 can be

written in thel-hop persistent case as,

Dy = x5+ [(Dpa + A2([0,A})) — t)) V

Sup<A2([U7 Aln)) - (t - 1))) + (Trlz,l - Tn,l)} (534)
ve[0,A”]
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However, if all cross-traffic to the first hop persists to the second them A ([T}, ;, T}, 1 + A7)
is equal toA;([T,,1,T52)) scaled by), the ratio of the capacities of the two hops. The scaling
factor is required because we measure cross-traffic in units of tranemtigse. Therefore, in this

persistent cross-traffic case, Equation 5.33 becomes,

Dpo =20+ [(Dml + AA1([0,)) — 1)) V

sup(AA1([f(v), 1)) = (t = v)) + (T51 = T1)] (5.35)
ve[0,A”]

where,f (v) is a function such that; ([f(v), t)) always counts the same cross-traffictag|v, Al))

and vice versa.

The exact expressions of Equation 5.34 and 5.35 are less relevarthtoube effect persistence
has on the system evolution. In general, parfigf.) may persist tads(.) in which case the system

is described by an unknown combination of both these expressions.

5.5.2 UnobservableA] and 7},

Cross-traffic persistence is not the only reason why the two-hop casedgo analyze. To see
why, assume that we know how persistent cross-traffic is. Say, ftarios, it is entirely persistent
and Equation 5.35 is true. Evenifand f(.) are known, there are two unobservable quantities,
T, andA;,. These represent information about the probe arrivals to the first lopractice, a
very rough approximation of these quantities would be the times at which 1@&kes to TTL-
expired “bounding” packets are received. This is known to be inatewdue to the various known
issues with ICMP replies [LBOO, PV02a]. Moreover, dependence dmtwhese unobservables
and the observabl®,, ; makes it unlikely that easy-to-justify assumptions, e.qg., our independence

assumption, can be used either.

Above, we motivated why it is inherently challenging to design techniquesitbaton-intrusive
andapplicable for use with true multi-hop paths, i.e., paths that cannot be ap@ted as a single-
hop path. We did not present a formal proof. But, by laying out theorsaw/hy a multi-hop analysis
is difficult, we provide guidance to future work that attempts to solve similarlprob. Indeed,
this discussion is a starting point for our design of a measurement-frieetilyork architecture in

Chapter 7.
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5.6 Conclusions

In this chapter, we tackled the question of the in-principle potential of iguie methods in
identifying statistics of cross-traffic. First, we analyzed thbop FIFO case and showed using
simple queueing theory that probe pair delays expose two functionalsss-traffic. These func-
tionals can be viewed as representing the average amount and bursfinesss-traffic. Then, we
showed that, the system is sample path ambiguous unless the intra-paitisapgaraery small.
To do away with the latter requirement and not use specific parametric mddetsss-traffic, we
used the assumption that the delay of the first probe is independent abeeteaffic functionals
between it and the second probe of the pair. Under this well-motivatedhasism, we showed that
almost complete inversion, of the two cross-traffic functionals is possibéed&kived inversion ex-
pressions to access the average cross-traffic and the joint densigytefdtiunctionals. We derived
exact Class 1 and approximate Class 2 inversion expressions. Finakjomed that cross-traffic
persistence and the unobservability of probe traversal at various mages a similar analysis of

the two-hop case fundamentally hard.

In the next chapter, we design practical estimators based on the invesgogssions derived
in this chapter. We find the Class 2 expressions much more useful, in prabéeethe Class 1
expressions. We use a combination of simulations, traces and live exptitneavaluate our
estimators as well as justify our assumption. Our illustration of the hardnessabfzing multi-hop

paths guides us in the design of measurement-friendly networks, in Chapter
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Chapter 6

Practical Inversion: Cross-traffic

Estimation

“In theory, there is no difference between theory and practice; In ficacthere is.”

- “Yogi” Berra, American baseball player and manager

In the previous chapter, we derived inversion expressions to estimagissaof two cross-
traffic functionals in the single-hop case. In this chapter, we use thgsesstwons to define and
evaluate practical estimators of cross-traffic. Our primary focus is trmasng the distribution of
the functional representing the amount of cross-traffic in an intra-pair iinbeeval. In designing
estimators for this purpose, we encounter various challenges includieg thtated to data avail-
ability and monotonicity of estimated CDFs. We also provide illustrative resultwisgahat the
joint distribution of the two cross-functionals can be estimated. We use a catidnirof simula-
tions, traces and live experiments to refine and evaluate our estimatorsesiltsrshow that not
only can we estimate the entire distribution of cross-traffic but we can alsm dsing intra-pair
gaps that are much larger than those used by prior methods [SKK03]jns$tance, on links that
have a utilization as low &%, we can use an intra-pair gap that is up to ten times the transmission

time of the largest packet.

This chapter is organized as follows. In Section 6.1, we use key inveesjoressions to for-

mally define the estimators we use. All estimators use a paraméteselect only some of the
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probe pairs. A major portion of this chapter is devoted to investigating havay be chosen. In
Section 6.2, we use simplgsim simulations to understand when and how the data available, to
estimate the density of the amount of cross-traffic, varies. We find a classievariance trade-
off with our estimators that also illustrates the advantage of estimators basddsm2dnversion
over estimators based on Class 1 inversion. In Section 6.3, we move to estitei@ipF (as
opposed to density) and show the advantages of adaptiogestimation. We also show the advan-
tage of the strong assumption over the weak assumption in estimating a natoratigtized CDF
and present a modified definition of the strong assumption that is more ajgpecfor estimating
CDFs. In Section 6.4, we use realistic simulations to develop and compareediffarieties of
practical estimators with an adaptiveWe investigate a saturation algorithm to estimate the strong
assumption curve and use this curve to chaosgince this does not output a monotonic CDF, we
investigate various monotonization algorithms. We also develop a simpler algdh#irautomati-
cally estimates monotonic CDFs by using (adaptively-chosen) consté# evaluate the various
estimators that we develop in Section 6.5. We find that our adaptive estimaimmpewell though

the monotonicity variants do not have much impact on performance. In Sé&c@pwe present the
results of evaluating the various estimators using packet traces andimewetperiments. We find
that, for utilization as low a8.5, we can estimate CDFs with a (root mean square) error les$than
for large intra-pair separations. In Section 6.7, we discuss importadtigehdetails such as clock
synchronization. We also show describe natural ways of making our e@stsr@nd prior works)
more accurate by trading off non-intrusiveness. We summarize ourilootidins in Section 6.8,

namely, how large intra-pair separations can be used to accurately estiosdraffic in practice.

6.1 From Inversion to Estimators

In this section, we use the inversion expressions derived in the preglmager to develop
practical estimators of cross-traffic. We develop three estimators of theitgec(!), of C, the
cross-traffic functional representing tinet amount of cross-traffic in an intra-pair time interval.
We also develop an estimator bfk, 1), the joint distribution of B and C, the two cross-traffic

functionals that relate the delays of a pair of probe packets.

110



We construct the initial estimators in two steps. First, the observable conditienaities
fr(s) = P(S = s|R = r)andg,(u) = P(S — R = u|R > r) are estimated. To do so, we
simply use the empirical frequencies, denoteqﬁd)s) andg, (u) respectively, based directly on the
observed packet pair delay®, S). If there are no samples for a given= r/, which is often the
case even thougfi.(s) is typically positive, we sefT/(s) = 0 for all s except the largest where we
set the density to 1. If there are none forsalk /, theng,.(u) = 0 for all u, except the largest.
Such estimators are intuitive, and enjoy the property that they are natucaihatized. By this we
mean that their empirical CDF$;.(s) = Y%, (i), andG,.(u) = 3%, §.(), monotonically
increase fromd up to1, as a CDF should. In the second step, we select inversion exprefsions
the previous section, and replace each of the exact observaliles ¢,.(u) and F.(s) by their

estimated counterparts.

The first estimators af(!) we consider are defined below in Equations (6.1) through (6.3). The
symbolr is used for the free parameter rather tharo avoid confusion with the latter’s use as a
sample of the excess delay varialite Recall that sincé is fixed when estimating((), specifying
r is equivalent to setting = r + [ + z, defining the cornetk*,*) = (k,[) of the leftmost angle

used by the estimator.

a(l) =gl + ). (6.1)
1 r+N-1 .

&) =+ > el + 1) (6.2)
N

es(l) = S e+t )+ (6.3)

Er+l+c—1)—E NI +N+l+z—1)
5 :

Estimatoré; arises from Equation (5.19). It differs from that equation however &t this not
set tot — x, corresponding to the largest rangerofinder Class 1, but is free to take any value
both below and above— z. It can therefore be seen to be of either Class 1 or 2, depending on the

situation. We have encountered its Class 2 form already in Equation (5.28).

Estimatoré, arises from Equation (5.27). Again, we do not prescribe the value gidremeter
r, but allow it to “operate” as either Cladsor Class2. (see Equation 5.18 and Equation 5.27

respectively)é, can be naturally contrasted to estimatpusing the same value.
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Estimatorés arises from Equation (5.25) which we derived using the weak assumgtias.
similar to ¢, but with the addition of correction terms. Unfortunately, these terms havegative

impact on estimation performance, as we show later.

Estimator2 and3 user = r tor = r + N. To ensure that, for a given they use the same
amount of information ag; we takeN large enough so that each uses all observatioris of r.
This simplifies comparison and eliminates the need to perform parameter seleithicespect to

N.

We now define our estimator faér(k, ). We must distinguish between points in the ambiguity
zone and those that are not. Outside the zone, that is fof — x > 1, the estimator arises from

Equation (5.23) and is

Bk, 1) = Fya(k) + Py o (k = 1)— (6.4)

Frotogr1(k) = Fygwa(k —1).

The estimator for the horizontal aggregates in the ambiguity zone followsEaqumation (5.20):

A

e(l+x,0) = Fy(l+z) — By (1 + ). (6.5)

6.2 Fundamental Properties

Figure 6.1 shows the steps that we take in the next three sections to refiastionators. In
this section, we investigate the fundamental properties of our estimators agshatiour assumed
model is perfect. To achieve this, we use simulations with simple arrival gsese using a mini-
mum number of parameters, to illustrate important factors affecting the estinzdtove. We use

more realistic workloads in later sections of this chapter.

This section is organized as follows. In Section 6.2.1, we describe the simpl&aton setup
that we use. In Section 6.2.2, we use illustrative simulations to show how teevelslata changes
with respect to cross-traffic intensity (or equivalently, link utilization) angstiness. These help
explain the performance of our estimators later in the chapter. In Section &&.8how that our

c(l) estimators possess a classic bias-variance trade-off, i.e., any attentptde v@riance by using

112



Section 6.2

Simple Simulation%% Availabl®ata }% Bias-Variance
Tradeoff

Section 6.3 ity - Strong Assumption
Density—>CDF % C1(I) best esnmator% (SA) curve for CDF

Section 6.4 | Saturation algorith Algorithms to Adaptive constan
to estimate SA curv enforce monotonigity r estimator

|

Estimator Performance(Sections 6.5-6.6)

Figure 6.1. Flowchart illustrating the steps we take in developing our fitiahaors. In Section 6.2,

we use simple simulations with constant packet sizes to illustrate how availablehdaiges with
cross-traffic intensity and burstiness. We also illustrate the bias-varteambe-off. In Section 6.3,

we shift from density estimation to CDFs and define the strong assumption iporepaiate for
CDFs. Moreover, among our three estimators, the CDF correspondingl/ids the best. We also
motivate how adaptivity in choosingcan have significant advantages. In Section 6.4, we describe a
saturation algorithm to estimate the strong assumption curve. Then, we udgadhithen to propose

a composite estimator that requires additional algorithms to ensure the monotohiCiBFs. We

also describe a simpler adaptive estimator that does not require monotoni@tgvaNate all of
these estimators in the later parts of this chapter.

more data inevitably increases bias and vice versa. This trade-off illustiaannovation of our
approach. In the past, delay observations were divided into two cédsgmcording to an (inferred)
busy period/idle period criterion for probes [PV02b]. Although this is g #etuitive approach well
suited to heuristic methods, it is difficult to carry it further. Instead, we egnptnditioning with
respect taR, thereby providing a sequence of subsets of probe delay, indexed lyese subsets
vary in their proportions of probes pairs which share, or not, the sasyegrriod. From each subset
an estimate can be obtained. For large enayghe sets fall into Class 1 and therefore contain only
the busy cases, so that estimates based on these are bias free. Asw&asse at smaller,
this is no longer the case but it remains approximately so until the strong assansdoroken. By

viewing the problem in this way, we have a sequence of estimators of steadilgasing bias but
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increasing variance asincreases. Thus, there are significant benefits of choasaugaptively - a

guestion we address in the next two sections.

6.2.1 Simulation Setup

As with the analysis of Section 5.3, we simulate a fully discretized single-haprayswvith
slotted time corresponding to the transmission time 8d/u [sec], wherel = 10 is the size of the
slot measured in bytes, andis the output link capacity. We use tlasimsimulator described in
Chapter 3. Cross traffic arrivals are taken to be Poisson, with corsaaRiet sizep bytes. In our
discrete setting, the number of Poisson arrivals in each slot is an i.i.d. Ros@sdom variable with
parameteid. The packet transmission times are also integer multiplés ©he above cross-traffic
and packet size combination corresponds to a particularly simple examplstati@nary measure
A that satisfies the assumption @8, C') being independent ak due to the “memoryless” nature

of Poisson streams.

We use periodic probing streams with probes of gize 40 bytes too, sa = p/d = 4, with
periodt = 10p/d = 40 slot units, or the time taken to transmif0 bytes. Due to the Poisson
nature of cross-traffic, periodic probing streams achieve joint erggdMVBB05, MVB T05]. In
this section and the next, it will be convenient to present results either geiatirom the slotted

discrete time systen, k, r, etc. (already normalized kj), or in units of bytes.

6.2.2 The Issue of Available Data

To understand how the estimators behave, it is essential to know the enenbthey operate
in. The following paragraphs examine this in detail for the system descaibexk with cross-traffic

intensity,p = 0.8 andd = 0.25 [ms] corresponding ta = 320Kbps.

We begin with Figure 6.2, where the shaded area visualizes the joint désity) of (B, C).
The density is concentrated on lines corresponding to whole numbersckétsaand lies away
from the lower edge of the strip for almost @lvalues. This indicates that the weak and strong
assumption will hold for many cornerg*, I*) well inside the strip. The density is particularly

concentrated near theaxis, corresponding to low per-slot “burstiness” of the cross-traflibe
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Figure 6.2. The densiti(k, 1) of (B, C) for p = 0.8 (darker tones indicate higher density), and
corresponding contour lines giving probability per ‘pixel’. The densitgaacentrated on discrete
values corresponding to whole numbers of packets. The two valuassefl in Figure 6.6;-120/d
and—320/d, are shownd is the number of bytes per time slot).

superimposed contour lines give an idea of the probabilities corresppialithe “pixels” of this

shading, which were drawn at full slot resolutidn.

Knowing where the density becomes negligible tell us whielalues are necessary to measure
it, and therefore informs the choice of the parameter valudich controls the range af used by
the estimators. The next question is, how available are these degirablees? Or equivalently,
what is the probability that the angle sets they correspond to will be seeaM#ttructive to first
visualize the densityn(r, s) of the packet pair delay&z, S), as seen in the left plot in Figure 6.3.
Mass is concentrated on lines of constant r» — s at larger, since there the queue cannot empty
between the consecutive probes correspondingatad s and so they must share a busy period. The

probe separation is then constrained to be multiples of a cross-traffic packet transmission time.

To see how the density.(r, s) impacts estimation, it is more useful to transform this informa-

tion on “available data” into a form which is directly readable in ftel) plane. Recall that there

LFor visual clarity, the contour lines, here and elsewhere, were snbtdhemphasize thevalues corresponding to
whole numbers of packets. At othkvalues the contours cut in much closer to tteis.
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Figure 6.3. The densityx(r, s) of (R, S) (left), and its transformation intangle densityu(k, ()
(right). Darker tones indicate higher density. Contour lines are foradviity per “pixel”. Lines of
constant, = r — s are mapped to horizontal lines in ttve ) plane. The ambiguity zone is between
the the top of the strip and the diagonal line immediately below it. There is no angséya the

ambiguity zone.

is a 1-1 mapping betweg, s) pairs and angle cornergk™*, [*) = (s,s — r — ). Applying this

mapping tom(r, s) induces what we call thengle densitya(k,1). The right plot of Figure 6.3
displays the angle density, together with corresponding contour lindtowisaus to directly see the
available data for each angle set. The affine mapping has taken verticahdidmprizontal lines in

(r, s) space and mapped them to diagonal/horizontal/vertical lin€s,if) space respectively.
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Figure 6.4. Superimposing angle density onto contourk(éfl) for p = 0.2 (left) andp = 0.8
(right). The shading of the right plot is a zoomed-in version of the shautirtge right plot of
Figure 6.3. The angle density is given by the shading, and the crofis-trafisity by two contour

lines. The degree of coverageloby the angle density varies significantly.

Figure 6.4 gives a representation of angle densfty, /) and the cross-traffic density(k, ) in
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the same plot, for a low(2) and high value op. To avoid overcrowding the figure, the shading
is given for angle density with no contours, and two contours are gigef,fwith no shading.

As is clearly seen in the low case, where is concentrated is not necessarily where the angle
density is located. More generally, itis clear that to resa@lweell across thé€k, [) plane, we need a
sufficient “coverage” of angle density, and that whether this is actieit depend on the number
of observations as well as the queueing statistics (which are a functi@noofmore precisely, of

the combined cross-traffic and probe traffic processes).

Angle density shows where the “available data” is located in the strip, howstienators make
use ofsetsof angles. Thus, to see what is actually available for an estimator to use, stesom
over these sets. Recall from the previous chapter (and Equation 5&t&abh choice of andr
designates a set of angles whose corners lig,d} wherek > k = r +[+x. The mass contained in
these angles, that available to an estimator, is simply the sum of the angle dghsitycontained
in the horizontal segment defined by a given fixeahdk > k. This is also equivalent the sum

of densitiesm(r, s) such thats — » = u = [ + = andr > r. The right plot in Figure 6.5 repeats

400
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200 200
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o

I*d (Bytes)
o

0.008

0.002

0 200 400 600 800 0 200 600 800

400
k*d (Bytes) k*d (Bytes)

Figure 6.5. Superimposing contours of the ‘available mass’ used by estsnat@r the density
h(k,1), for p = 0.4 (left) andp = 0.8 (right). We use the same contours on both plots to contrast

the twop values.

the h(k, 1) density from Figure 6.2 without the contours. Instead, contours avenrdpased on the
density ofavailable massised by an estimator as just defined. Using them, for any divesncan
easily see which regions in the strip are data rich or data poor from thegfoirgw of an estimator
of ¢(1). The answer clearly depends biT he left plot in Figure 6.5 shows a similar plot for= 0.4,

where the coverage is worse.
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In conclusion, we are left with two important questions: whether strongeakvwassumptions
hold (and the shape of these regions), and whether there is suffieienaehilable to an estimator,
depend strongly om. Furthermore, the interplay between the densitiék, /) and a(k,[) over
the plane is crucial. The feasibility of estimation depends strongly, @nd furthermore there
is an intrinsic difficulty in that the degree of coverage may not be adequzte.low levels of
burstiness/utilization, the marginal & is concentrated neak = 0, resulting in available mass
which is strongly concentrated ne@r, /) = (0, —x). But, under these same circumstancgs;, )
is concentrated nedik,l) = (0,—t). The overlap of the two is small, and any estimator will
have great difficulty, essentially because the region where the datadedé&eorder to measure
the (B, C') values which occur, is precisely where data is scarce. Coverage isnitetel not by
utilization alone but by the spread @f, s) values seen, which depends grburstiness, as well as

the number of observations.

6.2.3 A Bias/Variance Trade-off at Fixed!

0.4 w
—cl| (@
0.3 — c2 1

T

S0.2

0.1

T

0 160 320t-x 480
rxd(Bytes)

—cl

0 160 320t-x 480
r*d(Bytes)

Figure 6.6. Estimator bias and standard deviation as a function e horizontal line is the true

value ofc¢(l). (a)l = —3p/d, or —120 bytes. The bias begins at80 bytes. (b)l = —8p/d, or
—320 bytes. The bias begins at280 bytes.
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We now examine estimator performance for —3p/d, or —120 bytes in thep = 0.8 case.
For this value of], the right plot in Figure 6.5 shows that conditions are good: the available mas
contour lines shows that the region whéi@;, /) is concentrated is well covered, and also that there
is considerable mass available in the angles both inside and to the right ofighe=strthermore,
h(k,1) is small for a considerable distance to the left of the bottom edge of the stepced-oth
¢1 andés can be expected to perform well either as Class 1 or Class 2. Figure 6di(gares
the mean and standard deviation of the estimators, based-en1000 probes, as a function of
the parameter. The mean and standard deviation were estimated uSing 1000 independent
experiments, each yielding a single sample for each estimator (and for)eddte estimated mean
is shown with1.960 confidence intervals near the center of the plots. The outer curvesasa d

one standard deviation (of the estimator) to either side of the means.

Forr > t — x each estimator operates as Class 1. As expected each gives approximately
unbiased estimates of/) in this case. As expected, the uniform weighting schemé, a$ less
effective, resulting in larger variance. The correction terms in EquatoB) (separating, and
¢3 identically cancel under Class 1 in theory, however estimates of them doHffatctively an

imperfect estimate of zero is added, resulting in increased bias and vafiastcshown).

Forr < t — x each estimator operates as Class 2.r Alecreases, we expect each to become
biased. This is indeed what is observed. However, themn® isharp changeatr = t — z, since
the strong assumption holds very well. For example a bound on the totaldereaio the assump-
tion: mass ignored plus the undesirable mass included in the anfitelat is only 0.1% ofe(l)
(i.e. (c(l) — c(k, 1) + b(k,I —1))/c(l) = 0.001). At smallr however when the strong assumption
finally fails, the bias of; is much worse, because its weighting scheme was not designed to cope
with the errors inherent in Class 2. As before, the varianeg &f lower, as greater weight lies in the
data rich zones whereands are smaller. Again, the correction termsagfworsen its performance
(not shown) relative t@;. Since they are in the form of a difference of two quantities of similar

size, they are sensitive to errors.

In conclusion, there is a classic bias variance trade off operating, vleigins once the strong
assumption ceases to hold. This value pfvhich plays the role of theffectiveClass 1/Class 2

boundary, is clearly visible in Figure 6.6(a) as the point where the biaslmégins to be noticeable.
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To the left of this pointc; has rapidly decreasing variance at the cost of increased bias, aghere
¢o reacts more slowly. Figure 6.6(b) shows an analogous study for a srhaller8p/d, or —320
bytes. Similar conclusions on bias and variance hold for each estimatoasspaBut, the point
marking the beginning of the bias increase now occurs earlierFat-8p/d, again in line with the

failure of the strong assumption as seen visually in the right plot of Figure 6.5

Consider now the effect of reducimg the number of probes, on the results in Figure 6.6. To first
order, the qualitative behavior remains the same, but the standard dewifigstimates increase.
To mitigate this, one could be led to select smaller valuastofcapture more data, and to control
the resulting increase in biag; may becomes more attractive in comparisoreto Thus, which
estimator is preferable (at least in terms of bias), and in particular thessiota Class 1 inspired

approach, is also dependent on the global amount of data available.

The above demonstrates the value of the Class 2 inspired estimators, amaeissity on not
insisting onalwayshaving linear behavior of the queue for estimation. In earlier packet pairods
it was crucial that the probes share the same busy paridadvere back to back. Here this is not the
case. Class 2 based estimators not only can be used, but they may epenfoum those based on
Class 1 ideas. Furthermore, because of this, greater valuesofbe used than before, because the
push into the data-poor regime, to the detriment of Class 1 estimators, is no bbigedamental

barrier.

6.3 Motivating Adaptation

In this section, we move from the largely illustrative setting that we have uséar$0 more
realistic and practical settings (see Figure 6.1). First, we begin to use essnoétihe CDF and
not density. We do this mainly because individu€éll) values may be so small that estimating all
of them accurately might be a hopeless task. We also move to a simulation frakrtbatis more
representative of the real Internet. In Section 6.3.1, we compare CldRatss (for the simple
simulations used in the previous section) obtained using t&timators of”'(1). We find that the
estimator based on the weak assumption is undesirable because it doe8mateea normalized

CDF. This further justifies our shift to CDF estimation because it incorpsnadéural constraints
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Figure 6.7. Comparison of CDF estimates (solid dark line) and true COF= P(C < I) (thick

grey line). (@)C; with r(l) = 4p/d, expectation and 8 samples, bias and variance are small with
p = 0.8 but depend or; (b) C3, with r(l) = 4p/d, estimates are individually worse and not
naturally normalized.

such as normalization. We also follow up on our discussion on the biasicarisade-off by il-
lustrating the advantages of choosing an adaptifer CDF estimation. To investigate adaptive
algorithms, we need to use more realistic simulation settings. We describe therttionSe3.2.
Our use of CDFs requires us to redefine the strong assumption for GBFspposed to density).

We do this in Section 6.3.3.

6.3.1 From Density to Distribution

To consider estimates of the COW1), we define CDF estimators, based on the previously-

definedc(l) estimators, as follows
!

Ci(1) = > &),

i=—1

(6.6)

for each ofj = 1, 2, 3, rather than examining the density estimatg@) directly. To complete
the above definition, we must also specify the parameter valigsised for eacti. Note, by the

definition above and that @f (Equation 6.1), we havé' (1) = G, (I + x).

Figure 6.7(a) compare[él(l) with r (1) = 4p/d, again based on = 1000 probes, againgt'((),
using the same cross-traffic as in Section 6.2.3. The expected CDF (tadcakthe average of
N = 1000 experiments) is very close to the true CDF, and the variance, illustratedriafigrby

the plotting of 10 individual samples, is likewise small. Both however are funstd/: the bias is
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greatest at small whilst the variance is larger at intermediate values. The lower bias at laige
easy to understand from Figure 6.2 given how the diagofial= 4p/d moves to the right of where
h(k,1) is significant, allowing the strong assumption to hold. Note that, sin@¢ = g, (I + x),
andr (1) is constant, the natural normalization@f («) is naturally transferred t6'; (1). Thus, even
though estimates af; (/) must eventually be poor wheris very large, this does not prevent good

behavior of the CDF. This natural normalization is an extremely desirabjzeptso

Figure 6.7(b) offers exactly the same comparison as in plot (a), only§¢f). Because of
the correction terms in Equation (6.3},(/) does not possess the natural normalization enjoyed by
bothé; andés. Consequently, the errors in the density (apart from being individualhsiclerably
worse as discussed above) are not constrained to cancel at lartiee same way, leading to CDF

estimates with fundamentally flawed properties. As a reélt) will not be considered further.

From this point on, we omit results f@¥, too, concentrating solely off;. We do this mainly
because the results for the two are very similar once we go to systems with eatistic packet
sizes and smaller levels of discretization. This is because, under realistiitioas with small
discretization, eithef or 1 samples belong to any given angle set. Consequently, the weights

appearing in the definition @f, become, in a sample path sense, uniform, just like thoge. of

Sincep = 0.8 in Figure 6.7(a), there is enough data to provide good estimates at welses
of significance. Figure 6.8 shows how the performancé’gﬂ) drops significantly whep = 0.4
(expectation estimates only are shown, again baselN ea 1000). Thel dependence of the bias
is now strong and clearly visible, as is the dependence on the choice \When moving from
r = 3p/d to the lower diagonal ottp/d, the bias becomes even worse at smdlut improves
markedly at largé. This suggests that an adaptive strategy, whéretruly depends o, could be
used improve estimation. An example of this is given, where a transitiondta) with r = 3p/d

to C‘l(l) tor = 4p/d occurs atl = —4p/d (i.e., 6 packets arriving between probes).
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Figure 6.8. Comparison of CDF estimatés with three different choices af(l). The true CDF is
the thick grey line. Varying with [ performs better than either of the best static choi¢gs= 3p/d
and4p/d.

6.3.2 Experimental Setup

We abandon constant packet sizes entirely from now on, and move toltbwihg trimodal

packet size distribution which is similar to that found in the Internet[Spr]:

0.5, i =40;
' 0.1, ¢=580;
p(i) = (6.7)
0.4, ¢ = 1500;
0, otherwise

\

The cross-traffic arrival process remains Poisson, i.e., an intepaisists of a Poisson distributed
number of packets. This is @mpound Poissodistribution, which is much more bursty when
p(i) is not concentrated on a single value (the constant packet size caseplthlate the CDF of
this distribution by using a numerical approximation of an exact formulafQr being simply the
Poisson-weighted (with parametit) sum of terms, where thg” term is thej-fold convolution

of the densityp(-) above. The point-wise error can be controlled and was chosen heeelto b,
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negligible compared to other factors. We use- 1000 probes o#0 bytes (conveniently, all packet
sizes integral multiples of the discretization ui= 10). We denotey,,,., to be the maximum size
of a packet,1 500 bytes and,, ., to be its transmission time on the link. Also, we change the link

capacity from320Kbps to a realistid 0Mbps.

6.3.3 Redefining the strong assumption

Since we moved to estimating CDFs, we need to redefine the strong assumptionsmot¢he
CDF of ¢(1), C(1). We do this below. We know tha&t(l) = H(k,l) for k > [ + t. We approximate
this by H (k, 1) for k < [ + ¢, thereby potentially ignoring the part of the density nearest the right
hand edge of the strip. Consider the lower angle in Figure 5.2. If we appateC'(l2) by F., (s2),
we are ignoring the density in a triangular region consisting of two squdrbsight/> and one

square at heighit — 1. Formally, we create an error
es(k;l)=H( +1t,1)— H(k,1) >0 (6.8)

corresponding to the sum @f(k, ") over a triangular region defined by > k, I’ < [, and the
lower boundary of the strip. Such a definition is different to what we waldtiin if we assumed
the strong definition of Equation 5.26 over the rarige< /. A minor difference is that the new
definition includes the density lying strictly below the corfleri), which was previously excluded.
The larger difference is that the previous definition implied that, for rithe estimate of” (/)
would assume zero mass in a region adjacent to the lower edge of the s#lpifor [. In contrast,
the new definition neglects only the mass in a triangular region describedpasdot entet: < k.
Thus, the new definition demands progressively weaker conditiohghaseases, compared to the

previous one.
We define thestrong assumption cunag probability threshold as follows:
ks(l;0) = max(0, arg I}gg es(k;l) < 0) (6.9)

thatis, for each, the leftmost value within the strip such that the error due to the strong assumption
does not exceef. Figure 6.9 gives examples (estimates made using 1000000) of the strong

assumption curve for three threshold values at high utilization.
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Figure 6.9. Examples af’'(I)-based strong assumption curves fio= {0.001,0.01,0.1} (3 grey
curves) forp = 0.8. Estimates from the saturation algorithm are also shown for different windo

sizesw.

For somef andl, letk be ks(l,0). Then, H(l + t¢,l) — H(k,l) is at mostd for k > K.
This is because the rectanglé§k, () extend beyondd (k,!) and must be progressively better
approximations. Henc&/(l) — F.(r + 1+ xz) < @ forall»r > r = k — [ — z. So, any weighted
combination of thesé’,.(r + [ + =) (with weights summing to unity) would differ fror@'(7) by at
mosté. In particular,C(1) — G, (I 4+ z) < 6. Thus, usingZ,(I + z) to estimate’(l) is consistent

with the new definition too.

6.4 Final Composite Estimators

In this section, we define our final estimators. First, in Section 6.4.1, weopeoa window-
basedsaturation algorithmto chooser adaptively as a function df We find that ensuring the
monotonicity of an estimator using an adaptives not easy. We explore multiple algorithms to
enforce monotonicity and build a composite estimator incorporating the satued¢jorithm and

these monotonicity algorithms in Section 6.4.2. In Section 6.4.3, we explore aediffeind of
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adaptiver estimator that automatically enforces monotonicity. We evaluate these varioa$' “fi

estimators in later sections.

6.4.1 Estimating the strong assumption curve

Our guiding principle to choosk(!) follows from the observations of the previous section: if
r(l) can be chosen to match where the strong assumption begins to fail, esserdi@Ingrthe
boundary where the density in Figure 6.2 drops off, then the bias-varitade-off observed in
Figure 6.6 could be well managed for ealchHowever, this approach will fail when there is no
data to measure the position of this boundary, as for example in the left pkigofe 6.4. In
this low p plot, the densitya(k, 1) of (B, C'), roughly speaking centered abaut () = (0, —t)
(note the tiny black region), is well separated from the density of availadiie, dentered about
(k,1) = (0,—x), corresponding tdr, s) = (0,0), i.e., with high probability the probe delays are

close to the minimum.

Figures 6.10 and 6.11 pldt, (I + =) against- (rd [bytes]) for four! values, for low and high
utilization respectively. The noisy curves are several independéntagsd functions each based
on a single realization of = 500 probes, whereas for comparison, the thick grey curve derives
from a realization employing 1 million probes. Asncreases(,. (I + ) increases monotonically
to attainC'(1) (shown as the horizontal line) at= ¢t — x = 246 (the full height vertical line). The
estimates roughly follow this pattern. However, since the available data macaltgrdecreases
with r, the crucial limiting behavior becomes obscured by noise which can takensxtvalues.
Moreover, the curves show non-ergodic features in that they oscitiatat @ limiting level which is
not necessarily’' (1) but some random offset from it. As a result, it is not feasible to target ol p

lying on a strong assumption curve given by a small thresfold

Therefore, we adopt a less ambitious approach which aims to find the pwihich the steadily
increasing phase of the estimate curve saturates. We first smooth thet@uedrce the sample
variability, so that the systematic increase at smalan be seen more clearly. The intuition is that
when the underlying “expected” curve has saturated, then the variabilitgause the curve to

cease to become monotonic despite the smoothing.
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{4,60,140,300}. The 6 thin lines (resp. single thick grey line) are estimate& @, /) using 500
(resp. 1 million) probes. The values selected by the saturation algorithm are shown as vertical
dashed lines, can be compared to the strong assumption Value®) for 6 = {0.001,0.01,0.1}.

Saturation Algorithm:

Select a window size (performance insensitive to value).

Smooth the,.(1 4 z) estimates using a moving average window filter of widtliithe filter

is causal, thus there is an edge effect over thedirst 1 values).

If r =t — x, setr = t — x and exit, else sat to the firstr for which the smoothed curve

ceases to be non-decreasfng

The algorithm is guaranteed to terminate with a value r < ¢ — x. Note that for/ < 0 the

2In the implementation, it was not necessary to actually smooth, but onhetif e new window element entering
on the right is smaller than the one departing.
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Figure 6.11. Strong curve estimation wigh = 0.8 for (left to right, top to bottom), =
{4,60,140,300}. The 6 thin lines (resp. single thick grey line) are estimate& @, /) using 500
(resp. 1 million) probes. The values selected by the saturation algorithm are shown as vertical
dashed lines, can be compared to the strong assumption Value®) for 6 = {0.001,0.01,0.1}.

minimumr value is constrained by the shape of the strip. In Figure 6.10 and 6.11s\ale@nly

plotted from the first entry into the strip onwards. The full height verticad limarksr = ¢t — .

As noted above, it is not feasible to locate the paint/; ¢) on a strong assumption curve for
a givend. By comparing the algorithm outputs in Figures 6.10 and 6.11, given by theh#tiin
height vertical lines, against the thicker vertical lines correspondinig th #) for two values of
0, we see that the saturation algorithm outputs indeed do not track any partiotalue. Indeed,
the algorithm is influenced not only by the distance to the saturation &gl but also by the
variability of the curves, which trigger the algorithm to exit once they becornesavere in the
downward direction. Thus, in some informal sense, the algorithm is peirfigra trade-off between

bias and variance rather than being concerned solely with the strongissa curve (which would
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correspond to emphasizing the bias only). Although this means that, urditegtynthe algorithm
performance cannot be tested in isolation by comparing against a éaigit in other respects en-
tirely appropriate, since as already notégl,/; #) may be inherently impossible to measure without
bias if the coverage of is poor. On the other hand, the expectét) curves (projected into the
(k,1) plane) of Figure 6.9, estimated by using a million sample simulation, shows that tritaiy
does on average output a function which roughly correspond to agséesumption curve (in this
case withd =~ 0.001) as originally intended. This graphs also illustrates the factrtfiatgenerally

decreases with following the strong assumption curve.

Figure 6.9 also shows the important property of insensitivity of the algorititmnespect to the
window size parameter larger thanHere,d is 10 bytes and is 250 slots. Hencew = 25 (slots)
corresponds to/w = 10. Since the algorithm performance was good as long ass neither too
close to0 or ¢, we use a default value ofw = 10. Later, we also justify this choice by comparing

performance of CDF estimation with various window sizes.

6.4.2 Defining the Composite Estimator

They are many possible ways in which one could make us€¢/pto design new estimators.
The example in Figure 6.7(c) at the end of Section 6.3.1 simply moved fromarstantr CDF
estimator to another at a particular valuelofThis simple approach in fact enjoys an important
property. This is the fact that, since constamstimators are naturally normalized (i.e., they tend to

1 at largel), so is the new adaptive estimator, and this extends immediately to arbitfary

One can therefore defing &) based estimator as follows. First, calculatg as in the previous
section. For each of the differentvalues appearing in the function, calculate the corresponding
estimatorC (1) = Gry(l + x). The idea is that by moving between members of this ‘bank’ of
constantr estimators, we can obay(l) whilst simultaneously preserving natural normalization.
This property wouldnot have been achieved if instead, for example, we had tried to adapt the

density estimate instead of the CDF, say by settiigy= g, (! + ).

The disadvantage of the above naiveaw compositanethod is that there is no guarantee that

the resulting CDF is monotonic. The CDF could move downward when we swichéav member
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of the bank. Thus, although it could be used to estimate a given fixed quantdenot useful
for measuring the probability of smaller sets, as it may assign negative lpligbto them. We
investigate three methods which modify the raw composite estimator to faronatonic composite

estimator whose sample functions are both normalized and monotonic.

Monotonicity Algorithms applied to raw composite CDF C(1)

e Left-to-Right (L2R) : Move left to right, formingC’(l) = max(C(l), C'(I — 1)).
¢ Right-to-Left (R2L) : Move right to left, formingC’ (1) = min(C(1), C' (1 + 1)).

e Data Pinning: Obtain the numben; of probes withR > r(l), initialize a set) of processed
[ values to null. In order of decreasing sizeqf recursively assig®’(l) = C(l), then
ensure its consistency (enforce monotonicity) atl allues already i@, then add to Q.
More precisely: V' € Q,lI' < I, setC’(l) = max(C'(1),C'(I')) andVl' € Q,I' > I,
C'(1) = min(C'(1), C'(1")).

The data pinning algorithm “pins” the estimate at thealues which have the most available data
whilst enforcing monotonicity, proceeding recursively between the pirvadues until the entire
function is determined. This corresponds to a kind of constrained intréqolaveighted by avail-

able data.

Figure 6.12 gives an example of a raw composite estimate based jprtogether with the
three monotonicity enforcing algorithms just described. The upper cuamethe expected CDF
functions, obtained by averaging over= 1000 independent experiments. The lower curves show
the standard deviation of the same estimates as a functiér(usfing the same vertical scale).
The raw curve shows a reasonably small bias at,ahd a clear lack of monotonicity. Although
this may be due to estimation error of the expected curve, individual samp&tidos are not
monotonic. As expected, L2R makes the estimate move up, and R2L makes it ovaveRkerhaps
unexpectedly, Data Pinning shows results which are almost indistinguisihaindr2L. Since r(l)
mostly decreases with increasing I, R2L and data pinning algorithms perfosa t each other.
This is also true for the standard deviation of the two, which is better than thatvoand L2R.

In all cases however, the monotonicity algorithms create significant difesein bias, for small
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Figure 6.12. Statistics of composite estimat6tg/) based orr (I) with ¢/w = 10 (¢t = 2508 and
p = 0.2). The raw and three monotonic composite estimators are shown. Monotordcitgs a
large bias (compare upper expected curves with the true CDF in greyhvghimot compensated by
a corresponding decrease in standard deviation (lower curves).

changes in standard deviation. Bias is the main problem introduced by ttiéanea algorithm for

monotonicity.

Three sample paths of each estimator, in a data poor case wth. 1, are shown in Figure 6.13.
Because their behavior is similar, we show Data Pinning but not R2L to eeclutter. The sample
paths of the raw composite estimator are extreme. Typically they rise to 1 atisniadre there is
no data and hence where bias is extreme, before improving at intermeddtarge/ data is again
scarce but the natural normalization property limits the absolute value of DiesL2R estimator
performs very poorly as it locks in the terrible performance at siralle to which (better) estimates
at larger! cannot decrease. Data Pinning (and R2L, not shown) perform mettérbbut we see
that their variance is considerable. It is important to note that here weparaiag in performance
under very difficult conditions where there is “almost no data” for the estinta work with. Under

richer data scenarios, all these variants perform quite well.

From these results we learn that there is limited benefit from attempting to “smo@jhas a
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Figure 6.13. Sample Plots of Raw and Monotonized Estimates fer0.1 andt = 1.67x,4,/d.
We do not show the R2L estimates to reduce clutter. This plot illustrates howaheard variance
of per-l estimates are dependent. This dependence causes an@isigs (sup-norm and L1-norm)
to have different trends than the per-I metrics.

way of reducing the number of values thét) takes and therefore the ill-effects of the monotonicity
algorithm. Evenifr (/) were taken to be piecewise constant with only two values, in data poor cases
we may still be moving between sample CDFs which are very crude, resultingy darors over
large ranges of values. Indeed, in scenarios where angles are so scarce thatrdnerdyg values

of [ where they can be found, the corresponding sample CDF will containjonly jumps, a very
crude approximation of the tru€(l) which has many more. This is typical of problems found in

empirical estimation of discrete (or continuous) densities from limited data.

6.4.3 An Adaptive Constant r Estimator

The monotonicity issues do not arise with the “underlying” estimators that Aaanstant.
They are attractive due to their simplicity and deserve to be explored. Buseteuch a constant

estimator, one must select the value of the parantetérsome cases one may already have a good
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idea of the important parameters controllihgparticularly p andt¢, and thereby have reasonable
values of the marginal oR, from which appropriate values ofcould be tabulated. For example,
some quantile-, of R may be chosen as In practice, this may not be the case. Hence, we use
an adaptive estimator which selectaccording to the following principle: to locate the edge of
available data. That is, it aims to find arsmall enough so that some data will lie below it in the
strip (as it is essential that the estimators will have some data to work with),0bubd rgo much

smaller (higher in the strip) than that, in order to avoid bias.

The above principle implies that the appropriate way to measure “data avaiislalbsolute
rather than relative. Accordingly we choose= min{t — z,7,}, wherer, = F='((n — m)/n)
is ther corresponding to having at least observations. When data is plentifulwvill default to
r =t — x, asr values to the right of the strip are always bias free. If data is scarcegglimmator
will choose, for alll, ther that corresponds to at least observations. Note thatdepends on the
data used to estimaté(/) itself. Hence, this estimator can no longer be regarded as a constant
one. Instead, it is a more sophisticated adaptive one with a constafie at alll. There is still
a need to automatically seleet. We examine performance using a range of differentalues in

Section 6.5.

6.5 Estimator Performance

In this section, we examine the performance of variants;ofas defined in the previous section,
as a function of cross-traffic, and of In Section 6.5.1, we define metrics based on Mean Square
Error (MSE) that are suitable for measuring the performance of CDF estismdn Section 6.5.2,
we compare the basic estimators (without the monotonicity enforcing algorithvids)find that
our adaptive algorithm to chooseperforms better than all other estimators. In Section 6.5.3, we
compare the various monotonicity-enforcing algorithms. We find that pedoce differences are

seen only when data is neither too scarce or plentiful.

For this section, we continue to use consecutive probes of a periodicrstog quicker simula-
tions since the joint ergodicity conditions are satisfied. The estimator variadtsaaameter values

are:
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e Constant:

— r = 0, the naive packet pair heuristic
— r=1t—x, pure Class 1 (low bias, high variance)

— r = quantile corresponding te = 8 on average, i.eq =1 —m/n = .008
e Adaptive constant:

— m = 2 use very little data (low bias, high variance)
— m = 8 compare adaptive to constant above

— m = 50 use more data (higher bias, lower variance)
e Composite estimator using!):

— Data Pinning: the main candidatg/ (v = 10)
— raw: best case for composite methedy = 10)

— R2L and L2R: for robustness comparisons

6.5.1 Metrics

We begin with Figure 6.14, where a similar representation to Figure 6.12 is.giMe see that
the naiver = 0 estimator has bias so high that its variance function is small, indicating that e gre
majority of estimates share the same poor behavior. Usiagt — x in this case produces very
low bias but high variance, as expected. By entering into the strip and using19 (the quantile
corresponding ten = 8 on average), we add bias at smalbut gain reduced variance over als
a result. The adaptive version of this estimator, using- 8 in a per-estimate sense, improves the
bias performance with no variance penalty. Finally, the raw composite estistatmas low bias for
most!/ values, and lower variance at méstalues, indicating that it is worth pursuing estimators of

this type.

Performance results of the type shown in Figure 6.14 are too detailed to athesvage of

the parameter space governing cross-traffic characteristics. Tesasstmator performance in a
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Figure 6.14. Examples of expectation and standard deviation of estimat@famorp = 0.2.
Herer (1) is raw monotonic.

way which combines bias and variance, and examines an entire CDF, we tefifollowing two

measures, each of which returns a single number to evaluate a given $angpien.
e Sup: £ =sup; |C(1) — C(1)|
lg ~
o L1: £= ﬁ Yol e = C),

wherel,, thegth quantile ofC/(7).

The first of these measures the worst departure from the true CDFatiiewhereas the second
gives a measure of the average departure. We cannigtdeto, as this would be identically zero
for any two distributions, no matter how different, due to the domination of thevteéreC' (1) ~ 1
out to infinity. Instead, we assess the degree of difference only ocxendin body of the distribution

by usingg = 0.95.

For each measure the random variablakes values if0, 1]. Our performance metrics are the

Mean Square Error (MSE) , defined as
MSE = E[£]? + Var[£], (6.10)
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of the corresponding measures. We use the square root of MSE, thteMR@n Square Error
(RMSE). These also take valuesin1]. The expectation and standard deviatiog @fre estimated,
in the usual way, usingy = 1000 independent experiments, and are of interest in their own right,

as components of the MSE.

6.5.2 Basic Estimators

Results are given in Figure 6.15 for the (root) MSE using the Sup and Llureeathe three
plots sample thép, ¢) parameter space which contrdlsand therefore”. Figure 6.15(Top) shows
performance as a function pffor a fixedt. We see that the naive estimatot= 0, which blindly
applies the packet pair heuristic, performs very poorly, whereas tresClastimator with = ¢t — x
performs almost as well as the sophisticated variants pneeceedd).2. This indicates that for
these(p, t) combinations there is sufficient data, and the methods are effectivelyltiiedeto using
r = t—x. We see a steady improvement@acreases, since increasing data leads to lower variance
and hence MSE. The same general results hold for the Sup and L1 rofrosurse, the root MSE

for the L1-norm is smaller than the Sup-norm root MSE.

Figure 6.15(Middle) shows the effect of increasihgy a factor of 4. The effective loss of
available data seegs= ¢ — x performing poorly now untip is 0.6, since there is little mass to the
right of the strip, except at very high utilization. At= 0.1, data is so scarce that all methods have
errors which are equal because they are the worst possible, nanualjtet| for somel. Significant
improvement is achieved by using the tuned Class 2 estimators which enter irgimipheot not
too far, provided thap is high enough. The adaptive estimators all perform well. However, the
need to choosen wisely is apparent. ag increases, largem performs better, although at still
larger p, they all default tot — = as so perform identically. The adaptive and constant variants
of m = 8 perform similarly, although the adaptive one is consistently slightly better.ll§zitlae
raw composite estimator shows uniformly good results, demonstrating a sajisfyaptivity to the

amount of data available.

Figure 6.15(Bottom) shows the effect of increasingt fixedp = 0.6 (the first and fourtht

values correspond to those of the Top and Middle plots respectively)siNprisingly, all methods

136



1 : 0.9 .
——r1 =1(l) « —— 1 =1(l)
~ ——r =0 0.8 AN ——r =0 i
o8l N r =246 (t-x) | % r =246 (t-x)
' h —=— r = Constant 0.71 —=— r = Constant |
W r (m=2) r (m=2)
) r (m=8) u 0.6 r (m=8)
2 r = ul \\\ =
= 0.6 r (m=50) 205 . —— 1 (m=50)
£ £
© 04
2 04f 12
3 h
n 0.3
0.2F | 0.2r
0.1
O L L L L 0
0 0.2 0.4 0.6 0.8 1 0 1
p
1.2 : 0.7 :
—— 1 =1(l) —— 1 =1(l)
——r =0 | ——r =0 I
1 r=996(tx | 06 r =996 (t-x)
- —s— r = Constant —s— r = Constant
A r (m=2) 0.5t \ r (m=2)
t 0.8 r (m=8) I r (m=8)
2 = =
= r (m=50) 5 0.4l r (m=50)
E o6y 1 E
Z 203}
o
@ 0.4 13 ool
0.2F 1 0.1
0 L L L L 0 L L L L
0 0.2 0.4 0.6 0.8 1 0 0.2 0.4 0.6 0.8 1
p p
1 T il 0.45 " T
e r= r(l) ’ ——r = r(|) ‘
——r =0 04l —— r =0 i
ogl . 1z : r=(tx)
—=— r = Constant 0.35H —=— r = Constant 77*//,,,,,/—'—")
w r (m=2) r (m=2) 7
%) r (m=8) - w 03 r (m=8) -
5 0.6 —— r (m=50) 5 1 = —— 1 (m=50) |
= & 0.25
5 E
z S 0.2 // 1
o 0.4r z
> il |
" -1 0.15
0.2r 0.1
0.051
0 ‘ ‘ ‘ ‘ 0 ‘ ‘ ‘ ‘ ‘ ‘
0 2 4 8 10 12 0 2 4 8 10 12

6
t*d (KB)

6
t*d (KB)

Figure 6.15. Sup-norm and L1-norm performance using trimodal packes. (Top) 7 estimators as
a function ofp, t = 1.67x,4,/d; (Middle) The same estimators with= 6.67x,,,q./d; (Bottom)
Dependence oty with p = 0.6. Herer(l) denotes theaw composite estimator.

perform worse at greateras there is effectively less data available. There are a couple oftextep
at the largest two values. We believe that these are due to the definition of the measures whih d

not scale appropriately &s(/) evolves witht. In particular, there is a need to exclude the tail not
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only atlarge but also at small. As the left tails grows in length agrecall that EC] is proportional

to t), this will reduce the measure at large enougfihere may also be some contribution due to
variability in our estimation of these performance curves, which use only 1000 probes. At
largert, the cross-traffic is effectively less bursty as far as observationzdiyes are concerned.
Just as in the case of low utilization, reduced burstiness robs the probes variation in delays
they require to obtain data from the required region. In particular it is miffieudt to find mass

to the right of the strip. Although errors build quite rapidly for largegood estimator design has
the potential to slow this growth substantially, whereas the extrérse$ andt = ¢t — x perform
very badly in general. Again we find that the raw composite estimator suatgsslapts to the

changing traffic conditions, whereas for the adaptive estimatarust be chosen appropriately.

Overall, from Figure 6.15, we find that, for utilization larger th@ag, the intra-pair gap can be
about ten times the transmission time of the largest packet without the estimatobe&ing more

than0.2.

6.5.3 Enforcing Monotonicity

As the raw composite estimator shows considerable promise, we now sulgadtiis mono-
tonized variants to a more detailed performance study. Figure 6.16 expopetformance over
(p,t) space in a similar way as before. In each plot, the three different monyoaigorithms,
and the raw composite, are compared, for each of three different wisdmes. To avoid clutter,
the results for different window sizes have been displaced horizontsithgwuplicate axes. Itis
important to emphasize that these results pertain to the (root) MSE of a CDF, el value at
which the Sup is found will vary from sample to sample. In contrast, Figur2 ghbwed displayed

expected results for eactixed.

The results of Figure 6.16 show a remarkable lack of variation acrossimtnethods and the
window sizes. Part of this is understandable. For each window sizk,reanotonicity algorithm
uses the same underlying ras/ ), and so shares the same environment in terms of data availability.
For very larget however we do see that windows sizes that are too large perform pailgh can

be understood by noting that when data poor, selecting snmalfenecessary to capture the few
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Figure 6.16. Sup-norm and L1-norm performance of various compesiiemators. The access is
repeated for three window size$;%0, ¢/10, t/2). (a) As a function op, t = 1.67x,4./d; (b) As
a function ofp, t = 6.67x,,4,/d; (c) Dependence oh with p = 0.6.

angles that are available, whereas largewill favor the algorithm triggering at largar. We also
find that when there is a difference, Data Pinning performs best amongdhetonic estimators,

as we might expect from the insights of Figure 6.12. In fact, it perfornenevetter than the
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raw composite, although the differences are typically small. This appaceritacliction can be
explained by noticing that looking at ensemble performance ixfited, or not, corresponds in fact
to two very different metrics which are not obliged to correspond. Weothgsize that, although

at a fixed! raw is clearly superior (recall Figure 6.12), sample functions are dahlarthat good
behavior at soméis systematically compensated by worse behavior elsewhere, resulting al a fin
performance which is less dependent on the details of the monotonicity algdtism one might
have supposed. This is good news in the sense that the low bias of themgesite estimator can
effectively be achieved in a monotonized version, and in particular, hdtseof Figure 6.15 for the
raw composite, which correspond to the central plots in Figure 6.16, stillfoolthe monotonic
variants, especially Data Pinning. Finally, we note that L2R performed nallgibetter in some

data rich cases (smalland largep) not shown here.

To summarize, in data poor cases, sample functions can be extremely adiderge errors
are made by all methods, for example sample CDFs containing looly2 jumps, which could
have a Sup error of. This is not apparent when collecting pestatistics over large numbers of
experiments as in Figures 6.14 and 6.12. On the other hand, if data is pletiitifalthe sample
functions are relatively detailed and almost monotonic from the beginnird),sarthe effect of
the different algorithms is not very large. Thus, the differences batvedgorithms and methods

manifest themselves in the intermediate zone where data is neither too scangleniful.

6.6 Trace Analysis

In this section, we use real data from core Internet routers to demtn#teperformance of
our estimators with real traffic. In Section 6.6.1, we use passively-catldciees of cross-traffic
to compare the various estimators. In Section 6.6.2, we use a novel expaliseip involving
simultaneous passive capture and active packet injection. Our resaftercéhat our estimators
perform very well in real world conditions. For instance, with link utilizati®that are as low as
0.5, the CDF estimates have an (RMSE) error of less thawith an intra-pair gap that is tenfold
the time taken to transmit the largest packet (of $iz@0) bytes. We also found that our estimation

of the joint distribution of( B, C') was (visually) similar to the true distribution.
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6.6.1 Trace-driven Simulations

In the first set of experiments, we used real cross-traffic traces fine full router experiment
describe in Chapter 3 (see [HVPDO04] too). This experiment recortgzhekets entering every
interface of a router in a large ti@riSP over al3-hour time period. We modeled the output buffer
of a particular OC-3 output interface that had a reasonably high utilizadiwhreplayed the cross-
traffic that passed through it. The arrival times of this cross-traffic taken to be the (recorded)

arrival times to the router. The link was simulated as a FIFO queue.

Data Overview
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Figure 6.17. Traffic characteristics at the chosen OC-3 link. The solickbiae shows the byte
intensity measured ovdrsecond intervals. Five minute intervals with a spread pfvalues from
0.33 t0 0.68 were identified. The dashed and dotted curves are the auto-correlstioates, based
on looking atA(t) in consecutive periods of duratign= 1ms andt = 0.25ms, calculated ovesy
minute intervals over the entire duration of the trace.

By using these traces, we do more than make use of a source of realistetatiic. Because

of the complete monitoring, fine-grained detail of all input packets destindloetchosen output
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link were available. It was therefore possible to reproduce the (tB1g”) values, and compare

them to those predicted by the estimaligk;, 1).

As they are real traces, we did not control {healues in the traces a priori. To obtain a spread
of values, we first observed the actual traffic intensity, averagedlosecond intervals, of bytes to
the OC-3 link. As shown in Figure 6.17, these range from 0.3 to 0.7. Five 5 minute portions
of the trace, identified in order of decreasings P1, P2, P3, P5 (note the change in order) and
P4, were chosen to provide a spread across this range. These hadtiespvalues 0f0.68, 0.60,
0.51, 0.41 and0.33. We used the cross-traffic arrivals corresponding to these substtadrive the
simulations. The number of packet pairs that can be obtained with rargngristmot large enough
due to the limited duration of the sub-traces. Hence, we use periodic pilobsain packet pair
observations in this section. Thus, our results may potentially include edfuergo non-ergodic
behavior and hence, performance with rare probing must be better thanwe show. We used

probes of sizel( bytes.

We made an attempt to measure the degree to which the cross-traffic obéydehendence
assumptions at each of= 0.25ms andt = 1ms. We did this by first splitting the entire3-hour
trace into five minute sub-traces. For each sub-trace, we generated aetie® corresponding
to the number of cross-traffic bytes that arrived in non-overlappingvate of widtht. We then
estimated the 1st lag auto-correlation coefficient for this time series. Theatiotivfor this is
that our independence assumption is true if the cross-traffic mea§unehas independent incre-
ments in consecutive intervals of duration Moreover, independent increments also implies our
assumption is valid with periodic probes too. The auto-correlation test ajbme® not guarantee
independence but provides a good sense of whether the indepera=uenption is justifiable. The
auto-correlation results for the full router trace are shown as the bottowes in Figure 6.17. We
see that the auto-correlation is small over the trace and is reasamatdistentvith our assumption.

Not surprisingly, it holds better for the larger valuetof 1ms.

Figure 6.18 plots the distribution of excess packet delays, experieydéeé krace traffic alone,
for P1 to P5. There is a considerable spread across the different sub-travgsherefore the
delays experienced by probes in the corresponding experiments willisikesiffer, resulting in

different available data and thereby different estimator performanceeta feeling for the trace
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Figure 6.18. Marginals oR for the trace portions of Figure 6.17.

data, note that the quantiltg g9 is greater thar.25ms in all cases, and not more thams except

in P1, P2. This may be compared with,,..., the transmission time of a packet of the largest size

(Pmaz = 1500 bytes),77us.
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Figure 6.19. Comparison of measured and estimatéd!) for P1 (300, 000 probe packets), with
d = 10 and and plotting resolution &/ or 0.1ms fort = 12.92,,4,/d (0.001s).

Figure 6.19 shows a comparison of estimated and meaduffed) for ¢ = 1ms and the sub-

trace with the highest cross-traffic intensity. This correspondsltaa packets per second and an
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additional load of320Kbps. Despite the fact that the estimation of a 2-dimensional distribution is
inherently difficult, (although the density is plotted at a resolution above thé} i is clear that

the essence of the cross-traffic behavior is being captured by our estiansities in the middle
and bottom of the strip are inaccurately estimated due to very little available datpradtice,
such inaccurate estimates are easily identified since the telescopic naﬁn@ke bfcauses adjacent

densities to be negative (we plotted thendgs

Performance

Examples of individual estimates are given in Figure 6.20 to show the eféégisand the
number of probes. As we can see, each has a dramatic impact on the ability of the estimator to
recover the true CDF. The utilization has the largest impact, and can behtholugs controlling
the overall bias since it affects the rangefdfalues seen. Increasingimproves the reproduction
of the CDF structure, thereby reducing error in a given sample, or aligehly provides more data

which decreases variance.
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Figure 6.20. We plot sample estimates with different number of prabfes for utilization 68%
and31%, with t = 12.92,,45,/d (1ms).

Figure 6.21 shows the analogous results to Figure 6.15 usiadg00 and a discretization level
of d = 10 bytes per slot. Here thevalues are larger than those used before. The relative perfor-
mance across estimators is similar to that seen earlier and the absolute pedeimgeasonable at

the values op available. The naiver (= 0) and Class 1r(= ¢ — x) estimators are both not suitable
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Figure 6.21. Estimator Sup-norm and L1-norm performance using rtraiegs. We use data pin-
ning monotonic algorithm with r(l). (Top) As a function of ¢t = 6.452,4,/d (500us); (Middle)
As a function ofp, t = 25.82,4./d (2ms); (Bottom) Dependence anwith p = 0.6.

even at the highest available to us. The Data pinning algorithm shows better performance than

all the adaptive estimators. The composite estimator, using Data Pinning, is ebe&dhperformer
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in all plots and for both the Sup and L1 measures. However we see thirder enough, the
difference between estimators begins to diminish as they are asked to dedvietpossible, with

errors that correspondingly approach the maximum of 1, first in the Suporend then L1.

6.6.2 Active-Passive Experiment

To test our estimators in real network conditions, we conducted noveriexents in which
we sent probe streams along a link in a tieiSP. Our experiments were novel because we simul-
taneously monitored the arrivals and departures to the hop. We desbtidlede conducted the
experiment in Chapter 3. Note that the cross-traffic was real Interaféictand not controlled in
any way. The utilization of the link was arous@%. The arrival and departure timestamps were
accurate to sub-microsecond levels and allowed us to calculate the marfgiamce the arrival
timestamps of cross-traffic to the output queue could not be measuredyuleermot calculateB.
Hence we only evaluated the performance of our estimators in calcul@tirigssentially, we per-
formed1-hop probing because, on a multi-hop path, queueing at hops other thanetominant
bottleneck add noise to the observed delays. Quantifying the impact ohsisghis path-dependent

and out of our scope.

Due to probing load constraints we could only condict= 10 experiments at a particular
time. We sent, = 250 packet pairs of size0 bytes each, for a range of separationsd varying
from the minimum possible 625 bytes £ 500ns) to 40KB (32us). Utilization levels could not
be controlled in the experiments, however the performance of the estimatddshe tested under

operational conditions for a range of timescales

The resulting-dependence performance curves are plotted in Figure 6.22. Undezainsic
conditions of this experiment too, the results, at leasttfor> 5, are reminiscent of those seen
earlier. In particular, the composite estimator performs the best, with anarrmoost half that of
the commonly used = 0 estimator over a wide range of Also, ast increases, the performance
worsens much much more slowly using the composite et 8 adaptive estimator than the Class 1

estimator withr = ¢t — z. The graphs show that estimates with Sup-norm (L1-norm) RMSE not
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Figure 6.22. Estimator performance in live active/passive experimentperidence ort (p =
0.50).

exceedind).35 (0.15) can be obtained even fox d aboutl10 times the transmission time pf,,, =

1500 bytes.

For very smalk values neat s, we see a cleancreasan MSE. There are two possible reasons
for this. First, we observed that errors in our probe generation timagiféally, our control of)
could be as large a&0)% over these scales. Second, the independence assumption is much more

likely to break down at these time scales.

6.7 Discussion

In this section, we discuss practical issues related to our analysis and testimgirst, we
discuss how our estimators can be used in practice, especially withoutddgmwof absolute one-
way delays. Then, we illustrate the power of our approach by demonsttatimgt can be used to

design practical methods with different trade-offs between accuradyrdrusiveness.

6.7.1 Practical Issues

So far, for simplicity, we have assumed synchronized sending andiregé&imes and no propa-
gation delay. Neither of these assumptions is necessary since our estiomyarse delay variation,

S — R, of the excess delay’ andS. In practice, the observed end-to-end deldysandS’ can be
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subtracted from their (observed) minimum values to obf&if pairs. Note that the resulting— R
values are the tru@ — R values. Accuracy ofR is not necessary for calculating the conditional
probabilities either. What is required is that two pairs with the s&nwalue share the same triie
value. This clearly holds when we subtract the minimum. Inaccurate abd®luédues can cause
us to inaccurately identify the beginning of the Class 1 region. Since our ést&o not use the

boundary, such inaccuracies are also inconsequential.

Our estimators output the CDF and joint distribution of the cross-traffictionals in time units
(of service at the single hop). Converting this to hop utilization is easy. Mexvas with prior work
[SKKO03], converting this into units of bytes per second requires knogdeaf the link capacity.
For instance available bandwidth is the capacity multiplied With p wherep is the utilization.
Any of the well-known capacity estimation techniques, e.g., [Jac97,%33l, can be used for this
purpose. Naturally, inaccuracies in capacity estimation would affect latendwidth estimation

using our estimators.

6.7.2 Trade-off involving Intrusiveness and Accuracy

The inversion framework that we have used in the last two chapters groga insights into
making our proposed estimators as well as previous estimation techniquess. réée discuss this

now.

Our work was motivated by prior works [RCR0, SKKO03] that tried to ensure that a pair of

probes share the same busy period by sending them very close to eactBgtbnly choosing pairs

in which the first probe saw a large relative delay, we ensured the samaxvitiquiring such small
intra-pair separations. We assumed tRaand (B, C') are independent so that this subset of pairs
sees, on average, the same cross-traffic as all the pairs. Our assummptédundant if we do not
observe values aR belowt — z, i.e., the two probes always share a busy period. This can be forced
by sending back-to-back “filler probes” before the first packet efghir. The filler probes would

fill up the queue and ensure that the first packet of the pair saw latggsd@he more filler probes

we send, the higher is the probability of not observidelowt — z. This provides a desirable

practical trade-off between intrusiveness and accuracy, i.e., if agtreere filler probes we increase
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intrusiveness while improving accuracy and requiring lesser use adssumption. Thus, using the
delays of the last two probes of a train is the “better” method of estimation thamdtance, |Gl

[HS03] which compares the delays of all consecutive packets of a train.

Filler probes can make fundamentally intrusive methods [HIOM, JD03, RRB 03] robust too.
These techniques send long packet trains and use “increasing deldy’tte infer the saturation of
available bandwidth. They are forced to use parametrized heuristics o ggainst false positives,
i.e., perceived increasing delay trends even though the queue mighbbernddle between some
packets of the train. Such techniques can also be made robust my setidingdbes before the
train. These build up a large enough queue that the queue is very likely ladyebetween the
first and last packet of the probe train. The more filler probes, the highibe probability of such
“busy-ness”. Hence, available bandwidth saturation can be tested biysihgzking if the delay

of the last packet of the train is larger than the delay of the first packéedfain.

6.8 Conclusions

In this section, we designed practical estimators based on the inversiogssixms derived
in the previous chapter. We encountered a variety of issues, relatetir@mtsg CDFs, such as
monotonicity, bias-variance trade-offs. We proposed various estintattaskle these issues. Using
a combination of simulations, router traces obtained from detailed router miogitexperiments
and novel live experiments with active injection and simultaneous passiviéaming, we compared
the various estimators. We found that our estimators allow the intra-pair gagdbdutl 0 times
the transmission time of the largest-sized packet while accurately estimatingtitteeGDF. Thus,
we provided a generalization of packet pair methods in the sense that muelnfioomation can be
extracted with far greater intra-pair separations than has been sujdpdke past. Hence, itis much
easier to use (non-intrusive) packet pair probing to paths with a singtoprinant bottleneck hop.
Our methods also allow simple yet powerful extensions that trade-off imémess for accuracy
too, e.g., by sending an acceptable number of “filler” packets befotepket pair to increase the

observed values ak.
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Chapter 7

Architecture: Measurement-Friendly

Networks

“Decide what you want, decide what you are willing to exchange for it. Bistalyour priori-
ties and go to work”

- H. L. Hunt, American oil tycoon

The multi-hop nature of Internet paths has caused some of the most diffioblems, e.g.,
multi-hop queueing effects, faced in designing active measurements.rigathés dissertation, we
encountered two specific examples of this. In Chapter 5, we found itthaaxtend our single-hop
cross-traffic inversion expressions to a multi-hop path. In Chapter 4jseeissed how our inability
to control probe arrivals at intermediate hops makes it hard to sample thpsétan unbiased man-
ner. The need to measure non-intrusively makes it even more difficuldondgd multiple hops. In
this chapter, we seek to understand if and how these twin challenges ainmeges multi-hop path
and non-intrusiveness can be tackésguminghat we can use newer architectural primitives. Since
our focus is on active measurements, we discount architectural printiigesollect/share data (see
[SSK97], for example) and only consider primitives based on packegfaling. In the process, we
also hope to understand the fundamental limitations of active measuremenssari\ley showing
that each of the two challenges are naturally tackled if measurement packetsdowed with hop-

dependent (high or low) priorities. This is because probes treated withgrigrity at a hop do
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not observe any undesirable queueing at that hop. Additionally, privbated with low priority at
a hop are not only non-intrusive but also intrinsically measure the noratalglieue because they
are transmitted only when the latter is empty. We show that these network prindtvaiow a
wide range of active measurements to measure per-hop and end-to-gits m&e also find that
the nonpreemptivenature of packet forwarding amersistencef cross-traffic cause unavoidable
inaccuracies and biases which can often be overcome though. Ouisnorgortant in three ways.
First, it is useful in an immediate practical sense because, by enablingimities, network oper-
ators can actively measure their networks non-intrusively. Moresueh aMeasurement-Friendly
Network (MFN)can be implemented using already-deployed router functionality in a lonkesaer
manner. Thus, our architecture is a cost-effective network managettemative to costly, passive
data collection mechanisms. Second, we allow operators a way to exposedberement facili-
ties to end-users in a controlled manner. Our focus on non-intrusiset@sg with easy-to-deploy
access control mechanisms make it possible to do this in a “safe” mannet, dtirwork provides

little-known insights into fundamental limits of active measurements.

This chapter is organized as follows. In Section 7.1, we use prior work stridite how multi-
hop paths have been measured and why it has proved to be hard. Wkesatsilbe our goals and
assumptions and provide an overview of our contributions in this chaptéettion 7.2, we con-
sider each of our two challenges - the multi-hop nature of paths and naisiirgness and describe
how they can be individually tackled using forwarding primitives basedrarify queueing. We
use these primitives to describe our proposed architecture for a Maasnot-Friendly Network.
In Section 7.3, we describe three basic methods to measure delay-basied metur proposed
MFN architecture. In Section 7.4, we describe the various active techaitgumeasure delay-based
metrics in our proposed architecture. These include techniques to meestirep queueing, busy
periods etc. We also briefly discuss how loss can be estimated. In Sectjone7discuss tech-
niques to measure bandwidth-related metrics and their pros and cons. a¥sdisiportant issues
such as packet marking and deployment overhead in Section 7.6. InrSéatjave summarize our
contributions, namely, a cost-effective way by which network operatans(actively) measure and

manage their networks accurately without costly, passive data collectiomamiems.
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7.1 Overview

In this section, we survey prior approaches to tackling the multi-hop isstien&misiveness.
Using this, we motivate our target problem and state our assumptions. Wisnskction by

providing an overview of our contributions.

7.1.1 Motivation

Active measurements can be used to measure either end-to-end propegie€nd-to-end
delay, or per-hop properties, e.g., cross-traffic arrival protessparticular hop. Measurement of
observable end-to-end properties such as delay and loss, pionseBmlot [Bol93] and Paxson
[Pax99], involves issues mostly related to sampling, i.e., at what times do \dgsame packets to
obtain unbiased estimates. We thoroughly investigated this issue in Chapter dawyVhowever,
that arrival times of probe packets to intermediate hops cannot be codtrobek of such control
also makes inversion hard - we saw this in Chapter 5 when we attempted to exiesidgle-hop

cross-traffic inversion expressions to include the effects of multiple.hops

Previous work has also encountered difficulties stemming from the multi-hopenaf network
paths. Most available bandwidth techniques (for example, [SKKO03, JR83fundamentally based
on assuming a single (predominant) hop. Recent work [LRLO5a] alseeshdiow queueing at
other hops affects these techniques. Moreover, this is reduced lasisgintrusiveness increases.
To our knowledge, TTL expiry is the only known way of measuring multipleshopa path. For
instance traceroute[Jac87] uses ICMP replies to TTL-expired probe packets to determinéthe
addresses of various hops along a paBathchar[Jac97] and its variants [LB0OO, PV02a] also
use TTL expiry (and if necessary, the subsequent ICMP resppitsesiculate individual hop
capacities and queueing delays. Bottleneck-detection techniques TELMASMO3] use the queue
buildup ideas of available bandwidth techniques in conjunction with TTL expiegtimate whether
a particular link is a bottleneck or not. Though all these multi-hop technigeagste sophisticated,
they are not ideal for a variety of reasons. Those that rely on ICNbReeignore effects related
to reverse-path queueing and ICMP forwarding anomalies. The botketetection techniques

are fundamentally intrusive because they rely on queue buildups anésrieted to providing
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gualitative estimates. Also, it is unclear what kinds of inaccuracies thesedseéxperience and

why.

7.1.2 Scope

The above discussion illustrates three aspects of the current statiesofegctive measurements.

e The multi-hop nature of paths inherently poses a difficult challenge.

e The only known way to (partially) tackle this challenge are network primitiv€$L= expiry

and subsequent ICMP generation.

e Even after using these primitives, ensuring non-intrusiveness rematmaslange.

These motivate us to explore additional network primitives that, by tackling tive diaallenges
of multiple hops and non-intrusiveness, can be used to architdeasurement-Friendly Network
(MFN), i.e.. a network whose per-hop and end-to-end properties can be eesisured in a non-
intrusive manner. By explicitly designing a network to be measurement-fyiend not only influ-
ence current and future network evolution but also wish to understanfiittdamental limitations

of active network measurements.

From the early days of the Internet, much research has been dondwariarchitectures.
A few prior works have proposed architectures for better network oreasents. Seshan, et al.
[SSK97] proposed SPAND, a network architecture that enables s&id-tio share performance
measurements obtained by passively observing existing data flows. egargét al. [VEO3] pro-
posed a couple of passive data collection functions at routers to simpiifplezated measurement
tasks such as traffic matrices. We are motivated by similar principles as theme)ynaneasure-
ments can be vastly simplified by adding certain well-defined network functidfesdiffer from
them, however, in that our primary focus is on active measurements and,hea discount the use
of data collected at routers (see [LMBO01], for example) and insteadsfon forwarding primitives
only. The primitives exploited so far have been TTL-expiry and ICMPegation. The original
rationale behind having these primitives was network stability and errortiego Mahajan, et

al. [MSWAO3] suggested augmenting the timestamping mechanisms in ICMP for bsdielevel
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(fault diagnosis) measurements. Though such mechanisms are usefidstamtially provide ac-
cess to data collected at routers. Also, they do not focus on estimatirigppamnetrics and hence,

do not answer questions related to unbiased sampling of individual hops.

Network architecture design necessarily assumes a willingness for ehdngecent years,
security problems and competitive concerns have caused networkangemmake their networks
less transparent by, for instance, filtering ICMP messages. Yet, Méitactures providing more
transparency are of practical interest if they allow network operatotetter measure their own
networks. Moreover, the push to less transparency has not bearsaliespecially in educational
networks. End-user access to better measurement primitives are oirtierguch operators as
long as they can control access to them and their use does not lead to ins@éMmeasurements.
Also, our focus is on IP networks and we assume that all the queuessark\at the IP layer.
Immunity from hidden Layee links and multipath is preferable but not necessary. Also, by default,
we assume that normal data traffic is scheduled according in a FIFO mafneentend to study

whether or not this is necessary.

The metrics that we consider are of interest to operators and/or ensl-arsg are mostly mo-
tivated by prior work. As discussed earlier, delay is observable. elethe rare probing strategy
outlined in Chapter 4 can be used to calculate end-to-end delay-basedsiEtese include delay
marginals, minimum delay, jitter and round trip times. Similar per-hop delay metricsdeqer-
hop propagation delay, queueing delays and busy period duratioadaffér refers to the duration
of time for which a queue is continuously transmitting packets before it is idleng\aith utiliza-
tion, it gives a sense of cross-traffic burstiness. Joint statistics ofesétmetrics are also desirable.
The end-to-end loss metrics include loss episode frequencies and dardilee same metrics on a

per-hop basis are also of interest.

The most basic bandwidth metric is link capacity. Available bandwidth has atsivesl a
lot of attention due to its applicability to a variety of situations including end-to-@yjestion
control, network health monitoring. We are interested in the per-hop anggtbrcapacity (so-
called narrow link capacity) and available bandwidth. Utilization is obtainedibjracting, froml,
the available bandwidth divided by capacity. As with delays, we are inter@sthe entire statistics

of available bandwidth. More detailed statistics include the cross-traffi@cteistics (burstiness
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may be measured by the functionalintroduced in Section 5.2). Measuring finer metrics than the

aggregate traffic such as flow size distributions are beyond our scope.

7.1.3 Contributions

To our knowledge, our work is the first to address the question of usshgark primitives to
simplify active measurements. We show that hop-dependent priority gugagowerful enough
to simplify many active measurements. We discuss a variety of techniquesathditecused to
measure end-to-end and per-hop properties with very low measurerarhiead. Assuming that
high-priority queueing is used as prescribed, these techniques can&dered non-intrusive. Such
an assumption is not acceptable if entities other than the operator, e.g.sensd-are performing
measurements. Our work provides two alternatives - the use of only lmsitprqueueing and
access control mechanisms. The former exploit the little-known ability of Ioerity packets
to measure queues. The latter provides the network operator explicésacoatrol mechanisms
over the use of the MFN primitives. These access control mechanisms aitbwsers to perform

measurements while constraining them to be (almost) non-intrusive.

We also discuss how practical issues such as deployment of our MFN pemitOne of the
disadvantages of our architecture is the presence of inaccuracigés doapreemption and cross-
traffic persistence. We discuss why these can be thought to repfeselaimental limitations of

active measurements. We also show that, often, these inaccuraciesigaoree or eliminated.

7.2 Architecture Overview

In this section, we motivate and design our proposed Measurement-lyridativork archi-
tecture. We start by considering the two challenges of multi-hop paths améhtrasiveness in
Section 7.2.1. We develop forwarding primitives for measurement paclagtinttividually tackle
each of these challenges. Our primitives are based on hop-depémngle@nd low priority queue-

ing. In Section 7.2.2, we use these primitives to describe our proposeddvifiNecture and discuss
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important practical issues faced in using this architecture. In later sectiendesign techniques to

measure various metrics in MFNs and discuss the impact of these practicz.iss

7.2.1 Design Motivation

We consider the multi-hop queueing effects and non-intrusivenesshyenaee, and develop
network primitives to tackle these two challenges. The challenges automaticdisatadhe use of

priority queueing.

Hop Isolation Property

Consider the problem of estimating the queue sizes seen by normal dagspaickhe hops of
a multi-hop path. Such per-hop congestion is essential to route delajiveeapplications such as
\Voice-over-IP (VolP). In the case of a single-hop path, it is trivial taaswre the queue sizes. The
end-to-end delay of a measurement packet is directly proportional toudngecsize of the single
hop. However, on a multi-hop path, the end-to-end delay is the sum of #heeaizes at all the
hops. Hence, the single-hop technique based on end-to-end delag&sitp extended to multi-hop
paths. Even if a multi-hop path contains a single predominant bottleneck (with langer queues

than the other hops), the noise from the other hops cannot be quantified.

The single-hop technique is applicable, though, if measurement paclwigesnce the delay
due to a single, specified hdpof the path. In other words, queueing due to normal data traffic
at hops other thah should not delay measurement packets. This is possible if the measurement
packets are treated with higher priority than data traffic at all hopshbuitn other words, such

hop-dependent priority queueing endows measurement packets afhiaolation property

Intrinsic Measurement Property

Consider the challenge of non-intrusive measurements. By definitionjntrusiveness is
achieved if the measurement packets do not cause the forwarding mahdata packets to be

affected. This motivates a priority-queueing primitive opposite to the abow@tiye, namely, as-
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signing lower priority to measurement packets. Low priority packets pesgleat we refer to as the
inherent measurement property/e illustrate this using a simple exampis-2[Sim] simulation of

a single hop that uses a strizpriority scheduling discipline. Data traffic has normal priority and
only measurement packets have a low priority. The link uses a First-in kitgFtFO) queue for
each of these priorities. Since the link uses strict priority, a low priority patktransmitted only
when there is no normal priority packet. This is shown in Figure 7.1 wherploteghe size of the
normal-priority queue and the times at which low-priority measurement paaketsansmitted on a
10Mbps link. The queue sizes were calculated using our Ground Truth Badc(GTC) described
in Chapter 3. We see that transmission times of the measurements packetpamiréo the idle
periods of the queue corresponding to the data traffic. Thus, the lowitprackets inherently

measure the “idleness” of the normal priority queue.

The inherent measurement property is useful in many ways. For instaimoe low priority
packets only use up the idle capacity of a link, their average output rate & nmewe than the
available bandwidth on the link. Hence, a stream of low priority packets avhaie is greater than
the available bandwidth on a link are non-intrusive (they do not affeistieg data traffic) and
yet, measure available bandwidth. Similarly, the transmission times reflect the tindsch the
link is idle and, as we shall see later, are also useful in characterizinguegeriods and other

characteristics of cross-traffic.

7.2.2 Measurement-Friendly Network Architecture

The above discussion motivates us to design a MFN using hop-depédoaentd high priority
gueueing. Data traffic is considered to have normal priority and hemte péckets are also called
N-packets. Measurement packets may be treated with high, normal orilritypat eachhop and
the priority at different hops need not be the same. Thus, at eaclalprpbe packet is a H-probe,
N-probe or L-probe respectively. We use a string of letters f{dmH, N} to denote the priorities
of measurement packets along a path. The first letter indicates the defaullypand uses the
subscriptd to denote this. The rest of the letters apply to individual hops, specifieddupscript,
and represent exceptions to the default. For exanipléy, L5 denotes that a measurement packet

has high priority at all hops except h@pand5 where it has normal and low priority respectively.
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Figure 7.1. The normal-priority, total queue sizes and low-priority patlegtsmission times on
a 10Mbps link. The low priority packets are only transmitted when there are nmalopriority
packets remaining.

Also, unless specified otherwise, we use priority queueing to refsirict priority queueing, i.e.,

packet transmission is in the order H, N, L and packet dropping is in ther rdN, H.

From the next section onwards, we design techniques that use meastpaciets with various
combinations of hop-dependent priorities. We assume the ability to signal phiesities on a per-
packet basis. We address practical signaling mechanisms in Section h6&ade of exposition,
we assume a single entity performing measurement. We develop techniquestoeresariety of
per-hop and end-to-end metrics. For each metric, we first describdét vghyseful and how it can be
estimated in existing (FIFO-based) networks. Then, we describe a teehtuigstimate the metric
in our MFN architecture. Using simple, illustrative simulations we evaluate otmntgue. With
each technique, we repeatedly encounter one or both of the followingsigkat fundamentally

limit the accuracy and correctness of measurement:

e Nonpreemption: So far, we implicitly assumed preemptive priority queueing, e.g., the trans-

mission of an L-packet is paused when an N-packet arrives and@acket pauses the trans-

mission of an N-packet (and L-packet). However, today’s data n&sweme nonpreemptive.
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A packet-in-transmission is never paused and hence, priorities areonbedo select the
nextpacket to transmit. This causes in-transmission L-packets to be intrusidelaying
normal data packets. Similarly, H-packets at a hop may experience “adsidlays” due to

packets-in-transmission that have low or normal priority.

e Persistence:We also find that persistence of cross-traffic on the path being measawsds
dependencies between hops. Since the arrival of probe packetadiepn prior hops due
to nonpreemption, persistence can cause dependence between pantkats and what they

measure. This dependence may lead to unbiased sampling.

In Section 7.6, we discuss the insights offered by our investigation into tleegnhlimitations
of active measurements especially due to the above issues of nonpreeanutipersistence. We
also comment on important practical issues that need to be addressed lEmenging our archi-
tecture, namely, how to achieve non-intrusiveness while using high priguiyeing, deployment-
related issues such as packet marking and router mechanisms and suitaiske @ntrol methods.
The latter is necessary when the network operator allows others to exgdREN primitives. We

also discuss the implications of having multiple independent measurement streams

7.3 Basic Methods

In this section, we investigate techniques to infer delay-based metrics inlBNravthitecture.
First, we consider sending individual measurement packets with high, harddow priority at a
target hoph and high priority everywhere else. We see that these packets candéousstimate
minimum delay (Section 7.3.1), queue size distributions (Section 7.3.2) andpbtisyl statistics
(Section 7.3.3) respectively. We find two sources of inaccuraciespreemption and persistence.
In Section 7.3.4, we discuss these and the maximum impact they can have.dWatinin most

practical cases, error due to them can be tightly bounded.
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Figure 7.2. The two-hop systems we used had the same topology with afigskiaving different
persistence characteristics. In the topology on the left, cross-traffgisped only for one hop
whereas in the topology on the right, all cross-traffic on the second éigisped from the first hop.
In general, cross-traffic that ishop persistent traversésconsecutive links on the path.

7.3.1 Minimum End-to-End Delay

The minimum end-to-end delay along a path is the sum of the transmission grapation
times on all hops along the path. Since the transmission time is dependent orcikke $ze, the
minimum delay is a size-dependent metric. It can be viewed as the bestetagachievable along
the path. Subtracting it from other metrics such as end-to-end delay maiaessible to distinguish
congestion-related effects (due to queueing) from the physical limitsnafiisg a packet from one
physical location to another. In the current network architecture theréna ways of estimating
the minimum delay. One way is to use estimates of capacities and propagatioaldeiggll hops.
Estimating propagation delay, however, requires timestamping functionalityirteamediate hops
and, if absolute minimum delay needs to be estimated, clock synchronizatiemifimum delay
can also be estimated as the minimum delay observed by probe packetsn®&stimation method
is accurate whenever at least one probe packet encounters neigielelay at all hops. The
probability of this occurring depends on the utilization of hops along the pathe worst case, no

probe packet would encounter empty queues if at least one of the hpgisistently congested.

In our proposed MFN architecture, the minimum end-to-end delay cartineadsd by sending
a H g -probe, i.e., a probe packet treated with high priorityatihops. This probe packet, on account
of its priority, would not see any queueing from normal data traffic. Releat we are assuming
a single measurement entity; Hence, such probe packets would notyseeereing from other
Hg-probes as long as they are widely spaced. In Figure 7.3, we plot theo€@dtfays experienced
by 1000 such packets along the topology and cross-traffic characteristicsxghdvigure 7.2. The

cross-traffic we used consisted of three independent Poisson sirgidupackets of size0, 576 and

160



1500 bytes. We used ns-2 [Sim] to implement these two-hop systems. As descriGbayer 3,
we used in-built ns-2 functionality to implement priority queueing. In Figure W& make two
important observations. First, not all packets observed the minimum dedagn8, even though the

cross-traffic intensities in both topologies was the same, the CDF of pralketp#elays changed.
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Figure 7.3. CDFs of end-to-end delay observedlb§0 H;-probes of sizel00 and 1000 bytes.

For both sizes, we sen00 and 100 packets respectively though the average overhead was the
same. The grey vertical bars represent the true minimum end-to-end Wédagiso show whether
cross-traffic wad -hop or2-hop persistent. Notice that the lack of preemption causes packets-in-
transmission to add noise to the measured delays.

The reason why all packets did not observe the minimum delay is nonpre@mfitieach hop,
the current packet-in-transmission (if any) is completed beforefilpgrobe is transmitted. This
causes the observed probe delays to have a non-negative noisenampdOn ann-hop path, this
noise may b, the minimum, if the probe packet encounters no normal data packets oropny h
In the worst case, each probe packet may just arrive after the tavgeket (of sizey,..;) at each
hop. Hence,

pmax pmam
0 . 7.1
ee |0, c + + c. (7.1)

where(C; is the capacity of thé"* hop. We can remove the effects of the nonpreemption noise by

sending multipleH ;-probes hoping that at least one of them would not encounter anyetsaitk
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transmission. Note that this can happen with a much higher probability thatfthgirobe packet
experiencing no queueing in the current architecture. The numberobeppackets to sendy,
before one of them sees no nonpreemption noise is dependent on tabiity distribution ofe.
The probability distribution depends on various factors including crad§iepacket sizes, arrival

processes and cross-traffic persistence.

Cross-traffic persistence is the reason behind our second obsarivakgure 7.3 that the two
topologies observed different CDFs. Consider the system Whhp persistent cross-traffic. The
cross-traffic arrival process at consecutive hops is indepénBarring exceptional situations, e.g.,
arrivals to consecutive hops are the result of multi-path forwarding filoe same upstream hop,
this is also true in practice. With independent arrivals, each/hbps no packet in its queue with
an independent probability— p,, wherepy, is the utilization of that hop. The probability of seeing
the minimum delay is equal to the probability of encountering empty queues adj #ierpath and
is given byIl, (1 — pp). Therefore, the average number of probe packets that need to tieeéere
one of them experiences the true minimum delay/iH, (1 — p;,). The probe packet size does not
affect these calculations. This is clearly seen in Figure 7.3 where thed#iskes just seem to be
shifted horizontally (which corresponds to the difference in transmissiorstohthe measurement

packets).

However, in the case df-hop persistent cross-traffic, the queue sizes at the two hops are de-
pendent on each other. This dependence cati$lks noise due to nonpreemption, to be dependent
on probe sizes. To see why, consider our simulation topology. Assuméhthaecond hop has
an empty queue and the first hop is transmittirigyé-byte data packet whenli®0-byte H;-probe
arrives to the first hop. It is delayed by the in-transmission data patkeedirst hop. By the
time it arrives to the second hop, th&6-byte would be in-transmission there, too. In contrast,
the second hop would have finished transmittingifi&byte had we sent &000-byte H,;-probe.
Thus, the inter-hop dependence causes the noise due to nonpreemptiovary based on probe
size among other factors. This behavior is reflected in the different GB¥en after accounting
for the difference in transmission times) observedl by and1000 byte packets in the-hop per-
sistent path (see Figure 7.3). However, there is no single probe sizguhetntees that, for all

possible cross-traffic arrivals, the fewest number of probes nebd sent (on average) before one
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of them experiences the minimum delay. Figure 7.3 shows that a small proket paight be more
likely that a large probe packet to encounter nonpreemption noise duegartie(large) persistent
cross-traffic packet. But, this situation is reversed if the persistensdrafiic packet encounters
a small queue from other cross-traffic. In this case, a small probespdak arriving to the next
hop quickly, can “overtake” the persistent cross-traffic packetphegmpted it earlier. Hence, we
recommend that the probes of the smallest possible size be sent with the isgaallaf minimal

probing overhead.

7.3.2 Per-hop Queueing

Congestion in a network is caused due to queue buildup. Pinpointing thestedghops is
crucial to network operators who want to alleviate congestion and to sedewverlays for rerouting
traffic. In the current network architecture, for a single-hop, theydetserved by packets is directly
proportional to the size of the queue at that hop. With multiple hops, the dethydas the sum
of the queueing delays at all hops. Hence, there is no way to inferqgegbeueing delays just by
observing end-to-end delays. With our MFN architecture, howevenuleee size at any individual
hop i can be determined by senditfy; N;, packets, i.e., packets treated with normal priodtjy
at hoph and treated with high priority on all other hops. This is a straightforwaregaization of

the single-hop method in the current network architecture.

In Figure 7.4, we plot the true and measured CDFs of queue sizes atdtedseop of the
topologies shown in Figure 7.2. We simulated these topologies using ns-2satlé/y/N,-probes
for measurements and subtracted the minimum end-to-end delay from thgis telealculate the
gueue sizes encountered at the second hop. We used our Grotim@€@tculator (GTC) to calculate
the true distribution of queue size. We used Poisson cross-traffic dfatraly distributed probe
which is justified by NIMASTA in Chapter 4. We find, in Figure 7.4, that the tamel estimated
CDFs differ from each other. Our earlier discussion indicates that neengption might be the
reason. To investigate this further, we plot the “noisy” versions of the @DFs in Figure 7.4.
These noisy versions are obtained by convolving the true CDF with the distibof noise due
to nonpreemption at the first hop. To make this convolution simple, we used-tnaffic with a

constant packet size a600 bytes. Hence, nonpreemption noise is uniformly distributed between
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Figure 7.4. The true andd; N>-probe) measured queue sizes at the second hop of the paths shown
in Figure 7.2. The legend also shows whether the pathlHaob or2-hop persistent cross-traffic.

We measure queue size in units of transmission time of the enqueued packetgrey curves
represent the true CDFs.

0 and the transmission time of1&00-byte packet. Convolution of the true CDF with the CDF of
the noise represents what we expect the probes to see if the noise isnddepof the queue sizes
encountered by the probes. We see that the noisy CDF does coincide avittettsured CDF when

cross-traffic isl-hop persistent.

With 2-hop persistent cross-traffic, however, the noisy version doesaintide with what the
probes saw. The reason is that, the noise is caused by an in-transmiatgmadket that is also
enqueued before the probe at the second hop. This causes a elepebdtween the noise and the
gueue seen by the probe and hence, our calculated noisy CDF difesgethe CDF observed by
probes. Based on the data and probe sizes, the probe packet camtent¢he same data packet
in transmission at all subsequent hops. Formallgif ) represents the time-dependent queue size
of hoph, then we expect oufl; N, probes to reach hop at timesT;. In practice, nonpreemption

causes the probes to reach Hoat different times and also, adds a hon-negative error to the observed
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delay. Thus, we use the following approximation -

Qn(Ti) = Qn(Ti +eny) +eng +ena (7.2)

whereey, ;1 is the nonpreemption noise until and excluding lopnde;, o is the noise from hop

h + 1 onwards. Both these have a distribution similar to that in Equation 7.1. (i}{e) terms

will have the same distribution if cross-trafficishop persistent in which case only nonpreemption
noise is an issue. With-hop persistent cross-traffic, amavoidable sampling biaesults. Note

that persistencand nonpreemption together cause this bias. A preemptive system with persistenc

would not have caused this bias and neither would a nonpreemptive syéteno persistence.

7.3.3 Per-hop Busy Periods

Another indicator of congestion is busy periods at hops. These egrésie intervals during
which the queue is not empty. In the current network architecture, thiekbes/n way to esti-
mate busy periods is to intelligently collect statistics at routers [HVPDO4]. trpoaposed MFN
architecture, busy period statistics can be estimated using (low prioritydhegrwhich, we we dis-
cussed in Section 7.2.1, measure the “idleness” of queues. In a singleabke, an L-probe would
be transmitted only when the current busy period ends. This can beadjeadrto multi-hop paths
by sendingtL,-probes. Note that such probes can only tell us when a busy pericatl exrdi
not when it started. Hence, they measure the remaining duration of a btiey from an arbitrary

point in time.

In Figure 7.5, we show the result of sendidg L. probe packets for the topologies in Figure 7.2.
We used our Ground Truth Calculator to obtain the true distribution of the renggbusy period
duration. We plot the true CDFs, the noisy version of these CDFs and timeaésd CDF. As
before, we see nonpreemption noise and, in the cagehop persistent cross-traffic, bias due to
persistence and nonpreemption. Figure 7.5 confirms our previous rézatifsampling is biased

due to a combination of nonpreemption and persistence.
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Figure 7.5. The true and measured (remaining) duration of busy peraaisan arbitrary point in
time. We also plot the noisy versions of the true CDFs obtained by convolvinguike CDF with
the distribution of nonpreemption noise.

7.3.4 Sources of Inaccuracies

We saw that noise due to nonpreemption (Equation 7.1) and sampling bias pessisience
and nonpreemption (Equation 7.2) cause inaccuracies in our propaskidakthitecture. In fact,
these represent fundamental limitations of active measurements, i.e., whetena to measure
internal network characteristics using probe packets. Note that, botbesoaf inaccuracies are
eliminated if the network is preemptive; Of course, this is hard to implement in a-e@tkerving

manner.

How inaccurate do measurements become due to the above factors? Risgdecmoise due
to nonpreemption. Equation 7.1 bounds the maximum value such noise caii h@kapper bound
is affected by the transmission times of the maximum-sized packets on all hoigsmplies that
noise is mostly due to the lowest-speed links on a path. For instance, on aigat @0Mbps
link and a2.4Gbps link, the latter would contribute noise less tiiass, the transmission time of

a 1500-byte packet. The disadvantage is that, to measure the high-speed linkotideps link
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could cause noise up i®0us. However, as in Section 7.3.1, the delayghf-probes can be used
to determine the cumulative noise from all hops. Such self-calibration is/ald@sirable [Pax04].
Also, by deconvolving the cumulative noise from delays observed usj,-probes and4;L,-
probes, we can make per-hop queue and busy period estimation adoarabdote, however, that
these estimation methods have noise from all but the target:hopereas the cumulative noise

includes all hops.

Sampling bias due to nonpreemption and persistence is given by EquatioBy7kw much
do Qx(T;) and Qn(T; + €;1) differ? It is hard to provide accurate bounds. Hence, we resort to
intuitive arguments to motivate why the difference is small. Consider a two-atipfpr whiche;
IS pmaz/C1. The only2-hop persistent cross-traffic that can arrive at the second hGp,ifi + ¢;)
is the in-transmission packet at the first hop. Thus, in this case, theatliffebetwee®;, (7;) and
Qn(T; + €1) is not more than the transmission time of a maximum-sized packet. Now, consider a
three-hop path and assume that the probe packet got delayed by andmigsior3-hop persistent
cross-traffic packet. If this persistent cross-traffic packet is engd at the second hop, the probe
packet can get transmitted before this cross-traffic packet especidily $§mall and arrives quickly
to the second hop. Thus, in-transmission packets at one hop can ttiveffepreempted at a later

hop and the bias need not accumulate.

7.4 Sophisticated Methods

In this section, we describe more sophisticated methods to measure delaggprbloerties. In
each case, we also address how the fundamental inaccuracies du@teamption and persistence
affect these methods. In Section 7.4.1, we present simple extensions,ingvoiultiple probe
packets, to the methods described in the previous section. In Section 7eddgsaribe how joint
statistics of queue sizes and busy periods can be estimated in our prdgbbedrchitecture. In
Section 7.4.3, we investigate techniques that do not use high priority. We wditls the goal of
developing techniques that end-users can exploit. In Section 7.4.4, eesslisow our architecture

allows carefully-controlled non-intrusive loss measurements can be made.
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7.4.1 Jitter
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Figure 7.6. Simple plot illustrating that, when we send a paigiV;, probes, the intra-pair gap is
distributed around the original gdpdue to the noise due to nonpreemption. Since, we used two-
hop systems, persistence does not affect arrival to the second hegifference between the two
systems is hormal estimation variance.

Techniques similar to those described in the previous section can be exterg®be pairs or
trains as a way of estimating per-hop time-varying delay statistics, e.g., jitteingtance, consider
a pair of HyN;, probes with a time gap of. Noise apart, their delays can be used to calculate
the queue sizes at hdpt units apart. This is one possible measure of jitter and makes it easy to
understand how the queue size at the target hop varies. As befongeeonption and persistence
may cause the following approximation. We assume that, with preemption, thprbist would

reach hoph at timel". Recall that);(.) denotes the queue size at hop
(Qn(T),Qn(T +1)) ~ (Qn(T +€1) + €1 + €2, Qn(T +t +€)) + €] + €). (7.3)

Here,e1, €] andes, €, represent the non-negative noise up to (and excluding)ihapd from hop

h+ 1 onwards respectively. We illustrate the intra-pair gaps obtained with simusatidrigure 7.2
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in Figure 7.6. This figure confirms that nonpreemption can cause the iairamgp to vary in an

interval that is twice the transmission time of 80-byte packet2.4ms.

7.4.2 Joint Statistics

Closely-sent probes can also be used to infer joint statistics acrosahops$ busy periods and
gueue sizes. For instance, consider a pair of equal-sized probetgpdiclt areH,N;, and H,Ly,.
Also, lett be the gap between them, with thg V;, being sent first. We know, from our discussion
on jitter above, that the gap between the packets when they readhibapt ¢;. The two probes
measure the queue size and (remaining) busy period duration. Note tisacthved probe may have
arrived at hoph during a newer busy period than when the first probe arrived. Ircasg, the busy
period duration estimated from the second probe delay is an upper bouhe first probes’ busy
period duration. Due to the noise, we cannot make this a tight upper baendog usingt = 0.
Notice that we can also send tl#&; L, followed by H;N;. Probe reordering would indicate that

the busy period lasted more than

So far, we have seen thatprobes at a hop can be used to infer the remaining busy period
duration. It turns out that probe packet triplets can be used to estimatebtisd duration. The
probes that need to be sent &igL,,, HyL, and H; N}, in order with gaps of; and¢,. The third
packet, on account of being normal priority, can get sent ahead afathier probe(s). Thus, if it
is received first, the busy period lasted longer than ¢-. If it is received second, the busy period
lasted betweety, andt; + to time units. If no reordering occurs, the busy period lasted lesstthan

time units.

7.4.3 Non-Intrusive Techniques

The above discussion clearly illustrated the inherent measurement fyragdow priority
probes. One possible issue with the techniques so far is that they requipgdbes to be high
priority at all hops but:. This is not an issue if the measurements are being done by the network
operator. Since we are also exploring if end-users can exploit theséipes, we investigate what

can be done without high priority at any hop. Consider replacing the pigmity of the triplets,

169



discussed in Section 7.4.2, with normal priority, i.e., we send iWd.,-probes followed by a
Ny-probe. The same arguments can be applied to infer busy period durtbomseordering in-
formation with a crucial distinction. We cannot infer the duration of busygois: Instead, we can
determine whether or not two normal data packets sent with a time gaof; + ¢, would see the
same busy period at hdp Such information is crucial in determining how long congested periods

at hops last - very useful information for user applications in coping wotigestion.

Consider a non-intrusive stream bf-probes. The arrival times of these packets represent the
total amount of time these probes had to wait for individual hops to experiete periods. In a

way, this provides a worst-case bound on the duration of busy perfais/dop.

7.4.4 Measuring Losses

Our proposed architecture also makes it easy to measure loss-relaggstton. H; Ny, -probes
measure the loss rates at hipgeen by normal data packets. In addition, receipt/gl ;-probes
indicate the presence of idle periods at iopnd hence, the hop is not continuously congested.
This is useful information since continuous congestion is a much more unsiéldéon that is
best avoided and could be the result of excessive network load,-peallisioned router buffers,
etc. In contrast, occasional losses are acceptable and indeed, comthofGP cross-traffic.
H,L-probes are advantageous also because they are non-intrusiegagist hogh, which could

potentially be congested.

Our proposed MFN architecture also allows useful loss measurementawitsiag high prior-
ity probes. Consider two simultaneous stream#/pf.,,-probes andV,-probes. Losses among the
latter indicate losses somewhere along the path. Losses among the formneif some hop along
the path has losses or hags continuously congested. Thus, discrepancy in the loss rates experi-
enced by these probe streams would imply that hag a significantly congested hop. Moreover,
this can be inferred using streams more non-intrusive than streams in ttemtcnetwork archi-
tecture. Sampling biases, resulting from cross-traffic persistencéd cause the two streams to
observe different sets of network conditions. We believe that the nomsieness of this technique

makes it attractive even if biases are possible.
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Note that, in the limit, loss measurements can start itiprobes and gradually make the
probes normal priority at more and more hops. This ramp up from completéntiusiveness
especially in congested network conditions has the attractive property asurieg the system
while minimally affecting it. Losses of.4-probes can also be used to estimate the starting window

sizes of TCP especially in equation-based congestion control algorithiiVioO0].

7.5 Bandwidth-based Metrics

As discussed in earlier chapters, active measurements have been usstiimate various
bandwidth-related metrics such as link capacities, available bandwidth asg-ttaffic. In the
previous two chapters, we developed very useful cross-traffic estimmaviost of these bandwidth
estimation techniques are essentially single-hop methods [JD04] that hewetmgposed for use
with multi-hop paths. In this section, we discuss how our proposed MFNtacthre aids such
techniques. In Section 7.5.1, we discuss how existing capacity estimationgeetican be used.
In Section 7.5.2, we discuss how our cross-traffic estimators are muchroiburst to noise caused
by nonpreemption and persistence than other packet-pair methods wijioh fene-grained timing
control [SKKO03]. In Section 7.5.3, we discuss how we can measure timygagebandwidth metrics

such as available bandwidth, cross-traffic etc.

7.5.1 Capacities

Capacity estimation is primarily of interest to end-users. This is because |p@cites change
rarely enough that network operators can and do easily maintain dasalvdesuch information.
Due to various overhead issues, the IP-level capacity is often lessethiiaated capacity of links
(see [HVPDO04], for example). Non-intrusive capacity estimation methibdsefore, provide in-
formation not easily available to operators. Two different kinds of capa&stimation techniques
are known. The first kind send back-to-back packets assuming thaotihe see queueing at the
narrow link. The time between the receipt of these two packets is assumeftktt tiee capacity
of the narrow link. Since these packets may encounter queueing, minimum gjledgarithms are

used to select the pair that is likely to have seen no queueing. Cappralie [K] is an example
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of such a technique. With our proposed primitives, sendifygpackets would eliminate all such

gueueing effects with the exception of nonpreemption noise.

11 ‘

Second Link Narrow
First Link Narrow

10}

BEBBOORIOKROK X X -

Capacity Estimate [Mbps]

4 1 1 1 1 1 1
0.05 0.051 0.052 0.053 0.054 0.055 0.056 0.057
Sum of Delays [sec]

Figure 7.7. Plot showing the capacity estimates obtained using output dissens a two-hop path

- the principle used in Capprobe [KCI04]. Two cases are shown - when the narrow hop is before
and after the other hop. In the former case, the downstream hop altessitihg dispersion. The
minimum filtering proposed in Capprobe [KCD4] works as seen by the corre8f\( bps) estimate
obtained with the smallest total sum. Nonpreemption is the main reason why minimutndilter
continues to be necessary.

In Figure 7.7, we plot the capacity estimates obtained by using the principleision Capprobe
[KCLT04] is based. We send back-to-baék-probes and estimate the capacity of the smallest (nar-
row) link using the size of these probes and the gap in their receiving timegld/these estimates
as a function of the total delays observed by both packets; Kapodr[KCGL T04] proposed using
the pair with the minimum sum to calculate the capacity estimate. We make two obses\fetion
Figure 7.7. As prior works [PV02c, PV02a] showed, downstreanstogm and do affect the output
gap from the narrow link. This is seen in our MFN architecture becauspreemption causes ;-
probes to also see residual queueing in the form of in-transmissiontsacka second observation
from Figure 7.7 is that the minimum filtering algorithm does work. Moreover,afsecond hop is

narrow then nonpreemption effects are minimal.
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A second kind of capacity estimation techniques, exemplifiegdifichar[Jac97] and its vari-
ants [LBOO, PV02a] use the transmission time of packets of various sizemriifydcapacities of all
links along a path. Each link is targeted using packets that expire at that8okse variants [Jac97]
rely on ICMP replies to such expired packets while other variants [LB&®2R] rely instead on
effects such as packet tailgating. Again, nonpreemption and persistenickstill add noise even

if we try to eliminate queueing effects by usiffy;-probes.

7.5.2 Estimating Cross-Traffic

In Chapters 5 and 6, we explored in detail how the delays of a pair ofeppalckets expose
cross-traffic characteristics. We designed one-hop cross-traffio&tors that are immediately use-
ful in our proposed architecture for measuring individual hops ofradite-end path. For instance,
sendingH ; N, probe pairs would essentially cause the probe pairs to see queueing deleyph.

In particular, Equation 7.3 tells us how accurately the delays of a probegskct the across-hop
delays. Recall that these inaccuracies result from non-preemptiopeaaigtence of cross-traffic.
Our estimators are much more suitable in our proposed MFN architecturedseeae designed
them with the explicit aim of not requiring them to be arrive close to each ath#re target hop.
In contrast, techniques such as Spruce [SKKO03] require the paclkativi@ at the hop at precisely-
controlled times. This is not achievable even wifl) N;,-probes due to nonpreemption noise that
is comparable to the intra-pair separations mandated by techniques sugtuas [SKK03]. Our
cross-traffic estimation techniques can also be combined with capacity estimatdsulate avail-

able bandwidth estimates widividual hopsof a path.

7.5.3 Available Bandwidth

As discussed in Chapter 2, many fundamentally intrusive techniques to estivadlteble band-
width have been proposed. These rely on saturating the available bahdwid measuring the
occurrence of saturation by observing the resulting (increasing) dedags. Not only are these

fundamentally intrusive they also cannot be used to estimate individual Wapdiscussed in Sec-
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tion 7.5.2 that, in our proposed architecture, non-intrusive crossetedfimation techniques can be

used to estimate available bandwidth of individual hops.
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Figure 7.8. Plot showing the output rates of low-priority (probe) traffid aormal-priority (data)
traffic from a single hop of capacityOMbps. The low-priority input rate was higher than the
available bandwidth.

Our architecture lends itself to non-intrusive end-to-end available baitic\@stimation using
only low-priority probe packets at each hop. To see why, we obsertddtv-priority packets at
any hop capture the idle periods at a hop. Hence, the output rate ofriovityppackets from a
single hop is guaranteed to not be more than the available bandwidth. Iif flet,input rate of
such low-priority packets is higher than the available bandwidth, their oupeitvould be exactly
the available bandwidth (over some timescale). The advantage is they damdeion normal
data packets. We show this in Figure 7.8 where we plot the input and ouatiest of normal and

low-priority packets to a singl€0Mbps link. We average the rates o\&80ms intervals.

In Figure 7.9, we plot the output rates 6f-probes in our canonical two-hop systems (Fig-
ure 7.2) with1-hop and2-hop persistent cross-traffic. Apart from variation in available badtvy
we see little difference in the two cases. Clearly, persistence has no impatite khat nonpre-

emption effects are reversed in that they may impact the normal data paBketsuch impact is
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Figure 7.9.

very little because an in-transmission low-priority probe can delay norntalmkckets in the next
busy period by a time that is at most its transmission time. Low-priority packetalsare used in
congestion control algorithms such as TCP which essentially attempt to sdheateilable band-
width. For instance, TCP slow start ramps up the sending window (anceheate) to fill up the

available bandwidth as quickly as possible. Slow start is an especially havibm given the con-
flicting goals of fast estimation without being excessively intrusive by isgnto much too fast.
With low priority measurement packets, fast estimation is possible without intguatinexisting

data packets. Previous work [VKDO02] has proposed the use of lmvigrfor large non-essential
TCP transfers. They do not use low priority for any measurement gegddowever, recent work
[SGFO05] alluded to the use of low-priority TCP packets for similar reassrabave, namely, not

intruding while increasing the sending rate.

Bottleneck location techniques [ASM03, HLN04] have adapted the principles of existing
available bandwidth methods, namely, the observation of increasing deldsiag TTL expiry

they saturate only a few of the hops. But, to not be excessively intrusieg send probe trains
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that are not very large. In our MFN architecture, non-intrusiyeprobe trains can be as large as
possible. Along with TTL expiry and increasing delays or even lossds;girobes, they can be

used to even quantify the available bandwidth of choke links [H10MI].

7.6 Discussion

In the previous sections, we saw how a variety of different measurermsantbe performed
using probe packets with hop-dependent priorities. It is beyond ampesto define and compare
specific estimators in our proposed MFN architecture. We now discuss tampéssues that arise
in using our proposed architecture and measurement techniques in @rdcti€ection 7.6.1, we
revisit the inaccuracy issues discussed earlier in Section 7.3. In Sediéh We discuss the nec-
essary implementation issues for our architecture, how (probe) packeiadicate hop-dependent
priorities and how priority queueing can be implemented. In Section 7.6.3, wesdishe intrusive-
ness of the various schemes and the implications on allowing end-userstheeosespecially high
priority queueing. We also discuss appropriate access control mepigtogestrict the effect of
end-users performing measurements on normal data traffic. We coneltide discussion on the

pros and cons of our architecture in Section 7.6.5.

7.6.1 Hop Persistence and Dependence

As discussed in Section 7.3.4, existing data networks and routers implemgreamptive
forwarding, i.e., a high-priority packet is delayed for a lower-prioritgket that is currently being
transmitted. We believe that the difficulty faced in building preemptive netwanmkisrouters makes
it unlikely that they are going to be prevalent any time soon. However, neenpption introduces
error that can be bounded and is mostly dependent (see Equation TtB tbansmission time of a
maximume-sized packet on the narrow link of the path. We also saw nonpreengptibpersistent
cross-traffic causes inter-hop dependence and an unavoidablérgabips. We also saw that the
resulting sampling bias is likely bounded similar to nonpreemption noise. Not onhysisioise
relatively small but it can also often be eliminated. Furthermore, such noms# iglevant in tech-

niques that do not use high priority. Though these sources of noise ligphgsent fundamental
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limits of active measurements our work shows that their impact can be limited in B &dchi-
tecture. We observe that, since the noise is inversely proportional to thedpdcities on a path, its

effect is much lesser within an ISP than end-to-end.

7.6.2 Deployment

Ourtechniques in the MFN architecture relied on the ability of probe packbsstieated with a
potentially different priority at each hop. There are two deployment ssOae, how to implement
the priority queueing. Two, how do probe packets indicate per-hopitytiofFhe first issue, im-
plementing priority queueing, requires only the necessary configuraibons in current routers.
This is because most routers today have implementations of Differentiateide<3efiBBC98] that
allow at least three strict priority queues to be defined. Thus, a netwmekator only needs to
change the configuration of a router to treat appropriately classifideepraith the suitable prior-
ity. Within an ISP, suitably configured filters at the edge of the network cawemt unauthorized
use of the primitives especially high-priority queueing. Currently, we amoeing the feasibility

of deploying our primitives in an operational network.

The second issue, that of probe packets indicating their priority, carchieved in multiple
ways. In the simplest case, network operators can just configuréncedarce/destination IP ad-
dresses and ports for each priority if measurements are only temporarya Irore permanent
deployment too, network operators can use any combination of the Typervice (ToS) and ad-
dress fields of IP headers. A more systematic approach is desirablesempneisconfiguration or
if our proposed priority queueing primitives are exposed to end-useasling additional control
information to IP headers has traditionally been difficult. IP options typicallgegackets to take
the so-called slow path instead of the fast path used by normal data patk®tsmany bits are
required to implement all of our proposed functionality? One bit is neededdore backwards
compatibility by treating existing data packets have normal priority. A ToS bitithaét to zero
by default today can be chosen for this purpose. At each hop, wetnd®e able to specify three
priorities. Assuming at mosit5 hops on a path, there as¢®> combinations of priorities. They can
be expressed im7 bits. Given that measurement packets do not need arbitrary port nsnvier

can leverage th&6-bit port numbers in addition to ToS bits. Notice that existing routers use port
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numbers to classify packets and hence, such a scheme can be deptiayedldbcourse, if only a
subset of priority combinations are used, much fewer bits are nece$sarinstance, one ToS bit

can be used to indicatle;-probes.

7.6.3 Impact on Normal Data Traffic

One of our stated goals is to use non-intrusive measurements. An opgsatgrour primitives
for internal use controls the amount of probing load. All of our technégukich use high priority
require very few probe packets. Moreover, none of them rely orelargbe packet trains. Tech-
niques which use low priority packets are, of course, non-intrusidedannot affect existing data

traffic.

Opening up MFN primitives to end-users, if the operator is motivated to makeetveork
more transparent, requires a combination of policy and access conttidy Roiting the amount
of probing traffic is essential if end-users are allowed to use high pridfity instance, operators
may rate-limit high priority at each hop to be less thHaa of the hop capacity. Since none of our
techniques rely on sending many high-priority packets back-to-backg assmall queue for the

high-priority packets is acceptable.

So far, we assumed that there is exactly one measurement stream. Sonrepobpmsed
techniques may have different interpretations in the presence of multipleendept measuring
streams. For instance, high-priority probing packets from differentsunesnent streams could
cause (high-priority) queueing. Some methods, for example, the use qirlovity packets to es-
timate available bandwidth, are robust to multiple measurement streams. In ttits/lparcase,
other measurement streams can also be considered to be normal dataTthedfecare two ways of
solving the problem of multiple measurement streams. One way is to use a smaglfquiigh pri-
ority packets. Thus, end-users can infer the presence of multiple ne@asut entities by observing
losses. The second way is to have explicit access control mechanisrfiteaimty capabilities to

control who can exploit our primitives.
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7.6.4 Additional Metrics

A significantly more complicated metric is the traffic matrix [Sim]. Traditionally, it l&en
viewed as a network-wide metric. However, it can be viewed as beingctidurof cross-traffic rate
and hop persistence. To understand this, congdeim-hop paths which share the first hop. The
traffic matrix entry from the first hop to each of the second hops is giyahdéaverage cross-traffic
rate multiplied by the hop persistence of this traffic, i.e., the fraction of draste that flows to the
next link. Viewing it this way, traffic matrix estimation is also of interest to us. ldegr, metrics
such as flow durations are out of scope because these distributiofisnciamentally change and
still not affect the observed delays. To see this, simply mark every aleepecket of a flow as

belonging to a new flow.

7.6.5 Pros and Cons

Our MFN architecture has many advantages. The primary advantage is liefts achieve
our goals of performing accurate active measurements non-intrusivedpwt any additional data
collection mechanisms. Moreover, it uses already-implemented priority qgepemitives and is
arguably minimalistic. Though, we discussed only FIFO-based schediotarsrmal data packets,
our primitives can be applied even if this is not the case. The only requitastdat the low-priority
and high-priority be with respect tall data packets. For instance, routers may treat data packets
with two different priorities (which may be strict or not). As long Asprobes have lower priority
than both kinds of data packets afdprobes have higher priority than both kinds, our primitives
and techniques are applicable. This is especially relevant given thatawaags technologies have
begun to use non-FIFO queueing disciplines [LPP04, W\8&]. Our work also indicates how
networks which implement priority queueing for data traffic can actually besared much more

easier than today’s networks.

Two issues remain with our architecture. The first is the presence oftreaes due to non-
preemption and persistence. We discussed why these inaccuracies banriwied and often, be
eliminated. Moreover, they appear to be fundamental in the sense thatréheylikely to be elim-

inated without making the network preemptive. It is an open question if othenanems can be
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used to overcome these arguably small inaccuracies. The second imjmstenivith our architec-
ture is the use of high priority. We did show that, low priority alone is often uisespecially for
measuring end-to-end losses and available bandwidth. We also discasséichiting and access
control mechanisms to limit the impact of high-priority probe packets. Whethaeobbetter for-
warding primitives can be designed is a question for future work that felfoam our architecture.
Finally, our architecture is not robust to anomalies such as link layer multigexird multi-path

forwarding.

7.7 Conclusions

In this chapter, we focused on the question of designing forwarding pvasito tackle the chal-
lenge of non-intrusively measuring multi-hop path properties. We shovedthtip-dependent prior-
ity queueing is an attractive solution to these challenges and can be usesigio @&leasurement-
Friendly Network (MFN). We sketched a variety of measurement techsitpuestimate end-to-end
and per-hop metrics involving queueing delays, busy periods, losaedwidth and cross-traffic.
We encountered nonpreemption and persistence as two barriers t@atecestimation. Though,
these are unlikely to be eliminated without a radical change in the way rouésimjplemented, they
are often small and can be ignored or eliminated. Thus, we provide aftestiae, easy-to-deploy
network management architecture for network operators - an alternatoastly, passive data col-
lection mechanisms that typically require network-wide deployment. Moredveur proposed
primitives are exposed to end-users, they can use the resulting transpdor better end-to-end
performance and fault diagnosis. Network operators offering oamifives as a value-added ser-
vice can thereby attract more customers. We discussed a variety of prégsiges, such as access

control, involved in enabling end-user access and how they can beszedk:
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Chapter 8

Conclusion

“The average Ph.D. thesis is nothing but the transference of bones frergmaveyard to
another”

- James Frank Dobie, American folklorist

In this dissertation, we studied theoretical and practical questions econgearon-intrusive ac-
tive network measurements. In this chapter, we conclude this dissertatiom sitmmary of our
work, open questions and potential for future work. This chapter is@lganized like the disserta-

tion. We first discuss sampling followed by inversion and end with architectesign.

8.1 Sampling

In Chapter 4, we studied the sampling-related aspects of active meastsensnely, how do
we choose the times at which probe packets should be sent and why sf@uidke this choice.
Our starting point was the frequently-used “Poisson Arrivals See Tineeages (PASTA)” principle
[Wol82]. PASTA has been used by prior work [Pax97a, Pax99] to pfdisson probing as the

only way of obtaining unbiased estimates.

Given our emphasis on non-intrusive probing, we started by investigaérfgct non-intrusive
probing to estimate the simplest metric, end-to-end delay. Perfectly nontuetqu®bing implied

that probes were of zero size. Though impractical, this allowed us to cleadgrstand the im-
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plications of intrusiveness on sampling strategies. Using Palm MartingalelGalBB03], we
rigorously analyzed the zero probe case. Based on this analysisymalébed theNon-Intrusive
Mixing Arrivals See Time Averages (NIMASTAInciple. This principle essentially states that, as
long aseither cross-traffic or probe arrivals satisfy the so-called mixing properipiased estima-
tion is guaranteed. The mixing property is not restricted to Poisson streairis satisfied by any

stream with i.i.d inter-arrivals among others.

Upon analyzing the system assuming probes of non-zero size, we fhahd®ASTA is the
relevant principle. Thus, non-intrusiveness plays a key role in detargiimhether or not a sam-
pling strategy has zersampling bias But, with intrusive probing, the bias is with respect to the
“intruded-upon”(perturbed) system. Thus, Poisson probing leadstitm&tes that possess an addi-
tionalinversion bias Inversion bias needs to be removed to access the unperturbed syspartips

from our observations of probe delays in the perturbed system.

Both NIMASTA and PASTA are statements about asymptotic convergengea,drevergence to
the ground truth assuming a large number of observations that tend to infijpyactice, we are
forced to work with a small number of samples and hence, estimation varias@dignificant im-
pact on estimation accuracy. Thus, in summary, the optimal sampling strategydieon sampling
bias, inversion bias and variance. Using simple one-hop simulations, wetbht with respect
to a combined measure (root mean square error), non-Poisson stregorebetter than Poisson
streams. Furthermore, we motivated the use of a rare probing as a soasdreteent strategy. The
reason is that, probing that is rare enough can be considered to betngive and hence, have no
inversion bias. NIMASTA is applicable and any mixing probe stream carsbd in the absence of

analytical tools that calculate the variance of probing streams.

We also showed that the use of PASTA to send probe pairs or trains abRa@pochs is unjus-
tified. Instead, appropriate extensions of NIMASTA are more suitableagiath, sending pairs or

trains rarely at mixing epochs is the sound strategy.
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8.1.1 Future Work

Our work, while providing important insights into sampling-related issuesgsaisportant

open questions. We discuss them now.

The most important question that we left unanswered was the optimal samiphtegy to be
used. Given that performance is a function of two different biasesvaridnce, it is possible that
the optimal strategy depends on the underlying cross-traffic propettieks such as [Rou05] that

calculate the variance of probing streams are steps in the right direction.

A question for future work concerning practical techniques relates toatfeeprobing strategy.
We motivated the latter as a sound measurement strategy. We also alluded tolgseof-thumb to
determine how rare probing should be. More rigorous analysis is regessfully understand this
question. In Chapter 4, we mentioned self-verifying tests, e.g., comparmngstimates obtained
with probing streams of different degrees of rarity, as a possible solulitmre investigation into

the pros and cons of such tests is required.

8.2 Cross-traffic Estimation

In Chapters 5 and 6, we explored inversion problem related to accessisgrtraffic properties
using the delays of a pair of probe packets. We summarize that work acusdipotential future

work now.

8.2.1 Theory

First, we used Lindley’s equation [Kle75c] to develop a packet-baselysia that relates the
delays of a pair of probe packets to cross-traffic in the case of a sitig lrop. We found that two
functionals of cross-traffiol’ and B representing the amount of cross-traffic and burstiness, relate
the delays of the pair. Thus, they represent what we can hope tosagsieg probe pair delays.
Then, we showed that, without any assumption on cross-traffic, samipl@éiguity results, i.e.,

different cross-traffic functionals can lead to the same observedsialdgss the intra-pair gap is
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very small [SKKO03]. In a sense, this represents the fundamental limitsobeppairs without any

assumption on cross-traffic.

To investigate if the intra-pair gap can be increased to acceptable leveligtveel to inverting
the functionals by making some assumption on cross-traffic. For maximum alpifity; our goal
was to not use any parametric model of cross-traffic but to use somethirggeeral. We assumed
that the delay of the first probe packet is independent of the crd$is-trapped between the pair.
This assumption makes the system tractable. In fact, it allows the entire COFanfl almost the
entire joint density ofC’ and B. We found that certain regions of the joint density, proportional to

the probe size cannot be accessed and represent the cost ofgdrahisiveness.

To access the cross-traffic functionals, we developed exact Clagsessions and approximate
Class 2 expressions. The latter were developed with the view of perfoinviegsion in the presence
of very little data. We also tried to extend our single-hop analysis to a multi-hibp e found that
the inability to control timing at intermediate hops and cross-traffic persisessantially make this

a very challenging problem.

8.2.2 Practice

In Chapter 6, we adapted the inversion expressions developed in Chdpteise with practical
estimation. We started by defining three estimators that used a free parameisimng simple
illustrative simulations that satisfied our assumption, we investigated the vdaicioss affecting
estimation. We found that, as utilization and/or burstiness reduces, the &vaiédh for estimation
decreases. At very low utilization, estimation essentially becomes impossiblalsd/dound a
classic bias-variance trade-off operating that vividly demonstratedititg af our Class 2 inversion
expressions. This trade-off also illustrated the innovation of our appreaur ability to choose

certain probe pairs, between which the queue is known to be busy, trmpezstimation.

Then, we moved to considering CDF estimation and showed the importancexotiragt .
We also showed how natural normalization of CDFs is desirable and usingtitise one of our
three estimators as the best one to evaluate further. For this estimator, wtgated two ways of

adaptiver. One of them was to use a saturation algorithm that, in loose terms, attempts to estimate
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a so-called strong assumption curve reflecting the bias-variance tfa@®inze the resulting does
not estimate monotonic CDFs, we explored algorithms to enforce monotonicitylsé/explored

simpler constant estimators.

We used a combination of simulations, router traces and live experimentdutaivine various
candidate estimators. We found that the saturation algorithm outperformedestimators and the
various monotonicity algorithms performed very similar to each other. In mastioéxperiments,
we found that our estimators can estimate entire CDFs with an error les8.thaith an intra-pair
separation abodit0 times what previous works [SKKO03] require when the hop utilizatiod. isor

maore.

8.2.3 Future Work

We showed how our packet-based framework can be used to designqiees that trade-off
non-intrusiveness for better accuracy using filler probes. Such methad provide the ability to

control intrusiveness are desirable and worthy of future work.

We used a well-motivated assumption on cross-traffic. It is desirable tstigage ways of
verifying this assumption using observed probe pair delays. Investigattireg such assumptions is
another venue for future work. Also, we did not investigate the impactaiesize on estimation.

It would be interesting to see if multiple probe sizes can be used to improve estimatio

8.3 Measurement-Friendly Networks

In Chapter 7, we investigated network primitives to tackle the twin challengesreintrusive
active measurements that are robust to multi-hop queueing effects. Theclatienge has often
been encountered by prior works and also by us, in Chapter 5. Weeshbeow hop-dependent
priority queueing can be viewed as a natural solution to these twin challeimgesticular, assign-
ing probes high-priority at a hop makes the normal data queues at thanhsiple to probes. In

addition, probe packets assigned low priority intrinsically measure the natatalqueue. Thus,
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well thought out combinations of per-hop priorities can be used to makénaoriemeasurement-

friendly.

Using simple simulations, we designed active techniques to measure a multituetenaippand
end-to-end properties in MFENs. The properties we considered inclpeetiop queueing delays,
busy periods, available bandwidth, cross-traffic. The MFN architectliowed the use of ourhop

cross-traffic estimators on each hop of a path.

We also encountered unavoidable inaccuracies in MFNs. These aedchy nonpreemption
and persistence of cross-traffic. We motivated why these reprasedariental limitations of ac-
tive measurements. We also analyzed these sources of inaccuracig®eded lower and upper
bounds on them. These showed that, the inaccuracies are mostly deppendbka transmission
time of a maximum-size packet on the smallest link of the path. This, along with issla¢sd
to allowing end-users to use high-priority queueing, makes some aspemis Bf-N architecture

more suitable for use within an ISP.

We also discussed practical issues related to deploying our propad@tkeature. It turns out
our proposed primitives are already implemented in routers and only needttoried on. We also
discussed how the low-priority queueing primitives can be exposed taiseid-without worrying
about added intrusiveness. We also discussed access controlmsethand rate limits that are

necessary if end-users are allowed to exploit high-priority queueihgas.

8.3.1 Future Work

Our work shows a novel use of architecture design, namely, to imprdues aneasurement.
An open question, in this context, is whether there are additional forwgmimitives that make
active measurements easier. In particular, we required the use of haghypgueueing at certain

hops. Can this be eliminated?

In the context of our MFN architecture, rigorous analysis to bound thecuracies due to
nonpreemption and persistence is one avenue for future work. Sutadysis is helpful to network
operators using our proposed architecture. Also, we briefly disdugsgous techniques that can

be used in our MFN. Fine-tuning these techniques is necessary bedgreah be used in practice.
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