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Abstract

Practical Distributed Source Coding and Its Application to the Compression of
Encrypted Data

by

Daniel Hillel Schonberg

Doctor of Philosophy in Engineering-Electrical Engineering and Computer Sciences

University of California, Berkeley

Professor Kannan Ramchandran, Chair

Distributed source codes compress multiple data sources by leveraging the correlation be-
tween those sources, even without access to the realization of each source, through the use
of a joint decoder. Though distributed source coding has been a topic of research since
the 1970s (Slepian and Wolf, 1973), there has been little practical work. In this thesis, we

present a practical and flexible framework for distributed source coding and its applications.

Only recently, as applications have arisen, did practical work begin in earnest. The ap-
plications range from dense sensor networks to robust video coding for wireless transmission
to the compression of encrypted data. Unfortunately, most published work offering prac-
tical codes consider only a limited scenario. They focus on simple idealized data models,
and they assume a priori knowledge of the underlying joint statistics. These assumptions
are made to ease the description and analysis of their solutions. We argue though that a
full solution requires a construction flexible enough to be adapted to real-world distributed
source coding scenarios. This solution must be able to accommodate any source and un-
known statistics. In this thesis, we develop practical distributed source codes, applicable to
idealized sources and real world sources such as images and videos, that are rate adaptable

to all scenarios.

This thesis is broken into two halves. In the first half we discuss analytic considerations
for generating practical distributed source codes. We begin by assuming a priori knowledge
of the underlying source statistics, and then consider source coding with side information,

a special case of distributed source coding. As a basis for our solution, we develop codes



for independent and identically distributed (i.i.d.) sources and then adapt the codes to
parallel sources. We then generalize this framework to a complete distributed source coding
construction, flexible enough for arbitrary scenarios and adaptable to important special
cases. Finally we conclude this half by eliminating our assumption of a priori knowledge
of the statistics. We discuss a protocol for rate adaptation, ensuring that our codes can
operate blind of the source statistics. Our protocol converges rapidly to the entropy-rate of

a stationary source.

In the second half of this thesis, we consider distributed source coding of real world
sources. As a motivating application, we consider the compression of encrypted images and
video. Since encryption masks the source, traditional compression algorithms are ineffec-
tive. However, through the use of distributed source-coding techniques, the compression of
encrypted data is possible. It is possible to reduce data size without requiring data be com-
pressed prior to encryption. We develop algorithms for the practical lossless compression of
encrypted data. Our methods leverage the statistical correlations of the source, even without
direct access to their instantiations. For video, we compare our performance to a state-of-
the-art motion-compensated lossless video encoder that requires unencrypted video as in-
put. It compresses each unencrypted frame of the “Foreman” test video sequence by 59% on
average. In comparison, our proof-of-concept implementation, working on encrypted data,

compresses the same sequence by 33%.

Professor Kannan Ramchandran
Dissertation Committee Chair



I dedicate my thesis to my parents, Ila and Leslie. Mom and Dad, thank you so much.
Without your encouragement and support, I would have never gotten so far. Thank you so

much for instilling in me a love of learning, and for so much more.

I further dedicate this thesis to my girlfriend, Helaine. Thank you so much for all the

love and support you have given me.



Contents

Contents

List of Figures
List of Tables
Acknowledgements
1 Introduction

2 Background

2.1 Traditional Source Coding . . . . . . . . . . .. .. .. .
2.2 Channel Coding . . . . . . . . . .. L
2.3 Low-Density Parity-Check Codes and Graphical Models . . . . . .. . ..
2.3.1 The Sum-Product Algorithm and LDPC codes . . . . ... .. ..
2.3.2 LDPC Code Design . . . . ... ... ... ...
2.4 Distributed Source Coding . . . . . . . . .. .. Lo o

3 A Practical Construction for Source Coding With Side Information

3.1 Introduction . . . . . . . . .. L L
3.2 Linear Block Codes for Source Codes With Side Information . . .. ...
3.2.1 Illustrative Example . . . . . . ... . ... ... ... .......
3.2.2 Block Codes For Source Coding With Side Information . . . . ..
3.3 Low-Density Parity-Check Codes . . . . . . .. ... ... ... ......
3.4 Practical Algorithm . . . . . ... ... L
3.4.1 Application of Sum-Product Algorithm . . . ... ... ... ...

3.5 Simulations and Results . . . . . . . . . . . ...

ii

ii

vi

xiv

XV



3.5.1 Compression With Side Information Results . . . . . . ... ... .. 31
3.5.2  Compression of a Single Source . . . . ... ... ... ... ..., 32

3.6 Conclusions . . . . . . . . s 33

Slepian-Wolf Coding for Parallel Sources: Design and Error-Exponent

Analysis 35
4.1 Introduction . . . . . . . . . L 36
4.2 FError Exponent Analysis . . . . . . . . .. ..o 37
4.3 LDPC Code Design . . . . . . . . . . e 39
4.3.1 EXIT Chart Based Code Design . . . . . ... .. ... ... .... 41
4.4 Simulation Results . . . . . . . . ... 44
4.5 Conclusions & Open Problems . . . . .. ... ... ... .. ........ 48
Symmetric Distributed Source Coding 52
5.1 Introduction . . . . . . . . .. L L 53
5.1.1 Related Work . . . . . . . . ..o 54
5.2 Distributed Source Coding . . . . . . . . . . .. ... 56
5.2.1 Mlustrative Example . . . . . . ... ... ... 0oL 56
5.2.2 Code Generation . . . . . . . . . .. .. 57
5.23 Decoder . . . . .. 59
5.2.4 Multiple Sources . . . . . ... 61
5.3 Low-Density Parity-Check Codes . . . . . . . . .. .. .. ... ....... 62
5.4 Adaptation of Coding Solution to Parity Check Matrices . . . . . . . . . .. 63
5.5 Integration of LDPC Codes Into Distributed Coding Construction . . . . . 64
5.5.1 Application of Sum-Product Algorithm . . . ... ... ... .. .. 67
5.6 Simulations and Results . . . . . .. .. ... 0 oL 67
5.7 Conclusions & Open Problems . . . . ... ... ... .. .......... 69
A Protocol For Blind Distributed Source Coding 71
6.1 Introduction . . . . . . . . . . .. 71
6.2 Protocol . . . . . . L 72
6.3 Analysis . . . . . .. 74
6.3.1 Probability of Decoding Error . . . . . . ... ... ... ... ... 74
6.3.2 Bounding the Expected Slepian-Wolf Rate . . . . . . .. .. ... .. 7
6.3.3 Optimizing the Rate Margin . . . . . ... ... ... ........ 78

iii



6.4 Practical Considerations . . . . . . . . . . L 79
6.5 Results. . . . . . e 80
6.6 Conclusions & Open Problems . . . . . .. ... ... ... ......... 82

7 The Compression of Encrypted Data: A Framework for Encrypted Simple

Sources to Encrypted Images 84
7.1 Introduction . . . . . . . . .. L 85
7.2 General Framework . . . . . . . . ... 87
7.2.1 Encryption Function . . . . . . ... ... oL 89

7.2.2 Code Constraint . . . . . .. .. ... L 89

7.2.3 Source and Source Model . . . . . ... ... oL 90

7.2.4 Decoding Algorithm . . . . . ... ... ... .. L. 91

7.3 From Compression of Encrypted Simple Sources to Encrypted Images . . . 92
7.3.1 1-D Markov Model . . . . . . . ... 93

7.3.2 2-D Markov Model . . . . .. .. ... 93

7.3.3 Message Passing Rules . . . . . . . ... ... ... .. ........ 94

7.3.4 Doping . . . . .. 95

7.3.5 Experimental Results . . .. ... ... ... ... ... .. ..., 96

7.3.6  Gray Scale Images . . . . .. ... ... L 98

7.4 Conclusions & Open Problems . . . ... ... ... ... ... ....... 99

8 Compression of Encrypted Video 101
8.1 Introduction . . . . . . . . .. L 101
8.1.1 High-Level System Description and Prior Work . . . . ... ... .. 102

8.1.2 Main Results & Outline . . . . . .. ... ... ... ... ...... 104

8.2 Source Model . . . . . . . L 105
8.3 Message Passing Rules . . . . . . . . . ... ... ... 109
8.4 Experimental Results. . . . . . . . ... ... 109
8.5 Blind Video Compression . . . . . . .. .. .. . .. . 113
8.6 Conclusions & Open Problems . . . . ... ... ... ... ......... 114

9 Conclusions & Future Directions 116
Bibliography 120
A Codes and Degree Distributions Used to Generate LDPC Codes 127

v



B Deriving the Slepian-Wolf Error Exponent From the Channel Coding Er-
ror Exponent 136



List of Figures

1.1

2.1

2.2

2.3

2.4

2.5

A block diagram for the distributed source coding problem. The encoders
act separately on each source for joint recovery at a common receiver. There
is theoretically no loss of lossless sum rate compression performance due to
the distributed nature of the problem, as shown in Slepian and Wolf [78].

A block diagram for single source and single destination source coding. The
encoder maps source symbols x™ to a bitstream, which is then fed to the
decoder. The decoder reconstructs X™. The rate R is the number of bits
transmitted per input symbol. . . . . .. ... L Lo

A block diagram for channel coding. The source word M is mapped by the
encoder to x™. x" is then transmitted through the channel and received at
the decoder as y". To ensure efficient and reliable communication, the goal
is to design the mapping of M to x™ such that M can be recovered to M from
y™ with high probability. . . . . . . .. ... oo

A sample factor graph. The five circles represent bits while the four squares
represent the parity constraints of the code. Connections between the two
types of nodes correspond to the parity check matrix given in Table 2.1. A
labeling of the two types of messages passed between nodes when running
the sum-product algorithm is given. . . . . . . .. . ... ... ...

A graphical representation of a random irregular LDPC code. The degree
of each node is determined according to a degree distribution. FEach edge is
then randomly connected to a variable node and a check node according to
some random permutation. . . . . . . ... ... oo

An example of a good code degree distribution pair for channel coding rate
R = 0.55, designed using EXIT charts. The tight fit of the two curves in
the plot shows that the code operates near to capacity. The dashed curve
corresponds to the variable nodes while the solid curve corresponds to the
check nodes. Decoding operates by moving from the left-hand side to the
right-hand side of the graph, going through the gap between the two curves.
Since the gap between the two curves is positive, decoding will follow the
path between the curves successfully. . . . . .. . .. ... .. ... .....

vi

10

13

16



2.6

2.7

2.8

2.9

3.1

3.2

3.3

3.4

3.5

3.6

An extension of the traditional single source and single destination source
coding problem to two sources, x" and y". Here, the minimum rate according

to information theory is the joint entropy of the two sources, i.e. R > H(x,y).

The block diagram for the distributed source coding problem. Here, without
communication between the two, one encoder maps the source symbols x™ to
a bitstream while the other maps y™ to a separate bitstream. The decoder
receives both bit streams and reconstructs X and y”. The minimum rate
region for R, and R, is given in Equation (2.2). . . . . ... ... ... ...

A graphical representation of the Slepian-Wolf rate region as specified in
Equation (2.2). . . . . . .

A special case of distributed source coding referred to as source coding with
side information. Here, the correlated source y" is available at the decoder,
but is unavailable at the encoder. Using the Slepian-Wolf rate region of
Equation (2.2), we see that the achievable rate is bounded as R, > H(x|y).

The source coding with side information problem. The encoder seeks to
compress x given that y is available at the decoder but unavailable to itself.

A sample factor graph. The circles represent bits while squares represent the
parity constraints of the code. A labeling of the two types of messages passed
from node to node in the decoding algorithm is given. . . . . . .. ... ..

The factor graph for source coding with side information. Circles labeled x;
or y; represent source bits. Circles labeled s, represent the compressed bits.
Squares labeled f;; represent the LDPC code applied to the source. Squares
labeled f; represent the correlation between bits x; and y;. . . . . . . . . ..

The factor graph for entropy coding. Circles labeled x; represent source
bits. Circles labeled s,; represent the compressed bits. Squares labeled f,;
represent the LDPC code applied to the source. Squares labeled f; represent
the source constraint on x;. This model develops as a graceful degradation

of the source model of Figure 3.3 in the absence of correlated side information.

Source coding with side information simulation results for several block
lengths and varying the correlation parameter a(= ). Source x is com-
pressed to rate 1/2 while source y is available at the decoder. Each data
point is the result of the simulation of at least 10 bits. The results in this
figure are plotted in terms of their bit error rate (BER). In addition, we
plot one standard deviation error bars. Similar error bars result for all BER
results in this chapter, but are omitted for clarity. . . . ... ... .. ...

Results of the same experiments as in Figure 3.5 plotted in terms of the
symbol error rates (SER). Each value is the result of the simulation of at
least 103 symbols (blocks). In addition, we plot one standard deviation error

vii

17

18

19

22

26

28

28

32

33



3.7

3.8

4.1

4.2

4.3

4.4

4.5

4.6

Simulation results compressing source x to rate 1/2 while source y is available
at the decoder. The simulations are of source coding with side information
results, as in Figure 3.5. Each data point is the result of the simulation of
at least 10% bits. The block length is fixed to 10,000 and a more general
correlation structure is considered. The type of data point used indicates the
marginal entropy of the source x. . . . . . ... ... ... ... ... ... .

Simulation results from entropy coding source x to rate 1/2. This plot con-
siders single source results for several block lengths and source statistics.
Each data point is the result of the simulation of at least 10 bits. Resulting
coding performance is similar to that obtained when source coding with side
information as in Figure 3.5. . . . . . . . . ... oL

A comparison of the bound presented in Equation (4.3) for joint coding versus
the bound presented in Equation (4.4) for separate coding. The details of the
scenario considered are discussed in the text. For each value of R, the values
of Ry and Ry are chosen to give the least upper bound on the probability
of error. This demonstrates the improved performance achievable with joint
coding across parallel sources. . . . . . . . ... ... oL

A sample LDPC graphical model representing the matrix at right. The circles
represent bits and correspond to matrix columns while the squares represent
parity constraints and matrix rows. Elements of the matrix indicate edges
between nodes. Whenever the element in the ith row and jth column is
1, an edge connects constraint node ¢ with variable node j. A 0 in the
corresponding position implies no edge connects the nodes. . . .. ... ..

One example of a code designed using EXIT charts for a rate R=0.45 source
code. The tight fit of the two curves shows that the degree distributions are
good. The dashed curve corresponds to the variable nodes while the solid
curve corresponds to the check nodes. Decoding operates by moving from
the left-hand side to the right-hand side of the graph, going through the gap
between the two curves. Since the gap between the two curves is positive,
decoding will follow the path between the curves successfully. . . . . .. ..

A second example of a code using EXIT charts, as in Figure 4.3. This code is
a rate R=0.55 source code. Since the gap between the two curves is positive
here as well, decoding will follow the path between the curves successfully. .

A comparison of the EXIT charts for separate coding of two sources. These
curves are taken from Figures 4.3 and 4.4. Note the intersection of the curves
for A\a(z) and p1(z) prevents the use of these curves for a joint code. Since
the gap between these two curves is not maintained, decoding will fail. . . .

A plot of the EXIT chart for the best possible degree distributions found for
coding over parallel sources. For these curves, we have considered one check
node curve (solid line) and matched both variable node curves (dashed lines)
to it. Since the gap between the variable node curves and the check node
curve is always positive, decoding will succeed. . . . .. ... ... .. ...

viii

33

34

40

41

42

43

44



4.7

4.8

4.9

4.10

4.11

5.1

5.2

5.3

log,o(P(Error)) results of the simulations for separate coding. The first
code is designed with rate R; = 0.45 (Figure 4.3) while the second code is
designed with rate Ry = 0.45 (Figure 4.4). The binary entropy ranges of
()1 and @2 are shown on the horizontal and vertical axes. Dark regions of
the plot indicate low probability of error while light regions indicate high
probability of error. In these plot, the probability of error is high whenever
Hy(Q1) or Ho(Q2) arelarge . . . . . . . . ... o

log,o(P(Error)) results of the simulations using a code designed for rate R =
0.5. The binary entropy ranges of @1 and ()2 are shown on the horizontal and
vertical axes respectively. Dark regions of the plot indicate low probability
of error while light regions indicate high probability of error. Unlike the
separate coding results shown in Figure 4.7, the probability of error only
gets large when Ho(Q1) and H2(Q2) are large. . . . . . . . .. ... ... ..

logo(P(Error)) results of the simulations for the EXIT chart based design
method (Figure 4.6). The binary entropy ranges of @); and (2 are shown
on the horizontal and vertical axes respectively. Dark regions of the plot
indicate low probability of error while light regions indicate high probability
of error. Like the single code simulations shown in Figure 4.8, the probability
of error only gets large when Hs(Q1) and Ho(Q2) are large. . . . . . . . ..

Comparison of the results from Figures 4.7 and 4.9. The region of P(error) >
1072 is considered a decoding failure while everywhere else is a success. In
this plot, decoding success is seen in the lower left corner and decoding failure
in the upper right corner. The middle region represent where the EXIT chart
designed code succeeds and the separate coding fails. This figure shows the
advantage of joint compression. . . . . . . . . . .. ...

Comparison of the results from Figures 4.8 and 4.9. The regions of
P(error) > 1072 is considered a decoding failure while everywhere else is
a success. As in Figure 4.10, in this plot decoding success is seen in the lower
left corner and decoding failure in the upper right corner. The middle region
represent where the EXIT chart designed code succeeds and the simple rate
R = 0.5 code fails. This figure shows the advantage of designing the code for
the parallel sources. . . . . . . . . ... L

The partition and distribution of a single code’s generator matrix for the
codes for compressing x and y. G, is shared between both resulting codes
to allow for arbitrary rate point selection. . . . . .. ... ... ... ....

Iterative generator matrix definition process for achieving a corner point for
the distributed compression of L sources. The process initializes with the
L-th matrix on the right-hand side and iterates until the left-most matrix
is defined. After defining these codes, arbitrary points can be achieved by
moving rows between generator matrices. . . . .. ... ... ...

A sample factor graph. The circles represent bits while squares represent the
parity constraints of the code. A labeling of the two types of messages passed
node to node in the decoding algorithm is given. . . . . . .. ... ... ..

X

47

47

48

49

49

59

62



5.4

5.5

5.6

6.1

6.2

6.3

6.4

6.5

Factor graph for distributed source coding. Circles labeled x; or y; represent
source bits. Circles labeled S;; or Sy represent the compressed bits. Squares
labeled f;, or f,, represent the LDPC code applied to each source. Squares
labeled f; represent the correlation between bits x; and y;. . . . . . . .. ..

An abstracted version of the factor graph of Figure 5.4. Recall that we
use rectangles as well as squares to represent constraints. Here the graph
is abstracted into the operations on each source and the correlation inter-
face between the two. This graph can be extended to an arbitrary number
of sources by interfacing additional sources with the generalized correlation
constraint. . . . . . . . L L L L

Simulation results for several arbitrary rate combinations in the Slepian-
Wolf region for a block length of 10,000. Each data point is the result
of the simulation of at least 105 bits. The BER results are plotted versus
the difference between the sum rate and the Slepian-Wolf bound. As the
difference grows, resulting error rates improve. . . . . . . .. ... ... ..

A block diagram for blind source coding with side information. For the
analysis, we assume the simple correlation structure for x; and y; as shown
here. During each cycle, the source is transmitted at rate Ry, over the forward
channel. The decoder feeds back an acknowledgment and an estimate of the
parameter Qk ..................................

Error exponents and quadratic approximations for @ = 0.05 and @ = 0.3.
Note, for Q = 0.3, the approximation is so close to the error exponent that
the lines are on top of each other. This demonstrates that the quadratic
approximation is quite good. . . . . . . .. . ...

A block diagram for adaptation of our blind distributed source coding algo-
rithm to the general distributed source coding problem. During each cycle,
the source is transmitted at rate Ry over the forward channel. The decoder
feeds back an acknowledgment and a rate request, Ry, for the next cycle.

Averaged results (over 25 trials) of blind source coding with side information
of sources as modeled in Section 6.2. The horizontal axis is the number
of cipher-text bits considered, ng, in log-scale, and the vertical axis is the
system redundancy (the percent of bits used above the entropy rate). We
present one standard deviation error bars to demonstrate consistency. As the
number of bits transmitted grows performance improves. Note, the bound
from Equation (6.18) plotted here excludes feedback costs. Ideally, we would
like to transmit at 0% redundancy (the entropy rate). . . ... . ... ...

Averaged results (over 25 trials) of blind source coding with side information
where the source model of Section 6.2 is altered such that the samples of
z; exhibit Markov memory. Similar to Figure 6.4, the horizontal axis is the
number of cipher-text bits considered, nj, in log-scale, and the vertical axis
is the system redundancy (the percent of bits used above the entropy rate).
As the number of bits transmitted grows performance improves. . . . . . . .

65

66

69

72

77

79

82



7.1

7.2

7.3

7.4

7.5

7.6

7.7

7.8

7.9

7.10

7.11

The source is first encrypted and then compressed. The compressor does
not have access to the key used in the encryption step. The decoder jointly
decompresses and decrypts. The key serves as the decoder side information.

A sample 100 x 100 world map image is on the left (10,000 bits total). To
encrypt this image, the 10,000 bit random key in the center is added to the
unencrypted image on the left (using a bit-wise exclusive-OR). . . . . . ..

The abstracted model for compressing encrypted data. This model consists
of two parts. The first part, the generative model and encoder, describes
how the raw source data is first encrypted and then compressed. This part
operates on the true source bits, x;, the key bits, k;, the encrypted bits, y;,
and the compressed bits, s;. The second part, the decoder, shows how the
various components of the source are modeled at the decoder for recovering
an estimate of the original source. This part uses the same compressed bits,
s;, and key bits k;, but works on an estimate of the encrypted bits, y;, and
the source bits, X;. . . . . . . ..

The graphical constraints imposed by stream-cipher encryption. The source
estimate X;, the key bit k;, and the cipher-text estimate y; must have even
parity. . ... e e e

The graphical model of the constraints imposed by using a LDPC code for
compression. All cipher-text estimate y; connected to the same parity-check
g; must sum to the syndrome values;. . ... ... ... .. .........

The simple i.i.d. model considered in [38] and in Chapter 3. This model
consists of the source estimates X; and their priors. . . . . .. ... ... ..

The 1-D source model. This model consists of bits (circles), source priors
(squares below the bits) and correlation constraints (squares between the
bits). In addition, message labels, u and v, are presented. . . . . . . .. ..

A section of the 2-D source model. This model includes the source bits

(circles) and both horizontal correlations, Mi}fj,

A sample 100 x 100 world map image (also shown in Figure 7.2) is on the
left (10,000 bits total). To encrypt this image, the 10,000 bit random key
in the center is added to the unencrypted image on the left (using a bit-wise
exclusive-OR). . . . . . ..

A comparison of the compressed bits and reconstructed image using the 1-D
Markov model and the 2-D Markov model. The 1-D model compressed the
encrypted data to 7,710 bits. This is 3,411 bits more than the 4,299 bits
used for the 2-D model. The i.i.d model could not compress the encrypted
imageat all. . . . . . ..

A comparison of the intermediate estimates at the decoder. The estimates
from the 1-D Markov model are on the top row, while estimates from the 2-
D model are on the bottom row. The estimates from the 1-D model exhibit
convergence along north-south lines. In contrast, the 2-D model decoder
exhibits a localized clumping nature. . . . . . . . . ... ..o,

X1

and vertical correlations, M.
,

85

86

88

89

90

91

93

94

96

97

98



7.12 A sample image, “Foreman,” is shown on the left (811,008 bits total). To

8.1

8.2

8.3

8.4

8.5

8.6

8.7
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best matching block in frame %*~2. In the above example, the best predictor
for the block with thickened edges in X'~ is the lightly thickened box in X'~2,
shown with its corresponding motion vector (v, vy). We estimate the motion
vector for each block in frame X! with that of its co-located block in frame
xt~1. Tts predictor is then indicated by the estimated motion vector. Here,
the predictor for the block with thickened edges in X! is the lightly thickened

box in X'~1, as pointed to by the motion vector (vy,vy). . . . . . . . .. ..

A sample compression of the fourth frame of the “Foreman” sequence. This
block diagram demonstrates the generation of each of the elements available
to the encoder and to the decoder. Here, the decoder is able to reconstruct
frame 4 from the predicted frame 4, the probability model, and the com-
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Chapter 1

Introduction

The distributed source coding problem, i.e. removing source redundancy in networks, is
finding application in a growing variety of areas. Distributed source coding is an extension
of the traditional, single source and single destination source coding problem, i.e. removing
source redundancy for the purpose of efficient communication. Applications of distributed
source coding, for which no traditional source coding solution is sufficient, range from dense
sensor networks to robust video transmission for wireless multimedia applications [68], to
compression of encrypted data [38]. Though varied, each application could benefit from a

robust yet adaptable distributed source code construction.

The problem of lossless distributed compression of finite-alphabet sources goes back to
the seminal work of Slepian & Wolf in 1973 [78]. The Slepian-Wolf theorem states, somewhat
surprisingly, that there is theoretically no loss of performance due to the distributed nature
of the problem. They show that each source can be coded to its conditional entropy as long
as the sum rate is at least the joint entropy (defined via the Shannon entropy function).
The Slepian-Wolf rate region for two arbitrarily correlated sources x and y is bounded by

the following inequalities

R, > H(x|y), Ry > H(y|x), and R, + Ry, > H(x,y).

While the seminal information theory for the distributed source coding problem, studied
in the papers [78] and [89], characterized the associated fundamental compression bounds
for lossless and lossy compression, respectively, for asymptotically long block lengths, the
resulting analysis/coding prescriptions were initially limited to the case of independent

and identically distributed (i.i.d.) source and side-information correlation models. More
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Figure 1.1. A block diagram for the distributed source coding problem. The encoders act
separately on each source for joint recovery at a common receiver. There is theoretically
no loss of lossless sum rate compression performance due to the distributed nature of the
problem, as shown in Slepian and Wolf [78].

importantly, recent practical code construction methods for the distributed source coding
problem, starting from Pradhan & Ramchandran [64] to more recent! state-of-the-art ex-
tensions [2, 94, 48, 14, 16, 79] have almost exclusively focused on a special case of the
distributed source coding problem. First, they focus on the i.i.d. source/side-information
correlation models and second, they assume an a priori knowledge of the Slepian-Wolf rate

constraints.

We argue that fully general distributed source codes are important for both the applica-
tions mentioned above and others yet to be developed. In the first half of this dissertation,
we provide a fully general and fully adaptable distributed source coding solution. We tackle

the two assumptions made in prior work in order.

We begin by developing distributed source codes for the problem of source coding with
side information to act as a basis for our work. Then, we generalize these source codes with
side information to parallel sources, important for the application of distributed source codes
to block stationary sources. We then build on this construction to offer a distributed source
coding solution that can account for (i) arbitrary correlations, (ii) the entire Slepian-Wolf
coding region corresponding to arbitrary rate combinations, and (iii) an arbitrary number
of sources. The construction presented is based on only a single linear block code, and is
adaptable to a wide range of distributed coding problems. Our scheme shows that fixed-
length codes can be used for both point-to-point (a departure from more common variable
length coding schemes applied to discrete sources) and Slepian-Wolf source coding. We
include LDPC codes in our constructions, since they represent a powerful state-of-the-art

class of capacity achieving codes. We describe how to incorporate LDPC codes into our

1See Section 5.1.1 for an extensive discussion on related work. Though the literature is extensive, they
have mostly focused on very limited cases of the distributed source coding problem.



framework and how they are an important tool for building practical distributed source

codes.

For a fully adaptable framework for distributed source codes, we next eliminate the
assumption of a priori knowledge of the minimum rate constraint. Unfortunately, due
to the distributed nature of the problem, the distributed source encoders cannot analyze
sample data and determine the minimum rate is done in traditional source coding solutions.
To resolve this issue, we present a feedback-based scheme for, so-called, blind distributed

source coding, i.e. these codes operate without a priori knowledge of the source statistics.

We summarize our contributions in this first half of this thesis as follows.

e We contribute a fully general lossless distributed source coding construction. Our
construction is adaptable to arbitrary correlation structures, an arbitrary number of

sources, and can accommodate arbitrary rate choices.

e Our construction contributed gracefully degrades to special cases of the distributed
source coding problem, such as source coding with side information and entropy cod-

ing.

e We contribute analysis and design techniques for the application of our construction

to block stationary sources.

e To ensure our construction can be used in scenarios lacking foreknowledge of the
source statistics, we contribute a transmission scheme for our distributed source coding
construction that can operate blind of the source statistics. We both analyze this

scheme and demonstrate its performance.

Having developed a general framework for distributed source coding, in the second
half of this thesis we focus on the application of distributed source codes for compressing
encrypted data. We consider sources characterized by statistical redundancy, such as images
and video sequences, that have been encrypted uncompressed. Since encryption masks the
source, traditional data compression algorithms are rendered ineffective. However, as has
been shown previously, the compression of encrypted data is in fact possible through the
use of distributed source-coding techniques. This means that it is possible to reduce data
size without requiring that the data be compressed prior to encryption. Indeed, under some
reasonable conditions, neither security nor compression efficiency need be sacrificed when
compression is performed on the encrypted data (Johnson et al., 2004 [38]). Thus, in the

second half of this dissertation we develop distributed source codes for the practical lossless



compression of encrypted data sources. We consider algorithms for a variety of sources,
ranging from i.i.d. to images to video sequences. Our methods are designed to leverage the

statistical correlations of the source, even without direct access to their instantiations.

We summarize our contributions in this second half as follows.

e We present a practical framework, based on our distributed source coding construction
of the first half of this thesis, for compressing a variety of sources. These sources range

from simple sources to images.

e We contribute an extension to the compression of encrypted data framework for com-

pressing encrypted video sequences.

e Incorporating the blind transmission scheme presented here, we give a fully automatic

system for compressing encrypted video.

This thesis is organized as follows. Chapter 2 is provided as background material for
the reader. We begin development of distributed source codes by providing a construction
for the source coding with side information problem in Chapter 3. We build on this con-
struction in Chapter 4, developing codes for parallel and non-stationary sources. Chapter 5
extends the construction of Chapter 3 to develop fully arbitrary distributed source codes.
In Chapter 6 we develop a blind transmission protocol so that our distributed source codes

can operate without a priori knowledge of the source statistics.

The second half of this thesis shifts focus to the problem of compressing encrypted
data. We describe the compression of encrypted data problem in Chapter 7, and provide
a framework for solving the problem for various types of encrypted sources, ranging from
simple sources to images. We extend these constructions to encrypted video sequences in

Chapter 8. Finally, we conclude this thesis in Chapter 9.
Notation:

For clarity, we specify the notation we use throughout this thesis here. We denote
random variables with a sans serif font, e.g. X, and their realizations with a Roman font,
e.g. X. We use subscripts and superscripts to indicate a vector, e.g. Xfl’ = {Xi}?:a =
{Xa, Xat1,-.., Xp—1, Xp}. Note that a dropped subscript implies that the vector starts from
1, eg Xb= {Xi}?zl = {X1,X9,...,Xp_1,Xp}. We use bold to indicate vectors matrices,
e.g. X. Note, we occasionally use subscripts as the index of several random vectors instead
of as an index into a random vector. For example, X; has samples X'} = {Xi1,X1,2,...} and

Xs has samples ngl = {X2,1, X22,...}. The meanings in these cases is clear from context.

4



The Hamming weight of the vector z" is denoted wtg(2™). We denote the bitwise
“exclusive-OR” (XOR) operation using the & operator. We use H(-) and I(+;-) to represent
the Shannon Entropy function and the Shannon Mutual Information functions respectively.

Further, we use Ha(-) to represent the binary entropy function.

Additionally, we use some standard notation for linear block channel codes. The (n, k)

block code C has generator matrix G, parity check matrix H, and parameter m £ n — k.



Chapter 2

Background

In this chapter, we provide background material to aid the reader of this dissertation.
We begin by describing two of the core problems of information theory; source coding (also
referred to as data compression) in Section 2.1 and channel coding in Section 2.2. Having
discussed channel coding in general, we then discuss a particular type of channel code known
as LDPC (Low-Density Parity-Check) codes in Section 2.3. We focus on graphical models
and the sum-product algorithm when discussing LDPC codes, important themes throughout
this thesis. Finally, we give background on the distributed source coding problem, a focus
of this thesis. Note that summaries of this material appear again interspersedly throughout

the text to aid the reader.

2.1 Traditional Source Coding

This section presents a brief overview of point to point source coding, the problem of
efficient communication of data from a single source to a single destination. We consider two
scenarios; lossless source coding and lossy source coding. The goal of lossless source coding
recover the original source exactly at the decoder. Lossy source coding aims to recover the
original source only to within some distortion constraint. Throughout this dissertation, we
focus primarily on lossless source coding and thus discus it first. We briefly discuss lossy
source coding in this section to offer the reader a better understanding. For a more complete

discussion of these topics, please refer to the standard text [19].

Consider the block diagram in Figure 2.1. Let x™ be an i.i.d. sequence of n random
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Figure 2.1. A block diagram for single source and single destination source coding. The
encoder maps source symbols x™ to a bitstream, which is then fed to the decoder. The
decoder reconstructs X". The rate R is the number of bits transmitted per input symbol.

variables drawn from discrete alphabet X according to some distribution P(x). For rate R

(in bits per source symbol), the encoder map is as follows
fox"r—{1,2,...,2"F}

The decoder performs the following mapping
g:{1,2,..., 2"} xn

For lossless source coding, the decoder aims to recover x™ with high probability. Defining
Pe(n) as the probability of decoding error, we mathematically describe the aim of the design
of the decoder

P = P(g(f(z")) # 2™) — 0 as n — oo.

The set of possible codewords (f(1), f(2),..., f(2™?)) is referred to as the codebook.
We thus use R bits per source symbol to specify a codeword to the decoder. In order to
provide efficiency, we seek to define the mappings f(-) and g(-) such that we minimize R
while having the probability of error Pe(n) — 0 as n — oo still holds to be true. Information
theory provides that such mappings can be found for any R that satisfies the following
inequality

R > H(x).

When some distortion in the reconstructed sequence x™ is acceptable, we perform lossy
source coding. Given some distortion function, lossy source coding offers the minimal rate,
R, given distortion constraint, D. Information theory gives that form of the optimal tradeoff
between the minimum rate, R, and the distortion, D. The reader is referred to Cover and

Thomas [19] for further details.



2.2 Channel Coding

In this section we consider another of the core problems of information theory, that of
channel coding. In channel coding, we seek to efficiently and reliably communicate a data
source over a noisy channel. For a more complete discussion of these topics please refer to

Cover and Thomas [19].

n n

M-—~[Encoder | X ST |-~ Decoder |-~

Figure 2.2. A block diagram for channel coding. The source word M is mapped by the
encoder to x". x™ is then transmitted through the channel and received at the decoder as
y™. To ensure efficient and reliable communication, the goal is to design the mapping of M
to x™ such that M can be recovered to M from y" with high probability.

Figure 2.2 shows the basic block diagram of channel coding. The encoder is fed a
message, M, from the set of possible messages {1,2,..., M}. It then maps M to x"(M)
and transmits it through the channel. The decoder receives y”, distributed according to
the channel P(y"|2™). It then estimates M as M through a decoding rule. An error occurs

whenever M # M.

Formally, a discrete channel, denoted (X, P(y|x),)), consists of finite input alphabet
X, finite output alphabet ), and a set of probability mass functions P(y|z) indexed by
xz. A (n, M) code C for channel (X, P(y|x),)) consists of a set of messages, an encoding
function, and a decoding function. The set of messages is {1,2,..., M}. The encoding

function maps the input message to a codewords
x" {12, , M} — X"

The decoding function, g(-), determines from y™ the value of x™ most likely sent by the

encoder

g: V" —{1,2,... . M}.

The maximum probability of error for any codeword of the (n, M) code is given here

P = max Pg(y") # il = x"(i)). (2.1)

The resulting rate R of the (n, M) is R = logy M /n bits per transmission. We would

like to design x"(-) and g¢(-) so as to maximize R while holding P = 0asn — oo to



be true. Information theory gives the maximum achievable rate R meeting the constraint
above, and defines this number as the channel capacity, C,
C= I;l(é;))([(x;y).

Binary linear block codes are a particular sub-class of channel codes. Defining k =
logy M, an (n, k) linear block code C maps k input bits into n bits for transmission via
a linear transformation. We refer to the transform matrix, G, as the generator matrix.
We thus see that a codebook is defined as the range space of the matrix G. We further
define a matrix, H, called the parity check matrix. We define H as orthogonal to G and
thus H describes the null space of G. As a result, all valid codewords of C have a zero
product with the matrix H. The parity check matrix can thus be used to easily check if y"
is a codeword of C or not. In addition to the convenience of defining these codes in terms
of these matrices, linear codes are also comparatively easier to implement then generally
random codes. Further, linear codes are easier to analyze. Fortunately, as was shown
by Gallager [27], linear codes can achieve channel capacity for the channels of interest in
this dissertation (discrete memoryless channels with discrete input and output alphabets).

Gallager’s results means that linear codes offer no fundamental disadvantage.

2.3 Low-Density Parity-Check Codes and Graphical Models

In this section, we discuss a type of linear block channel code (Section 2.2) known as
Low-Density Parity-Check (LDPC) codes. They are a powerful class of codes that can
achieve rates within a small gap from capacity. Since they were originally developed by
Gallager [26], LDPC codes are also referred to as Gallager codes. They were rediscovered
by MacKay and Neal [52] and have since received considerable attention. In this section
we give a brief overview of LDPC codes, and we frame our discussion in terms of graphical

models.

As a particular type of linear block channel code, LDPC codes have advantageous
pseudo random structure and a near Maximum Likelihood! (ML), low complexity, decod-
ing algorithm. Factor graphs [42] (a type of graphical model as in Figure 2.3) (with its

corresponding code in Table 2.1) are often used to visually represent LDPC codes. These

ML decoding provides the best possible performance with regards to the probability of error as defined
in Equation (2.1). Unfortunately, ML decoding is known to be NP hard. It is thus impractical to implement
ML decoding for large block lengths, n.
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Table 2.1. The parity check matrix corresponding to the graph shown in Figure 2.3. When-
ever the element in the ¢th row and jth column is 1, an edge connects constraint node
with variable node j. A 0 in the corresponding position implies no edge connects the nodes.

bipartite graphs consist of circles used to represent variables and squares (though more
generally rectangles are used) used to represent constraints. For LDPC codes, we take the
circles to represent bits and the squares as even parity constraints (applied to the bits to

which they are connected).

f, f, f f,

V;X2) M54

X, X, X, X, X,

Figure 2.3. A sample factor graph. The five circles represent bits while the four squares
represent the parity constraints of the code. Connections between the two types of nodes
correspond to the parity check matrix given in Table 2.1. A labeling of the two types of
messages passed between nodes when running the sum-product algorithm is given.

Decoding of LDPC codes is achieved using the sum-product algorithm [26, 61, 42]. The
algorithm is an iterative inference algorithm that though exact on trees, is known to have
good (but sub-optimal) empirical performance on loopy graphs such as those of an LDPC
code. The algorithm is related to dynamic programming, and hence exact on trees. A loop
is a path through the graph that has both the same starting and end point but travels along
each of the edges in its path only once. The sum-product algorithm operates by iteratively

estimating the marginal distribution for each bit. The algorithm initializes with estimates
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of each marginal distribution (based on a priori or estimated statistics). In the first phase
of each iteration, each variable node combines the estimates available and sends them along
its edges (e.g., 22 in Figure 2.3). In the second phase of each iteration, these estimates
are merged, according to the constraint, at each check node for each bit node (e.g., p134
in Figure 2.3). The marginals are used to estimate the bits after each iteration, and the
set of estimates is checked against a stopping condition. If no stopping condition is met,
the algorithm is stopped after a fixed number of iterations. Further details of the decoding

algorithm are given in Section 2.3.1.

2.3.1 The Sum-Product Algorithm and LDPC codes

Though outlined above, in this section we specify the sum-product algorithm’s explicit
form. The following expressions are given in terms of the graph in Figure 2.3, but can be
naturally extended to more general cases. We begin by expressing the update equations in
their most general form for any graphical model. We then give the simplified form of the
update equations as they apply to LDPC codes in particular. A more complete discussion

of these topics can be found in Kschischang, Frey, & Loeliger [42].

Before specifying the update equations, we note that N (i) denotes all the nodes directly
connected to node i (i.e., the neighborhood of i) and N(i)\j denotes that same set less the
node j. Further note that these equations often omit scaling factors. It is straightforward

to scale the elements of a message so that they sum to 1, and are a proper distribution.
If each of the variables x; in Figure 2.3 are distributed over the alphabet X, then the
messages to and from the node for x; are of the following forms respectively

/«Lj,i(l‘i)a x; € X, and

l/iJ(:L'i), T, € X.

The variable node update equation to calculate the outgoing message from x; to f;, v;;

from the incoming messages is below
vijw) = [ maz).
teEN(H\J

We consider the update equations for the constraint nodes. We denote the mathematical
form of the constraint as f;(zxr(;)). For the even parity constraint, for example, f(z1 =

1,29 = 1) = 1 because of the even parity sum while f(zq; = 1,22 = 0) = 0 because of the

11



odd parity sum. We give the explicit form here

fi(@ar)) =
’ S 0 otherwise.

The check node update equation to calculate the outgoing message from f; to x;, p;; is
given below
pia(r) = > | filanvg) [T (es(as)
XN ()i seEN()\i
Finally, for the variable node x; to collect all the messages at a particular iteration into a
single estimate of its distribution, it uses the rule below, where oc means proportional to

within a scaling factor
P(zi) o< > pjalwi).
JEN (i)

We can make several simplifications to these equations (as in Richardson & Ur-
banke [70]), since this thesis primarily consider binary codes. We use these simplified forms
throughout this thesis. Since we focus on binary alphabets, i.e. X = {0,1}, the message
update rules can be also simplified. In particular, for some arbitrary distribution on x; with
po = P(x =0) and p; = P(x = 1), we represent this distribution as follows

Po
T =log —.
n
Given 7, recalling that pg + p; = 1, we can calculate py and p;. This assures us that no
information is lost in this representative form
e 1
Tlte MPTiqer

Pbo

Using the simplified message forms, we rewrite v; ;(x;) and p;i(x;) as v;; and pj;
respectively, no longer needing an index for multiple valuables. We give the resulting update

equations below. The variable node update equation is below
Vij = Z Mot i
teN(i)\j
Since we focus on even parity sums, the update equation for the constraints over binary
random variables is as follows

1 + HSEN(])\Z tanh Vs,j/2
1-— HSEN(])\’L tanh 7/573'/2

pji = log

12



2.3.2 LDPC Code Design

In this section, we consider the issue of LDPC code design. We begin with a discussion
of how to specify a family of LDPC codes, and how to select a particular LDPC code from
the family. Then, we discuss techniques to design those families to have favorable properties.
We begin by describing degree distributions and how a pair of degree distributions specifies
a family of LDPC codes. We then briefly discuss degree distribution design via density

evolution and via EXIT charts.

O O O - O

Random Permutation

Figure 2.4. A graphical representation of a random irregular LDPC code. The degree of
each node is determined according to a degree distribution. Each edge is then randomly
connected to a variable node and a check node according to some random permutation.

As opposed to the specific code implied by the graph in Figure 2.3, we now consider
a more general approach to LDPC codes as shown in Figure 2.4. Each of variable node
and each check node has some number of edges emanating from it. We refer to number of
nodes emanating from a node as its degree. We then can say that a degree distribution
is the probability distribution on the number of edges emanating from the nodes. That
is, in generating a code, the degree of each node is determined by drawing it from the
degree distribution for that type of node. We denote the distribution over the variable and
check nodes with A and p respectively. Note that if the density of degrees for every node
is constant across the variable nodes and is separately constant across all the check nodes,

the code is said to be regular. Otherwise, the code is said to be irregular.

For convenience, we write the degree distributions in terms of their generating function
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polynomials (A(x), p(x)) of the following form

dv,maac c,max

d
AMz) = Z Nt p(x) = Z pixi_l.
i=2 i=2

In the above, \; and p; represent the fraction of edges that are connected to nodes with
degree i, for the variable nodes and check nodes respectively. We define dy, 1maz and demaz
as the maximum variable and check degrees respectively. For these numbers to represent
distributions, the values of A; and p; must sum to 1

dv,ma:c dc,ma:c

Z Ai =1, Z pi = 1.
i—2 i—2

Since the number of edges emanating from the variable nodes must equal the number of
edges emanating from the check nodes, when we specify the degree distribution pair for a

code we also specify its channel coding rate
1
- Jo p(x) dzx
fol A(x) dx

Here we have leveraged the convenience of representing the degree distributions with their

T()\, p) =

generating functions. In the following we will discuss techniques for the design of good

degree distributions.

When we specify a family of LDPC codes and draw a particular code, the question of
selecting a “good” code arises. Fortunately, due to the concentration theorem of Richardson
and Urbanke [70], we can be reasonably well assured that most codes in a “good” family
are also “good” codes. In practice, we often ensure the quality of a particular code by
“pruning” short loops. We search the code for the presence of short loops and remove (or
prune) one of the edges to remove the short loop. Though LDPC codes are loopy by their

very nature, in practice removal of length 4 short loops performs very well in practice [70].

Density Evolution

Density evolution, developed by Richardson and Urbanke [70], is an analysis tool to
determine the average performance of a family of LDPC codes. Density evolution is an it-
erative process that begins by fixing a particular family (degree distribution pair) of LDPC
codes and a parameterized channel model (discrete channels can always be parameterized).
In each iteration, density evolution determines whether decoding will on average succeed
or not on for a particular channel parameter. A binary search is then performed to deter-

mine the “worst” channel parameter over which the code can be expected to successfully
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‘worst” channel a degree distribution pair can decode over gives a

decode. Knowing the °
way to evaluate the quality of a code. If we compare two families with equal rates, yet
one can decode over “worse” channel parameters then it is the better code. Techniques for

determining good code using density evolution is discussed in the papers [69, 15].

In this thesis, we do not use density evolution as a design tool. Instead, we use code
families found by the Communications Theory Lab (LTHC) at Ecole Polytechnique Fédérale
de Lausanne (EPFL) using density evolution and published online [4]. Since the corpus
is constantly being improved, better code families appear regularly. The specific degree

distributions used in this thesis can be found in Appendix A.

EXIT Charts

Extrinsic Information Transfer (EXIT) charts are another popular technique for LDPC
code design. An EXIT chart is constructed by treating the bit nodes and check nodes as
two separate decoders that feed their outputs to each other. The behavior of each of these
two component decoders is assessed by measuring a statistic of the input and output data.
In particular, we measure the average mutual information between the decoder estimates of
the codeword and the true codeword, denoted 4 for the input and [g for the output. By
measuring this statistic on both the input and output of each of the component decoders, a
characterizing curve for the two decoders is generated. The particular shape of these curves
is dependent on the code’s degree distributions, and the channel parameters. A sample plot
of the curves for both the variable node decoder and the check node decoder are shown in
Figure 2.5. To represent the input-output relationship of these two decoders, the curves are
plotted on reflected axes. Readers are referred to the paper [7] for more detail about EXIT

charts.

It was shown in by Ashikhmin, Kramer, & ten Brink [7] that as long as the variable
node decoder curve lies above the check node decoder curve when plotted in the manner of
Figure 2.5, then successful decoding, asymptotic in block length, is assured. Decoding can
be modeled as following a path in the gap between the two curves. Thus if the two curves
intersect, the path is impeded and decoding fails. It was further shown that the area of the
gap between the two curves is proportional to the performance gap between the code and
capacity. Thus the problem of code design is reduced to that of finding degree distributions
pairs that minimize the gap between the two curves, conditioned on maintaining a positive

gap. By fixing a series of check node degree distributions, a good pair of degree distributions
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EXIT Chart For Channel Coding Rate R=0.55 Code

1 T T T T T

= = =Curve for A(X)
0.5 — Curve for p(x) T
0.4 1 1 1 1 1 1 1 1 1
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Figure 2.5. An example of a good code degree distribution pair for channel coding rate
R = 0.55, designed using EXIT charts. The tight fit of the two curves in the plot shows
that the code operates near to capacity. The dashed curve corresponds to the variable nodes
while the solid curve corresponds to the check nodes. Decoding operates by moving from
the left-hand side to the right-hand side of the graph, going through the gap between the
two curves. Since the gap between the two curves is positive, decoding will follow the path
between the curves successfully.

can be found with a short series of linear programs. In comparison to density evolution,
obtaining good degree distributions is far less computationally intensive, but the results are
unfortunately less accurate. As stated above, the specific degree distributions used in this

thesis can be found in Appendix A.

2.4 Distributed Source Coding

In this section we discuss an important extension of the traditional point to point source
coding problem discussed in Section 2.1. We reach this extension by considering a series of
smaller extensions. We begin by considering the point to point compression of two sources,
x™ and y", as shown in Figure 2.6. Here, the encoder is draws samples {(z;,y;)}—; in an

i.i.d. manner with distribution P(x,y). Standard source coding theory says that achievable
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rates are bounded by the following

R> H(x,y).

N
Xn_> n

R /’X

Encoder Decoder
N

y "

Figure 2.6. An extension of the traditional single source and single destination source coding
problem to two sources, x" and y”. Here, the minimum rate according to information theory
is the joint entropy of the two sources, i.e. R > H(x,y).

In order to extend this scenario to distributed source coding, we consider the case of
separate encoders for each source, x” and y". Each encoder operates without access to the
other source. This scenario is illustrated in Figure 2.7. Using the techniques of Section 2.1,
we would expect that each source could only be compressed to its marginal entropy. The

anticipated region would be as follows

R, > H(x), Ry > H(y).

N

X
Decoder /

Ry
Y”—»Encoder/R//' \Q”
Y

Figure 2.7. The block diagram for the distributed source coding problem. Here, without
communication between the two, one encoder maps the source symbols x" to a bitstream
while the other maps y™ to a separate bitstream. The decoder receives both bit streams
and reconstructs X" and y". The minimum rate region for R, and R, is given in Equation
(2.2).

n

x " — Encoder

Surprisingly, the work of Slepian and Wolf [78] shows that the achievable rate region
is much larger. Specifically, their work shows that the region is bounded by the three

inequalities in Equation (2.2),

R, > H(xly), R,>H(ylx), Ro+R,> H.(x,y) (2.2)
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The achievable rate region is shown graphically in Figure 2.8. Stated simply, the Slepian-
Wolf theorem shows that their is no theoretical loss in compression performance (with

respect to the sum-rate) between Figure 2.7 and Figure 2.6.

Ry

R, +R, = H(X,Y)
H(Y) -

H(Y[X) -

| | R
HXIY) H(X)

Figure 2.8. A graphical representation of the Slepian-Wolf rate region as specified in Equa-
tion (2.2).

An important special case of distributed source coding is called source coding with side
information. Also referred to as corner point coding (since the operating point is one of the
corner points of the Slepian-Wolf rate region in Figure 2.8), a block diagram is shown in
Figure 2.9. In this figure, the source y™ is sent directly to the decoder, but is unavailable
to the encoder? of x™. The goal in this scenario is to leverage the availability of y™ at the
decoder despite the encoder only having access to x™. From Equation (2.2), we see that the
achievable rate is as given here

R, > H(xly).

Though not a focus of this thesis, lossy source coding with side information has been
studied extensively in the literature. Wyner and Ziv [89] establish the rate-distortion trade-
off for this scenario. They show that for Gaussian sources, the rate distortion bound for
source coding with side information is equivalent to the rate distortion bound for the sce-
nario when the side information is made available to the encoder as well as the decoder.
Generally, the achievable rate distortion tradeoff is diminished from the scenario of the

encoder having full access to the side information.

2We implicitly assume that y™ has been transmitted losslessly to the decoder at rate H (y).
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x>

x " — Encoder

RX
n /

Figure 2.9. A special case of distributed source coding referred to as source coding with side
information. Here, the correlated source y™ is available at the decoder, but is unavailable at
the encoder. Using the Slepian-Wolf rate region of Equation (2.2), we see that the achievable
rate is bounded as R, > H(x|y).

/

Decoder

The Slepian-Wolf theorem was essential for establishing the potential benefits of dis-
tributed source coding. Unfortunately, the Slepian-Wolf theorem is asymptotic and non-
constructive. In the chapters that follow, we discuss how to construct practical codes to

achieve the Slepian-Wolf bound.
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Chapter 3

A Practical Construction for
Source Coding With Side

Information

We begin our discussion of practical constructions for distributed source coding in this
chapter by focusing on the special case of source coding with side information. As discussed
in Section 2.4, source coding with side information is a special case of the general distributed
source coding problem. The codes developed in this chapter are able to leverage the corre-
lation between two sources even without direct access to the data itself. The development
of these codes is crucial to the development of codes for the fully general distributed source

coding problem, and will be used as a building block for the rest of the work in this thesis.

3.1 Introduction
Most proposed frameworks for source coding with side information to date consider only

a limited correlation structure. Such restricted structure is convenient for analysis, but is an

unrealistic assumption for scenarios of practical interest. A comprehensive solution requires
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a single framework flexible enough to operate on arbitrary correlation structures, including

the special case of no correlation'.

As discussed in Section 2.4, Slepian and Wolf [78] gave information theoretic bounds
on lossless compression of two correlated sources with a common decoder. The Slepian-
Wolf result is however asymptotic and non-constructive. We summarize here some of the
related literature towards a practical construction for source coding with side information.
A more complete discussion of practical efforts towards distributed source codes can be
found in Section 5.1.1. One early approach to practical codes is Wyner’s [90] formulation
of a linear coset code for source coding with side information (assuming binary sources
and symmetric correlation). Wyner’s work further establishes the relationship between
distributed source coding and channel coding. The late 1990s work of Zamir & Shamai [92]
shows the theoretical feasibility of a lattice code framework for a lossy version of this problem
(first considered by Wyner & Ziv [89] in the information theoretic setting). Following
that, Pradhan & Ramchandran [66] developed DISCUS, a framework for the Wyner-Ziv
problem and described practical codes and achievable error probabilities. Recently, a flurry
of work in the field provides practical constructions of various levels of sophistication for
the Slepian-Wolf problem [66, 80, 83, 30, 95, 34, 31, 32, 46, 49, 50, 76, 56, 54, 2]. However,
the constructions to date in the literature do not tackle the general source coding with
side information problem for arbitrary sources. While the scenarios considered in these
works are important operating regimes, they fail to cover the complete spectrum of diverse

real-world sources and application scenarios requiring more flexible operating points.

In this chapter, we develop a practical and constructive framework for source coding
with side information. A block diagram is shown in Figure 3.1. This construction is a foun-
dation for our solution to the arbitrary distributed source coding problem (Chapter 5), the
compression of encrypted data (Chapter 7), and the work throughout this dissertation. We
provide our solution focusing on binary sources, though it is applicable to larger alphabets.
We relate the source coding with side information problem to channel coding and show how
to apply Low-Density Parity-Check codes to generate powerful codes for source coding with
side information. We provide simulation results that demonstrate how this construction
performs when applied to arbitrarily correlated binary random sources. Our algorithm is

powerful enough to approach the Slepian-Wolf bound.

This chapter is organized as follows. In section 3.2 we discuss a solution for source

'In the case of 2 sources with no correlation between them, the problem of distributed source coding
reduces to two separate traditional (single source, single destination) source coding problems.
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Figure 3.1. The source coding with side information problem. The encoder seeks to com-
press x given that y is available at the decoder but unavailable to itself.

Y

x>
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coding with side information based on linear block codes. Then, in section 3.3, we present
again a short summary of LDPC codes, a powerful class of linear block codes. Section 3.4
addresses how LDPC codes can be adapted to our source coding with side information
solution and how the algorithm can be successful for arbitrary x, y correlations. Section 3.5
provides results and some related performance analysis. Finally, Section 3.6 concludes the

chapter and discuses some open problems.

3.2 Linear Block Codes for Source Codes With Side Infor-

mation

In this section, we discuss a code construction for source coding with side information.
We base this discussion on the work of Pradhan and Ramchandran [66]. For clarity, we
focus on binary alphabets. Extension to larger alphabets is largely straightforward, but is
not discussed here. We focus on compressing, x, given that side information, y, is available
at the decoder. We begin within a simple, yet illustrative example. This example is then

generalized to a framework for source coding with side information.

In information theoretic approaches, random binning (hashing) is a widely used tech-
nique [19] for compressing a data sequence. When binning, the space of length-n sequences
is broken up into 2" bins, each of size 2*(1~F) Compression is achieved by sending bin in-
dices, using nR bits each. Random binning is used in the proof of the Slepian-Wolf theorem
(and entropy coding) [18, 19]. So long as the number of bins used satisfies the Slepian-Wolf
bounds, the sources can be recovered with high probability using a decoder operating on

“joint typicality” principles.
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Key to a practical solution for source coding with side information is to use structured
binning. Random binning is asymptotic, unstructured, and as such is intractable for prac-
tical implementation. Csiszar [20] showed that linear bins (codes) can be used. To leverage
practical structured codes, it is useful to view the two sources as related via a “virtual”
channel. In this channel, with input x and output y, z is seen as the noise pattern induced
by the “channel”

y=x®z. (3.1)

We have assumed an additive structure here as it is convenient and suffices for binary chan-
nels. In order to accommodate arbitrary joint distributions, we do not assume independence

2

between® x and z.

We thus use a linear block code C for binning. The bin index, denoted s™, of a codeword

", is the word’s syndrome with respect to C’s parity check matrix
sy = x"HL. (3.2)

Thus, we encode z" to s, via matrix multiplication. An unfortunate result of this approach
is that it induces a source of error. To account for atypical source behavior, standard source
coders allow variable length codewords. By using fixed rate linear block codes, atypical
realizations of the source inevitably induces errors. Fortunately, as we consider larger block

lengths such sequences become unlikely.

3.2.1 [Illustrative Example

As an example [66], let x and y be two uniform 3-bit sources. They are correlated such
that they differ in at most 1 of their 3 bits (i.e. wtg(x®y) < 1). We calculate the following:
H(x) = H(y) =3 bits, H(x|y) = H(y|x) = 2 bits, and H(x,y) = 5 bits.

With direct access to y, it is easy for the encoder to convey x to the decoder using only
2 bits. In this case the encoder determines which of the difference patterns between x and
vy has occurred,

z € {000,001, 010,100} (3.3)

Since there are only 4 possible values for z, the encoder needs only 2 bits to specify which

of the 4 it is. The decoder can then reconstruct x by calculating & =y @ z.

2E.g. consider the binary non-symmetric channel; here the crossover probabilities are dependent upon
the channel input.
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When the encoder does not have access to y though, according to the Slepian-Wolf
theorem, the encoder still only needs 2 bits to transmit x. To achieve this, we note that
given any particular sequence y, there are only 4 possible values for x based on Equation
(3.3). To leverage this we create the following cosets such that for any given y only one of

the possible values of x lies in each set.

0 0O 0 01
= 00 =01
1 1 1 1 1 0
(3.4)
0

011
=10 = 11.
1 01 1 00
To compress x to 2 bits, we need only specify which one of these 4 cosets it occurs in. With

knowledge of y and the coset, the decoder can uniquely determine the value of x.

To compress x to 2 bits, in effect we are using the (3, 1)-repetition code to define the

parity check matrix H in Equation (3.2)

H=
0 1 1

Key to the success of this code is that the (3,1)-repetition code has a minimum distance

of 3. This minimum distance is sufficient to isolate all sequences with a 1 bit difference

(wtg(z ®y) < 1) from any particular y. Thus knowledge of y and s, allows the decoder to

determine x exactly.

3.2.2 Block Codes For Source Coding With Side Information

In the example in Section 3.2.1, the (3, 1)-repetition code is successful because it is
strong enough to handle the channel of corresponding strength to the correlation model
considered. More generally, we need to use a linear block channel code strong enough to
reach the capacity of the corresponding correlation channel. In this section, we define the
code in terms of its generator matrix. As stated above, compression is achieved by finding
the syndrome of the source word with respect to the parity check matrix corresponding to

the generator matrix defined. Recall the correlation model of Equation (3.1).

As an example, we assume that z is independent of y, and that y is a sequence of

Bernoulli-(1/2) random variables while z is a sequence of Bernoulli-(Q)) random variables.

24



The Slepian-Wolf theorem says we can compress x to R, = H(x|y) = H2(Q). The chan-
nel corresponding to this correlation structure is a binary symmetric channel (BSC) with
crossover parameter (). Thus, a channel code designed for a BSC with parameter @ could
be used to successfully bin x for compression. We apply this principle in general to the

correlation structure of x and y.

For the rest of this section, we discuss a ML (Maximum Likelihood) decoding algorithm
for linear block codes applied to source coding with side information. We assume that the
code has been selected for the correlation as appropriate. Though the algorithm presented
here is impractical (due to the use of a ML decoder), an implementable (but sub-optimal)

algorithm is given in Section 3.4. We give pseudo-code for our decoding algorithm below.

In the first step of the pseudo code, we write the source as a function of the compression
code and the compressed value. We use the vector u,, to select which codeword is necessary

to satisfy these equations. We denote the closest codeword =" in C, as u,G,.

In Step 1, s, represents a zero-padded version of the value s,. s, is the element in the
co-sets formed by C, of minimum Hamming weight. To zero pad, insert zeros so that they
align with the systematic bits of the code?. For example, consider the code defined by the
(7,4)-Hamming code in Equation (3.5). Since the third through sixth columns form the

systematic bits, zeros are inserted into the fourth and fifth positions.

111 0001

1 1.0 1 0 0 O
If G, = and szmﬁ;

1000101 (3.5)
0100011

then 5, = [10° 0000 1.

In step 2, we decode the quantity [s, @ y"] with respect to G, to give Z and u,. Finally, in

step 3, combine y" and 2" to recover .
Pseudo code for the decoding algorithm is provided here:
1. Expand sources equation: =" = u,G, @ s, and y" = z2" & 2" = u, G, D 5, B 2"
2. ML Decode 2" = u, G, @ [5, B y"].

3. Recover 2" = y™ @ 2" using knowledge of 2" and y".

3More generally, we need select any k, linearly independent columns of G, since bit ordering does not
impact code performance in the memoryless case.
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This decoding prescription reinforces our insights that the Slepian-Wolf code design is
really a channel coding problem, since Step 2 requires a channel decoder?. We leverage this
insight to the design requirements of C. This code needs be from a “good” family of codes
(“good” if the probability of a decoding error goes to zeros as block length goes to infinity).
If the code used is bounded away from capacity, its application to distributed source coding
will be correspondingly bounded away from the Slepian-Wolf bound. Using random codes,
code design randomly generates G, to bin x™. This constraints can be approached with
large block lengths and pseudo-random codes [20]. Though we do not prove that the block
codes construction here achieves the Slepian-Wolf limit, we demonstrate it via empirical

methods (Section 3.5).

3.3 Low-Density Parity-Check Codes

In this section, we highlight some of the background for LDPC (Low-Density Parity-
Check) codes. The reader is referred to Section 2.3 for further details. Low-Density Parity-
Check codes are a class of powerful linear block codes and thus a natural choice for our
distributed source coding framework. We use factor graphs [42] (as in Figure 2.3) to visually
represent LDPC codes. These bipartite graphs consist of circles used to represent bits and

squares used to represent constraints.

f, £ f, f

Xl Xi Xi+1 Xi+2 Xn

Figure 3.2. A sample factor graph. The circles represent bits while squares represent the
parity constraints of the code. A labeling of the two types of messages passed from node to
node in the decoding algorithm is given.

1A formal derivation of the Slepian-Wolf error exponent from the random coding error exponent is given
in Appendix B.
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Decoding of LDPC codes is achieved using the sum-product algorithm [26, 61, 42].
The algorithm is an iterative inference algorithm that though exact on trees, is known to
have good (but sub-optimal) empirical performance on loopy graphs such as those of an
LDPC code. The sum-product algorithm operates by iteratively estimating the marginal
distribution for each bit. In the first phase of each iteration, each variable node combines
the estimates available and sends them along its edges (e.g., v;; in Figure 3.2). In the
second phase of each iteration, these estimates are merged, according to the constraint, at
each check node into for each bit node (e.g., ftj+1,i+2 in Figure 3.2). The marginals are used
to estimate the bits after each iteration, if below a maximum number of iterations, the set

of estimates is checked against a stopping condition.

3.4 Practical Algorithm

In this section we combine the LDPC codes of Section 3.3 with the linear block coding
construction of Section 3.2. We first describe the graphical model for source coding with
side information. We then show how this model gracefully degrades to entropy coding.
Practical decoding is achieved via the sum-product algorithm over the resulting graph.
Since this graph is loopy, sum-product is sub-optimal but is empirically good. We assume
knowledge of the source statistics at the decoder. Discussion of blind operation is considered

in Chapter 6.

The graphical model for source coding with side information is shown in Figure 3.3.
The variables considered are the n bits of sources x and y (middle and bottom rows of
circles respectively), labeled x; and y;, and the m, bits of the compressed source x (top
row), labeled sz;- These variables are constrained by the LDPC codes used to compress
x (top row of squares), labeled f;,, plus the correlation between sources x and y (bottom
row), labeled f;. The correlation constraints between the sources x and y are distinct and

different from the parity constraints considered in Section 3.3.

This model reduces gracefully to an entropy code as a special case of source coding
with side information. Whenever side information is either not present or is uncorrelated
with the source, the problem reduces to single source and single destination source coding.
Fortunately, the graphical model of Figure 3.3 gracefully degrades to the graphical model
for entropy coding in Figure 3.4. In this graph, the variable nodes for the second source y

are removed. In this graph, the correlation constraints f; now represent source constraints.

27



Figure 3.3. The factor graph for source coding with side information. Circles labeled x; or y;
represent source bits. Circles labeled s,; represent the compressed bits. Squares labeled f;
represent the LDPC code applied to the source. Squares labeled f; represent the correlation
between bits x; and y;.

Figure 3.4. The factor graph for entropy coding. Circles labeled x; represent source bits.
Circles labeled s;; represent the compressed bits. Squares labeled f;; represent the LDPC
code applied to the source. Squares labeled f; represent the source constraint on x;. This
model develops as a graceful degradation of the source model of Figure 3.3 in the absence
of correlated side information.

3.4.1 Application of Sum-Product Algorithm

We present the message update equations here. We first describe the update equations,

and then summarize with pseudo code. Throughout this section, take i € {1,...,n} and
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j €{1,...,mg}. The bits of sources x are labeled x;, the compressed bits are labeled Sz
the LDPC constrains are labeled f;,, and the correlation constraints are labeled f;. Since
we consider bits, messages are equal to the ratio of the two probabilities. We use p and v to
denote messages to and from variable nodes respectively (as in Figure 3.2) and subscripts
indicate the source and destination respectively. For example, the form of the message from

the check node f; to variable node x; is below

Messages are initialized using P(z,y).

Since the compressed bits are known and are connected to only one other node, the
messages passed to them are insignificant. Their output messages are their observed value.
The messages passed to and from the LDPC constraint node f,; and the source bit x; are
in Equation (3.6) and are based on the formulas in Section 2.3.1. Here N (i) is the set of
nodes connected to node ¢ and N (#)\j is NV () less node j. These updates are similar to

those used for channel coding, modified to include the compressed bits;

1 tanh 2
B, x = (—1)% log L enrtra g o v gy /
T 507 1_HXkEN(f:1;]>\X1 tanh kaafacj /2

(3.6)
and VXiuij = Pfix + foke/\/(xi)\facj Ho oy oxie

Finally we consider the correlation constraint updates in Equation (3.7). We ignore the
message sent to the variables y; since they are terminal nodes. The messages updates in
Equation (3.7) convert the likelihood of y; to the likelihood of x; based on the correlation

between the sources

. (2—P(2;=1|y;=0)— P(x;=1ly;=1))+(P(z;=1|y;=1)— P(z;=1|y;=0)) tanh v, /2
Hfixi = 108 “(p0 =Ty =004 P =Tl =) H Ploi=Tlyi=0) Plai=Tlg=D) tanhy, 5. /2 - (37)

We summarize the full algorithm with the pseudo code below.

1. Initialize messages.
x; nodes: vy, f, = log P(x; = 0)/P(x; = 1),
and vy, 5, = log P(a; = 0)/P(a; = 1).

Sx; nodes: Vs, fx; = 5%

y; nodes:
+oo if y=0

Vy,fi = log P(yi = 0)/P(yi = 1) = :
—o0 if y=1
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. Update messages sent by constraint nodes.

[x; nodes:

( 1)3]' 1 1 + HXkGN(wa)\XZ tanh kaafacj /2
fo7 /L = - Og .
X 1-— kae./\/'(fzj)\xi tanh VXk,fwj /2

fi nodes:

—1 (2—P(z;=1]y;=0)— P(z;=1|y;=1))+(P(z;=1|y;=1)— P(z;=1|y;=0)) tanh vy, 7. /2
Pfixi = 108 T(Pla;=1[y;=0)+ P(zi=1[y;i=D) + (P(@;=1]yi=0)— P(@;=1]y;=1)) tanh v, . /2

. Update messages sent by variable nodes.

x; nodes:

Vxi,fa; = Hfixi + Z Hofoy xio
fIkEN(Xi)\fzj

and U, .fi = Zfzk EN () Ky xi
sx; nodes: Unchanged from Step 1.
y; nodes: Unchanged from Step 1.

. Determine best estimate of ™.

0 if Bfixi T foke/\/(xi)ufmk,xi >0

1 if otherwise

. Check stopping condition.

If the maximum number of iterations is met, quit and return z.
Else if s, = 2"HZ, quit and return .

Otherwise, return to Step 2.

In the following section, we give the results of simulations using this algorithm.

3.5 Simulations and Results

In this section, we present simulation results. We measure the quality of a simulation

with its empirical probability of error, the proportion of bits decoded in error. Since out
scheme is asymptotically lossless, we make comparisons with the lossless bounds of Slepian-
Wolf despite our measured probabilities of error. Though we focus on BER (bit error rate),
we also consider SER, (symbol error rate, a symbol error occurring whenever any one or
more bits of a block are in error). Bit Error Rate is a more appropriate measure for source

coding problems since each reconstructed bit is of use to the receiver. In channel coding
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P(x,y) y=0 y=1
=0 |[(1-70-a)| (1-7)a
r=1 VB v(1-58)

Table 3.1. Structure of the joint distribution between x and y considered for Section 3.5.

for contrast, SER is the appropriate since not one source bit can be recovered reliably
when the symbol is in error. We observed that in our simulations empirical SER and BER
measures resulted in very similar behavior. We present both SER and BER results for our

first experiments, but omit them after this demonstration (Figures 3.5 and 3.6).

Each simulation consisted of selecting a particular code, source distribution, and rate
combination. Each empirical probability is generated by simulation of at least one million
bits, broken into blocks. We limited decoding to at most 50 iterations and used LDPC code
designs as described in Appendix A.

We consider arbitrary distributions over two correlated binary sources, parameterized
via 0 < a, 8,7 < 1. The distribution considered is P(x = 0,y = 0) = (1 — v)(1 — a),
Plz=0,y=1)=(1—-7v)a, Pe=1,y=0) =0, and P(x =1,y =1) = v(1 — 3). We
give a diagram of this in Table 3.5.

3.5.1 Compression With Side Information Results

We present simulation results of source coding with side information in this section. In
each simulation, we assume y is available perfectly at the decoder (and has been transmitted
at Ry, = H(y)) and R, = 0.5. In the following plots, we plot the minimum rate (conditional
entropy) on the horizontal axis and the resulting probability of error on the vertical axis. For
example, consider a block of n = 100,000 bits from a source with («, 3,v) = (0.1,0.1,0.5),
H(x) = H(y) = 1, and H(x|y) = 0.47. This example results in a plot point of (0.47,4x1073)
for the BER.

Initially, we restricted the joint distribution such that o = # and v = 0.5. The results
consider a variety of block lengths; 103, 5 x 103, 10%, 2 x 10%, 5 x 104, and 10°. The results
are plotted in terms of BER in Figure 3.5 and SER in Figure 3.6 (the results for block
lengths 5 x 10* and 10° are omitted). The results improve for both BER and SER as the
number of bits used above the Slepian-Wolf minimum and as block length grows. Note that
for these two plots we give single standard deviation error bars. The error bars for the other

plots in this chapter are similar to those of the BER result plot of Figure 3.5.
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Figure 3.7 plots the results obtained after considering arbitrary joint distributions, for
a block length of 10*. Points are grouped in terms of the marginal entropy of source x,
and plotted in terms of the minimum rate. Performance improves as the gap from the

Slepian-Wolf bound grows, similar to the results presented in Figure 3.5.

Bit Error Rate for compressing source to rate 1/2
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Figure 3.5. Source coding with side information simulation results for several block lengths
and varying the correlation parameter a(= [3). Source x is compressed to rate 1/2 while
source y is available at the decoder. Each data point is the result of the simulation of at
least 108 bits. The results in this figure are plotted in terms of their bit error rate (BER).
In addition, we plot one standard deviation error bars. Similar error bars result for all BER
results in this chapter, but are omitted for clarity.

3.5.2 Compression of a Single Source

The results from compression of a single source are presented in Figure 3.8. The source
entropy is varied and tests are run for several block lengths; 103, 5x 103, and 10%. The results
similar to those obtained above for source coding with side information (see Figure 3.5).

Performance improves with growth in both the code rate used above entropy and with the

block length.
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Symbol Error Rate for compressing source to rate 1/2
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Figure 3.6. Results of the same experiments as in Figure 3.5 plotted in terms of the symbol
error rates (SER). Each value is the result of the simulation of at least 103 symbols (blocks).
In addition, we plot one standard deviation error bars.
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Figure 3.7. Simulation results compressing source x to rate 1/2 while source y is available
at the decoder. The simulations are of source coding with side information results, as in
Figure 3.5. Each data point is the result of the simulation of at least 108 bits. The block
length is fixed to 10,000 and a more general correlation structure is considered. The type
of data point used indicates the marginal entropy of the source x.

3.6 Conclusions

This chapter has provided a practical solution for the problem of source coding with

side information. We began by providing a 3L%eneral linear block coding solution and then



Bit Error Rate for compressing source to rate 1/2
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Figure 3.8. Simulation results from entropy coding source x to rate 1/2. This plot considers
single source results for several block lengths and source statistics. Each data point is the
result of the simulation of at least 10° bits. Resulting coding performance is similar to that
obtained when source coding with side information as in Figure 3.5.

specialized to LDPC codes. The simulation results demonstrated the strength of this con-
struction. In the following chapters we build upon the construction presented here. In
the next chapter, we extend the construction presented here to source coding with side

information for block stationary sources.
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Chapter 4

Slepian-Wolf Coding for Parallel
Sources: Design and

Error-Exponent Analysis

In this chapter we extend the codes developed in the last chapter to parallel sources.
Most of the constructions proposed for distributed source coding are designed for indepen-
dent identically distributed random source models, which fail to capture the high degree
of correlation inherent in real-world sources like image and video signals. Motivated by its
success in the modeling of real-world sources, in this chapter we invoke a parallel source
model for the distributed source coding problem. The traditional way to deal with parallel
source models has been through the so-called water-filling prescription of using multiple
shorter codes, each matched to one of the source components. Our main contribution in
this chapter is the proposal of a single long-block-length distributed source code that takes
into account the parallel nature of the source. We first present an information-theoretic
analysis of the gains made possible by this approach by using the well-developed theory of
error exponents. More significantly, our study exposes a new code design problem which

we describe for an LDPC framework. We show simulation results to validate our design.
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4.1 Introduction

The distributed source coding problem (and the special case of source coding with side
information) is finding application in a growing variety of areas. As previously discussed,
these applications range from dense sensor networks to robust video transmission for wire-
less multimedia applications [68], to compression of encrypted data [38]. Unfortunately, the
analysis and coding prescriptions for distributed source coding has initially been limited
to the case of independent and identically distributed (i.i.d.) source and side-information
correlation models. More importantly, recent practical code construction methods for the
distributed source coding problem, starting from [64] to more recent state-of-the-art ex-
tensions [2, 94, 48, 14, 16, 79] (as discussed further in Chapter 5) have almost exclusively

focused on the i.i.d. source/side-information correlation models.

On the other hand, real-world image and video sources, that have been suggested as
promising application ground for distributed source coding, are characterized by a high
degree of correlation/memory, and thus differ significantly from i.i.d. models. As has been
witnessed in the success of block-based transform coding for contemporary image and video
compression standards [1, 17, 85], parallel/mixture source models better describe real world
sources. This motivated the work in [62], extending the above-mentioned information the-
oretic analysis to the case of colored source/side-information correlation models. Though
this work has implications for both lossy and lossless coding problems, in the interests of
clear explanations, in this chapter we consider only the lossless Slepian-Wolf coding of an

idealized source model.

Parallel sources have been examined in the context of Slepian-Wolf design before. In
particular, the standard approach to the design of Slepian-Wolf codes for a non-white source
is to transform it into a number of uncorrelated parallel sources, and then code these residual
sources independently. In this chapter we propose to code across such parallel sources,
which can result in significant gains when the number of samples of each source is relatively
small. To understand where the gains come from in this strategy, we turn to the underlying

information-theory of the problem.

As is already well-understood [90, 64], Slepian-Wolf code design is really a channel coding
problem (as is discussed in Section 3.2)!. Information theorists have also long understood

that independent coding across parallel channels is capacity-achieving. Thus, at first blush,

LA formal derivation of the Slepian-Wolf error exponent from the random coding error exponent is given
in Appendix B.
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one might think there is nothing to gain from coupling the code design across sources.
However, what is also well-understood from an information-theoretic perspective, is that
while not helping from a capacity perspective, achieving capacity with a low probability of
decoding error requires a long block-length. Thus, in applications where the block-lengths of
each of the parallel channels is small we can significantly reduce the probability of decoding
error by coding across the parallel channels because the resulting block-length is the sum
of the individual block-lengths. Alternately, we can achieve a target reliability at a higher

communication rate.

Because Slepian-Wolf coding is a channel coding problem, these ideas bear directly
on the design of Slepian-Wolf codes for parallel sources. In particular, in many media
applications, sources are very non-stationary. Therefore, the block-lengths of each of the
parallel sources can be quite short. Hence, when designing Slepian-Wolf codes for parallel
sources, each of which has a short block-length, we improve reliability by coding across the

sources. Or, alternately, we can achieve a target reliability at a lower encoding rate.

It is in this context that we propose a novel coding strategy - the main contribution of
this chapter, which offers a single long block-length code that accounts for the parallel nature
of the source/side-information correlation model. This approach exposes a new code design
problem, for which we present a practical solution for based on the Low-Density Parity-
Check code (LDPC) framework [26]. We focus on the source coding with side information

problem here, and build on the solution presented in Chapter 3.

This chapter is organized as follows. In Section 4.2, we present a error-exponent based
theoretical analysis that quantifies the performance gains of coding across parallel sources.
In Section 4.3, we present the new code design problem in the LDPC framework. In Sec-
tion 4.4 we provide experimental results to validate the proposed code design. Finally,

Section 4.5 offers conclusions and discusses some open problems.

4.2 FError Exponent Analysis

In this section we introduce the source coding problem as we consider it, and ana-
lyze its error exponent behavior. The source is composed of M parallel sources, each a
sequence of i.i.d. symbols distributed according to p,, ,, for & = 1,2,... M. We observe
ng samples of source k, giving a total block-length N = > nj. The length-N vector

of source samples x = x{v is observed at the encoder, while the vector of side informa-
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tion samples y = le is observed at the decoder. Their joint distribution is given by

Pxy(X,y) = H£i1 L1725 Py (Tt Yit)s where (xg1, yiy) is the Ith symbol pair of source k.

In [28] Gallager bounds the error probability of maximum-likelihood decoding of a ran-

domly binned source x when side information y is observed at the decoder as

1+p
Pr[error] < exp{ —pNR + log Z [Z Dx,y (X, y)lif’] . (4.1)
y X

The bound holds for all 0 < p < 1. Substituting in the distribution for parallel sources, and

defining A\, £ ni/N to be the fraction of observed samples that are from source k gives

0<p<1

14p
Prlerror] <exp{ —N sup | pR— Z A log Z (meyk (x,y)lip> . (4.2)
k Y z

To understand why coding across parallel sources helps, we now relate Equation (4.2)
to the error exponent achieved by the independent encoding of each source. In particular,
assume that source k is encoded at rate Rj. If the total number of bits available for source
coding is NR, the R}, are constrained so that ), nyR; < NR. We assume equality. Since
ng = AN, the constraint gives >, Ay Ry = R where R is the average Slepian-Wolf coding
rate. Substituting ), Ap Ry for R in Equation (4.2) gives the following expression for coding

across the parallel sources
M 14+p
1
Prlerror] < 0&221 kl_Il exp { — AV | pRy — log Z <Z Doy (T, Y) 1+p> . (4.3)
= Y T

This expression lets us understand why coding across parallel sources decreases the error
probability. Each of the M factors in Equation (4.3) is a bound on the error probability of
the respective parallel source if encoded independently. If encoded independently, we could
further optimize each bound separately over p. However, if the A; were fixed and we let
n grow, the overall probability of error would be limited by the worst-case source, giving
the following expression for the overall error resulting from separate coding of the parallel

sources

k 0<p<,

1+p
Prlerror] < sup inf  exp ¢ AV | pRr—log Z (prkyyk(x,y)lﬁl-f)
y T

Ry s.t. Y ARy = R

(4.4)
Contrasting Equation (4.3) with Equation (4.4), we see that while in the latter we can
optimize the p parameter for each source, in Equation (4.3) we gain from the longer block-

length. Indeed, Equation (4.3) strictly dominates Equation (4.4). This can be seen by letting
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k* be the (worst-case) source that maximizes Equation (4.4) with minimizing p = p*, and
rate allocations R} such that >, \pR; = R. Substituting these values into Equation (4.3)
results in a lower bound on the probability of error. This is because each of the M factors
in Equation (4.3) must be strictly lower than one for all p, which is because each Ry must
be greater than the conditional entropy H(xg|yx), else Equation (4.4) would not have a
positive error exponent. Thus, as long as the rate is above the conditional entropy, the
error exponent is positive for all p (and hence for p* even though p* isn’t necessarily the

best p for source k # k*).

To aid understanding of the comparison of the bounds in Equations (4.3) and (4.4),
consider the plot shown in Figure 4.1. For this plot, we consider the scenario of two sources
(M = 2) with N = 10,000 and A\; = Ay = 0.5 (This scenario is also simulated in Section 4.4).

For the two sources we consider the following distributions

04530 if 2=y

D (X, 4) =
e 0.0470 if z#y

and
0.4363 if z=y

Doy (2, ) =
e 0.0637 if z#vy

The bound of Equation (4.3) is plotted with a dashed line while the bound of Equation
(4.4) is plotted with a solid line. As can be seen in this figure, joint coding across parallel

sources offers a far better error bound.

4.3 LDPC Code Design

In this section we shift away from information theoretic analysis to the practical problem
of code design for parallel sources. In Section 4.2 we used Gallager’s error exponent analysis
for the Slepian-Wolf problem. In contrast, we now consider the code design problem using
channel code design techniques. The relationship of the Slepian-Wolf code design problem
to the channel coding problem has long been recognized [90], and Appendix B makes explicit

the relationship between the error exponents for these two problems.

Section 4.2 only makes consideration of two approaches (fully separate coding or joint
coding across sources). Practical code design raises other approaches. One such approach
would be to use the best available rate R code for coding across sources. In this section, we

consider a code design approach that leverages the parallel nature of the source for better
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Figure 4.1. A comparison of the bound presented in Equation (4.3) for joint coding versus
the bound presented in Equation (4.4) for separate coding. The details of the scenario
considered are discussed in the text. For each value of R, the values of Ry and Ry are
chosen to give the least upper bound on the probability of error. This demonstrates the
improved performance achievable with joint coding across parallel sources.

performance. Note, throughout the following we discuss the rate, R, of a code as its source
coding rate. Assuming binary random variables, R is related to the channel coding rate,

R.as R=1-R..

Although several types of codes can be used for source coding with side information,
we consider LDPC codes here. These codes are particularly suited to the application of
coding across parallel sources, due to their performance over large block lengths and the
natural adaptability of their decoding algorithm. Details on how to apply LDPC as linear
transformation codes (with transform matrices denoted H) to the Slepian-Wolf problem

can be found in Chapter 3.

We now give a brief overview of LDPC codes. See Section 2.3 for further discussion.
These codes are a class of graph-based capacity-approaching linear block codes. They can
be decoded using the iterative sum-product algorithm, an inference algorithm that is exact
on trees. Although not exact on “loopy” graphs (such as those that describe LDPC codes),

in practice decoding performance is very good. These codes are often defined in terms
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of their parity check matrix, and this matrix corresponds to a graphical representation.
An example of this is shown in Figure 4.2. Here the circles represent bits, are referred
to as variable nodes, and correspond to columns of the matrix. Squares represent parity
constraints, are referred to as check nodes, and correspond to rows of the matrix. Parallel
sources, and their varying likelihoods, can be naturally accommodated by grouping the bit
nodes from each source. In order to use LDPC codes for the practical coding strategies

listed above then, a method of designing LDPC codes for parallel sources is necessary.

O O Q 111010

H=1110101
001111

Figure 4.2. A sample LDPC graphical model representing the matrix at right. The circles
represent bits and correspond to matrix columns while the squares represent parity con-
straints and matrix rows. Elements of the matrix indicate edges between nodes. Whenever
the element in the ith row and jth column is 1, an edge connects constraint node ¢ with
variable node j. A 0 in the corresponding position implies no edge connects the nodes.

4.3.1 EXIT Chart Based Code Design

One method of designing LDPC codes is the EXIT (Extrinsic Information Transfer)
chart method of Ashikhmin, Kramer, and ten Brink [7]. We give a brief overview of it here.
For greater depth and explanations of the notation, see Section 2.3.2. The EXIT chart design
method focuses on developing degree distributions for LDPC codes that decode reliably,
asymptotically as block length goes to infinity. We use A(z) for the degree distribution of
the bit nodes and p(x) for the check nodes.

The EXIT chart method operates by treating the bit nodes and check nodes as two
separate decoders that feed their outputs to one another. The behavior of each of these two
component decoders is modeled with a curve of the average mutual information between
the decoder estimates and the original data, denoted I 4 for the input and /g for the output,
is used. The shape of these curves are dependent upon the code’s degree distributions, and
the source correlation. A sample plot of the curves for both the variable node decoder and
the check node decoder are shown in Figures 4.3 and 4.4. To represent the input-output

relationship of these two decoders, the curves are plotted on reflected axes.
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It was shown [7] that as long as the variable node decoder curve lies above the check
node decoder curve when plotted in the manner of Figures 4.3 and 4.4, then successful
decoding, asymptotic in block length, is assured. Decoding operates a long a path between
the two curves. It was further shown that the area of the gap between the two curves is
proportional to the performance gap between the code and the Slepian-Wolf bound. Thus
design is reduced to finding degree distributions pairs that minimize the gap between the two
curves, conditioned on a positive gap. By fixing a series of check node degree distributions,

a good pair of degree distributions can be found with a series of linear programs.

We begin our parallel source code design by considering codes for two sources. Using
EXIT chart techniques, we can design LDPC matrices Hy of dimension ng Ry by ny for the
separate coding. Assuming 2 parallel sources (M = 2), we label the degree distributions
(A1 (), p1(x)) and (A2(x), p2(z)). We present EXIT charts for LDPC codes designed such,
one for rate? Ry = 0.45 in Figure 4.3 and one for rate Ry = 0.55 in Figure 4.4. Here, the

gaps between the curves are minimal, showing that they are good codes.

EXIT Chart For Channel Coding Rate R=0.55 Code
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0.9F o= i
. 2 ~ g
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Figure 4.3. One example of a code designed using EXIT charts for a rate R=0.45 source
code. The tight fit of the two curves shows that the degree distributions are good. The
dashed curve corresponds to the variable nodes while the solid curve corresponds to the
check nodes. Decoding operates by moving from the left-hand side to the right-hand side of
the graph, going through the gap between the two curves. Since the gap between the two
curves is positive, decoding will follow the path between the curves successfully.

2Note, as mentioned above, the rates here are the codes’ source coding rates. Assuming binary variables,
the rate R is related to the channel coding rate R. as R =1 — R..
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EXIT Chart For Rate R=0.55 (Single Source)
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Figure 4.4. A second example of a code using EXIT charts, as in Figure 4.3. This code is
a rate R=0.55 source code. Since the gap between the two curves is positive here as well,
decoding will follow the path between the curves successfully.

Using one framework to consider the separate coding of the two matrices, we have a

larger matrix partitioned in the form in Equation (4.5)

H 0
H=| " . (4.5)
0 Hp
We extend to the joint coding solution by easing this restricted formulation. A more general
matrix structure is shown in Equation (4.6)
H; H
H=— 11 12 . (46)
Hy Ha
A first design approach for these off diagonal matrices would be to maintain the degree
distributions of the separate coding solution but extend them across the entire matrix. We
can examine this approach by studying the EXIT charts of Figures 4.3 and 4.4, shown on
a single plot in Figure 4.6. It is clear from these charts that the decoders associated with
H;;, Hyy, and Hy; (the curves for Aj(x) and pa(z)) would all result in successful decoders.
In contrast, Hjy (the curves for Ay(z) and p;(z)) would result in a failed decoding, since
a positive gap between the two curves is not maintained. An alternate design method is

necessary.

Here, we propose a joint EXIT chart design strategy. In our approach we fix several
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p1(z) and pa(z) degree distributions and then minimize the gaps between the curves for
A1(x) and Ag(x) while maintaining positive gaps throughout. This force all 4 curves to
closely follow each other, and as a result will induce p1(x) = p2(z). Considering an equal
share (A\; = A2 = 0.5) of the two sources considered in Figures 4.3 and 4.4, we present the
resulting EXIT chart in Figure 4.6. In the following, we consider performance results from

implementations of this solution.

EXIT Charts For Rate R=0.45 and Rate R=0.55
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Figure 4.5. A comparison of the EXIT charts for separate coding of two sources. These
curves are taken from Figures 4.3 and 4.4. Note the intersection of the curves for A2(z) and
p1(z) prevents the use of these curves for a joint code. Since the gap between these two
curves is not maintained, decoding will fail.

4.4 Simulation Results

In this section, we present simulation results of coding two parallel sources. For the
simulations, we consider a particular joint distribution® such that Ykl = X1 D zx; where
X, and z; are independent and z,; is distributed according to a Bernoulli-Q). From the
Slepian-Wolf theorem, separately we could code each of the two sources at rates Ry =
H>(Qy) and code across both sources at rate R = Ay Ha(Q1) + Ao H2(Q2). We set n; = ng =

5,000 where z; ; has a Bernoulli-); distribution and z;; has a Bernoulli-Q)2 distribution.

3For more general source models and code rates, techniques as presented in Chapter 5 should be used.

44



EXIT Chart For Two Parallel Sources
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Figure 4.6. A plot of the EXIT chart for the best possible degree distributions found for
coding over parallel sources. For these curves, we have considered one check node curve
(solid line) and matched both variable node curves (dashed lines) to it. Since the gap
between the variable node curves and the check node curve is always positive, decoding will
succeed.

In each of the following set of simulations, we operate by selecting a particular code (or
pair of codes for separate coding) and then vary both @; and Q2 over a range of values. In
total, we use 5,000 (rate 0.5) bits to represent the compressed sequences in each case. For
separate coding, we use 2,250 (rate 0.45) bits on the first source and 2,750 (rate 0.55) on

the second source.

We simulated three scenarios of parallel source coding. The results for separate coding
are plotted in Figure 4.7, the results for coding across sources using solely a rate R = 0.5 code
are plotted in Figure 4.8, and results for a coding designed using the method of Section 4.3

are plotted in Figure 4.9. The degree distributions for the first two scenarios can be found
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in Appendix A. The degree distribution designed using the technique of Section 4.3 is here
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+0.000011383022° 4+ 0.0000116269226 + 0.00001214472:27
+0.0000127688228 4+ 0.000013551722° + 0.000014653923°
+0.000016084623! + 0.0000180324232 + 0.0000205581 233
+0.000024271123* 4+ 0.000029849123° + 0.0000391718236
+0.0000579812237 + 0.0001141510238 + 0.3416494758239

0.1192580551 + 0.348720698622 + 0.000021169323
+0.0000368451z* 4+ 0.0000448929° + 0.15999962702:5
+0.001062853227 + 0.14187500452% + 0.000258976527

+0.000159217921° 4+ 0.0001008248z! + 0.0000724090212
+0.0000737363x + 0.0000923443z* + 0.00016152791°
+0.0015715951216 4+ 0.0547919510217 + 0.1702804060218
Ao(z) = ¢ +0.0008040490z° 4+ 0.000196511522° + 0.00009596642:2!
+0.00006488642%2 4+ 0.0000470811223 + 0.00003558262:2*
+0.000027814022° 4+ 0.0000223420226 + 0.00001838362:27
+0.0000155004228 4+ 0.000013289022° + 0.0000115733230
+0.0000102124231 + 0.0000091282232 + 0.0000082153233
+0.000007458923* 4+ 0.000006860523° + 0.00000634002:36
+0.0000059279237 4+ 0.0000055754238 + 0.000005167423°

p1(x) = po(x) = 0.22% 4+ 0.82°.

In these plots, the horizontal axis shows the range of H2(Q1) and the vertical axis Ha(Q2).
In these plots the probability of error ranges from low in the dark regions to high in the
light regions. As a sample point, consider the point Hy(Q1 = 0.084) = 0.416 and H(Q2 =
0.087) = 0.427. Here we measure P(error) = 107! in Figure 4.7, P(error) = 10733
in Figure 4.8, and P(error) = 10748 in Figure 4.9. As can be seen in these plots, when

each source is coded separately, the probability of error is large whenever either Ha(Q1) or
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Hy(Q2) are large. In comparison, when coding across the parallel sources, the probability

of error only gets large when Ha(Q1) and Ha(Q2) are large.

IoglO(P(Error)) for Separate Coding
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Figure 4.7. log,o(P(Error)) results of the simulations for separate coding. The first code
is designed with rate Ry = 0.45 (Figure 4.3) while the second code is designed with rate
Ry = 0.45 (Figure 4.4). The binary entropy ranges of @)1 and @2 are shown on the horizontal
and vertical axes. Dark regions of the plot indicate low probability of error while light regions
indicate high probability of error. In these plot, the probability of error is high whenever
Hy(Q1) or Ha(Q2) are large

Iogm(P(Error)) for Code Designed for Average
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Figure 4.8. logo(P(Error)) results of the simulations using a code designed for rate R =
0.5. The binary entropy ranges of (); and Q)2 are shown on the horizontal and vertical axes
respectively. Dark regions of the plot indicate low probability of error while light regions
indicate high probability of error. Unlike the separate coding results shown in Figure 4.7,
the probability of error only gets large when Hs(Q1) and H2(Q2) are large.
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log, ,(P(Error)) for EXIT Chart Joint Design
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Figure 4.9. log,o(P(Error)) results of the simulations for the EXIT chart based design
method (Figure 4.6). The binary entropy ranges of )1 and Q2 are shown on the horizontal
and vertical axes respectively. Dark regions of the plot indicate low probability of error while
light regions indicate high probability of error. Like the single code simulations shown in
Figure 4.8, the probability of error only gets large when Hs(Q1) and H2(Q2) are large.

In order to aid in the comparison of these results, we use the plots of Figures 4.10
and 4.11. For these plots, we divide each of the plots of Figures 4.7, 4.8, and 4.9 into two
regions; decoding success where P(error) < 1072 and decoding failure where P(error) >
1072, The comparison between the regions for separate coding and the EXIT chart designed
joint code are shown in Figure 4.10 while the comparison with the EXIT chart designed
code and the rate R = 0.5 code are shown in Figure 4.11. In both of these plots, all decoding
succeeds in the lower left corner and fail in the upper right corner. The middle regions show
where the EXIT chart designed code results in a decoding success while the other regions
result in a decoding failure. The EXIT chart designed code gives us the best performance
in each case. Although the gain of the EXIT chart technique over the rate R = 0.5 is slim,
this is due to the relative closeness of the considered statistics and the limitation to only
two sources. These gains would gain in significance when these techniques are applied to

more general scenarios.

4.5 Conclusions & Open Problems

In this chapter, we have introduced the problem of Slepian-Wolf coding of parallel

sources and have presented a full analysis. We have presented an information theoretic
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Comparison of Separate and EXIT Designed Codes for Parallel Sources
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Figure 4.10. Comparison of the results from Figures 4.7 and 4.9. The region of P(error) >
1072 is considered a decoding failure while everywhere else is a success. In this plot, decoding
success is seen in the lower left corner and decoding failure in the upper right corner. The
middle region represent where the EXIT chart designed code succeeds and the separate
coding fails. This figure shows the advantage of joint compression.

Comparison of Two Code Designs for Joint Coding of Parallel Sources

0.7k i

651 E

0.6f Both Fail
55

0.5

0.4

.35F Both Succeed

0.3

0.2 0.25 0.3 0.35 0.4 0.45 0.5 0.55 0.6 0.65
HEQ,)

Figure 4.11. Comparison of the results from Figures 4.8 and 4.9. The regions of P(error) >
1072 is considered a decoding failure while everywhere else is a success. As in Figure 4.10, in
this plot decoding success is seen in the lower left corner and decoding failure in the upper
right corner. The middle region represent where the EXIT chart designed code succeeds
and the simple rate R = 0.5 code fails. This figure shows the advantage of designing the
code for the parallel sources.
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view of the problem, showing the potential gains of coding across parallel sources. We have
considered the new code design problem raised by coding across parallel sources, and have
presented a coding theoretic design technique for the problem. Finally we have presented
practical results of LDPC codes using our scheme, built on the construction of Chapter 3,

demonstrating the performance gain over other coding strategies.

This work suggests many areas for future work. Consideration of the problem in the case
of continuous sources, particular as the problem relates to video is an important extension.
A further area of future work is the extension of this work to be blind to the source statistics,
requiring no knowledge of the source parameters. In particular, learning the boundaries of

each block presents a significant challenge.

Finally, an important necessary step is towards the development of more powerful code
design methods. One problem that arises with the EXIT chart based design method pre-
sented in this chapter is when there is a large skew in the statistics of the parallel sources.
In Section 4.3 the design rates were R; = 0.45 and Ry = 0.55 giving a small skew (i.e., the
absolute difference) |R; — Ra| = 0.1. If we alter the design rates such that R; = 0.05 and
Ry = 0.95 and |R; — Ra| = 0.9, the EXIT chart design method performs poorly. This is
due to the fact that the choice of the design rates induce a particular Ig,, intersect value
(as can be seen in Figures 4.3 through 4.6). When there is a large difference in the design
rates, minimizing the gap between the curves becomes difficult. Very high degree variable
nodes are necessary, for which numerical accuracy concerns result in the failure of the EXIT

chart analysis.

A promising solution to this problem is to use density evolution [70]. As discussed in
Section 2.3.2, density evolution is a more accurate, though more computationally intensive,
design tool. Density evolution is more naturally able to consider the high degree nodes
required for a large design rate skew. Further, other coding techniques could be incorporated
into the density evolution technique. For example, consider that for a design rate such as
Ry = 0.95, since the source and the side information are nearly uncorrelated, it may be
beneficial to supply the decoder some values of the source uncompressed (not in the form
of a parity sum) in order to aid decoding. This technique, which we refer to as “doping,”
is discussed in much greater detail in Chapter 7. Due to its flexibility, the notion of doping

could be more naturally incorporated into density evolution than into EXIT charts.

In the following chapter, we return to consideration of stationary sources. We proceed

to develop codes for the arbitrary distributed source coding problem. Though we omit

20



discussion of parallel sources in the following chapters, the techniques presented here can

be incorporated in a straightforward manner.
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Chapter 5

Symmetric Distributed Source

Coding

In this chapter, we build on the construction of Chapter 3 and propose a distributed
linear block code construction for the Slepian-Wolf problem. The proposed construction
is derived from a single code for attaining any point in the achievable rate region for ar-
bitrarily correlated discrete sources. Our prescription allows for any arbitrary memoryless
joint probability distribution (even with sources that are marginally compressible) over any
arbitrary number of distributed sources and allows for any arbitrary rate combination in
the Slepian-Wolf achievable region without source splitting or alphabet expansion. Since
our framework derives from a single code, codes for similar rate choices are also similar.
Our framework reduces effectively for the special cases of a single source and source coding
with side-information. In this chapter, we further describe how to incorporate Low-Density
Parity-Check (LDPC) codes in our framework to solve the general Slepian-Wolf problem
constructively, and present simulation results. We are able to achieve error rates below 10~4
with block lengths of 10,000 while being within 0.30 bits per sample of a 1.15 bits per sam-
ple Slepian-Wolf bound (for a total of 1.45 bits per sample, 26.1% above the minimum rate
as specified by the Slepian-Wolf bound) for symmetric coding of two arbitrarily correlated

sources.
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5.1 Introduction

As discussed in previous chapters, the Slepian-Wolf result is asymptotic and non-
constructive. Quite a bit of work has been done to extend the work of Slepian and Wolf.
One early approach to practical codes is Wyner’s [90] formulation of a linear coset code
for the corner points® (assuming binary sources and symmetric correlation). Wyner’s work
further establishes the relationship between distributed source coding and channel cod-
ing. The late 1990s work of Zamir & Shamai [92] shows the theoretical feasibility of
a lattice code framework for a lossy version of this problem (first considered by Wyner
& Ziv [89] in the information theoretic setting). Following that, Pradhan & Ramchan-
dran [66] developed DISCUS, a framework for the Wyner-Ziv problem and described prac-
tical codes and achievable error probabilities. Recently, a flurry of work in the field pro-
vides practical constructions of various levels of sophistication for the Slepian-Wolf prob-
lem [66, 64, 80, 83, 30, 95, 34, 96, 31, 32, 46, 49, 50, 43, 79, 76, 75, 56, 54, 2] (greater detail
on related work is provided below). However, the constructions to date in the literature
do not tackle the general Slepian-Wolf rate region for arbitrary sources. While these are
important operating regimes, they fail to cover the complete spectrum of diverse real-world

sources and application scenarios requiring more flexible operating points.

Most? existing distributed source coding works focus on achieving corner points, ar-
guing that arbitrary points can be achieved by using either source splitting [92, 87, 71]
or time sharing. As motivation for fully flexible individual rate choices, consider multiple
description coding (studied extensively in the literature [29, 81]). In Pradhan, Puri, &
Ramchandran [63, 67], connections between the best-known rate regions to date for the
general n-channel (n > 2) multiple description problem and the distributed compression
problem are identified. Due to multiple description coding’s non-ergodic nature, no corner
point based solutions are sufficient. Further, time-sharing has asymptotic disadvantages
(i.e., smaller error exponents [21]). Better error exponents can be achieved, with increased
complexity and requiring detailed knowledge of the source statistics, by using source split-

ting.

We argue that the fully general Slepian-Wolf problem can benefit from a holistic solu-

tion. The main contribution of this chapter is to provide such a solution. Specifically this

! As a reminder from Section 2.4, corner points are rate pairs that lie at vertex points of the Slepian-Wolf
rate region.

2The works [31, 96, 79, 35, 73, 74] all propose practical codes for achieving rates other than the corner
points. Their constructions all face a constraint wherein R; + R, > 1, either implicit in their construction or
their correlation model considered. We consider scenarios and develop codes not subject to this constraint.
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implies (i) arbitrary correlations, (ii) the entire Slepian-Wolf coding region corresponding
to arbitrary rate combinations, and (iii) an arbitrary number of sources. The construction
presented in this chapter is based on only a single linear block code. This is in contrast to
existing solutions requiring unique codes be defined at each operating point, our solution
allows neighboring points in the Slepian-Wolf rate region to have similar solutions. Further,
our construction simplifies to the constructions of Chapter 3. We focus on LDPC codes
in this chapter, since they represent a powerful state-of-the-art class of capacity achieving
codes. We describe how to incorporate LDPC codes into our framework by building on the
construction of Chapter 3. We provide an efficient algorithm for decoding two sources with-
out loss of generality (assuming knowledge of the source statistics) based on a two-machine

framework® with extensions to an arbitrary number of sources.

This chapter is organized as follows. Section 5.2 provides a description of the algebraic
solution for linear codes to solve the Slepian-Wolf problem. A brief summary of LDPC
codes is provided in Section 5.3 and the application of LDPC codes to the construction is
described in Sections 5.4 and 5.5. Section 5.6 presents results and Section 5.7 concludes the

chapter.

5.1.1 Related Work

The first reported use of syndromes for source coding was in 1969 [8]. This concept is
studied extensively in [59, 25, 39, 36, 5, 6]. As mentioned above, the work [90] considers
linear codes to achieve the Slepian-Wolf bound for the distributed compression of doubly
binary symmetric sources. Witsenhausen & Wiyner [88] consider linear codes for source
coding with side information at the decoder. Alon & Orlitsky [60, 3] consider several con-
structive approaches for the Slepian-Wolf problem in a graph-theoretic setting. Csiszér [20]
shows that linear codes can achieve the Slepian-Wolf bound in the universal setting using
random coding arguments. Uyematsu [80] shows that the decoding complexity is polynomial
in block-length. Zamir, Shamai, and Erez [92] show that asymptotically linear codes can
achieve the optimal rate-distortion performance for the binary case under a Hamming dis-
tortion criterion and lattice codes for the jointly Gaussian case. Pradhan & Ramchandran

in [66, 64] develop a constructive framework for the Wyner-Ziv problem.

We can broadly classify the constructive approaches in the recent literature into three

categories: (a) LDPC codes-based, (b) Turbo codes-based and (c) Entropy codes-based. An

3The work of [96] proposes a similar architecture for joint source-channel coding with a limited correlation
model.
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article by Xiong, Liveris, and Cheng [91] provides an overview of several techniques from

these categories in the context of sensor networks.

LDPC codes-based approaches: Liveris, Xiong and Georghiades [47, 46, 45, 79] pre-
sented a variety of schemes for achieving optimal performance in distributed source coding.
Particular emphasis was placed on the corner points in the Slepian-Wolf rate region, but
allowing for multiple sources and some alphabets larger than binary. The work of Schon-
berg, Ramchandran, and Pradhan [76] focused on the corner points of the Slepian-Wolf
rate region, as well as suggesting an approach for classical single source entropy coding.
Caire, Shamai, and Verdu [12, 10, 13, 11] proposed a coding scheme wherein the encoder
does additional computation to improve performance and insure correct decoding for the
classical single-source compression problem. Sartipi and Fekri [73, 74], considered an al-
ternate method for applying LDPC codes to the Slepian-Wolf problem, but considered
only a limited source model. Coleman, Lee, Médard, and Effros [16] presented a scheme
for achieving arbitrary rate pairs based on source splitting. Gehrig and Dragotti present
Slepian-Wolf codes based on non-systematic linear codes. Zhong, Lou, and Garcia-Frias

present a framework based on related LDGM codes.

Turbo codes-based approaches: Garcia-Frias and Zhao [31, 32, 33, 94] proposed a
system using punctured turbo codes for the Slepian-Wolf problem. Aaron and Girod con-
sidered similar codes for the problem of source coding with side information [2]. Both the
teams of Mitran and Bajcsy [56, 55] and the team of Liveris, Xiong, and Georghiades [50]
made further contributions along these lines. Finally, considering the arbitrary Slepian-Wolf
problem, Li, Tu, and Blum [44] applied entropy codes to the turbo-code outputs in order

to achieve additional compression gains.

Entropy-codes based approaches: Koulgi, Tuncel, Ragunathan, and Rose [40, 41] and
Zhao and Effros [93] proposed several approaches for the Slepian-Wolf source coding problem
using methods which are inspired from the theory of entropy codes for the classical source

coding problem.

As stated above, none of these works fully considers a fully arbitrary scenario. In this
chapter a linear code based solution is provided focusing on arbitrary correlation models

for distributed source coding.
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5.2 Distributed Source Coding

In this section, we provide the intuition, framework, and operational details of an alge-
braic construction for distributed source coding. We focus on binary alphabets. Extension
to larger alphabets is largely straightforward, but is not discussed here. We focus first on
two sources, x and y and provide a simple example. Then we describe the code genera-
tion and decoding algorithm. Finally, we generalize this to a setting involving an arbitrary

number of sources. This section builds on the work of Section 3.2.

Recall from Section 3.2, we use a linear block code C for binning. The bin index, denoted

Sz, of a codeword x, is the word’s syndrome with respect to C,’s parity check matrix
sy = cHL.

Thus, we encode = to s, via matrix multiplication.

5.2.1 [Illustrative Example

We now consider an example [64] to motivate our distributed source code construction.
This example is similar to the example in Section 3.2.1, but illustrates issues that arise in

general distributed source coding that do not arise in source coding with side information.

Let x and y be two uniform 7-bit sources. They are correlated such that they differ in at
most 1 of their 7 bits (i.e. wtg(x ®y) < 1). We calculate the following: H(x) = H(y) =7
bits, H(x|y) = H(y|x) = 3 bits, and H(x, y) = 10 bits.

To code at the rates (R, R,) = (3,7) bits, as in Chapter 3, we use the (7,4)-Hamming
code. Source y sends its 7 bits uncompressed, while source x sends its 3 bit syndrome with
respect to the code (recall, s, = xHL). Since the Hamming code has a minimum distance

7

of 3, knowledge of 47 and 27 allows the decoder to determine z” exactly.

To code at rates (R, R,) = (5,5) bits, we will define the codes C, and C, to compress
each source respectively below. In order to show that a unique decoding is possible, consider

source pairs (z1,y1) and (ze,y2) that compress equivalently as below
xlﬂf = :UgHg, and ylHZ; = ngg.

Define e; = 1 ® y1 and es = x2 + y2. From the definition above, we bound the Hamming

weight of e; and ey as below

wtg(er) <1, and wtg(ez) <1
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Defining e3 = e; @ eq, we can write the following
x1 @22 €Cp, and x1 22 Deg € Cy.

We bound wtg(es) < 2. In order to allow unique decoding, we specify the generator
matrices of C; and C, (compressing with respect to the corresponding parity check matrices
for compression). We define G, by the first two rows of the Hamming code’s generater

matrix and G, with the other two rows;

0111000
Gm = )
1010100
1100010
and G, =
11100 01
Since these are sub-codes of the Hamming code, and Hamming codes have a minimum

distance of 3, only e = 0 satisfies the above constraints. In this case we have the following
r1 =2, and y1 =Y.
This property insures that unique decoding is possible.

Key to this example is the partition of a generator matrix to develop codes for non-
corner points. By choosing the partition, codes for the entire rate region can be obtained

from a single code. The intuition of this example is extended more generally in the following.

5.2.2 Code Generation

We develop a general construction for two sources in this section. We focus first on
corner points and then generalize to arbitrary rate points. For a fixed block length we
construct codes by defining their generator matrices. Rates are lowered, to the Slepian-
Wolf bound, by adding rows to each generator matrix. Then, we alter our perspective to
show how the codes derive from a single code, as shown in Figure 5.1. Single code derivation
offers the advantage that codes for similar operating points are similar. In contrast, in [20],

a unique code is randomly generated for each and every rate pair considered.

Assume, without loss of generality, that H(x) < H(y). Focusing on the corner point, our
goal is to construct generator matrices G, and G, containing n(1—H (x|y)) and n(1—H(y))
rows respectively for the point* (Ry, R,) = (H(x|y), H(y)).

4We ignore the issue of fractional numbers of rows. In practice, additional rate would be required to
round up. We further assume that each generator matrix is of full row rank. Thus the design rate and
actual rate of the codes are equal.
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We begin by considering a generator matrix G, of size n(1 — H(y)) x n, which we use
to bin y. Set G, = G, to get R, = H(y). Now construct G, of size n(H(y) — H(x)) xn
linearly independent of G.. Define G, as below to get R, = H(x)

nxn(1-H(y)) nxn(H(y)—H(x))
=~ A~

G, =| GZ Gg ]T-
These matrices compress each source to its marginal entropy.

To do distributed source coding, we increased the size of G, to reduce R, to H(x|y)
bits/sample. We construct G with n(H (x) — H(x|y)) rows linearly independent of G, and
G, and construct a larger G, by stacking G., G, and G; as in Equation (5.1). Using G,
and G, to compress each source, we achieve (R, Ry) = (H(x|y), H(y))

nxn(l—H(y)) nxn(H(y)—H(x)) nxn(H(x)—H(x|y))
= = =
G,=[ GI G G! - (5.1)

To generate these codes from a single code, consider another viewpoint. Above we view
each generator matrix as a stacks of smaller matrices. In contrast, consider the union of the
rows of the two matrices (trivially G, above). We consider this union as a single code G.
From this code, G, and Gy are obtained by selecting subsets of rows from G. This general
idea is illustrated in Figure 5.1. Note that the subsets must be chosen so as to satisfy the

Slepian-Wolf bounds.

To understand why it is necessary that some commonalities must exist between the two
generator matrices, consider codes so derived yet having no rows in common (G, = 0 and

ky + ky = k). The rates induced by these codes are below
(Ra, Ry) = ((n — kz)/n, (n — ky) /n).

Knowing that a channel code’s generator matrix must satisfy ¥ < n and combining the
above expressions gives R, + R, > 1. This restriction is a particular impediment when
arbitrary source distributions are considered. If H(x,y) < 1, then this restriction bounds
the achievable rate region away from the Slepian-Wolf bounds. Thus row sharing is essential

for a general solution.

To shift this solution away from a corner point and achieve arbitrary rate pairs, we alter
the distribution of rows to each matrix (as in Figure 5.1). We can view this as a partition of
G, into Gy, and Gy, and assign the partitions to each respective source. When Gy, = Gy,

then (R;, Ry) = (H(x), H(y|x)) bits/sample.
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G, G
G = v _ \
“ Gy | GF -
GSX

Figure 5.1. The partition and distribution of a single code’s generator matrix for the codes
for compressing x and y. G, is shared between both resulting codes to allow for arbitrary
rate point selection.

5.2.3 Decoder

We present here a decoding prescription for two sources operating at an arbitrary rate
pair based on two successive decodings. The algorithm presented naturally simplifies for
special cases such as source coding with side information and entropy coding, though these
cases are not discussed here. Referring to a decoding element as a single-machine decoder,
this algorithm is a successive two-machine algorithm. This algorithm recovers both sources
only after both decodings, since both encoders send “partial” information. No one tra-
ditional decoder can recover either source alone. Though the algorithm presented here
is impractical (due to the use of two ML decoders), an implementable (but sub-optimal)

simultaneous two-machine algorithm is given in Section 5.5.

Decoding focuses first on recovering z = x @ y. It is reasonable to assume that x and y
are highly correlated, otherwise Slepian-Wolf coding gains could be nominal at best. We can
thus expect that z has low Hamming weight and is compressible. Once z is recovered, x and
y are then reconstructed by a second machine. Pseudo code for the successive two-machine
algorithm is presented below, where the partitions of G, G, and Gy from Figure 5.1 are

used.

In the first step of the pseudo code, as in Section 3.2.2, we write each source as a function
of the compression code and the compressed value. We use the variable u to select which
codeword is necessary to satisfy these equations. We denote the closest codeword z (y) in

Cx (Cy) as u; Gy (uyGy). We further divide these equations into their component parts as
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follows
ua:Gac = [uc,x‘ua,x’us,a:] [GZGZ:GZ;]T = UC,IGC > ua,:cGa > us,:cha:
and  u, Gy = [uc,y‘usvy”GZGsTy]T = UeyGe @ Usy Gy

In Step 1, 5, (5,) represents a zero-padded version of the value s; (sy). 5, (5,) is the
element in the co-sets formed by C, (Cy) of minimum Hamming weight, as in Section 3.2.2.
We repeat the description of zero padding from Section 3.2.2 here. To zero pad, insert
zeros so that they align with the systematic bits of the code®. For example, consider a code
defined with the first two rows of the Hamming code Equation (5.2). Since the fourth and
fifth columns (emphasized) form the systematic bits, zeros are inserted into the fourth and

fifth positions.

0111000
If G, = and s, =[1010 1),

1010100 (5.2)

then §$:m00m.

Step 2 of the decoding combines 5, and 5,. The first machine runs in Step 3, the ML
decoding of 5§ with respect to G to give Z and u. Knowledge of u gives knowledge of u .
Insert us, into the equation for y. With greater knowledge of y, in Step 4 we ML decode
us yGgy @ 5y with respect to G, to obtain ¢ and u.y. Finally, combine § and 2 to recover

Z in Step 5.

Pseudo code for the decoding algorithm is provided here:

1. Expand sources equations: y" = u¢yGe @ us Gy @ 5y and 2" = ue ;. Ge ® U Go

Us G D 55.

2. Composite values: § =5, @ 5y and u = [Uez B Uey|Ua,z|Us 2 |Us y)-
3. ML Decode® 2 =2 @y =uG @ 3.
4. ML Decode § = u¢yGe @ [usyGsy @ 5] using knowledge of us .

5. Recover & = §j @ 2 using knowledge of Z and 3.

"More generally, we need select any k; (k,) linearly independent columns of G, (G,) since bit ordering
does not impact code performance in the memoryless case.

5In this construction, care needs to be take to insure that the dimensions of G are sufficient for the
statistics of z. Note though, in cases of interest where significant correlation between the sources is present,
this will indeed be the case.
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This prescription gives insights on the design requirements of C (i.e., G and G.). Each
of these codes needs be a “good” code (“good” if the probability of a decoding error goes
to zeros as block length goes to infinity). Using random codes, code design first randomly
generates G. to act as an entropy coder for either source given their sum. Then random
code G, is generated to bin the bins induced by G.. The resulting sub-bins need to be
strong enough for the statistics of the sum of the two sources. Though difficult in practice,
these constraints can be approached with large block lengths and pseudo-random codes [20].
Though we do not prove that the block codes construction here achieves the Slepian-Wolf

limit, we demonstrate it via empirical methods (Section 5.6).

5.2.4 Multiple Sources

We now extend the construction to L sources. As in Section 5.2.2, we begin by stacking
generator matrices and then shift to a single code viewpoint. We show that codes C;

(1 € {1,2,---,L}) can be derived from a single code C.

Since there is no inherent ordering of the sources, without loss of generality, we label

them {x1,...,xz} so that the following is true

H(xi|xa,...,xp) < ... < H(X|%ix1, ..., xz) < ... < H(xgp).

We generate L codes to achieve the corner point below by recursive matrix definitions

(R1,Ra,...,Rp)
= (H(xt|x2y .o yxp), ooy HXG| X410, -5 X0)y - -, H(X1))-

The recursion initializes defining matrix Gy with n(1 — H(xz)) linearly independent
rows. The recursion defines the matrices from G_; to Gy in reverse order, setting G;_1 =
[GiT Ainl]T. A;_ is full rank with n(H (x;|Xi+1,...,x) — H(xi—1|Xi, ..., xz)) rows linearly

independent of G;. Thus G;_1 is full rank. This recursion is illustrated in Figure 5.2.

We define a single code G as the union of the rows of the generator matrices,
{G1,...,GLr} (G = Gy above). Arbitrary points are achieved by modifying the assign-

ment of rows from G. The resulting codes achieve the Slepian-Wolf bound.

ML decoding (though impractical) for an arbitrary number of sources requires a succes-
sive L-machine algorithm. As above, the sources are only obtained after the final machine
is run. A practical (but suboptimal) simultaneous L-machine algorithm is described in

Section 5.5.
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Figure 5.2. Iterative generator matrix definition process for achieving a corner point for
the distributed compression of L sources. The process initializes with the L-th matrix on
the right-hand side and iterates until the left-most matrix is defined. After defining these
codes, arbitrary points can be achieved by moving rows between generator matrices.

5.3 Low-Density Parity-Check Codes

In this section, we highlight some of the background for LDPC (Low-Density Parity-
Check) codes. The reader is referred to Section 2.3 for further details. Low-Density Parity-
Check codes are a class of powerful linear block codes and thus a natural choice for our
distributed source coding framework. We use factor graphs [42] (as in Figure 2.3) to visually
represent LDPC codes. These bipartite graphs consist of circles used to represent bits and

squares used to represent constraints.

Decoding of LDPC codes is achieved using the sum-product algorithm [26, 61, 42].
The algorithm is an iterative inference algorithm that though exact on trees, is known to
have good (but sub-optimal) empirical performance on loopy graphs such as those of an
LDPC code. The sum-product algorithm operates by iteratively estimating the marginal
distribution for each bit. In the first phase of each iteration, each variable node combines
the estimates available and sends them along its edges (e.g., v;; in Figure 5.3). In the
second phase of each iteration, these estimates are merged, according to the constraint, at
each check node into for each bit node (e.g., ptj41,+2 in Figure 5.3). The marginals are used
to estimate the bits after each iteration, if below a maximum number of iterations, the set

of estimates is checked against a stopping condition.
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Figure 5.3. A sample factor graph. The circles represent bits while squares represent the
parity constraints of the code. A labeling of the two types of messages passed node to node
in the decoding algorithm is given.

5.4 Adaptation of Coding Solution to Parity Check Matrices

This section considers the generator matrix partitioning scheme of Section 5.2 in terms
of parity check matrices. Such a consideration is valuable for codes such as LDPC codes, de-
fined in terms of their parity check matrices. We develop the “column dropping” procedure,
analogous to the matrix partitioning technique above. Specific application of LDPC codes
for distributed source coding is given in Section 5.5. In the “column dropping” technique,
columns of the base parity check matrix (the “single” code) are zeroed (dropped from the
parity equations) and an extra row is added on to the parity check matrix. We develop the

technique using a generic systematic code, and then extend it to general codes.

Take G = [I;|P] and H = [P71,,,] to be a systematic generator and parity check matrix
pair. We write out the partition of Figure 5.1 in this form in Equations (5.3) and (5.4)

I.,, O 0 0 P,

c

0 I o o0 P
G— = ka “ 9 (5'3)
0 0 I, 0 P,
| 0 0 0 I, Py
andH=| Pl Pl PL Pl I, |. (5.4)

Algebraically we determine expressions for H, and H,

H Pl Pl PL 0 1,
X 9
0 0 0 I, 6 o
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Pl 0 o PI I,
and H, = o I, O 0o O
0 0 I, 0 0

Examine H, to see the “column dropping” procedure. Compared to G, G, has the
rows containing P, removed. Comparing H to H;, we see that P, has been replaced by
0 while k,, additional rows have been added to H,. In the new rows, all elements are zero
except Iy, which is below the 0 in place of Pg,. We see that in the transition from H to

H,, columns of H have been “dropped” into the added rows.

Since permuting the order of the bits of a code does not affect its performance over
memoryless channels, we can “drop” arbitrary sets of columns. This allows the extension

of this technique to an arbitrary number of sources since the columns need not be adjacent.

To consider non-systematic codes, consider an alternate interpretation of the “column
dropping” procedure. Examining the “column dropped” parity check matrices, we note
that a portion of the syndrome bits are exactly equal to some of the source bits. The
decoder thus knows the exact value of the bits of the “dropped columns.” The codes used
for each source are thus the main code with a portion of the original bits sent uncoded. We
will explore this idea in greater depth in Section 7.3.4. Consider the non-systematic parity
check matrix H = [P. P, Py, Py, Pg]. We use the alternate perspective of the “column

dropping” procedure to write the corresponding H, and H, as follows

P; Py PL Py P
0 0 0 I, O

H, =

PZ P:{ Pg:v PZy Py
and H, = 0 I, O 0 0
0 0 I, O 0

5.5 Integration of LDPC Codes Into Distributed Coding

Construction

We now present a simultaneous multi-machine algorithm for use with LDPC codes. We
first describe the graphical model for coding two correlated sources, then generalize for
an arbitrary number of sources. Simultaneous decoding is achieved via the sum-product

algorithm over these graphs. Since these are graphs loopy, sum-product is sub-optimal but
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empirically good. We assume a priori knowledge of the source statistics. Chapter 6 presents

a method by which we can relax this assumption.

The general graphical model for distributed source coding of two sources is in Figure 5.4.
The variables considered are the n bits of sources x and y (middle top and bottom rows of
circles respectively), the m, bits of the compressed source x (top row), and the m, bits of
the compressed source y (bottom row). These variables are constrained by the LDPC codes
used to compress x (top row of squares) and y (bottom row) plus the correlation between
sources x and y (middle row). The correlation constraints between the sources x and y are

distinct and different from the parity constraints considered in Section 5.3.

Figure 5.4. Factor graph for distributed source coding. Circles labeled x; or y; represent
source bits. Circles labeled Sy, or Sy, represent the compressed bits. Squares labeled f,,
or fy, represent the LDPC code applied to each source. Squares labeled f; represent the
correlation between bits x; and y;.

In order to adapt this graphical model to other problems, we consider the model as
several connected subgraphs. One subgraph, the “X operations”, is composed of the x
bit nodes, the code applied to x, and the compressed bits of x. The respective graph
elements for y form the “Y operations” subgraph. Finally, the correlation constraints form
a “correlation operations” graph. The abstracted graph is thus composed of the source

subgraphs connected via the correlations subgraph. We refer to the source subgraphs as
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“machines.” This abstracted factor graph is shown in Figure 5.5. Recall that we use

rectangles as well as squares to represent constraints in factor graphs.

To extend this graphical model to code L sources, we attach a machine for each source to
the graph. Each of the L machine is connected to the others via the correlations subgraph.

Using the sum-product algorithm over this graph gives the simultaneous multiple machine

0 0 0~

Code Constraint —
X g X 2¥ ¥ """ X ”\?/
YAP Ynf ?

algorithm.

{K

Source/Correlation Constraint

&

Code Constraint —

w0 8O 5 ...... 0

Figure 5.5. An abstracted version of the factor graph of Figure 5.4. Recall that we use
rectangles as well as squares to represent constraints. Here the graph is abstracted into the
operations on each source and the correlation interface between the two. This graph can
be extended to an arbitrary number of sources by interfacing additional sources with the
generalized correlation constraint.

SN

We further consider two special cases; entropy coding and source coding with side
information. For entropy coding, remove the “Y operations” subgraph from Figure 5.4.
This effectively reduces it to the entropy coding graph in Figure 3.4. The correlation
constraints become source constraints due to the lack of side information. A source coding
with side information model is made by replacing the “Y operations” machine with just
the y bit nodes, as in Figure 3.3 in Chapter 3. Since the source y is uncompressed, the
interaction with the correlation nodes is straight forward. Note, the graphs of Figures 5.4

and 5.5 naturally simplify as appropriate for both of these special cases.

As in Section 5.2.3, the codes used in Figure 5.4 derive from a single code. Interpreting
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Section 5.4, we use the same code twice, and account for the additional uncoded bits in the
decoding algorithm. We achieve this by inserting certainty in the distribution estimates for

the “dropped column” bits.

As above, the single code must meet two design constraints. First, the overall code must
be strong enough for the statistics of the sum of the sources. Second, the reduced code (the
code resulting from consideration of the remaining columns) must be strong enough to
recover either source given their difference. In general, a nested LDPC design algorithm

could be used to first build the inner matrix and then the entire matrix.

5.5.1 Application of Sum-Product Algorithm

As the factor graph of Figure 5.5 is related to the factor graphs of Chapter 3, so are the
update equations used. We refer the reader to Section 3.4.1 to see the form of the update
equations. The only extension to the pseudo code given in that section is in the actions of
the “Y operations” nodes. Fortunately, these update equations simply mirror the form of
the “X operations” nodes. As an example, consider the message from correlation node f;

to y;. The message is of the following form

N (2—P(y;=1|z;=0)—P(y;=1|z;=1))+(P(y;=1|z;=1)— P(y;=1|z;=0)) tanh vy, r, /2
Pofiy: = 08 (P(yi=1]z;=0)+P(y;=1]z;=1))+(P(y;=1]z;=0)— P(y;=1[z;=1)) tanh vy, /2 ~ (5.5)

Alteration of the other update equations is similarly straightforward. In the following

section, we present results obtained from simulating this algorithm.

5.6 Simulations and Results

In this section, we present simulation results. We focus on simulations of the general
distributed source coding problem. For results considering the special cases mentioned
in this chapter, including entropy coding and source coding with side information, see

Section 3.5.

We measure the quality of a simulation with its empirical probability of error, the
proportion of bits decoded in error. Since out scheme is asymptotically lossless, we make
comparisons with the lossless bounds of Slepian-Wolf despite our measured probabilities
of error. We focus here on BER (bit error rate). For a discussion of SER (symbol error
rate) as a measure of simulation quality, please see Section 3.5. Each simulation consisted

of selecting a particular code, source distribution, and rate combination. Each empirical
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P(x,y) y=0 y=1
=0 |[(1-70-a)| (1-7)a
r=1 VB v(1-58)

Table 5.1. Structure of the joint distribution between x and y considered for Section 5.6.

probability is generated by simulation of at least one million bits, broken into blocks. We
limited decoding to at most 50 iterations and used LDPC code designs as described in
Appendix A. We omit error bars in these plots for clarity. The resulting error bars are

similar to those obtained for the BER results from Section 3.5.

As in Section 3.5, we consider arbitrary distributions over two correlated binary sources,
parameterized via 0 < «a, 3,7 < 1. The distribution considered is P(x = 0,y = 0) = (1 —
Y(1l-a),Ple=0,y=1)=(1-y)a, P(r =1,y =0) =0, and P(x = 1,y = 1) = y(1-0).
We give a diagram of this in Table 5.6.

We now present results for compressing 10* bit blocks from two sources at arbitrary
rate combinations (Figure 5.4). To consider a range of arbitrary source distributions we
consider all 27 possible combinations that arise from fixing o« € {0.01,0.05,0.09},5 €
{0.005,0.09,0.15} ,v € {0.1,0.25,0.5}. We use a base code of rate 0.5, from Appendix A.
For practical considerations, we omit the dual objective design as discussed in Section 5.4
in favor of simpler code design. We use the “column dropping” method of Section 5.4 for
generating the two codes from the base code. Empirical performance is good. We omit con-
sideration of the successive two-machine algorithm since we lack a practical implementation

of ML decoding for this block length.

For example, consider (¢, 3,7) = (0.09,0.005,0.25). The resulting distribution is P(x =
0,y =0) =0.6825, P(x =0,y = 1) = 0.0675, P(x = 1,y = 0) = 0.0013, and P(x = 1,y =
1) = 0.2487. This distribution has entropy properties H(x) = 0.8113 bits, H(x|y) = 0.2497
bits, H(y) = 0.9003 bits, H(y|x) = 0.3387 bits, and H(x,y) = 1.150 bits. We consider rate
combinations with a gap (from the Slepian-Wolf bound) ranging from 0.0 bits to 0.4 bits.
Resulting bit error rates are listed in Table 5.6. The rates used are listed atop each column

(R;) and leftmost in each row (Ry).

More extensive results are plotted in Figure 5.6. The results of each («,3,7)-tuple
and each rate pair chosen in the previous example are considered. We plot the difference

between the sum rate and the joint entropy (R, + R, — H(x,y)) on the horizontal axis and
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P(bit error) (x 10~%)
R,\R, | 0.60 0.70 | 0.80
0.55 47329 | 832.1 | 70.5
0.65 678.3 | 67.3 | 10.2
0.75 73.6 9.5 0.2

Table 5.2. Simulation results for several arbitrary rate combinations in the Slepian-Wolf
region for a block length of 10,000. The BERx10? results are given for several rate combi-
nations. As the sum rate grows, the resulting error rates improve.

Symmetric Decoding Simulations Over Arbitrary Distributions
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Figure 5.6. Simulation results for several arbitrary rate combinations in the Slepian-Wolf
region for a block length of 10,000. Each data point is the result of the simulation of at
least 10% bits. The BER results are plotted versus the difference between the sum rate and
the Slepian-Wolf bound. As the difference grows, resulting error rates improve.

the observed bit error rate on the vertical axis. As expected, performance improves as the

distance between the sum rate and the Slepian-Wolf bound grows.
5.7 Conclusions & Open Problems

In this chapter we presented a construction using linear codes for achieving the Slepian-
Wolf bound. This construction allows for arbitrary distributions, arbitrary rate pairs, an

arbitrary number of sources, and derives from a single code. We presented this construction

using either generator or parity check matrices, enabling application of a range of codes.
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Key to our scheme is the particular partition of a channel code to produce Slepian-Wolf

codes.

Further, we illustrated how to incorporate LDPC codes into the construction and how
a two-machine construction can be used to decode to arbitrary rate pairs. We described
how to generalize the two-machine construction to accommodate an arbitrary number of
sources for arbitrary rate combinations. Finally, we presented simulation results validating

the performance of the two-machine decoder.

This work suggests many areas for future work. As in Chapter 4, a particularly promis-
ing area of study is in code design. Application of density evolution [70] to the “column
dropping” procedure could better describe how to partition the single code to each source.
Another area of study is in the application of the algorithm presented here for larger alpha-
bets. Although extension to larger alphabets is straightforward, computational complexity
unfortunately also rises. Application of approximations to the algorithm presented here

could potentially provide faster performance.

Throughout this chapter and the previous chapters, we have assumed that the source
statistics are known a priori. In practical implementations these statistics may not actu-
ally be available. As a result, tn the following chapter, we describe a protocol for blind

distributed source coding.

70



Chapter 6

A Protocol For Blind Distributed

Source Coding

6.1 Introduction

To this point, in Chapters 3 through 5, we have assumed that both the encoder and
decoder know the source statistics. With this knowledge, the system can determine ahead
of time at what rate to operate. In this chapter, we relax this assumption and present
a scheme that adapts its rate to that required by the source statistics. Since distributed
source encoders lack a manner by which to learn the joint source statistics, feedback is
necessary to gain the full compression gains. Our protocol relies on the availability of a

small amount of decoder-to-encoder feedback.

Consider the following example of two distributed sources. The first source, x, is i.i.d.
with a Bernoulli-(1/2) distribution. We define the second source, y, such that for every time
instance they are exactly equal, i.e. x; = y;. If the encoders know this correlation prior to
encoding, then only one encoder needs to be active at a time. In this case, we could easily
the achieve the Slepian-Wolf bound of R, + R, = 1. Without knowledge of the correlation
between x and y, each encoder can only apply traditional source coding techniques. Since
the marginal entropy of each source if H(x) = H(y) = 1, in this case the sum rate achieved
is R+ R, = 2. Without feedback, there is no way for the encoders to learn of the correlation
between the x and y. This example demonstrates the value of feedback, since the encoders

could quickly be informed of a more efficient transmission scheme.
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Our approach is motivated by the ideas developed in Draper [23]. As we demonstrate,
the protocol quickly converges to the rate the encoder would use if it had access to the
source statistics. Although our analysis is for source coding with side information for binary
sources with a binary symmetric correlation, we explain how to extend this algorithm to

other scenarios. We demonstrate such an extension here and in Chapter 8.

This chapter is organized as follows. In Section 6.2 we specify our blind distributed
compression protocol and describe the source scenario we analyze it on. We then analyze
our blind transmission protocol using error exponents in Section 6.3. Then, in Section 6.4 we
discuss how to implement our protocol in practice, and give simulation results in Section 6.5.

We finally conclude this chapter in Section 6.6.

6.2 Protocol

For this analysis, the source model is as follows. The sources x; and y; are sequences of
ii.d. Bernoulli-(1/2) binary random variables, while z; is a sequence of i.i.d. Bernoulli-(Q)

binary random variable independent of x;. We relate these variables as follows
Vi = X; © z;. (61)

We consider encoding x; and presume that y; is available losslessly at the decoder. As
described in Slepian & Wolf [78], by using Slepian-Wolf codes, one need only transmit at a
rate equal to H(x|y) = H(z® y|y) = H(z) = H2(Q). Thus if @ is known, the encoder can

compress the source as much as if it had observed both sources, x and y.

ACKINAK, Q,

Y"?—>X—> ENCODER R DECODER [—
k A

Z

>

\

Figure 6.1. A block diagram for blind source coding with side information. For the analysis,
we assume the simple correlation structure for x; and y; as shown here. During each cycle,
the source is transmitted at rate Ry over the forward channel. The decoder feeds back an
acknowledgment and an estimate of the parameter Qk

We allow the compression system a reverse channel through which estimates of ) can be
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fed back to the encoder. At time k the encoder maintains a state variable, Qp, corresponding
to its current estimate of the joint statistics of x; and y;, and a rate-margin design parameter

€r > 0. We set QO = 0.5. The system works as follows:

1. The encoder divides the sequence x; into block of length I, indexed by £k =1,2,....
We use njy = Z?Zl l; to denote the cumulative block-length. The k-th block corre-
sponds to symbols x;; :_1 +1- By choosing the cumulative block-length to double every
transmission, i.e., ny = 2ng_1, the error analysis simplifies somewhat. We assume

this choice for the duration of the analysis.

2. At step k, the encoder encodes X::q 41 using a rate-Ry, Slepian-Wolf code, where Ry

depends on the estimate Qk and margin € as

max[Ho(Qr—1 + €x), Ho(Qr—1 — ex)], if ex < |Qp_1 — 0.5],

Riy(Qp—1, k) =
1, else,

(6.2)
i.e., the rate used is Hg(@k_l) plus a margin. The various cases in Equation (6.2)
come into play depending on whether Qp_1 is greater than or less than one-half, or

within the margin €, of one-half.!

3. The decoder attempts to decode. If it can, it sends an acknowledgment to the trans-
mitter, along with the updated estimate Qk The estimate Qk is simply the proportion
of 1s (or 0s) observed in z thus far (i.e., the Hamming weight of x; @ y;). The feed-
back following the kth block can therefore be accomplished with 14log, Iy bits. If the
decoder cannot decode reliably, it sends a “NAK?”, i.e., a request for retransmission.

It holds off sending the updated estimate until it receives the retransmission.?

4. If the encoder receives an acknowledgment, it moves onto the next block, using the
updated estimate of (). If the encoder receives a request for retransmission, it sends

the sequence x,, :_1 41 uncompressed.3

If ¢ is the transmission rate (in bits per symbol) of block k, we want to minimize the

expected transmission rate, F [cx], of the scheme. E [c;] equals the expected rate E [Ry] of

'If we used the more standard choice, i.e., H(Qk_l) + €x, we could avoid the multiplicity of cases of
Equation (6.2). However, by expressing the margin in the current manner, our analysis simplifies, resulting
in some nice close-form error expressions. Note that we can choose to add the margin directly to Q only
because we focus on binary sources.

2We assume the code has perfect error-detection capabilities.

3More efficient hybrid-ARQ-type retransmission strategies can be used. But, this strategy simplifies the
error analysis, and only leads to a marginal loss in efficiency.
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the Slepian-Wolf code plus the probability of a decoding error times In2 (1 bit/symbol or
In 2 nats/symbol to account for its uncompressed retransmission). We use e, to denote the

event of a decoding error on block k. Ideally, we minimize the following cost,
E [Ck] = Pr[ek] In2+ F [Rk] . (6.3)

With some abuse of notation we use R both to represent the rate-determination function,
as in Equation (6.2) and the resulting rate, as in Equation (6.3). We choose to express the

rate in nats to simplify notation in subsequent analysis.

6.3 Analysis

In this section we show that choosing €, = K (Q)/+/Ix, (for some function K (-)) minimizes
the cost Equation (6.3). For some constants ¢1, ¢2, and ¢3, we will develop a bound for

E [cg] of the following form

Elci] < Ha(Q) + drex + doexp {—¢3er } -

By choosing ¢, of the form ¢, = K(Q)/+/Ix, we obtain the fastest asymptotic behavior of
this bound. As one would expect, the form of ¢;, should be chosen dependent on (). However,
Q is unknown, so in practice we would pick the constant as K (Qk—1)~ The dependence on

V1j; is also somewhat intuitive. The standard deviation in the best estimate of Q) drops as
1/y/mi—1 = 1/V1.

Without loss of generality, in this analysis we assume that QQ +¢; < 0.5. In Section 6.3.1
we first bound the first term of Equation (6.3), the probability of a decoding error. In
Section 6.3.2 we bound the second term, the expected rate used during the Slepian-Wolf

transmission. In Section 6.3.3 we put the results together to choose €.

6.3.1 Probability of Decoding Error

We assume that the scheme uses Slepian-Wolf codes that succeed as long as the entropy
rate of the kth block is below the transmission rate, i.e., H(xﬁfiﬁl)/lk < Ri. We use

standard large deviation techniques following the results of [22] to bound the probability of
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decoding error on the kth block.

Prley] = Pr[H(x,* | 1)/l > Ry (6.4)

=3 > pl@™ ) Pr[H(E )/l > Ry (6.5)
P :L'nkfle']‘p

= Z Z p(x"F1) Z Z plryk ). (6.6)
P z"k-1¢Tp P ot IZ’;71+1615

H(P) > Ry(P,¢;)

In Equation (6.4) the rate Ry, is random, depending on the empirical distribution of the first
nk—1 source symbols and the margin €, via Equation (6.2). In Equation (6.5) we use P to
denote this empirical distribution and 7p to indicate the corresponding typical set. Since
Qi_1 = P, plugging P into Equation (6.2) gives the, now non-random, rate used Ry (P, e).

We continue as

Prie, < > exp{-m_1D(P|Q) - xD(P|Q)} (6.7)
r Ps.t.
H(P)> H(P +¢)
<> > exp{-lx min [D(P|Q)+ D(P|Q)} (6.8)
P p P, P s.t.

H(P)> H(P +¢)
< (I + 1) exp{~l[D(P*[|Q) + D(P* + e[|Q)]} (6.9)

In Equation (6.7) we use p(z™-1) = exp{—ni_1[H(P)+D(P||Q)]} for all sequences z"*-1 €
Tp, and |7p| < exp{nip_1H(P)}, see [22]. In Equation (6.8) we use I, = nk_1, and the
minimization is over all distributions, not just those that are types. In Equation (6.9) P* is
the minimizing distribution (P = P* and P = P* + ¢;). After minimization the exponent
does not depend on P or P. We sum over all binary types of length I, of which there are
I + 1.

The error exponent of the probability of decoding error depends on the unknown distri-
bution Q). We study this exponent to determine a good choice for €. To do this, we solve

for P* assuming a fixed €.

L ID(PIQ) + D(P + 4] Q)]

:dip [plng+(1—p)1n1:g+(13+ek)1npge’“ +(1—P—ek)1n1—11jg)fk

[ PP a)(- Q)

- | e (610
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Setting Equation (6.10) equal to zero, and solving for P using the quadratic equation gives

g 20740202 +4Q2(1 - Q)
Pr=-"— 2 =20) . (6.11)

For any choice of €;, and any source distribution @, this value of P* determines the dominant

source of decoding error. Using Equation (6.11) in Equation (6.9) yields a bound on the
decoding error for this protocol. Note that because D(P||Q) is convex in its arguments,

P*< Q<P+ e

The error exponent D(P*||Q) + D(P* + €||Q) has a particularly simple form when ¢
is small. We define P* = Q — € and P* + ¢, = Q + €, where ¢, = € + €. By the convexity
property just discussed € € > 0. With these definitions, we approximate the error exponent

when ¢; is small.

D(P*|Q) + D(P* + &|Q) = D(Q - €|Q) + D(Q + €]|Q)

Ca-an gl 1-asonlies

+(Q+e)1n{1+a —i—(l—Q—ﬁ)ln[l—lQ]
e+ & (8 —8)(1-2Q)

M

“00-0 T 20 -qp (.12
62
“ign-g ~° (619

In Equation (6.12) we use In[1 + 2] ~ x — 22/2. Writing € + € = (€ + €)? — 2¢€ = ¢; — 2¢¢,
one can see that Equation (6.12) is minimized under the constraint for small €5 by selecting
€ = € = ¢;/2. Choosing @ = 0.5 lower-bounds the quadratic approximation of the error

exponent.

In Figure 6.2 we plot the error exponent and quadratic approximation to it for ) = 0.05
and @ = 0.3. The approximation Equation (6.13) is quite good, even for large values of €.
For @) = 0.3, one can barely distinguish the quadratic approximation to the full solution.
The lowest curve in Figure 6.2 is the lower-bound to the quadratic approximation with

Q = 0.5.
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Figure 6.2. Error exponents and quadratic approximations for @ = 0.05 and @ = 0.3. Note,
for @ = 0.3, the approximation is so close to the error exponent that the lines are on top
of each other. This demonstrates that the quadratic approximation is quite good.

6.3.2 Bounding the Expected Slepian-Wolf Rate

In order to minimize the cost Equation (6.3) we must also take into account the second

term of Equation (6.3), E [Ry].

B[Ry < Pr[H(x"1) < H(Q+ 7 H(Q + 7 + ) + Pr[H(x"") > H(Q+7)]n2 (6.14)

<HQ+v+e)+m2 Y- > pla™) (6.15)
P s.t. a"k-1€Tp
H(P)> H(Q+ v+ e)
<H(Q-+v+e)+1n2 > exp{—nx-1D(P[|Q)}
P s.t.

H(P)> H(Q+7)
< H(Q+v+e) + In2(l + 1) exp {1 D(Q +7(1Q)} (6.16)
In Equation (6.14) we split the expected rate into two events. The first is a high-probability
event that occurs when the realized entropy is below the source entropy plus a margin +.

The second is a low-probability event that occurs when the realized entropy is large. In the

former case, the code rate is upper bounded by H(Q + + €k ), while in the latter it is upper
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bounded by In2. In Equation (6.15) we upper bound the probability of the high-probability
event by one, and analyze the low-probability event using techniques similar to those used
in Section 6.3.1. As in that section, we also examine the small-y region which gives,

2

D@+w@:iﬁg@. (6.17)

6.3.3 Optimizing the Rate Margin

We can now understand how ¢, should be chosen. It is easiest to see this in the small-
€, region. Indeed, the small-€; region is of great interest as we want to be as efficient as

possible for large data files.

Noting that probability of Pr[e;] in Equation (6.4) and Pr[H (x™-1) > H(Q + )] in
Equation (6.14) can both be upper bounded by one, then substituting Equation (6.9),
Equation (6.11), Equation (6.16), and Equation (6.17) into Equation (6.3) gives

Eck] = E[Ri] + In2Prley] (6.18)

<H(Q+7+e)

72
+1n2min [1, (I + 1) exp {lk?Q(l—Q)H

+ In2min [1, (It + 1)? exp {_lk%)(fz—Q)H . (6.19)

To give the best bound, we want to pick v as small as possible in Equation (6.18). Picking
v = €x/V/2 balances the exponents. We combine the exponential terms and use a Taylor

series expansion of the entropy around @ to simplify the bound of Equation (6.18), giving:

Bla) <@+ n [120

7 0 ] € + 21n 2 min [1,(lk +1)? exp{—lkez}] .

4Q(1 - Q)
(6.20)

In Equation (6.20), the second term is linear in €, so we want to pick € as small as possible.
However, the third term constraints this choice. The margin €, must go to zero slower than
1/+/I}, else the polynomial in I;, that pre-multiplies the exponent will dominate*. Thus, the
algorithm presented here will quickly converge to the case of an encoder aware of the source

statistics.

4Note that to study the trade-off for small @, one must use a better approximation to the entropy function
than the quadratic one we used. For example ¢, — H(Q) should always be less than one bit.
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6.4 Practical Considerations

In this section, we discuss the practical impact of two assumptions made in Sections 6.2
and 6.3. We first consider aspects of the protocol induced by the specific source structure
and correlation model. Second, we then consider the idealized codes used. Relaxation of

these assumptions is necessary for any implementation of the protocol presented here.

Though Sections 6.2 and 6.3 consider two sources with a specific correlation structure,
we would like to consider more generalized source structures. For example, we would like
a blind algorithm for arbitrary correlation structures over an arbitrary number of sources.
Fortunately, the protocol presented can be naturally adapted to such sources just by mod-

ifying the contents of the feedback.

ACK/NAK, R

. B Xk+1. .

Y

|
i
X— ENCODER X\ g i X
X,k ! /
|
DECODER
i
R ! N
Y —=ENCODER Y/” Ry« i ¥
A i
b
ACK/NAK, R
y,k+1

Figure 6.3. A block diagram for adaptation of our blind distributed source coding algorithm
to the general distributed source coding problem. During each cycle, the source is trans-
mitted at rate Ry over the forward channel. The decoder feeds back an acknowledgment
and a rate request, Riy1, for the next cycle.

In the protocol presented in Section 6.2, the feedback consists of the acknowledgment
and the estimate of the source parameter, Qk In our description of the protocol, there is
no specific reason the encoder needs this detailed information. We modify our proposed
protocol by altering the feedback to provide rate requests, Rx1, instead of summary statis-
tics. This structure can be adapted to arbitrary correlation structures and for an arbitrary

number of sources. A block diagram for the 2 source scenario considered in Chapter 5 is
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given in Figure 6.3. Since the accuracy of the rate request can be to a constant precision,

the rate of feedback becomes negligible as the block length grows.

Second, we consider the assumption on the properties of the codes used from Sections 6.2
and 6.3. In those sections, three assumptions were made about the codes. First, we assume
that the codes used respond to every source sequence of equivalent type equivalently. Sec-
ond, we assume that the codes are capacity achieving. Finally, we assume that decoding

errors are perfectly detectable.

In order to implement this algorithm with practical codes, we use LDPC based codes
as introduced in Section 2.3 and used throughout this dissertation. These codes are a class
of powerful linear block codes that are capacity approaching. They are decoded using the
iterative sum-product algorithm, and that as the algorithm progresses it either converges to
a solution that satisfies the code’s constraints (most likely the maximum likelihood solution)

or fails to converge at all.

Though LDPC codes do not satisfy the three assumptions stated here, they have prop-
erties that allow them to perform approximately meet the assumptions quite well. Though
LDPC codes do not respond to all sequences of a particular type equivalently and are not
capacity achieving, they perform well in practice. We leverage this empirical performance
here knowing that we will pay a small rate penalty. Further, since LDPC based Slepian-
Wolf systems approach the minimal compression rate bound only for large block lengths, as
discussed in Chapters 3 and 5, extra redundancy is needed for the short block-lengths used
for the first few blocks of our protocol. Finally, we leverage the iterative decoder of LDPC
codes by setting a small number as the maximum number of iterations before a decoding
failure is declared. We can use these declared decoding failures as a strong approximation
of the exact error detection assumed in Section 6.2. As will be seen in Section 6.5, these

effects are minimal.

6.5 Results

In this section we present results from running our blind algorithm. In each of the
simulations, blocks of 100,000 source symbols are generated according to a distribution.
The initial block-length is set to 100, and each successive block length equals the number of
bits sent thus far. As discussed below, we use a selection of 38 codes. Since not all rates are

available, some additional redundancy is introduced as rates are rounded up to the nearest
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available rate. The redundancy parameter € is set to e, = 2.0/,/n;—1 (arbitrarily, though

resulting in good performance).

For these experiments, we generate a finite set of LDPC codes from a selection of
LDPC degree distributions [70]. We use 38 different degree distributions (each both check
and variable irregular), with compression rates ranging from 0.025 to 0.95, with a spacing
of approximately 0.025 between codes. Most degree distributions are obtained from the
binary symmetric channel design section of the LTHC website [4]. The rest of the degree
distributions we use are designed using EXIT (extrinsic information transfer) charts [7],
though similar performance is seen by selecting codes from LTHC designed for other channel
models (such as the binary additive white Gaussian noise channel). Using these degree
distributions, the transform matrices are generated randomly, and then pruned to remove

short loops (of length 4 or less). For greater detail, see Appendix A

We begin by considering the simple 2 source scenario presented in Section 6.2 and shown
in Figure 6.1. We plot the results in Figure 6.4. In these plots the average cumulative
redundancy in percent (averaged over 25 simulations) is plotted versus cumulative block-
length, ng. Cumulative redundancy is defined as 2521 % The results of the system
are plotted for 2 different z; entropy rates: 0.1791 and 0.1944. As an example, to transmit
10° bits for a z entropy H(Q) = 0.1791 bits required an average redundancy of 49%, or
8,875 bits more than the 17,912 bit minimum (26, 787 bits total). In these plots, as nj grows
the overall redundancy declines. To demonstrate consistency between simulations, we plot
one standard deviation error bars. In addition, for a z; of entropy 0.1791 (the other z; is
omitted for clarity, but is similar), a bound on the expected cumulative redundancy using
Equation (6.18) is also plotted, as well as the performance assuming full knowledge of the
source statistics (based on the results of [76]). Despite the limitations mentioned, and the

fact that our bound omits the cost of feedback, our results perform well in relation to our

bound.

For the next simulation, we consider a correlation structure requiring the rate request
structure of Section 6.4. Here, we retain the binary sum of z; to x; to obtain y; as depicted
in Equation (6.1). In contrast, we introduce Markov memory to z;. We now parameterize

the source as follows

p=Pr(z =1),
ho = Pr(z; =1|z;_1 =0), and hy = Pr(z; = 1|zi-1 = 1).

Greater discussion of this model can be found in Chapter 7.

81



D

o

o
]

—+— H(Bernoulli(0.027))=0.1791
H(Bernoulli(0.030))=0.1944

500F @ Bernoulli(0.027) Equation (6.20) Bound

=€ -Bernoulli(0.027) Full Source Knowledge

N

o

(=]
T

100(Bits Sent-Entropy)/Entropy

300

200

100 5

9-0--0--0--0 -0 -0-0--0--0--0 ,

15 2 25 3 35 4 4.5 5 55
Iogm(nk)

Average Redundancy (%)

Figure 6.4. Averaged results (over 25 trials) of blind source coding with side information
of sources as modeled in Section 6.2. The horizontal axis is the number of cipher-text bits
considered, ny, in log-scale, and the vertical axis is the system redundancy (the percent
of bits used above the entropy rate). We present one standard deviation error bars to
demonstrate consistency. As the number of bits transmitted grows performance improves.
Note, the bound from Equation (6.18) plotted here excludes feedback costs. Ideally, we
would like to transmit at 0% redundancy (the entropy rate).

In Figure 6.5, we plot the results of the blind source compression with side informa-
tion of x; when z has the Markov memory structure described here. We parameterize
z; as (p,ho,h1) = (0.3571, 0.1103, 0.8014). This results in a conditional entropy rate of
H(x;|y;) = 0.5787. On average, these simulations transmitted 80,000 bits in 47,951 bits, a
3.56% redundancy. For purpose of contrast, we also plot the redundancy of transmitting x;
uncompressed. As can be seen in Figure. 6.5, the blind transmission scheme here approaches

the entropy rate for correlated sources.

6.6 Conclusions & Open Problems

In this chapter we presented a protocol for blind distributed source coding. We analyzed
the protocol in the case of a simple correlation model and showed its convergence to the
case of full knowledge of the source statistics. We then discussed how to actually implement

this protocol, and demonstrated its practical performance.

Some issues stand out for future study. First, we would like to obtain a lower bound on
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Figure 6.5. Averaged results (over 25 trials) of blind source coding with side information
where the source model of Section 6.2 is altered such that the samples of z; exhibit Markov
memory. Similar to Figure 6.4, the horizontal axis is the number of cipher-text bits con-
sidered, ny, in log-scale, and the vertical axis is the system redundancy (the percent of
bits used above the entropy rate). As the number of bits transmitted grows performance
improves.

transmission redundancy to help establish the optimality of our scheme. Second, we would
like to implement the algorithm with other classes of codes and decoders. For example, the
linear programming LDPC Decoder [24] offers a guarantee of maximum likelihood decoding

or error detection offers promise.

Having developed the tools to perform practical distributed source coding throughout
the previous chapters, we now consider a practical application of these codes. We apply
these techniques to the compression of encrypted data to demonstrate how these codes can

be used to solve new problems.

83



Chapter 7

The Compression of Encrypted
Data: A Framework for Encrypted
Simple Sources to Encrypted

Images

In this chapter, and the next, we switch our focus from generally applicable distributed
source codes to developing codes for the application of compressing encrypted data. In these
chapters, we consider sources characterized by statistical redundancy, such as images, that
have been encrypted uncompressed. Since encryption masks the source, traditional data
compression algorithms are rendered ineffective. However, as has been shown previously, the
compression of encrypted data is in fact possible through the use of distributed source-coding
techniques. This means that it is possible to reduce data size without requiring that the
data be compressed prior to encryption. Indeed, under some reasonable conditions, neither
security nor compression efficiency need be sacrificed when compression is performed on the

encrypted data (Johnson et al., 2004 [38]).

Building on this foundation, in this chapter we develop algorithms for the practical
lossless compression of encrypted data sources. We consider algorithms for a variety of
sources, ranging from independent and identically distributed to images. Our methods are

designed to leverage the statistical correlations of the source, even without direct access to
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their instantiations. As an example, we are able to compress a encrypted binary version
of the world map to 43% of its original size, giving a 57% rate savings. Traditional data

compression algorithms are unable to compress the encrypted image at all.

7.1 Introduction

Since good encryption makes a source look completely random, traditional algorithms
are unable to compress encrypted data. Typical systems therefore must compress before
they encrypt. However, Johnson et al. in [38] show that the compression of encrypted
data can be cast as a problem of source coding with side information [78]. It is further
shown in [38] that neither compression performance nor security need be lost under some
reasonable conditions. A block diagram of this system structure is presented in Figure 7.1.
In this figure, a length n source message, x", is encrypted with, k™, to produce the cipher-
text, y™. The cipher-text is compressed into nR bits (R < 1) and the decoder makes a

source estimate, X, based on the nR bits and k™.

Message
Source | Encryption n : : &n
w Joint Decompression
xN ™ @ ] and Decryption %
A 1 Reconstructed
4 Source
Key, K"

Figure 7.1. The source is first encrypted and then compressed. The compressor does not
have access to the key used in the encryption step. The decoder jointly decompresses and
decrypts. The key serves as the decoder side information.

To better understand the problem framework, consider the image in Figure 7.2. In the
left-hand plot is a binary image of the world map. We refer to this as the plain-text since
it is unencrypted. Each of the 100 x 100 pixels in this frame takes a value of either 0 or
1, giving a raw images size of 10,000 bits. The middle plot of the figure shows an image
of equal dimension to the first, but consisting of bits selected uniformly at random (i.e.,
independent and identically distributed (i.i.d.) Bernoulli-0.5 random variables). This image
is the stream cipher key. We encrypt the image by applying a bitwise exclusive-OR (XOR)
between the key bits and the source (this is an example of a “stream cipher,” and has the

same security properties as the Shannon one-time pad [77]). The resulting encrypted image
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shown in the right-hand plot is referred to as the cipher-text. The problem of compressing
the highly structured unencrypted image on the left has been extensively researched, and
many effective solutions exist. However, none of these can compress the marginally random
image on the right. The cipher-text, in isolation, is independent of the source, is itself a

Bernoulli-0.5 i.i.d. image, and is thus not compressible.

Figure 7.2. A sample 100 x 100 world map image is on the left (10,000 bits total). To
encrypt this image, the 10,000 bit random key in the center is added to the unencrypted
image on the left (using a bit-wise exclusive-OR).

While the plain-text and cipher-text are independent, the cipher-text can still be com-
pressed using techniques of source coding with side information. To understand why, note
that compression can be achieved by leveraging the dependence between the cipher-text, y™,
and the key, k™. This dependence can be understood by viewing the cipher-text as a noisy
version of the key stream. For example, if we know that the source has a low Hamming-
weight!, then the set of possible cipher-texts are clustered around the key sequence. Viewing
the key sequence as a noisy version of the cipher-text, we use a Slepian-Wolf decoding pro-
cess [78, 22] on the compressed bits to de-noise the key and uncompress the cipher-text.

The source estimate is produced by decrypting the uncompressed cipher-text.

In addition to establishing the connection between compression of encrypted data and
Slepian-Wolf coding, Johnson et al. [38] demonstrates a practical scheme for compressing
an encrypted i.i.d. source. This scheme is based on graphical codes, and draws from the
work presented in Chapter 3. However, the main target applications for these techniques

are in media coding, where the statistics of sources such as images are far from i.i.d.

In this chapter, we develop a framework for the compression of encrypted media sources.
Since we operate on encrypted data, the encoder has no access to the original (compressible)

source. Therefore, only the decoder can exploit source structure. The accuracy of the

!That is, it is mostly zeros and contains only a few ones. Though most data sources do not have low
Hamming-weight, we can leverage source redundancy to the same effect.
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statistical model used is thus essential to the resulting compression performance. Earlier
work [38] focuses on memoryless models and ignores any spatial and temporal dependencies.
Our contribution is to develop and implement a practical solution for compressing encrypted

media.

We consider the issues in compressing media sources. We introduce 1-D and 2-D models
which can leverage the spatial structure of images. We show how to exploit increased model
complexity for improved performance. We apply these models to both binary and gray scale
images, and we demonstrate that employing these models achieves greater compression than

the 1.i.d. source model.

This chapter is organized as follows. In Section 7.2 we describe our framework for
compressing encrypted sources. Then, in Section 7.3 we develop statistical models and
provide experimental results. Finally, we provide concluding notes and open problems in

Section 7.4.

7.2 General Framework

In this section we present the framework of our design. We then specialize it to the
scenario of interest (stream-cipher encryption and compression using linear codes). We use
factor graphs [42] (discussed in greater detail in Section 2.3) to represent the statistical

relationships between quantities in our problem.

As a brief summary of the material in Section 2.3, we give a quick summary. Factor
graphs are bipartite graphs, consisting of two types of nodes: variable nodes (represented by
circles) and factor nodes (represented by rectangles or squares). Variable nodes are either
hidden quantities we wish to estimate (such as the plain-text) or observed quantities (such
as the key). Factor nodes represent constraints between subsets of variable nodes. The set
of variable nodes constrained by a particular factor are connected to the factor node by
edges. Factor graphs not only concisely represent the statistical structure of a statistical

inference problem, but also provide the basis for efficient inference algorithms.

The high-level factor graph for our problems is depicted in Figure 7.3. The left half
of the factor graph depicts the generative model (the mapping from source and key to the

compressed bits), while the right half is used by the decoder to estimate the source. The

2

generative model contains the mapping from the source” x" and key k™ through encryption

2We exclusively consider binary sources herein. This is not as restrictive an assumption as it may first
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into the cipher-text y™. The “encryption function” factor node constrains x™, k™ and y" to
be compatible inputs and outputs of the encryption function. The generative model also
contains the code used to map the cipher-text y™ into the syndrome? s™. The compression
rate is m/n. The “code constraint” factor node constrains y™ and s to be compatible
inputs and outputs of the encoding function. The right-half of the factor graph is used by
the decoder to estimate the plain-text. It has as inputs the key k™ and syndrome s™ and as
internal variables the source and cipher-text estimates, X" and y", that are the output of
the decoder. We now discuss how some of the high-level factor nodes of Figure 7.3 can be
further decomposed into more tractable low-level functions. We describe these factorizations
in terms of the variables on the right-hand decoding half of the graph, as it is in decoding

that these simplifications will be exploited.

GENERATIVE MODEL

_ &ENCODER S PEOODER
Source Source Model

<
Ky

Encryption Function O Encryption Function
PRyt
s

é}\g ¢Y2 (?Y3 es ¢Y" P é}% éﬁz é}'\‘@ . ¢Q
Code Constraint S| Code Constraint

Figure 7.3. The abstracted model for compressing encrypted data. This model consists of
two parts. The first part, the generative model and encoder, describes how the raw source
data is first encrypted and then compressed. This part operates on the true source bits, x;,
the key bits, k;, the encrypted bits, y;, and the compressed bits, s;. The second part, the
decoder, shows how the various components of the source are modeled at the decoder for
recovering an estimate of the original source. This part uses the same compressed bits, s;,
and key bits k;, but works on an estimate of the encrypted bits, y;, and the source bits, X;.

appear. For instance, gray-scale image can be broken down into bit planes with the source variables indicating
the bit-plane pixel values.

3We refer to the compressed bits as a “syndrome” to make explicit the connection to distributed source
coding and to Chapter 3.
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7.2.1 Encryption Function

In this dissertation we consider stream-cipher encryption exclusively. Such encryption
is used in a variety of symmetric key encryption standards, and (under our assumption of
an i.i.d. Bernoulli-0.5 key) are Shannon-sense secure [77]. The structure of stream-ciphers
allows us to factor the larger encryption process into a set of bit-by-bit processes. The
cipher-text is computed as y; = X; & k;, where y; is the ith bit of the cipher-text estimate,

k; is the ith bit of the key, and @ indicates addition mod-2 (XOR).

At decoding a parallel constraint must be enforced on y;, X;, and k; for every 7. In
particular, these variables must sum to zero. We therefore split the large encryption factor
node into n low-level factor nodes. As depicted in Figure 7.4, the square node labeled f;

enforces the even parity.

Figure 7.4. The graphical constraints imposed by stream-cipher encryption. The source
estimate X;, the key bit k;, and the cipher-text estimate y; must have even parity.

7.2.2 Code Constraint

We use a linear transform to compress the cipher-text. The syndrome is calculated as
Sm — H-)/’n,7

where H is an m X n binary matrix, and addition is performed modulo two. This is the

same technique used for compression in Section 3.2.

We choose a low-density parity-check (LDPC) code [26] as the linear transform. Further
discussion of the LDPC codes we use and how we modify then is provided in Section 2.3
and in our experimental descriptions in Section 7.3.4 respectively. See Chapters 3 and 5 for

a more extensive discussion of code design and the merits of using LDPC codes as a base.

The H matrix corresponding to a LDPC code is a sparse matrix, i.e., it has few ones

in any column or row. As detailed later, this choice makes efficient application of iterative
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message-passing inference possible. As with the encryption function, the “code constraint”
function node of Figure 7.3 can also be factored into local functional constraints, as shown
in Figure 7.5. In particular, H can be described by m local constraints, each corresponding
to a row of the H matrix. For example, say that there is a non-zero (i.e., unity) entry in
the ¢th column and jth row of H. Then in the factor graph we draw an edge connecting
the ith variable y; to the jth parity constraint g;. The sum of all y; connected to g; must

equal s;.

Figure 7.5. The graphical model of the constraints imposed by using a LDPC code for
compression. All cipher-text estimate y; connected to the same parity-check g; must sum
to the syndrome value s;.

Here, we implicitly assume that the code provides sufficiently many compressed bits for
the decoder to recover the source. In practice the encoder needs to learn how many bits it

must supply. We discuss a relaxation to this assumption in Chapter 6.

7.2.3 Source and Source Model

Unlike the encryption and compression functions, where exact description of the imposed
constraints is possible, we cannot have exact knowledge of the underlying characteristics
of the general source. Instead, the decoder must use a model of the source. Thus, in
Figure 7.3 the left-hand side function is labeled “source” (as determined by nature) while
the corresponding function on the right-hand side is labeled “source model” (chosen by the
system designer). The compression rates our system can achieve depend strongly on the

quality of the model.

We first discuss the simple n-bit i.i.d. source model of Johnson et al. [38] for the “source
model” constraint. This is the same model discussed in Chapter 3. We defer the discussion

of more sophisticated models to Section 7.3 and Chapter 8. The i.i.d. model is represented
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in Figure 7.6. This graph consists of the n variable nodes corresponding to source bits
estimates, labeled %;, and the n function nodes corresponding to the source priors, labeled
P;. The source prior P; is the marginal probability that each bit equals one, denoted
p = Pr(x; = 1). For now, we assume the decoder is supplied with knowledge of p. We show

how to relax this assumption in Section 7.3.4.
OQl OQZ OQ?, e OQn—l OQn

O O P

Figure 7.6. The simple i.i.d. model considered in [38] and in Chapter 3. This model consists
of the source estimates X; and their priors.

7.2.4 Decoding Algorithm

We recover the plain-text source using the sum-product message passing decoding algo-
rithm. We give a brief summary of the algorithm. For greater depth, see Section 2.3.1. The
sum-product algorithm is an inference algorithm that works on the factor graph. When the
factor graph is a tree, the algorithm produces the correct variable estimates. It is not exact
when there are loops in the factor graph (such as in the code graph of Figure 7.5). Em-
pirically, however, its performance is quite good on average with reasonable computational
complexity (the number of calculations grows polynomially with the block length). This is
due both to code sparsity (thus its loops are typically quite long) and the slowly varying?

nature of the source.

The algorithm works by iteratively sending messages from node to node along the edges
of the factor graph. Each message pertains to a single variable node and represents the
algorithm’s current belief of whether its value is zero or one. Recall that all variables in
our system are binary. We thus use log-likelihood ratios log[(P(x; = 0))/P(x = 1)] to rep-
resent beliefs. By using this parameterization we only need to propagate scalar messages.
Incoming messages are fused together to produce updated beliefs. The sum-product algo-
rithm operates over the factor graph of Figure 7.3, with the simplifications developed in
Section 7.2.1-Section 7.2.3. As message passing iterations progress, statistical information

is disseminated across the graph. The algorithm continues until either a stopping condition

“For most models considered here, there is strong dependency between adjacent bits (with the exception
of the i.i.d. model). See Section 7.3 and Chapter 8.
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is met (e.g. if we compress our current best guess of y™ and the result is s”*) or a maximum

number of iterations is reached.

We now describe the rules used to fuse together incoming messages into refined beliefs at
each node. Messages coming into a variable node are added together to produce an updated
log-likelihood estimate of the value of the node. The rule for fusing messages incoming to
the ith parity constraint (g;) is nearly identical to the update rule for LDPC codes [70],
altering the sign as dictated by s;. In addition g;’s fusion rule takes into account the value
of the ¢th syndrome. See Section 3.4.1 for examples of the specific form of the update
rules. The update rule for encryption function nodes (f;) is simple: flip the sign of the log

likelihood ratio if the key bit is 1,

ki
K% = (_1) Vi fi-

The message update rules for the specific source models we implement are discussed in

Section 7.3 and Chapter 8.

In this section we have made specific choices for the code and encryption constraints
of Figure 7.3. We chose these particular structures for their practical strengths, since they
interact well together in sum-product algorithm. Other choices could be made for these
constraints, but may result in significantly increased computational complexity. In the

following section, we discuss various aspects of the source constraint.

7.3 From Compression of Encrypted Simple Sources to En-

crypted Images

We now focus on the issue of source modeling. In this section, we consider source models
of complexity greater than the i.i.d. source model from Section 7.2.3. Each source model is
intended for use with the factor graph of Figure 7.3, is described in terms of the decoder
half (right-hand side) of Figure 7.3, and is of increasing complexity with better compression
performance. Since we focus on bit-wise stream ciphers in Section 7.2.1, each of our models
is also bit based. As we describe each model, we illustrate them using factor graphs. We

omit discussion of blind transmission for clarity.
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7.3.1 1-D Markov Model

The first extension of the i.i.d. model we consider is Markov memory between successive
bits. The factor graph of our 1-D Markov model is shown in Figure 7.7. In this figure, we
again consider the n bits, labeled %;, and the source priors, labeled P;. Additionally, we now
consider the correlation between consecutive bits, shown as the constraints labeled M;. The
correlation constraints represent the Markov state transitions. In addition to parameterizing
the source priors with the marginal probability p = Pr(X; = 1), we now also parameterize the
Markov correlation constraints. Assuming these correlations to be equivalent both forwards
and backwards, we denote these correlations hg = Pr(x; = 1|x;—1 = 0) = Pr(X; = 1|X+1 = 0)

and hl = PI"()@ = 1|)A(i_1 = 1) = PI‘()A(Z = 1|)A(Z‘_|_1 = 1)

% M3 %3
)

QlL MZL M1 %y Mn %a
Py P3 Pr-1 %Pn

Figure 7.7. The 1-D source model. This model consists of bits (circles), source priors
(squares below the bits) and correlation constraints (squares between the bits). In addition,
message labels, p and v, are presented.

7.3.2 2-D Markov Model

In order to incorporate the spatial correlations of sources such as images, we introduce
a 2-D Markov model®. We consider the n bits as arranged according to a grid, with N, rows
and Nj, columns (N, x N = n). In addition to the source prior, we consider the correlation
between each pixel X; ; and its 4 nearest neighbors; up & down, left & right. A section
of the corresponding factor graph is illustrated in Figure 7.8. Besides the circles labeled
Xij (1 € {1,...,Np} and j € {1,...,N,}) representing the bits and the squares labeled
P; ; representing the source priors, the constraints labeled M{fj represent the horizontal

correlations while the those labeled M} ; represent the vertical correlations.

As with the other models, the prior probability on each bit is denoted p = Pr(%;; = 1).
For the 2-D model, we denote the horizontal correlation parameters as hg = Pr(X; =

1|)A(i’j,1 = O) == Pl“()A(Lj = 1|)A<Z'7j+1 = O) and hl = Pl”()A(ijj = 1|)A<i,j,1 = 1) = PI‘()A(Z‘J' =

®The constructions of [82, 65], developed concurrently, are related but consider an image and a noisy
version of the same image. Since neither the key nor the cipher-text are images here, their constructions do
not directly apply.
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Figure 7.8. A section of the 2-D source model. This model includes the source bits (circles)

and both horizontal correlations, Mihj, and vertical correlations, MZU]

1% j+1 = 1). We further denote the vertical correlation parameters as vg = Pr(X; =
%15 = 0) = Pr(ki; = 1% = 0) and v1 = Pr(%; = 1fxi1; = 1) = Pr(%; =
1|Xi+1,; = 1) for the 2-D model.

7.3.3 Message Passing Rules

Incorporating the models above into the general framework of Figure 7.3 is straightfor-
ward. In this section, we give the form of the additional message update rules necessary that
were not, covered in either Section 7.2.4 or Section 2.3.1. There are two additional types of
nodes considered here; the source prior and the correlation constraints. Since each source
prior is a terminal node, its messages are constant across iterations and is the log-likelihood

ratio of the bit according to the prior, p.

As a representative example, we write the update rule for the 1-D message (Figure 7.7)
from Ms to Xp (labeled p) based on the message from x; to My (labeled v). All other

correlation constraint message updates (messages in the alternate direction as well the
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messages update rules for Mi}fj and M’ j) are identical in form. Recall the parameters for
My here; hg = Pr(x; = 1|%,-1 = 0) and h; = Pr(X = 1|X;—1 = 1). The update equation is

given below,

u_10g<(2—h0—h1)+(h1—ho)tanh(v/2)>. (7.1)

(ho + h1) + (ho — h1) tanh (v/2)
M5 thus converts the estimate of X; to an estimate of %o, based on the correlation between

)?1 and )A(2.

7.3.4 Doping

As mentioned in Section 7.2.2, the codes used to compress these encrypted sources are
modified forms of LDPC codes. The code consists of bits calculated using a sparse linear
transformation (based on an LDPC matrix) and a portion of the encrypted bits transmitted
uncompressed. We refer to these uncompressed bits as “doped” bits. In practice, the doped
bits range from 30% to 50% of the total output compressed bits (see Section 7.3.5 for sample

empirical results). We use these bits in two ways®.

First, since doped bits are known unambiguously at the decoder they anchor the itera-
tive decoder and initiate the decoding process. Without these bits as a catalyst, decoding
fails. Decoding fails since marginally each source bit is roughly uniform, and thus the
log likelihood ratios lack bias. This aspect of their use is similar to their use in the dis-
tributed source coding scheme of Markov sources in Garcia-Frias & Zhong [34] and fountain

codes [51].

Second, they additionally provide a mechanism to estimate the statistics of the en-
crypted data. As mentioned in Section 7.2.4, we assume that the decoder knows the source
statistics. Using doped bits, we can eliminate this assumption. By selecting an appropriate
subset of the source to send as doped bits, the decoder develops estimates of the source
parameters (p, hg, etc.). For example, with Markov source models we dope adjacent bits
for parameter estimation. In this work, we dope bits uniformly at random. Study of more
structured doping schemes is an open problem. For instance, it may be that doping bits
according to variable node degree of the compression code results in better sum-product

algorithm performance.

Though we refer to these bits specifically, they could be incorporated into the code’s
degree distribution. Each bit transmitted doped is equivalent to adding a degree 1 check

5Though not a part of this discussion, one additional use of these “doped” bits would be in initialization
of the blind transmission protocol of Chapter 6.
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node to the sparse linear transform. A study of code design techniques [70] incorporating

doped bits is an open problem.

7.3.5 Experimental Results

We use an example to demonstrate the compression results. Consider the image in
Figure 7.9, reprinted from Figure 7.2. We encrypt this binary world map image (10,000
bits) and decompress it using the various idealized source models. Note that for the 1-
D Markov model, we use a raster scan (north to south, than east to west) of the image.
Through a sequence of trials, we determine the minimum rate we can compress the encrypted

image to and still recover the original source exactly and then present that rate here.

For these experiments, we generate a finite set of LDPC codes from a selection of
LDPC degree distributions [70]. We use 38 different degree distributions (each both check
and variable irregular), with compression rates ranging from 0.025 to 0.95, with a spacing
of approximately 0.025 between codes. Most degree distributions are obtained from the
binary symmetric channel design section of the LTHC website [4]. The rest of the degree
distributions we use are designed using EXIT (extrinsic information transfer) charts [7],
though similar performance is seen by selecting codes from LTHC designed for other channel
models (such as the binary additive white Gaussian noise channel). Using these degree
distributions, the transform matrices are generated randomly, and then pruned to remove

short loops (of length 4 or less). For greater detail, see Appendix A.

Figure 7.9. A sample 100 x 100 world map image (also shown in Figure 7.2) is on the left
(10,000 bits total). To encrypt this image, the 10,000 bit random key in the center is added
to the unencrypted image on the left (using a bit-wise exclusive-OR).

Our first attempt to decompress the world map uses the i.i.d. model. Based on the
doped bits we measure this image, under an ii.d. source model, to have parameter (p)

= (0.38) and thus entropy of about 0.9580 bits. In practice, we are unable recover the
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source no matter what code rate we use to compress the encrypted image. Using the 1-D
model, we estimate (p, ho, h1) = (0.3738, 0.0399, 0.9331), and the encrypted image could be
compressed to 7,710 bits. In that simulation, the image was reconstructed in 27 iterations’.
Finally, we compress the encrypted world map image to 4,299 bits using the 2-D model, of
which 2,019 are doped bits. The decoder empirically estimates (p, ho, h1,vo,v1) = (0.3935,
0.0594, 0.9132, 0.0420, 0.9295) and then reconstructs the original image using 81 iterations.

The compressed bits and the reconstruction are presented in Figure 7.10.

COMPRESS Oﬁ DECODE
RATE=0.77 & DECRYPT

COMPRESS OI\I> DECODE
RATE =0.43 & DECRYPT

Figure 7.10. A comparison of the compressed bits and reconstructed image using the 1-D
Markov model and the 2-D Markov model. The 1-D model compressed the encrypted data
to 7,710 bits. This is 3,411 bits more than the 4,299 bits used for the 2-D model. The i.i.d
model could not compress the encrypted image at all.

To demonstrate the effects of the source model on decoding, we present the estimates of
the 1-D and 2-D decoders at three iterations in Figure 7.11. The influence of the 1-D source
model on decoder estimates in the estimates convergence along north-south lines. When the
2-D source model is used in contrast, the estimates converge in “clumped” regions seeded

by the doped bits that grow from iteration to iteration.

"Note that we did not study the effect of the model on the number of iterations required to decode.
Empirical results tended to show that a minimal number of iterations are required unless the code rate is
close to the minimum.
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Iteration 1 lteration 3 Iteration 5

Figure 7.11. A comparison of the intermediate estimates at the decoder. The estimates
from the 1-D Markov model are on the top row, while estimates from the 2-D model are on
the bottom row. The estimates from the 1-D model exhibit convergence along north-south
lines. In contrast, the 2-D model decoder exhibits a localized clumping nature.

7.3.6 Gray Scale Images

We discuss the challenges posed by gray-scale images whose pixel values range from 0
to 255. As with the 2-D model, pixels are assumed to lie on a grid with IV, rows and Nj
columns. We use a bit plane decomposition of each pixel, with 8 bits per pixel. The bit
planes range from most to least significant. Due to the bitwise focus of this model, we find
it convenient to consider each bit plane separately, modeling each with the factor graph of

Figure 7.8.

In contrast to the bit plane model, we could use a pixel based model. As an advantage,
this would allow us to consider every bit plane. Unfortunately, this would also result in
a drastic increase in decoding complexity since the computational complexity of the sum-
product algorithm is proportional to the variable alphabet size. Developing the algorithm

to operate efficiently with pixel based operations is an open problem.

The 1-D and 2-D models provide significant improvements over the i.i.d. model when
considering binary images. These models are very simple in contrast with what is used

in unencrypted gray-scale image coding. Unfortunately, this extension of the idealized
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models from above for “real world” gray-scale images proves difficult. In practice we find
only significant exploitable correlation gains for the two most significant bit planes. Even
exploiting inter-bit plane correlations (as discussed in Chapter 8) provides no significant

additional gain.

Two of the most common techniques used for compression of unencrypted gray scale im-
ages are inapplicable in compressing encrypted images. The first method is the application
of transforms, such as the DCT (Discrete Cosine Transform). As can be seen in Figure 7.12
though, bitwise encryption of gray scale images is a non-linear operation. Therefore the
transform of the encrypted image lacks the exploitable structure of the transform of the
unencrypted image. The second method is the use of localized predictors. Without access
to the local unencrypted context available to compressors of unencrypted images though,
localized predictors fail. In contrast, due to the high temporal correlation that is present,
video offers greater opportunity for compression. We consider the compression of encrypted

video in Chapter 8.

Figure 7.12. A sample image, “Foreman,” is shown on the left (811,008 bits total). To
encrypt this image, the 811,008 bit random key in the center is added to the unencrypted
image (using a bitwise exclusive-OR). Many classical methods exist to compress the “Fore-
man” image. These methods use techniques such as transform based methods and localized
predictors. Unfortunately, due to the nonlinear effects of bitwise encryption, none of the
classical methods or techniques will successfully compress the encrypted image.

7.4 Conclusions & Open Problems

In this chapter we presented a practical scheme for compressing encrypted data. We
first describe a general framework, and develop this framework for LDPC based codes and
stream ciphers. We propose idealized i.i.d., 1-D, and 2-D Markov models for compressing

encrypted images, and give an example of their benefit.

The work presented herein is a proof of concept. It suggests a number of areas for further
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study. First, the study of other models for data could provide even stronger compression
performance. For example, in nature correlation between image pixels is not limited simply
to adjacent pixels. Incorporation of a greater number of relationships in the model could
improve system performance, though these gains would be balanced by increased model

complexity.

Another area of study is in the structure of the “doped” bits. We would like to study
a systematic method for selecting which bits to dope. Some questions related to bit doping
immediately arise from the work presented in this chapter. The first question is to consider
what proportion of bits should be doped. Second, we would like to study structured bits
doping schemes. It seems likely that doping based on the code structure could result in
better performance. Finally, we would like to incorporate the open problem of code design

presented in Section 4.5 into this study.

A final area of future work suggested by this chapter is in the study of the compression
of other encrypted “real world” sources. Sources such as text, audio, and video. In the

following chapter, we present such a scheme for compressing encrypted video sequences.
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Chapter 8

Compression of Encrypted Video

In this chapter, we build on the framework presented in Chapter 7 to develop a scheme
for compressing encrypted video. Encryption masks the source, thereby rendering tradi-
tional compression algorithms ineffective. However, by conceiving of the problem as one of
distributed source coding it is shown in (Johnson et al., 2004) that encrypted data is as
compressible as unencrypted data. However, as discussed throughout this thesis, there are
a number of challenges to implementing these theoretical results. In this chapter we tackle

some of the major impediments.

To achieve compression, it is crucial that our models are well-matched to the underlying
source and are compatible with our compression techniques. In this chapter, we develop
models for video. For video, we compare our performance to a state-of-the-art motion-
compensated lossless video encoder that requires unencrypted video as input. It compresses
each unencrypted frame of the “Foreman” test video sequence by about 59% on average. In
comparison, our proof-of-concept implementation that works on encrypted data compresses
the same sequence by about 33%. Because the source is masked, the encoder cannot know
the target rate a priori. We incorporate the rate adaptive protocol of Chapter 6 into our

compression of encrypted video solution to address this problem.

8.1 Introduction

Encryption masks digital content so that it appears completely random. This renders

traditional compression algorithms ineffective. Best practices therefore dictate that content
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must be compressed before it is encrypted. Unfortunately best practices in compression
and security cannot always be assumed. There are prominent examples where raw digital
content is encrypted without first being compressed. For example, this is the case in the
High-Bandwidth Digital Content Protection (HDCP) protocol [86]. This motivates the

search for novel compression routines that operate on uncompressed, encrypted data.

As a motivating application, consider the delivery of high-definition video content over
home wireless networks. On one hand are content providers who have strict security and pri-
vacy requirements. To meet these requirements while maintaining the highest quality video,
content providers often encrypt their raw (uncompressed) content prior to distribution. For
example, the afore mentioned HDCP standard requires the encryption of raw video content.
On the other hand are wireless infrastructure companies. In wireless networks, transport
capacity is limited, and the data rates of raw high-definition video will overwhelm many
communication links. This limits the potential for such systems. By building a prototype
system, this chapter illuminates a solution that can enable the successful development of

these systems.

8.1.1 High-Level System Description and Prior Work

To illustrate the system architecture, consider the encryption process depicted in Fig-
ure 8.1. In the left-hand plot is a frame from the standard “Foreman” test video sequence.
This “plain-text” image is unencrypted. Each of the 288 x 352 pixels in this frame takes
an integer value in the range 0 to 255. The resulting size of each raw frame is 811, 008 bits.
The middle plot of the figure shows an image of equal dimension to the first, but consisting
of bits selected uniformly at random (an independent and identically distributed (i.i.d.)
Bernoulli-0.5 sequence). This is an example of a “stream-cipher.” We encrypt the image by
applying a bitwise exclusive-OR (XOR) between each key bit and the corresponding plain-
text bit. Under this assumption such a “one-time pad” system offers perfect security [77].
The resulting encrypted “cipher-text” is shown in the right-hand plot. Compression of the
highly structured plain-text image has been studied for decades. However, as discussed in
Chapter 7, none of these techniques can be used to successfully compress the marginally
random cipher-text. The cipher-text, independent of the source, is a Bernoulli-0.5 i.i.d.

image and is therefore not individually compressible.

As discussed in Chapter 7, while the plain-text and cipher-text are independent the

cipher-text and stream-cipher are not. This is the crucial insight. Since the stream-cipher
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Figure 8.1. A sample frame from the standard “Foreman” video test sequence is shown
on the left (811,008 bits total). To encrypt this frame, the 811,008 bit random key in the
center is added to the unencrypted image (using a bitwise exclusive-OR). Although many
classical methods exist to compress the “Foreman” video sequence, none will successfully
compress the encrypted video.

is known to the decoder, compression is possible by leveraging the dependence between
cipher-text and stream-cipher. The compression and reconstruction/decryption process

can be understood by viewing the cipher-text as a noisy version of the stream-cipher.

We compress the cipher-text by calculating a number of parity constraints of the cipher-
text. These are mod-2 sums of various subsets of the cipher-text bits. The resulting sums
are the compressed bits, which we refer to as the “syndrome” of the cipher-text (as discussed
in Chapter 7). The joint decompresser and decrypter combines the key sequence and the
syndrome to find the source sequence closest to the key sequence that also satisfies the
parity constraints. This search is identical to the decoding process of an error-correcting
code. By choosing the parity-constraints appropriately the cipher-text can be recovered
with high probability. Adding the key sequence to the reconstructed cipher-text yields the

plain-text, assuming decoding success.

A simplified block-diagram of the system is depicted in Figure 8.2 (a repeat of the block
diagram introduced in Figure 7.1). The length n plain-text source x™ is encrypted with
the stream-cipher k™ to produce the cipher-text y"™. The cipher-text is compressed into
the nR (R < 1) bits of the syndrome. The decoder makes its source estimate X" based
on the syndrome and the stream-cipher k™. In standard Slepian-Wolf terminology the key

sequence is the “side-information” available to the decoder.

In the previous chapter, we discussed a framework for compressing encrypted sources,
ranging from simple source to images. However, we foresee the main applications of these

ideas to lie in sources such as video. The HDCP motivating example above underscores
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Figure 8.2. The source is first encrypted and then compressed. The compressor does not
have access to the key used in the encryption step. The decoder jointly decompresses and
decrypts. The key serves as the decoder side information.

video as an important focus. Unfortunately, for video sources, the models discussed in

Chapter 7 poorly capture the source characteristics.

8.1.2 Main Results & Outline

Although we demonstrate improvements on images in Chapter 7, when applying the
lessons learned to video content our techniques really gain traction. In this chapter, we
show that in contrast to images, encrypted video is better matched to our techniques and
is an application in much greater need of such a solution. Operating on a frame by frame
basis, video offers the decoder the opportunity to combine intra-frame spatial statistical
models with predictive temporal models. We present a proof-of-concept implementation
and evaluate its performance on standard video sequences. Finally, we incorporate the

feedback ideas to give a fully operational system for blind compression of encrypted video.

This chapter is organized as follows. Section 8.2 provides a model to incorporate in the
framework of Chapter 7 for compressing encrypted video. In Section 8.3 we discuss the
decoding algorithm for encrypted video. Section 8.4 provides the results of compressing en-
crypted video, and compares the results to other leading lossless video codecs. In Section 8.5,
we discuss how to incorporate the blind protocol of Chapter 6 and provide compression re-

sults. Finally, we provide concluding notes and open problems in Section 8.6.
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8.2 Source Model

In this section, we consider a model for video sequences. Encrypted video supports a
larger opportunity for compression than still images, due to the availability of temporal
correlations in addition to spatial correlations. Presuming frame by frame compression
and decompression in our scheme, the decoder has access to temporal (as opposed to just
spatial) predictors. In this section, we consider videos composed of sequences of gray scale
images. Since we consider bitwise stream ciphers Section 7.2, we develop a bitwise source
model for video sources. We then proceed to describe adaptations made to the decoder and
finally present practical results (including blind simulations). Note that we describe our

model in terms of the joint decoder from the framework presented in Section 7.2.

We base our model for video on a succession of the 2-D Markov model considered in
Section 7.3.2, one for each bit plane. We begin by relabeling each bit from Figure 8.3
(reprinting Figure 7.8) as X} ;[I] to represent the /th most significant bit of the pixel at row
i and column j of frame t. A dropped index implies that we are considering the entire
range over that index. For example, X![l] represents the entire [th bit plane of the frame t,
while X! represents the entire frame at time ¢ with elements ranging from 0 to 255 (since

we include every bit plane).

We begin description of our temporal prediction scheme with a high level enumeration

of the steps involved.

1. Generate frame predictors X' and X! based on motion extrapolation from previously

tflj )?th

decoded frames x , and X*~3. Using motion extrapolation function g(-,-), we

denote this as follows

ot

Xt =g(x7 1, %72), and X! =

2. Having frame predictors, the next step is to estimate their quality. We generate
an estimated distribution, P(&t,)?t), based on the empirical distribution of the prior

decoded frame and it’s predictor. We denote this as follows

Pt 3 = P31 3L,

3. Finally, we condition the current frame bit plane model, x*[l], using the estimated dis-
tribution, P(x%, %'), the predictor, X, and the prior decoded bit planes, X![1] through
Xt —1].
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Figure 8.3. A reprint of Figure 7.8. A section of the 2-D source model. This model includes

the source bits (circles) and both horizontal correlations, M[}j, and vertical correlations,

M;';. We apply this model to each bit plane of each frame of the video sequences.

We now discuss our temporal prediction approach in detail, diagramed in Figure 8.4
and Figure 8.5. Figure 8.4 shows what information is fed to the decoder for the frame
at time t. We assume our system works on one frame at a time, and that the previous
frames were decoded exactly. This allows our decoder to have a full copy of the exact
previous frames available, and thus it is able to exploit temporal correlations. We operate
by having a predictor generated of each frame based on the two previous frames. That is,

given that the previous two frames, X2 and %'~!, are decoded successfully, we generate

t717$<t72)

a predictor, x! = g(x , such that this function is represented by the “Predictor”

boxes in Figure 8.4.

In this work, we implement a simple predictor operating across the bit planes that
uses motion compensation together with motion extrapolation to generate X!, illustrated
in Figure 8.5. In our scheme, we use the exact motion relationship between frames x'—2
and X'~! to extrapolate the motion between frames %'~ and %!. We divide %'~! into sub-

blocks of N x N pixels (N = 8 in this work), and for each block, we perform motion
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Figure 8.4. A diagram of the way by which information is generated and fed to the decoder
for each frame. Here, predicted frames are developed from the two previous frames. A
measure of the predictor’s accuracy is generated by measuring the accuracy of the previous
frame’s predictor. This gives the decoder sufficient assistance to recover the frame with the
standard joint decompresser and decrypter discussed in Chapter 7.

estimation to find the best matching block in %*~2. In other words, for the (a, b) block, with
a€l,2,...,N,/N and b e 1,2,..., Ny /N, we find (vz(a,b),vy(a,b)) such that:

N—1N-1
ot—2
(vz(a,b),vy(a,b)) = arg min E g d(aN+sz+]7 aN+2+vy,bN+]+vl>
vzyvy)eN’L 0 j=0

where N denotes the allowable search range, and d(-,-) is a metric that measures the
difference between two pixel intensities. Here, we simply use the square difference, i.e.
d(a, B) = |a— B)?. Assuming that there is little change in the motion fields over one frame
instance, we estimate the motion vector for each block in %! as the motion vector of the

st—1

co-located block in X*~*. Therefore, if (v;,v,) is the motion vector of the (a,b) block of

%=1, the (a,b) block in X' is then given by:

ot % t—1 ..
XaN+ibN+j = XaN-+itvy bN-+jtv, 0 ¢ 005 SN =1

A more sophisticated predictor could lead to a better X! and hence a better model perfor-

mance, but this implementation suffices here.

¢ can be useful for understanding the actual frame

It is clear that the predicted frame x
xt. To make use of the predictor though, we must model how accurate of a predictor it is.
We do this by considering the empirical distribution P(x'~!,%x*~1) of the previous frames
and their predictors, as done in Chapter 6. These distributions are calculated on a pixel
level since the distribution for individual bit planes can be determined as a function of the
pixel level distribution. That is, we estimate the joint distribution of our current frame and
its predictor as P(xf,x!) ~ P(x'~!,x'~!). In Figure 8.4, we represent this function with

the box labeled “P(Decoded,Predicted).” In practice, when calculating the histogram for
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Figure 8.5. Predictor generation using motion compensation and motion extrapolation.

Frames %'~2 and %'~! are available after having been previously decoded. For each block
in frame %‘~!, motion estimation is performed to find the best matching block in frame

%'72. In the above example, the best predictor for the block with thickened edges in X!~!

is the lightly thickened box in %*~2, shown with its corresponding motion vector (v, Uy).

We estimate the motion vector for each block in frame %' with that of its co-located block

in frame x'~1. Its predictor is then indicated by the estimated motion vector. Here, the

predictor for the block with thickened edges in X! is the lightly thickened box in %71, as

pointed to by the motion vector (vg,vy).

the previous frame and its predictor, we add it to the histogram (though with its counts
divided by 2 to act as a forgetting factor) used for decoding the prior frame. This results
in greater stability in the estimate for the distribution between the predicted and actual

frames. We omit this from Figure 8.4 for clarity.

We consider one final source of side information for the decoder (as mentioned in Sec-
tion 7.3.6). Since we process the frame with a single bit plane at a time, we further assume
that they are processed in order of most significant to least significant. Consider adjacent
pixels xfj = 127 and xfj 41 = 128. If we consider only the bitwise expansion of these two
pixels, we see that they differ at every bit plane. Looking at each bit plane in isolation, the
strong similarity between these two pixels is missed. Conversely, by considering each bit
plane in context of the bit planes of greater significance when using P(f(t, xt), we are able

to exploit more relevant correlations between bits.

The overall model consists of a predicted frame X’ based on the two previous frames and
an empirical distribution P()?t, x') based on the previous frame and its predictor. We use

all this information available to alter the parameters (p, ho, h1,vo, v1). We no longer assume
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them to be stationary; instead we make them dependent upon their context as follows

ho (x5 [01%F 5 xt 110, -+ o xE 51— 1]),
ha (015 5 x5, - x5 (0= 1),
UO(Xf,j[l”)A(f,j?Xij[lL e ?th,j[l —1]),
vl(vaj[l]|>?f’j,xij[1], .. ,xij[l —1]).

Specifically, we calculate each of these parameters using the marginalized empirical distri-

bution P(x*, X*) conditioned as above.

8.3 Message Passing Rules

When belief propagation is run for each bit plane over the graph model considered here,
the operation of the constraints is similar to the operation discussed in Section 7.3.3. Since
each source constraint, labeled Pf] [l], is a terminal node, it transmits its log likelihood
ratio calculated using the marginal probability p(x{;[l][X{;; x{;[1], ..., x{,;[l —1]). For
the correlation nodes, labeled Mi}fj’-t [[] and M }t[l], message update rules are of the form
in Equation (8.1) (reprinting Equation (7.1)) but modified for the correlation parameters

above

M:10g<(2h0h1)+(h1ho)tanh(u/2)>' (8.1)

(ho + hl) + (ho - hl) tanh (I//Q)

The rest of the messages passed throughout the compression of encrypted data framework

are identical to those discussed in Chapter 7.

8.4 Experimental Results

We evaluate our technique on the standard “Foreman,” “Garden,” and “Football” video
test sequences!. Respectively, these are low-motion, high-motion, and high-motion se-
quences. We compress 12 encrypted frames (i.e., a group of pictures (GOP) size of 12)
of these test sequences. In this group, we only compress the last nine frames (frames 4
through 12). As mentioned above, the first three frames are used to initialize the predic-
tors. With a larger GOP size, the rate effect of the three uncompressed frames diminishes.

Further, for ease of implementation, we divide each frame into 9 regions (arranged 3 x 3)

!These sequences are used to establish benchmarks for video coding schemes throughout the video coding
community.
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as a grid. Each region, having 1/9 of the pixels, has on the order of ~ 10* pixels (and each
bit plane has approximately ~ 10* bits). Better performance is likely by considering each

frame as a whole.

For these experiments, we generate a finite set of LDPC codes from a selection of
LDPC degree distributions [70]. We use 38 different degree distributions (each both check
and variable irregular), with compression rates ranging from 0.025 to 0.95, with a spacing
of approximately 0.025 between codes. Most degree distributions are obtained from the
binary symmetric channel design section of the LTHC website [4]. The rest of the degree
distributions we use are designed using EXIT (extrinsic information transfer) charts [7],
though similar performance is seen by selecting codes from LTHC designed for other channel
models (such as the binary additive white Gaussian noise channel). Using these degree
distributions, the transform matrices are generated randomly, and then pruned to remove

short loops (of length 4 or less). For greater detail, see Appendix A.

As with the image results from Chapter 7, through a sequence of trials we determine the
minimum rate we can compress the encrypted sections to and still recover the original source
exactly. We aggregate the total number of “transmitted bits” and present the resulting rate

here. The results of an automated system are presented in Section 8.5.

As in Section 7.3, we use doping to initiate the decoding process. In contrast to the
models of Section 7.3 though, only 5% to 10% of the total output compressed bits are doped
bits here. The reduced need for doped bits is due to the strength of the predictors used.
Since the prior frames provide significant bias for the decoder, additional doped bits are

unnecessary.

Our overall results are presented in Table 8.4. The numbers in this table represent the
average compression ratio in terms of the number of output bits per source bit. For example,
the number 0.6700 in the upper right most cell of the table indicates that on average, only
0.6700 output bits were necessary to represent each bit of the source video. As a reminder,
this number applies only to the last 9 frames in our group of pictures, ignoring the first 3
frames of the video for initialization as in Figure 8.4. As can be seen in this chart, although
we cannot perform as well as we would have on unencrypted data, significant compression
gains can still be achieved. Further, we can see the effect of the predictor on performance, as
performance is far better for the low motion “Foreman” sequence. The “Foreman” sequence
has better predictor frames than the other sequences, which have large deviations between

predicted and actual frames.

110



Frames 4 - 12 | JPEG-LS | MSU lossless | Encrypted
Foreman 0.4904 0.4113 0.6700
Garden 0.7320 0.5908 0.8236
Football 0.6700 0.5956 0.9283

Table 8.1. Comparison of results for the compression of three encrypted sequences compared
to results of traditional encoders compressing the unencrypted sequences. Despite operating
on encrypted data, the proposed approach performs well.

For purposes of comparison, we also compress the videos losslessly using publicly avail-
able software. The first system uses JPEG-LS [84] to perform pure intra-frame video com-
pression. JPEG-LS not only has low encoding complexity, but also demonstrates exceptional
compression performance relative to other lossless image coding standards [72]. In our study,
we compress each video frame with the publicly available JPEG-LS coder [37]. The sec-
ond system, MSU lossless video codec [57], is a publicly available lossless inter-frame video
codec, which is claimed by its authors to have the highest lossless video compression perfor-
mance [58]. Due to its proprietary nature, the details of their video codec are not known.
However, its performance does seem to be comparable to past results in the literature that

used either fixed spatio-temporal predictor [9] or motion compensation [53].

As an example of the operations performed for a particular frame, consider Figure 8.6.
This figure demonstrates everything that goes into the decompression of frame 4 (except
the encryption key, omitted for clarity). Here we see that the encoder has access to only
the encrypted version of frame 3. In contrast, the decoder is given the predicted frame 4,
the probability model estimating the reliability of the predicted frame, and the compressed

bits. In this example, the frame is recovered without error.

In Figure 8.7 and Figure 8.8, we present more detailed results from compressing the
encrypted “Foreman” sequence. The vertical axis of these plots represent the compression
ratio presented earlier (output bits per source bit). In the plot on the left (Figure 8.7),
we plot the rate as a function of the frame number. Note that we made no attempt to
compress the first three frames. This plot shows that the overall performance varies as the
video progresses but each frame is compressed to at least 70% of the source rate. In the
plot on the right (Figure 8.8), we present the rate used for each bit plane (across the 9
compressed frames). The horizontal axis ranges from the most significant bit plane (1) at
left to the least significant bit plane (8) at right. For reference, we are able to compress
the most significant bit plane by 78% on average. Due to variations in the magnitude of

the motion, for the most significant bit plane frame 12 is most compressible (81%) while
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Figure 8.6. A sample compression of the fourth frame of the “Foreman” sequence. This
block diagram demonstrates the generation of each of the elements available to the encoder
and to the decoder. Here, the decoder is able to reconstruct frame 4 from the predicted
frame 4, the probability model, and the compressed bits. The encryption key has been
omitted from this figure for clarity.

frame 5 is least compressible (76%). This gives a good indication of how much correlation
our system can exploit in each bit plane. As can be seen in this plot, we are able to obtain

no compression gains in the two least significant bit planes of this sequence.
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Figure 8.7. Compression results for the 9 frames considered by our system. The average
rate (in source bits per output bit) used on each frame. This plot demonstrates consistent
rate savings from frame to frame.
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Figure 8.8. Compression results for the 9 frames considered by our system. This plot shows
the rate used on each bit plane, ranging from most significant (left) to least significant
(right). Maximum and minimum are taken across all 9 frames. This demonstrates the
consistent compressibility of each bit plane from frame to frame. It further demonstrates
that successively less significant bit planes are successively less compressible.

8.5 Blind Video Compression

In this section we extend the algorithm of Chapter 6 to compressing encrypted video.
In particular, the decoder feeds rate requests (as in Section 6.4) for each portion of each bit
plane of each frame. When a decoding error is detected, the decoder requests the data be
retransmitted uncompressed. As mentioned in Section 6.2, performance can be improved

with a hybrid-ARQ-type retransmission strategy.

For clarity, the following discussion presumes each bit plane of each frame is compressed
whole, even though in Section 8.4 we break each bit plane into sections. We label the rate
used for [th most significant bit plane of frame ¢ as R![l]. We label the minimum value of

RY[l] for which decoding is successful as R[l]*.

In Section 8.4, we assume that the system knows the values of R![l]* for each frame
and plane. In blind operation, while R![I]* cannot be achieved, we note that R![[]* can
be determined by the decoder after successful transmission is complete. That is, after
successfully decoding a portion of the video sequence, the decoder can then, through trial
and error, determine the value of R![[]*. In practice, we found that the decoder could

determine this number with fewer than 20 encoding trials.
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Frames 4 - 12 | Foreman | Garden | Football
Encrypted 0.7918 0.9039 0.9917

Table 8.2. Results for the blind compression of the three encrypted sequences. The pro-
posed approach achieves significant compression gains. This demonstrates the value of the
approach presented here.

Our goal then when compressing plane x![] is to determine a rate, R'[l], based on the
best rate for the previous bit plane, R![l — 1]*, and on the best rate for the previous frame,
R[I1*. Our goal is to select R![l] such that it balances the rate used in transmission against
the probability of a decoding error and a retransmission, as in Section 6.3. Fortunately,
there is significant predictability between the value R'[[]* and the values R'[l — 1]* and

R*1I]* as can be seen in Figure 8.8.

In practice we used a function of the form ¢y R [I]* 4 ¢o Rl — 1]* + ¢3 to select x[I].
We generate this function by using the “Foreman” sequence as training data and then apply
this function to all three sequences. We select ¢1 = 0.8350, ¢o = 0.2518, and ¢3 = 0.0426.
The blind results are given in Table 8.5. As can be seen here, significant compression gains

are still achievable.

8.6 Conclusions & Open Problems

In this chapter we have presented a practical scheme for compressing encrypted video
sequences. This chapter describes how to adapt the models of Chapter 7 to gray scale
video, and demonstrate the practical compression performance on the standard “Foreman,”
“Garden,” and “Football” sequences. Finally, we present algorithms for blindly compressing

encrypted video sequences, and demonstrate its performance.

The work presented herein is more a proof of concept. It suggests a number of areas for
further study. As a first area of study, we would like to extend the techniques developed
here to other “real world” sources, such as text and audio. Next, we would like to develop
techniques to compress the initial frames in order to reduce their influence on the overall

results.

Another important area of further study is in the influence of the quality of predictors
on compression performance. Prediction resulting from the motion extrapolation offers

significant potential performance improvement. A better motion extrapolation technique
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will result in better prediction frames and hence better performance. This is demonstrated
by our algorithms relative performance on the high motion sequences versus the low motion
sequences. Along the lines of prediction, a technique to better evaluate the relationship
of the predictor and the actual frames would also improve performance. A detailed study
could better bound the error in the predicted frames compared to the actual frames. As
a final issue of prediction, a further study of how to perform rate requests could result in

vastly improved blind video compression.

Though we consider lossless video coding here, our inability to compress the least sig-
nificant bit planes suggests a way to apply our scheme to lossy video coding as a final area
of future study. Namely, by simply dropping the less significant bit planes, we will improve
system performance while providing good signal quality. Since these bit planes play lit-
tle significance in the prediction process, their loss should not strongly inhibit algorithm

performance.
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Chapter 9

Conclusions & Future Directions

In this thesis, we have described algorithms and protocols for practical distributed source

coding. We have presented a solution flexible enough to be applied to arbitrarily structured

distributed source coding problems. Throughout, we have demonstrated the incorporation

of Low-Density Parity-Check (LDPC) codes, and how their properties can be leveraged for

strong practical performance.

In the first half of this dissertation, we presented code construction and theoretical

analysis for the generalized distributed source coding problem. The developments in this

half of this dissertation can be classified as follows:

e A practical construction based on linear block codes for the source coding with side
information problem was presented in Chapter 3. We selected LDPC codes to incor-

porate into this construction, and demonstrated the strength of these source codes.

An adaptation of the construction in Chapter 3 to distributed source codes for parallel
sources. The analysis presented in Chapter 4 demonstrates the value of attempting
to leverage the non-stationary nature of parallel sources into a single coding frame-
work. We further identified the resulting LDPC code design problem, and presented

a powerful solution.

A further adaptation of the construction in Chapter 3 for the arbitrarily structured
distributed source coding problem is presented in Chapter 5. This linear block code
based construction is flexible enough to perform over arbitrary correlation structures,

for arbitrary rate points, and for an arbitrary number of sources. This construction is
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also flexible enough to naturally degrade to the solution of Chapter 3. We demonstrate
the application of LDPC codes to the block code construction of Chapter 5, and show
that they approach the Slepian-Wolf limit.

e A protocol for blind distributed source coding to fully automate the codes presented
in this portion of this thesis is introduced in Chapter 6. Such a protocol is necessary to
eliminate the a prior: assumptions made by most distributed source coding solutions.
We present a theoretical analyze of the protocol and show that it quickly approaches
the scenario with a priori knowledge of the source statistics. We further present results

demonstrating the success of this protocol in practice.

In this second half of this dissertation, we have focused on the application of our dis-
tributed source coding solution to the problem of compressing encrypted data. The devel-

opments in this half of this dissertation can be classified as follows:

e A practical framework for compressing encrypted data in Chapter 7. We demonstrate
the flexibility of this framework to compress a source under various source models.
We conclude by demonstrating the application of this framework to the compression

of encrypted binary images.

e A method to compress encrypted video, extending the compression of encrypted data
framework of Chapter 7, is applied to gray scale video sequences in Chapter 8. We
demonstrate the significant compression gains achievable when compressing encrypted
video without access to the encryption key. Finally, we incorporate the blind trans-
mission protocol of Chapter 6 and demonstrate the results of a completely automatic

blind compression of encrypted video system.

The work in this thesis suggests several avenues of further study. We itemize some of

these directions here.

e The study of additional code design techniques as the apply to the parallel source
problem considered in Chapter 4, the arbitrary distributed source coding problem
considered in Chapter 5, and the source models for compressing encrypted data in
Chapters 7, and 8 is a significant open problem. In particular, study of the applica-
tion of density evolution [70] techniques to the code design problem offers significant

potential gains.
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The study of structured doping is an interesting open problem. Though unstruc-
tured doping results in strong performance, as in Chapter 7, it seems probable that
structured doping could perform better still. Doping based on either the structure of
the previously decoded data or based on the structure of the compression code used
promises strong performance improvements. The density evolution tool of Richardson
& Urbanke [70] potentially can provide answers to several of these questions. Incor-
porating this study into the study of code design offers significant promise as a field

of study.

Application of our distributed source coding solution of Chapter 5 to larger alphabets
and to a larger number of sources is another area of further study. Though our con-
struction naturally adapts to these scenarios, it does so at a cost of increased decoder
complexity. A full characterization of the system performance in these scenarios is an

important next step.

Since Chapter 6 presented only an upper bound for our protocols performance, we
would also like to analytically develop a lower bound. The development of a lower
bound on protocol performance would help to establish the optimality of the protocol

presented.

In addition, the incorporation of other types of linear codes or other types of decoders
into the blind protocol of Chapter 6 is a promising open problem. Rate adaptable
codes and codes offering decoding guarantees promises to greatly improve convergence
performance. Further, the LDPC Decoder presented in Feldman, Wainwright, &

Karger [24] could improve system performance through decoding quality guarantees.

The study of improved source models for images and video is another area of further
study. Though the models presented in Chapters 7 and 8 result in strong performance,

it is clear that better modeling of the data would result in better performance.

The application of the techniques for practical distributed source coding and practical
compression of encrypted data to other “real world” sources is another field of further
interest. Significant gains have been achieved through the study of video sequences.

Similar gains are likely achievable through the study of text and audio sources.

Throughout this dissertation, the focus has been on lossless data compression. Yet
each problem considered here could also be considered in terms of lossy data com-
pression. Extension of these techniques to lossy data compression is a significant open

problem.
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To conclude, we hope that this work will spur greater research into applied distributed
source codes. More importantly, we hope that it will spur greater use of distributed source

codes in a variety of applications.
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Appendix A

Codes and Degree Distributions
Used to Generate LDPC Codes

In this section we list the degree distributions we used in our simulations. These degree
distributions were either obtained from the LTHC [4] online database or were generated
using the EXIT charts [7] based design technique. For a further description of LDPC code
design techniques, and explanation of the terminology used in this section, see Section 2.3.2.

For convenience, the compression rates of the codes, to 4 significant digits, are as follows;
0.0300, 0.0500, 0.0800, 0.1000, 0.1300, 0.1500, 0.1800, 0.2000, 0.2281, 0.2500, 0.2780, 0.3000,
0.3277, 0.3500, 0.3765, 0.4010, 0.4257, 0.4508, 0.4754, 0.5000, 0.5261, 0.5515, 0.5765, 0.6006,
0.6257, 0.6500, 0.6800, 0.7000, 0.7300, 0.7500, 0.7800, 0.8000, 0.8200, 0.8500, 0.8800, 0.9000,
0.9300, 0.9500. Note that the source coding rate, Ry, and the channel coding rate, R., are
related as R; = 1 — R.. Unless otherwise specified, rates are given as source coding rates
throughout this thesis.

We give the detailed degree distributions for each of the codes below.

1. Code compression rate R = 0.0300. Obtained from LTHC database.

0.0976872000z + 0.208425000022 + 02398320002
+0.002587700025 + 0.00307562002° + 0.221602000027
Az) = { +0.07919190002'5 + 0.01781880002:'7 + 0.070713100022
40.003275260023 + 0.05395840002%° + 0.09596450002:4°
+0.037311500024 + 0.05559490002%* + 0.02881050002:56

p(m) — x199
2. Code compression rate R = 0.0500. Obtained from LTHC database.

0.1130550000 + 0.222326000022 + 0.02175640002°
Az) = +0.143761000025 4+ 0.007775770027 4 0.097817500028
+0.0282852000z13 4 0.06693930002® + 0.07304120002:%6
+0.014945500023* + 0.21029700002:%°

pla) = 21
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3. Code compression rate R = 0.0800. Obtained from LTHC database.

0.1172100000z + 0.210793000022 4 0.15211000002°
Az) = +0.0845317000x7 + 0.0236898000% + 0.00493412002'°
+0.0493028000216 4 0.113323000022 + 0.01470030002:%3
+0.1190500000z*° 4 0.017540000024% + 0.09281610002:46

p(z) = 2%

4. Code compression rate R = 0.1000. Obtained from LTHC database.

0.1173140000 + 0.1997290000z2 + 0.1935750000°
+0.01792340002" + 0.032256400028 4+ 0.01339040002: 6
A(r) = { +0.16384700008 + 0.022261000022° + 0.150976000024%
+0.04459840002°° 4 0.01313100002°" + 0.01685160002:°°
+0.01414700002°%

p(x) = 0.52° + 0.52°7
5. Code compression rate R = 0.1300. Obtained from LTHC database.

0.1154540000 + 0.184643000022 + 0.18727300002°
+0.01073960002" 4+ 0.01078020002% + 0.02984980002°
Az) =< +0.0676952000'7 + 0.071300500022! + 0.03111660002%2
+0.052321800022° + 0.19402900002% + 0.01488340002:5°
+0.019243800027% 4 0.002058610025% + 0.00861202002%°

p(z) = 0.52% 4 0.52%
6. Code compression rate R = 0.1500. Obtained from LTHC database.

0.09034190002 + 0.176076000022 + 0.30443500002°
A(z) =< +0.1356970000° + 0.012770300021¢ + 0.07647340002%2
+0.1680910000227 + 0.03611560002*°

plx) = 2%

7. Code compression rate R = 0.1800. Obtained from LTHC database.

0.12673100002 + 0.185136000022 + 0.18955400002°
+0.040634500027 4+ 0.017061900021° + 0.05116140002:18
+0.0888360000219 + 0.029948800022° + 0.02172710002:%
+0.0074947900232 + 0.00921712002° + 0.00789974002°3
+0.08718350002%° + 0.04126000002%2 + 0.08903790002:53

+0.00711604002%8

p(x) = 0.723 + 0.3232

8. Code compression rate R = 0.2000. Obtained from LTHC database.

Az) = { 0.0815474000z + 0.19821500002% 4 0.72023800002:7

px) = 2™
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9. Code compression rate R = 0.2281. Obtained from EXIT chart based design.

0.0000696838x + 0.564552772122 4+ 0.00067975452°

+0.02985588242% 4+ 0.00105618192° + 0.01628861982°

+0.2852260980z7 + 0.09456866232° + 0.000394834 12
+0.00175539392° 4+ 0.00106311102" + 0.00066139252'2
+0.0004469575213 + 0.0003264797x + 0.00025350012:°
+0.0002065416216 4 0.000174556327 + 0.00015155642 '8
+0.0001343969z'° + 0.000120990522° + 0.000110276422"
+0.0001014784222 4+ 0.000094054022% + 0.000087784 1224
+0.000082251122° 4 0.0000775660226 + 0.00007336442%7
+0.0000697260228 4 0.000066482522° + 0.00006366702:3°
+0.000061161823! + 0.00005896262:32 + 0.0000570479233
+0.000055405923* 4 0.000053979723% + 0.00005273962:36
+0.0000517750237 4 0.0000508221238 + 0.0000500451 23
+0.000049450624° + 0.0000489172z*! + 0.0000484412242
+0.0000481137z*3 4+ 0.00004760512** + 0.0000472480x*°
+0.0000467789z6 4 0.00004633382*7 + 0.0000458079248
+0.00004534622% 4+ 0.00004466442°° + 0.00004412492°1
[ +0.0000436608252 + 0.000043513225% + 0.000044038025*

p(z) =z

10. Code compression rate R = 0.2500. Obtained from LTHC database.

M) = { 0.1118170000z + 0.1479280000z2 + 0.07214070002°

+0.24642500002° + 0.00213211002° + 0.41955800002:29
p(x) =

11. Code compression rate R = 0.2780. Obtained from EXIT chart based design.

0.0365683268x + 0.433980467522 + 0.000129981923
+0.01713303612* + 0.0023872502z° + 0.19231093452:5
+0.00165395662" + 0.00123547702% 4+ 0.00093571602

+0.0010813697z'° + 0.0013693568x ! + 0.00244914062 2
+0.0001371963z" + 0.2953988307z* + 0.0072606502x1°
+0.0021649586216 4 0.00099368792'7 + 0.0005717216x'8
+0.00037364052 + 0.000265738522° + 0.000200336722!
+0.0001578227222 4 0.000128554022% + 0.00010755702:%
A(z) = { +0.000091909222° + 0.00007997462%¢ + 0.0000706532227
+0.0000632326228 4+ 0.0000571490222 + 0.00005217292:3°
+0.000048007023! + 0.000044480623% + 0.0000414675x33
+0.000038918223* + 0.000036674723% + 0.0000347150x36
+0.000032963323" + 0.000031456923% + 0.0000301197237
+0.0000288897z0 4 0.00002782262*! + 0.0000268317x*2
+0.00002593642* + 0.00002514222** + 0.0000244178x4°
+0.0000237279246 + 0.00002310422*7 + 0.0000225359x*8
+0.0000219885247

p(x) = 0.3z +0.721°
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12. Code compression rate R = 0.3000. Obtained from LTHC database.

0.1392280000 + 0.200759000022 + 0.25220100002°
A(z) =< +0.0134136000x'" + 0.17103900002'7 4 0.042479400023!
+0.08557330002* + 0.09530740002%°

p(z) = 0.321% + 0.7217
13. Code compression rate R = 0.3277. Obtained from EXIT chart based design.

0.0530701457x + 0.367081813322 + 0.000046741423
+0.00016934342* 4+ 0.00018392022° + 0.006979125125
+0.234086935127 + 0.02935433502% + 0.00105127632

+0.0005884899210 + 0.0004336224x ' + 0.00044210172'2
+0.0003594770213 4 0.00042999282* + 0.0004909475x1°
+0.000584297726 + 0.00067930422'7 + 0.00079680708
+0.0012180480z9 4 0.00048889362%° + 0.0233161791 22!
M) = +0.1332294395222 + 0.12904742222* + 0.00859153592%4
+0.0029141588225 + 0.00129462812%6 + 0.0007207962227
+0.000464980022® + 0.00032971552%° + 0.00024923242:30
+0.000197373023! 4+ 0.0001619024232 + 0.0001364856233
+0.000117497723* 4+ 0.000102973023% + 0.00009147302:36
+0.0000822134237 4 0.0000744651238 + 0.00006812412%°
+0.0000626681z*° 4 0.0000580978z*! + 0.00005418962:*2
+0.0000508900243 4 0.0000479426244

p(x) = 0.4z + 0.621°
14. Code compression rate R = 0.3500. Obtained from LTHC database.

0.1577030000x + 0.199106000022 + 0.03248380002°
Az) = { +0.198548000025 + 0.0807045000x" 4 0.299788000022!
+0.031081300022% + 0.0005852400233

p(x) =o'

15. Code compression rate R = 0.3765. Obtained from EXIT chart based design.

0.0749746514x + 0.32763974542:2 4+ 0.00001332302°

+0.0000334288z* + 0.00005363462° 4+ 0.015372793125

+0.0815021268z7 + 0.21023992792% + 0.00023967802
+0.0001470809z° 4 0.00011014962 " + 0.0000966061 22
+0.0000903891213 4 0.00008906352* + 0.00009147542°
+0.000097068026 4 0.00010676892'7 + 0.0001207840x'8
A(z) =< +0.000141462721 + 0.000170613222° + 0.000213822222*
+0.0002778502222 4+ 0.000380193322% + 0.00055755592:%4
+0.0009942277225 + 0.00382028792%¢ + 0.1061438593227
+0.1680729114228 4 0.004666397522% + 0.00133830722:3°
+0.0007207862231 + 0.0004404507232 + 0.0002851821 233
+0.000201941923* + 0.000155735323° + 0.0001265960236
+0.0001058190237 4 0.0000899191238 + 0.0000773867x%°
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p(x) = 0.2212 + 0.8z

16. Code compression rate R = 0.4010. Obtained from EXIT chart based design.

.

0.06650522922 + 0.305948091922 + 0.00011480993
+0.00089679762* + 0.000493118925 + 0.08852927992:5
+0.0028298017z" + 0.093342524928 + 0.0270974961 2

+0.02882419342'° 4 0.00674852562 1 + 0.00000922662:12
+0.0622890112213 4 0.01209467082* + 0.0041578038x1°
+0.00230110962% + 0.0016328252x17 + 0.00159063652x '8
+0.001417465829 4 0.001224327922° + 0.0010393924 22!
+0.0008685978x%2 4+ 0.0007279214x23 + 0.00061360802:2*
+0.000526035522° 4 0.0004590425226 + 0.00041043922:%7
+0.00037588552:28 4 0.0003539140229 + 0.0003424701 230
+0.0003416727231 + 0.0003517762232 + 0.00037554562:33
+0.0004182788234 + 0.00049314752:3° + 0.0006325812236
+0.0009463712237 + 0.0020643746238 + 0.28061199942:39

plx) =o'

17. Code compression rate R = 0.4257. Obtained from EXIT chart based design.

AMz) =

0.12425963462 + 0.302953297622 + 0.00000005032>
+0.11307819492* 4 0.00000194712° 4 0.10305396202°
+0.00000119742" 4+ 0.000000044028 4+ 0.00000020742

+0.00000027092'° + 0.00000030552 ! + 0.0000003467 22
+0.00000046462'3 4 0.3566500769214

p(x) = 0.52° + 0.52°

18. Code compression rate R = 0.4508. Obtained from EXIT chart based design.

(

0.0999701013x + 0.2884808570x2 + 0.0000004467 x>

+0.0000007193z* 4+ 0.00000152852° + 0.23231942032°

+0.005358303927 + 0.0000044615z% + 0.00000149462:”
+0.0000008772z9 4 0.00000062292* + 0.0000004958x'2
+0.0000004363z3 + 0.00000041242* + 0.000000397321°
+0.0000004041216 4 0.000000419327 + 0.00000046492 '8
+0.00000052312 4+ 0.00000062152%° + 0.0000008004 22!
+0.0000011595222 4 0.000002260423 + 0.37385277192%

p(z) = 0.6z + 0.4z

19. Code compression rate R = 0.4754. Obtained from EXIT chart based design.
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0.1153122367x + 0.2911329163z2 + 0.00000138662>

+0.0000237308z* 4+ 0.00000550742° 4+ 0.156343071525

+0.118559117627 4+ 0.000012347028 + 0.00000394022
+0.00000212932'% + 0.0000016722z + 0.00000141292:2
+0.0000012628z'3 4+ 0.00000117592* + 0.000001153421°
+0.000001176026 4+ 0.00000121592'7 + 0.0000013357x'8
+0.0000015028z19 4 0.00000178582%° + 0.00000225002:2!
[ 4+0.0000032496222 + 0.00000629092>% + 0.31857813262:24

p(z) = 0.72° + 0.32°
20. Code compression rate R = 0.5000. Obtained from LTHC database.

M) = 0.15279300002 + 0.282350000022 + 0.006219300023
N +0.55863700001°

p(x) =2’

21. Code compression rate R = 0.5261. Obtained from EXIT chart based design.

Az) = 0.1460827952x 4 0.270659977522 + 0.03751501062*
B +0.24191938562° +- 0.30382283112:2!

p(z) = 0.3z +0.728
22. Code compression rate R = 0.5515. Obtained from EXIT chart based design.

0.1483309314x + 0.228471933322 + 0.000003009623
+0.0949413930z* 4+ 0.00010396022° + 0.18053607362:°
+0.000000493027 + 0.00000445892% + 0.00000016072

+0.000005670521° 4+ 0.0000009369z1 + 0.0000017390212
+0.0000020428213 + 0.000002197221* + 0.0000024381 215
+0.000002710126 4+ 0.0000031452217 + 0.0000038634218
+0.0000048678x° 4+ 0.000006709322° + 0.00001002122:2!
+0.00001674822%2 4+ 0.0000309110223 + 0.3475135857x:24

p(x) =0.3z7 +0.72°
23. Code compression rate R = 0.5765. Obtained from EXIT chart based design.

0.1603735738z + 0.249333468022 + 0.0000000001 23
Az) = { +0.1398432549z* + 0.000931000925 + 0.19191023562°
+0.257608466 722

p(z) = 0.225 + 0.827
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24. Code compression rate R = 0.6006. Obtained from EXIT chart based design.

0.23651031292 + 0.000000316622 + 0.3137349967x>
+0.0714882030z* + 0.00000179842° + 0.00000262062°
+0.000002029527 4+ 0.00000139592% + 0.0000009058z?

+0.170673414821° 4 0.00043477972" + 0.0000483848x 12
A(x) =< +0.000073363923 + 0.0000728850* + 0.0000680328z1°

+0.0000796862216 4 0.000090541527 + 0.0001139106'8

+0.0001440668z' + 0.000204207522° + 0.000311203522!

+0.0006324201222 4 0.018298955822% + 0.1854026561 2%

L +0.001607209222° 4 0.00000170232:%6

p(x) =0.92% + 0.127

25. Code compression rate R = 0.6257. Obtained from EXIT chart based design.

M) = 0.23452813332 + 0.249410316523 + 0.0868495874x*
N +0.10480975092% + 0.3244022119223

p(z) = 0.925 + 0.127
26. Code compression rate R = 0.6500. Obtained from LTHC database.

0.2454340000z + 0.1921240000z2 + 0.13573200002°
Az) =< +0.083899000025 + 0.11166000002'2 4 0.00298276002'4
+0.02225930002° + 0.0742901000228 + 0.1316190000232

p(x) = 0.52° + 0.52°
27. Code compression rate R = 0.6800. Obtained from LTHC database.

0.2177260000x + 0.163434000022 + 0.0001449710z>
+0.0000070738z* 4+ 0.09806470002° + 0.101819000025
A(z) =< +0.05378340003 + 0.030135900021¢ + 0.05661440002>°
+0.0109644000226 4+ 0.0808932000230 + 0.00000594712°7
+0.00017404002%8 4 0.18623400002:%

p(z) = 0.92° + 0.127
28. Code compression rate R = 0.7000. Obtained from LTHC database.

0.2202400000 + 0.1604510000z2 + 0.12190000002°
Az) = +0.06698370002% + 0.0728829000'2 + 0.00560901002°
+0.022328400022" 4 0.05317290002%2 + 0.04965300002:%°
+0.022280800022 + 0.20449800002%°

p(x) = 0.12° 4 0.92°
29. Code compression rate R = 0.7300. Obtained from LTHC database.

0.2374900000 + 0.164377000022 + 0.14827100002°
Az) = +0.04427280002% + 0.0276623000'3 + 0.11744400002°
+0.038421800023° 4 0.036835900023% + 0.03192940002:37
+0.15329600002°°
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p(x) = 0.72° 4 0.32°
30. Code compression rate R = 0.7500. Obtained from LTHC database.

0.2911570000z + 0.189174000022 + 0.04083890002*
Az) = +0.08733930002° + 0.007427180025 + 0.11258100007
+0.09259540002:1° 4 0.018657200022° 4 0.12406400002:%2
+0.016002000023° + 0.02016440002%4

p(z) = 0.8z +0.22°
31. Code compression rate R = 0.7800. Obtained from LTHC database.

0.25477400002 + 0.163476000022 + 0.00325393002:
Az) = +0.15242200002° + 0.033139900025 + 0.00388604002
+0.01891100002'2 + 0.0998195000x* + 0.0151103000227
+0.076933700022% 4 0.0218393000232 + 0.15643500002%°

p(x) = 0.3z + 0.72°
32. Code compression rate R = 0.8000. Obtained from LTHC database.

0.29202500002 + 0.173982000022 + 0.0523131000z*
+0.02577490002° + 0.122046000025 + 0.021831500028
Az) = ¢ 40.02092950002° + 0.03222510002* + 0.11277100002%
+0.00017080202%° + 0.032812400023 + 0.02747480002**
+0.00483020002°3 + 0.01262820002>° + 0.06818550002:%

p(z) ==
33. Code compression rate R = 0.8200. Obtained from LTHC database.

0.3037920000 + 0.173188000022 + 0.06713370002*
+0.01235680002° + 0.13413200002° + 0.03147670002 2
A(z) = { +0.0108393000* + 0.02563900002¢ + 0.09103510002°
+0.0400076000239 4 0.00002404732*% + 0.01172420002°!
+0.01891570002°7 + 0.0112433000252 + 0.06849220002: 7

p(r) = 0.22% +0.824
34. Code compression rate R = 0.8500. Obtained from LTHC database.

0.3151270000x + 0.1902840000x2 + 0.0449124000x*
Az) = { +0.170593000025 + 0.1405970000'7 + 0.0081261000237
+0.04402360002*! 4 0.08633690002:%

p(x) = 0.52° + 0.52%
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35. Code compression rate R = 0.8800. Obtained from LTHC database.

0.34247300002 + 0.165006000022 + 0.12038300002:
+0.01919560002° 4+ 0.012071400025 4 0.14169200002:*°
A(z) =< +0.02119970002° + 0.02019760002¢ + 0.018588100023*
+0.0428897000236 4+ 0.0133019000238 + 0.0021735800%°
+0.01042030002° + 0.07040810002:%?

p(z) = 0.82% + 0.2z
36. Code compression rate R = 0.9000. Obtained from LTHC database.

0.3585670000 + 0.166362000022 + 0.00002998532>
+0.0487523000z* 4+ 0.12053000002° 4+ 0.000477882025
Az) =< +0.0000422043z" + 0.0409013000'% + 0.074485000023
+0.033942100022° 4 0.007619400023° + 0.05642300002:3
+0.09186830002%

px) = a®

37. Code compression rate R = 0.9300. Obtained from LTHC database.

( 0.4050180000z + 0.171620000022 + 0.0995717000x4
+0.04467670002° + 0.03797760002° + 0.06123000002:19
+0.0188277000x* 4+ 0.033270200016 + 0.0026478100217
+0.012772200022° + 0.0435222000228 + 0.00752076002:°°
+0.01231200002°2 + 0.02583780002%2 + 0.00655133002:53
+0.01664430002™1

p(x) = 0.42% + 0.623
38. Code compression rate R = 0.9500. Obtained from LTHC database.

0.4145410000z + 0.166748000022 + 0.09714140002*
+0.07373920002° + 0.0007658270x° + 0.002298730023
A(z) =< +0.01181950002 + 0.0751327000z!! + 0.0575786000x19
+0.006364990022% + 0.004645930023° + 0.01719960002:43
+0.04432620002%2 + 0.0111913000232 + 0.01650640002%°

p(x) = 0.52% + 0.523
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Appendix B

Deriving the Slepian-Wolf Error
Exponent From the Channel
Coding Error Exponent

In this section we show that Slepian-Wolf source coding is equivalent to a channel coding
problem by deriving the Slepian-Wolf error exponent from the random coding exponent.
Because their forms are somewhat simpler to manipulate, in this appendix we use the
forms of these exponents given by Csiszér and Kérner [22]. Their form of the Slepian-Wolf
exponent is [22, Exercise 3.1.5, p. 264]:

min D(Pxy||Qx,) + max{0, Rg, — H(X|y)}, (B.1)

y|x: 4%

where Ry, is the encoding rate, Qx,y = Q,x@x is the underlying joint distribution defined
by the side information channel @), and source distribution Qx, and x and y are random
variables corresponding to the arbitrary distribution Pxjy = Pz FPx.

The constant-composition random coding error exponent for channel @), where code-
words are selected uniformly from all vectors of type (empirical distribution) Px is [22,
Thm. 2.5.2, p. 165]:

})nf D(PyxQy x| Px) + max{0, I(%;y) — Rec}, (B.2)
ylIx

where R, is the code rate. Note, the Slepian-Wolf and random-coding exponents of Equa-
tion (B.1) and Equation (B.2) equal the maximum-likelihood exponents derived by Gallager
in [28] and [27].

To show how to derive Equation (B.1) from Equation (B.2) we use the following Slepian-
Wolf code. The encoder first calculates the type (empirical distribution) of the observed
random source sequence X and communicates this type to the decoder. Call this type Pk,
and note that this initial communication does not cost us any rate asymptotically since the
number of types is only polynomial in the block-length. For each type, the encoder and
decoder share a random partition of the sequences in that type class. The partition is made
by uniformly randomly binning the sequences of the given type into exp{N R, } bins, so
that each bin consists of roughly exp{N[H (Px) — Rsy|} sequences uniformly selected from
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the type-class specified by P;z. From the decoder’s point of view, this bin of sequences is
the same as a randomly-generated constant composition code of rate H(Px) — Rsy,. The
decoder observes one of these sequences through the channel Q.

The probability that the source x, which is distributed according to (J«, has type P is
upper-bounded by exp{—ND(Px||Qx)}. Given that the source is of type Pk, the probability
that we subsequently make a decoding error is bounded by Equation (B.2) where R.. =
H(P;) — Rgyw. The overall probability of error is therefore bounded by the probability of
the jointly worst-case source type Px and channel law Pjx which, using the divergence
expansion D(Pxy||@x,y) = D(Py||Qy x| Px) + D(Px||Qx), can be seen to equal Equation
(B.1).
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