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Abstract

Attacks and Defenses of Ubiquitous Sensor Networks

by

Tanya Gazelle Roosta
Doctor of Philosophy in Engineering - Electrical Engineering and Computer Science

and the Designated Emphasis

in

Communication, Computation, and Statistics

University of California, Berkeley

Professor Shankar Sastry, Chair

Based on recent technological advances, the manufacturing of a large number of low cost
wireless sensors became technically and economically feasible. Thousands of these sensors
can potentially be networked as a wireless sensor network for many applications that require
unattended, long-term operations. One of the critical challenges to making sensor networks
more pervasive and secure is the severe resource constraints, in terms of energy and memory,

on the sensor nodes.

This dissertation explores specific security issues associated with sensor networks. In
particular, we explore four related themes: 1) we begin by developing a taxonomy of security
attacks and existing countermeasures for sensor networks. Although this taxonomy serves as
a reference for security attacks, it points out a lack of a holistic view of the overall security

requirements and threat models in sensor networks. Without these notions we cannot evaluate



the tradeoffs between resource constraints and security. Then, we explore the development
of methodologies for evaluation and design of secure sensor network security by defining:
(a) security properties and security metrics to help us understand the value of each security
solution, (b) a realistic threat model to understand the practical nature of the adversary model
in sensor networks, (c) a security design space to identify best practices for the design and
configuration of secure sensor networks. This framework can be used to formally define and
analyze security attacks and the effectiveness of solutions for each attack and to identify the
path of least resistance for an attacker. 2) Our second theme explores the issue of insider
attacks on fundamental services and applications in sensor networks. This type of attack has
a more serious impact on the network since the attacker is in possession of the cryptographic
keys and can participate in communication. We specifically look at the time synchronization
service and the object tracking algorithm. Time synchronization protocols provide a mecha-
nism for synchronizing the local clocks of the nodes in a sensor network. Many applications,
such as networking protocols, rely heavily on accurate timing to perform their tasks. We
analyze attacks on different categories of time synchronization protocols, show how these
attacks affect different classes of protocols, and propose solutions for each attack. We also
implement our attacks and countermeasure for one class of time synchronization protocols.
Next, we analyze the effect of insider attack on multiple object tracking by focusing on a
hierarchical target tracking algorithm specifically designed for sensor networks. We develop
a hierarchical reputation system framework that helps detect node misbehavior and isolate
malicious entities. We evaluate our reputation system experimentally and demonstrate how
it improves object tracking in the presence of malicious nodes. 3) The third theme in this
dissertation deals with the security issues facing the applications that use sensor networks.
We look at two important applications that use sensor networks: health care systems, and
the process control systems. We develop an integrity monitoring system for the health care
application. We develop two security solutions for process control systems: 1) a model-based

intrusion detection system, and 2) secure key management and software update. 4) In the last



part of the dissertation, we use a game theoretic framework to analyze and build a distributed
reputation mechanism for sensor networks. Game theory provides a way of mathematically
formalizing the decision-making process. However, there has been very limited research in
the area of sensor network security. Therefore, the object of our research is to analyze the
available game theoretic approaches for reputation systems and apply those to field of sensor

networks.

Professor Shankar Sastry
Thesis Committee Chair
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Security Paradigm



Chapter 1

Introduction

In this chapter we first discuss what sensor networks are some of their typical application
areas. Next, we briefly discuss the most demanding challenges in sensor networks. In partic-
ular, these challenges call attention to the importance of ensuring security in sensor networks
as a fundamental prerequisite for a functional network and a crucial facet of any practical
sensing system. We close the chapter by enumerating the specific research contributions

presented in this dissertation.

1.1 Sensor Networks

Due to recent technological advances, the manufacturing of small sensors became tech-
nically and economically feasible. Thousands of these sensors can potentially be networked
as a Wireless Sensor Network (WSN). A WSN is an ad-hoc, infrastructure-free, multi-hop
wireless network where every node can be either a host or a router forwarding packets to
other nodes in the network. These networked microsensors provide the technology for a
broad spectrum of applications that require unattended, long-term operations. Sensors can be

deployed under the water, in the air, under the ground, on the ground, in vehicles, or on the



human body. Some current applications of sensor networks include providing health care for
the elderly, surveillance, emergency disaster relief, detection and prevention of chemical or

biological threats, gathering battlefield intelligence, and critical infrastructure.

A sensor network’s general purpose is to monitor the environment and detect events of
interest. Each node is equipped with embedded processing units, a radio, and potentially mul-
tiple onboard sensors, such as passive infrared (PIR), magnetometric, seismic, and acoustic.
A typical example of a sensor node, sometimes called a mote, is the IMote2, which has a
32-bit processor running at 13 MHz, with 256 kB SRAM, 32 MB flash memory, and 32 MB
SDRAM. The radio has an integrated 802.15.4 radio and an external 2.4 GHz antenna [7], as

shown in Figure 1.1.

1.1.1 Challenges

The limited energy, bandwidth, and computational resources of these sensors make it
difficult to implement various protocols and applications on these networks. The challenge
of resource constraints is compounded with the challenge of reliably communicating over an
unreliable wireless channel. Sensor networks are usually deployed in environments where the
channel is affected by harsh fading. Given the energy, memory, and processing constraints
on the motes it is not possible to use sophisticated antennas or modulation schemes. Yet
another challenge in sensor networks is to design communication protocols that can scale
from tens to thousands of motes. Finally, sensor networks typically are physically unattended
after deployment. As a result, the nodes are vulnerable to physical capture and compromise.
All of these issues combined make it difficult to design energy/memory efficient, scalable

communication protocols which are also secure.

These challenges associated with sensor networks can be summarized as follows:

e Reliability and cost: Increasing the density of nodes deployment in sensor networks



Figure 1.1. IMote2.

enables a more accurate monitoring of the environment. However, this will increase
the cost of the system deployment and maintenance. There is a need to reduce the cost
of system components. On the other hand, the less expensive components are typically
less reliable. In many applications of sensor networks, reliability should be above a
certain point to assure that the measurements from the deployment environment are

corresponding with the real state of the physical system being studied.

Prior deployment knowledge: It is crucial for the nodes in a sensor network to have
knowledge of the network topology. Specifically, each node has to know the identity
and location of its neighbors, as well as its own location. Given that sensor networks are
generally ad-hoc, the location discovery is done either through the global positioning

system (GPS) or through the use of localization protocols.

Low energy operation: Deployment of ad-hoc wireless nodes eliminates the need for
a fixed infrastructure for sensor networks. However, the wireless nodes need to have
a source of energy that lasts sufficiently long time. Techniques for operating in low
energy states are mandatory to ensure an efficient usage of the limited energy resources

on the sensor nodes. Numerous approaches have been proposed for saving the power



of the nodes by placing them in some type of sleep mode. Another efficient method
for saving the energy of nodes is through data compression. On the other hand, the
emergence of new technologies for designing energy scavenging devices are promising

future devices that may be much more energy efficient.

Signal and information processing: Sensor networks are deployed for monitoring
the environment and gathering information about certain events. Given the energy
constraint of the nodes, and the high cost of communication, the nodes have to locally
process the information they collect. This processing will result in compressed (fused)
data which can be sent back to the network operator. Efficient collaborative signal

processing algorithms are required to enable this local fusion of data.

Security: Sensor networks are to be used in many sensitive applications that must
contain secure data. Examples of such applications include battlefield planning, health
care, critical infrastructure and building and transportation security. Furthermore, the
ad-hoc and distributed nature of sensor networks introduces new demands on security
mechanisms, protocols and systems. There is a need to identify the security gaps in
sensor networks and to ensure a secure deployment and operation of the system. Secu-

rity must be built into the design of the network and not added as an afterthought.

Privacy: In addition to security, integration of sensor networks in critical infrastructure
or health care monitoring raises a high level of privacy concerns. The sensor network
designers should satisfy the privacy needs of the exposed entities in the system, so as
not to hamper the privacy of the people who are involved and use the sensor network

or are being monitored by the system.



1.1.2 Main Contributions and Thesis Organization

As mentioned in the Section 1.1.1, the security and privacy of sensor networks is a great
challenge. Security is a difficult task to tackle in any network. However, the problem of secu-
rity in senor networks is compounded due to limited communication and computation power,
wireless nature of the communication, and the unattended nature of these networks. In this
dissertation we focus on the problem of security in sensor networks. The main contributions

of this dissertation are:

1. Security paradigm:

e Developing a complete! taxonomy of security attacks in sensor networks. This
taxonomy helps identify future areas of research. In addition, it can serve as a

reference manual for anyone interested in deploying these networks.

e Providing a systematic approach to the categorization and ranking of security
attacks, and defining the proper design space based on the security requirements
of the application. In order to do the ranking, we look at the specific application of
sensor networks in SCADA systems. Our ranking criteria is based on how severe
the damage of the attack is on the availability of the network and the integrity of
the data collected by the network. The design space is also defined to be proper

with respect to this application of the sensor networks.
2. Protocol security

e Providing a study of time synchronization attacks in sensor networks, and the
effect of these attacks on various applications. Various time synchronization pro-
tocols have been studied for security flaws and possible countermeasures for each
attack have been proposed. In addition, experiments have been run on a real sen-

sor network testbed to verify the extent to which time synchronization attacks

1t is important to note that the taxonomy is only ‘complete’ as of the time of writing of this dissertation.
More new attacks can be introduced in the future with a wider deployment of WSNss.

6



affect the clocks of each sensor node. Finally, we implemented some of the pro-

posed countermeasures for validation.

e Extending some of the existing tracking protocols in sensor networks to include

robust procedures to alleviate the problem of insider attacks.

3. Application security

e Developing a key management protocol for Process Control System (PCS) (also
known as SCADA systems). Recently sensor networks have been incorporated
into the SCADA systems to decrease the cost and increase data gathering ef-
ficiency. However, the security issues that the incorporation of WSN in these
systems can introduce have not been studied extensively. In this dissertation, we
develops a key management protocol for secure rekeying and a secure software

update scheme.

e Developing a model-based intrusion detection system for the SCADA systems.
We define rules and policies for our intrusion detection system. These rules are
designed based on the specific characteristics of the sensor networks deployed in

an SCADA environment.

e Developing an integrity monitoring system for sensor network deployed for health
care monitoring, such as at-home patient monitoring. The health care application
is gaining popularity due to its cost-cutting benefits as well as the autonomy it pro-
vides for the elderly patients. Given the sensitivity of the application, in terms of
its impact on an individual’s health, it is important to design an integrity monitor-
ing system that would monitor the collected data for anomalies. These anomalies
can arise from either malicious attacks on the sensors, or from hardware malfunc-

tion.

4. Analytical tools for security



e Game theory: We formulate and solve a game of cooperation in the context of
routing in sensor networks. Analytical tools have been scares in the area of sensor
network security. Game theory offers a rich set of tools for analyzing situations
where two players with opposing interests interact with one another. We use
the Baysian game theoretic framework to model the scenario where the network
of sensors is playing against an intelligent malicious node (i.e. attacker). The
solution of this game results in well-defined strategists that the network can use
to infer the next move of the malicious node and decide whether to continue its

interaction with the malicious actor or not.

The rest of this dissertation is organized as follows. The taxonomy of security attacks
in sensor networks is discussed in Chapter 2. The systematic categorization and ranking
of attacks, as well as the design space approach to sensor network security are presented in
Chapter 3. Chapter 4 discusses the time synchronization attacks in sensor networks, the effect
on various applications, and the implementation of attacks and countermeasures on our sensor
network testbed. Robust tracking procedures are presented in Chapter 5. Chapters 6 presents
the details of our key management protocol and intrusion detection system for PCS. Chaper
7 discuss the integrity monitoring system developed for sensor networks deployed in patient
monitoring. Chapter ?? discusses reweighted sum-product algorithm and its uses in sensor
networks; then we provide our results on the convergence of the algorithm. Finally, Chapter
8 presents a game theoretic formulation of routing in sensor networks and the solution to the

game.



Chapter 2

Taxonomy of Security Attacks in Sensor

Networks

The goal of this chapter is to provide a taxonomy of attacks on sensor networks and out-
line possible solutions for each attack. A comprehensive taxonomy can provide a good first
step towards identifying major threats and vulnerabilities in any network, and of interest to
us, sensor networks. In addition, this chapter is meant to provide: 1) directions for future
research in the area of sensor network security, and 2) a starting point for a systematic cate-
gorization of security properties, attacks, and design space in sensor networks'2. It has to be
noted that the threat model, trust model, and the security objectives presented in this chapter
are very general. Depending on the application at hand, more details can be incorporated in
these requirements and models to further improve them. We will elaborate on this point later

on in the chapter.

The rest of the chapter is organized as follows. In Section 2.1 we discuss the basic threat

model, trust model, and security objectives in sensor networks. In Section 2.2, physical at-

!Permission to use parts of these works for the purposes of this dissertation have been granted by the IEEE
and/or the appropriate copyright holder(s).
2The contents of this chapter are based on [8], and partly on [9].



tacks on the sensor nodes and attacks on TinyOS are covered. Attacks on the communication
stack are explained in Section 2.3. Traffic analysis attacks are described in Section 2.4 fol-
lowed by attack on key management protocols in Section 2.5. Sybil attack is covered in
Section 2.6. Attack on reputation schemes are explained in Section 2.7. The attacks on in-
network data aggregation are covered in Section 2.8. Finally, we explain the attacks on time

synchronization protocols and the effect on the higher level application in Section 2.9.

2.1 Problem Statement

Here we describe the widely used threat and trust model along with the security objectives

in sensor networks.

2.1.1 Threat Model

A general way to categorize the attacks in a sensor network is as follows (in [10] some of

these categories have been suggested for attacks on routing protocols):

o A mote-class attacker vs. a laptop-class attacker: A mote-class attacker has access
to a few motes with the same capabilities as other motes in the network. A laptop-
class attacker has access to more powerful devices, such as laptops. This will give
the adversary an advantage over the sensor network since it can launch more serious

attacks.

e An insider attacker vs. an outsider attacker: An outsider attacker has no special
access to the sensor network, such as passive eavesdropping, but an insider attacker
has access to the encryption keys or other code used by the network. For example, an
insider attacker could be a compromised node which is a legitimate part of the sensor

network.
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e Passive vs. active attacker: A passive attacker is interested in collecting sensitive data
from the sensor network, which compromises the privacy and confidentiality require-
ment. This information might be used later to launch an active attack. The attacker
can eavesdrop packets in transit and analyze them to gather required information. This
attack is easier in a wireless environment than a traditional wired network. In contrast,
the active attack goal is to disrupt the function of the networks and degrade the perfor-
mance. Generally speaking, most of the active attacks result in denial of service attack
(DoS). Examples include (and more will be discussed later) jamming, hijacking (where
an attacker takes control of a communication between two entities and masquerades as
one of them), For example, the attacker might inject faulty data into the network by
pretending to be a legitimate node. It has to be noted that passive or active attacker
mostly refers to the method of attack and is not the goal of an attack. For example,
and eavesdropper might be trying to learn some secret about the network whereas the

attacker who injects faulty data might be trying to skew the result of some protocol.

Even though this categorization has been suggested for the routing protocols, it could be
used in other settings as well. For example, if we are dealing with an aggregation protocol
in sensor networks, such as the one in [11], the attacker model could also include injection
of faulty sensor readings. However, the above categorization is still applicable since the at-
tacker can either have laptop-class or mote-class capabilities. In addition, in this scenario,
the attacker can be an insider and an active attacker. Therefore, we can use the above catego-
rization as a general guideline and first step toward developing a more complete and detailed

attacker model that fits the application under consideration.

2.1.2 Trust Model

In sensor networks, there are one or more base stations, such as PCs, which are sinks

and aggregation points for the information gathered by the nodes. Base stations are the in-
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terface between the sensor network and the users and are often connected to a larger and less
resource-constrained network. It is generally assumed that the base stations are trustworthy?.
Besides the base stations, there are no trust requirements on the sensor nodes since they are

vulnerable to physical capture and other attacks.

2.1.3 Security Objectives

Security objectives in sensor networks are very similar to security requirements for em-

bedded systems and are summarized below:

e Data Confidentiality: In many applications, sensor networks gather sensitive data, for
example in health care or military applications. Data confidentiality means that data is
protected and will not leak outside of the sensor network and be used by unauthorized
parties. The goal of data confidentiality can be achieved using cryptographic schemes,

such as symmetric or asymmetric data encryption methods.

e Data Authentication: This requirement allows the receiver to verify that the data was
really sent by the node it claims to be coming from. The goal of data authentication can

be achieved using a message authentication code (MAC) on the communicated data.

e Data Integrity: This ensures that the data has not been altered or modified by unau-
thorized users while in transit. One method to achieve the goal of data integrity is to

use one-way hashing methods [12] before encrypting the data.

e Data Freshness and Availability: Given that sensor networks are used to monitor
time-sensitive events, it is important to ensure that the data provided by the network
is fresh and available at all times. This means that an adversary can not replay old

messages in the future.

3 Although it is comprehensible that a base station could get compromised too.
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e Graceful Degradation: This might not be considered one of the typical security ob-
jectives. However, depending on the sensor network application, it might be important
to ensure that the designed mechanisms are resilient to node compromise, and the per-
formance of the networks degrades gracefully when a small portion of the nodes are

compromised.

2.2 Attacks on Sensor Nodes

Sensor networks are self-organizing networks which, once deployed, are expected to run
autonomously and without human attendance. Sensor nodes are vulnerable to physical tam-
pering and capture. The physical tampering in turn facilitates attacks on the sensor software.

Each of these attacks are explained in more detail in the following subsections.

2.2.1 Physical Tampering

Current sensor hardware does not provide any resistance to physical tampering due to
economic reasons (keeping the cost of sensor hardware down). This lack of tamper resistance
provides an attacker with a window of opportunity to capture a mote or a subset of motes.
Once the motes are physically compromised, the attacker can easily extract the cryptographic

keys as well as exploit the shortcomings of the software implementation.

In the realm of sensor networks, the physical attacks can be divided into two types:

e Invasive Attacks: This type of attack consists of reverse engineering followed by prob-
ing techniques that require access to the chip level components of the device. As a
result, the attacker has an unlimited access to the information stored on the chip, and

can cause substantial damage to the system.

e Non-invasive Attacks: In this type of attack the embedded device is not opened and
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physically tampered with. An example of this type of attack is the side-channel attack.
A side channel attack refers to any attack that is based on the information gathered
from the physical implementation of a cryptosystem, in contrast to a vulnerability in
the algorithms. For example, the attacker may analyze the power consumption, the
timing of the software operation execution, or the frequency of the Electro Magnetic

(EM) waves.

As of yet, there is no solution available to make sensor nodes resistant to physical tamper-
ing; the sensor nodes’ micro-controllers lack any kind of memory protection. Traditionally
in embedded systems cryptoprocessors, which are physically secure processors, have been
extensively used to provide some level of physical tamper resistance. Even though there
are known attacks on cryptoprocessors, they do provide a first line of defense against phys-
ical tampering. Therefore, there is a need to develop optimized cryptoprocessors that fit the

low-cost, low-energy requirements of sensor networks.

Non-invasive attacks, such as side-channel attacks, are also possible in sensor networks.
For example, a recent study has shown that a side-channel attack on MAC, using simple
Power Analysis as well as Differential Power Analysis, is possible in sensor networks [13].
Their results suggests that several key bits can be extracted through the power analysis attack.
This leads to the conclusion that protecting block ciphers against side channel attacks is not

adequate. The future research has to explore possible security measures for MAC as well.

Other side-channel attacks which have not been explored in the context of sensor net-
works are timing attacks and frequency-based attacks. The timing attack involves algorithms
which have non-constant execution time and this can potentially leak secret information.
Non-constant execution time can be caused by conditional branching and various optimiza-
tion techniques. As we will outline in the next subsection, the operating system running on
the sensor nodes is event-driven and extremely optimized in terms of memory consumption.

This suggests that the timing side-channel attack is possible. A solution to this attack is to use
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constant execution time software. However, it is not clear if this is easily achievable in sensor
networks. Therefore, searching for countermeasures for the timing attack in sensor networks
is an important area for future research. In addition to timing attack, frequency-based attacks
to extract secret keys of symmetric cryptographic algorithms needs to be further explored in
the context of sensor networks. It has been shown in [14] that the frequency-based attack can
be carried out on small devices, such as PDA. However, no experiment has been carried out

to verify whether this attack is plausible in sensor network context.

Another problem that can arise in sensor network is attacks on the block cipher (in cryp-
tography, block cipher refers to a symmetric key cipher that operates on fixed length groups of
bits). TinySec [15], which is one of the encryption mechanism proposed for sensor networks,
uses block cipher. Attacks on the block cipher are usually accomplished through linear or
differential crypto-analysis. As we mentioned earlier, this attack is possible in sensor net-
works by using power analysis techniques. In addition, if the block cipher is used as a hash

function, attacking the block cipher will result in breaking the hash function.

Given the discussion in this section, it is obvious that there needs to be more research
done to prevent these attack. Some of the countermeasures for side-channel attacks used in

traditional and embedded systems are:

e power consumption randomization

e randomization of the execution of the instruction set

e randomization of the usage of register memory

e CPU clock randomization

e using fake instructions

e using bit splitting
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Future research should look into each of these solutions to determine their applicability to the
sensor node platforms. Future sensor node hardware has to be designed so as to support the

security required by the software.

2.2.2 Environment Tampering

Another physical attack is environmental tampering. The adversary in principle can com-
promise the integrity of the sensor readings by tampering with the deployment area. For
example, he can place a magnet on top of a magnetometer, or tamper with the tempera-
ture of the environment around temperature sensors. This actuation in the sensor network
environment may affect the sensor readings registered by the nodes, either accidentally or
maliciously. Other types of attack in this category are node displacement and installing new

sensors which we will discuss in more detail in later sections.

2.2.3 Software Attacks

Software-based attacks are concerned with modifying the the code, and exploiting known
vulnerabilities. A well-known example of this type of attack is the buffer overflow attack.
Buffer overflow attack refers to the scenario where a process attempts to store data beyond
the boundaries of a fixed length buffer. This results in the extra data overwriting the adjacent

memory locations.

As mentioned earlier, sensor networks are resource constrained, for example in terms of
energy and memory (RAM and flash memory). Consequently, a new OS called TinyOS has
been specifically designed for these networks. TinyOS is a low-power, event-driven OS which
consists of code that can be reused. TinyOS is a set of components that can be wired together
as needed by the application, as shown in Figure 2.1 [16]. The implementation language of

TinyOS is NesC, which is a component based language with event-based execution model
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[17]. The current implementation of TinyOS does not provide any memory access control,
meaning there is no function to control which users/processes access which resources on the
system, and what type of execution rights they have. In TinyOS the assumption is largely that

a single application or user controls the system.

The solution to the access control in traditional Operating System has been to authenticate
the processes , and then mediate their access to different system resources. Another exam-
ple is to use Protection Ring method. A protection ring consists of a number of hardware-
enforced levels, for example 0, ..., m, of privilege within the architecture of a computer CPU.
These ring levels are arranged in a hierarchy starting from the most trusted process (usually
at level 0) to the least trusted process (usually at level m). The hardware that uses protection

ring greatly restricts the ways in which one ring passes control to another ring.

In addition, the hardware enforces restrictions on the types of memory access that can be
performed across rings. In order to effectively implement ring architecture, there needs to be
a close cooperation between hardware and software. A possible future direction is to design

the hardware platform of the sensor nodes such that it supports the ring architecture.

A recent work in [1] uses the concept of drawing a red line, which refers to having a

boundary between the trusted and un-trusted code. Their solution, called Un-trusted Exten-
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sion for TinyOS (UTOS), uses a concept similar to sandboxing. It provides an environment
in which un-trusted, and possibly malicious, code could be run without affecting the kernel.
UTOS creates the sandbox by using extensions which are the interface between the un-trusted
code and the TinyOS components. The architecture of UTOS is shown in Figure 2.2. In addi-
tion to the above problem, i.e. the non-existence of kernel and user separation, TinyOS uses
the concept of Active Messaging (AM). AM is an environment that facilitates message-based
communication in distributed computer systems. Each AM message consists of the name of
a user-level handler on the target node that needs to be invoked as well as the data that needs
to be passed on [18]. This approach enables the implementation of a TCP/IP like network

stack on the motes that fits the hardware limitations of the sensor nodes.

Another model for attack is when the adversary opens a port to the nodes and uploads
software, or downloads information from the nodes. This vulnerability exists in the current
implementation of TinyOS. A port can be opened to a remote sensor node using the USB port
and a PC. The serial forwarder, which is one of the most fundamental components of TinyOS
software, is called to open a port to a node. There is no security check to authenticate the

user who is attempting to open the port. This could lead to an attack on the software where

Some of the solutions that should be considered to secure the TinyOS software and protect

the software from being exploited by malicious users are:

Defining rigorous trust boundaries for different components and users

e Software authentication and validation. For example, a new line of research in sensor

network has started looking into the problem of remote software-based attestation [19].

e Using restricted environment such as Java Virtual Machine. Mate’ is already available
in TinyOS software [20] and can be used to restrict the access of unauthorized users to

the kernel.

e Hardware attestation. For example, Trusted Computing Group and Next Generation
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Secure Computing Base provide this type of attestation. A similar model could be used

in sensor networks.

e Dynamic run-time encryption decryption for software: this is similar to the encryp-
tion/decryption of the data except that the code running on the device is encrypted.

This may prevent a malicious user from exploiting the software.

2.3 Attacks on the Network Communication Stack

As explained in [21], the attacks on the communication layer of the network can be di-

vided up into the following categories:

Physical layer

Link layer

Network and Routing layer

Transport layer

In the following sections, the attacks on each layer of the communication stack is explained

in more detail.

2.3.1 Physical Layer

Sensor nodes use Radio Frequency (RF) to communicate through the wireless channel
among each other. One of the important attacks on the wireless communication is jamming.
Jamming is the interference with the RF used by the nodes in a network. The adversary can
use a small number of nodes scattered around in the network to disrupt the communication

in the entire network. Common defenses against the jamming attack is using some form
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of the spread spectrum communication. Examples of this are frequency hopping and code
spreading. Another solution to the jamming attack has been proposed in [22]. The authors
suggest a mechanism by which a jammed region can be mapped by the surrounding nodes.
The goal of the protocol is to cope with the jamming attack, and isolate the jammed region

from the rest of the network.

Another attack on the physical layer is eavesdropping. As mentioned earlier, an attack
eavesdrops with the hope of collecting useful information from the data packets in transit.
The collected information can be used later to launch other attacks, such as denial of service

attacks. In [23] the authors classify eavesdropping into two categories:

e Passive: the attacker conceals his presence by only listening to the wireless broadcasts

among sensor nodes.

e Active: the attacker actively tries to query the sensor nodes to gather information form

them.

Some general techniques to defend against eavesdropping are: cryptographic methods,
and non-cryptographic methods. Cryptographic techniques include encryption and authenti-
cation, where encryption protects the contents of the message from being understood by an
entity who does not posses the correct keys. Authentication methods, on the other hand, en-
sures that the message is coming from the node that it claims to be from. Non-cryptographic
techniques include injecting fake messages into the network that is indistinguishable from the

real messages [23].

2.3.2 Link Layer

Link layer protocol provides means for neighboring nodes to access the shared wireless
channel, for example Carrier Sense Multiple Access (CSMA). Examples of attack on the link

layer protocol are:
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e Causing collision with packets in transmission
e Exhaustion of the node’s battery due to repeated retransmission

e Unfairness in using the wireless channel among neighboring nodes

A number of solutions have been suggested for detecting these attacks, such as using collision

detection techniques, modifying the MAC code so as to limit the rate of requests, and using

smaller frames for each packet [21].

2.3.3 Network and Routing Layer

The goal of this layer is to provide reliable end-to-end transmission. As mentioned ear-
lier, all the nodes in the sensor network act as routers. This introduces a new complexity
dimension to the design of routing protocols for sensor networks. The routing protocols have
to be energy and memory efficient but at the same time they have to be robust to security
attacks and node failures. There have been many power-efficient routing protocols proposed

for sensor networks. However, most of them suffer from different security vulnerabilities as
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discussed by authors in [10]. Here we briefly mention a few of the attacks on the routing

protocols. The complete list can be found in [10]:

Black holes: This attack is launched against distance vector routing protocols. A com-
promised node advertises a zero or a very low cost to its neighbors. As a result, a large

number of packets get routed toward this node.

Wormbhole attack: in this attack the adversary node tunnels the messages to another
part of the network through a low latency link, and then replays them. This attack is
particularly challenging to deal with since the adversary does not need to compromise
any nodes and can use laptops or other wireless devices to send the packets on a low
latency channel. In [24] the authors propose using packet leashes. Packet leashes are
additional information added to the packet whose purpose is to restrict the maximum
distance the packet can travel in a given amount of time. Another solution has been
proposed in [25] where a graph theoretic framework for modeling wormhole links is
given. The authors derive necessary and sufficient conditions, based on the graph the-

oretic framework, for detecting and defending against wormhole attacks.

Spoofed, altered, replayed packets: This attack targets the routing information used by
nodes. As a result, it could lead to creating routing loops, or increase the end to end

delay.

Selective forwarding: in this attack the compromised node only forwards a fraction of
the packets it receives and drops the rest. Denial-of-Message attack on broadcast in

sensor networks is an example of the selective forwarding.

Sinkhole attack: in this attack the adversary tries to attract most of the traffic toward

the compromised nodes.

Acknowledgement spoofing: The goal of the adversary in this attack is to spoof a bad
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link or a dead node using the link layer acknowledgement for the packets it overhears

for those nodes.

2.3.4 Transport Layer

The transport layer is used for managing the end-to-end connections for different applica-
tions in the network. Transport layer protocols are usually simplified to fit the requirements
of sensor networks, such as energy-efficiency. STCP [26] is an example of a generic transport

layer protocol specifically designed for sensor networks.

Flooding and desynchronization are two types of attack targeted at the transport layer
protocols. The goal of the flooding attack is to exhaust the memory of a node through send-
ing many connection establishment requests. In the desynchronization attack the adversary
forges packets to one or both ends of a connection using different sequence number on the
packets. This will cause the end points of the connection to request retransmission of the
“perceived’ missed packets. Authentication and using client puzzles are two possible solu-
tions to guard against these attacks [21]. The question that needs to be answered is whether
these solutions can be implemented in sensor networks, and what modifications need to be

made to make these schemes plausible in the realm of sensor networks.

2.4 Traffic Analysis Attacks

Due to the broadcast nature of the wireless medium, it is relatively easy for an outsider to
monitor the traffic in the sensor network and extract useful information regarding the type of
the event being monitored, or topology of the network. In this section, we discuss for ways
in which an adversary can gain information about the sensor network: 1) traffic pattern, 2)

carrier frequency, 3) message size, and 4) message rate [9].
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2.4.1 Traffic Pattern

Most sensor networks applications result in a special topology of the network. When
an event occurs, the sensor nodes send messages to a base station or a number of base sta-
tions. This means that the routing pattern is usually many-to-one or many-to-few. Using this
knowledge, an attacker could potentially observe the traffic pattern through the sensor net-
work and infer the location of the base station or other strategically located sensor nodes. In
addition, this can reveal information about the location of subjects or objects moving through
the sensor network. For example, if shortest path routing is used, the attacker can monitor
the sensor nodes in its neighborhood and move from one sensor node to another by following
the progression of the forwarded messages. This can be done, for example, by using angle of
message arrival. As a result, the location of important nodes in the sensor network are com-
promised, and the attacker can learn the topology of the network. This in turn results in an
attacker learning the physical location of the object being tracked (in the tracking applications
of sensor networks). Moreover, due to the multi-hop communication protocols used by many
sensor networks, an attacker could trace a stream of messages one hop at a time to get back
to the source of information*. In many sensor applications, the location-based information
can be used to uniquely identify an object or a person, which could result in violation of the
privacy of sensor network users. Given that there is a direct correlation between the extent
to which an attacker can gain information about the topology of the sensor network and the

routing algorithm used, the choice of what routing algorithm to use has to be made wisely.

In short, the traffic analysis attack can be performed in one or both of the following ways:

o In the first attack, the adversary observes the packet-sending rate of the nodes that are

close to it, and then moves towards nodes that have a higher packet sending rate.

e In the second attack, the adversary observes the time between consecutive packet-

4A sensor mote or motes reporting the location of an object or person.
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sendings among neighboring nodes. Then he tries to follow the path of the packet

that is being forwarded until it reaches the base station.

Some of the possible solutions to the traffic analysis attack are to use randomness and
multiple paths in routing, using probabilistic routing, and the introduction of fake messages
in the network. The mechanism for selecting the next hop in probabilistic routing differs
from the deterministic routing. In the deterministic routing the next hop is selected based
on a known rule, such as shortest path. In contrast, in probabilistic routing, the next hop is
chosen at random from among a number of candidate nodes. Therefore, the next hop can
not be determined ahead of time. Probabilistic geographic routing scheme (PGR) has been
explored by the authors in [27], where the next hop is chosen based on the link quality and
residual energy of a subset of the neighbors of a node. It has been shown through simulations

that PGR is energy efficient and performs well in terms of throughput.

There have been some routing algorithms suggested in the literature that are specifically
designed to mitigate the problem of traffic analysis attack. In [28], the authors use different
methods to decorrelate the traffic pattern. One of the solutions proposed is based on the idea
of a Random Walk. When a mote receives a message, it forwards the message to one of its
parents with probability p, and it uses a random forwarding algorithm with probability 1 — p.
In random forwarding algorithm, the mote selects one of its neighbors with equal probability

to forward the message.

A second solution proposed in [28] is to use Fractal Propagation. In this method, several
fake messages are generated and propagated throughout the network. The objective of having
these fake messages is to disguise the true messages. When a mote hears one of its neighbors
forwarding a real message, it generates a fake message with probability p; and sends it to one
of its neighbors. The combination of Random Walk and Fractal Propagation creates more
randomness in the traffic pattern of the network. This reduces the amount of transactional

information an adversary can obtain from message routing.
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A cautionary note on using fake messages is in order. Fake messages will introduce
additional overhead in terms of energy-consumption and in-network traffic. In order for the
fake messages to be effective in preventing the adversary from learning any information, they
have to look like real messages. Therefore, we can not use any optimization on these fake

messages.

One drawback of using these schemes is the amount of overhead they introduce which
results in a reduced lifetime of the sensor network. Therefore, designing energy-efficient
routing methods that maintain transactional confidentiality in the sensor network are an im-

portant future area of research.

2.4.2 Carrier Frequency

Carrier frequency is one area that can be used to compromise transactional confidentiality.
It has been shown in [14] that frequency-based side channel attacks can break cryptographic
schemes and compromising the content of the message. However, this type of attack can also
be used to gather information about the sensor network without needing to know the content
of each message in transit. It is conceivable for an adversary that uses a spectrum analyzer to
detect the carrier frequency of the data communicated by the motes. This compromises the
confidentiality of the network since different sensor platforms use different radio frequencies
for communication. For example, the table in Figure 2.3(a), which was taken from the Cross-
bow Technologies website at: www.xbow.com, shows the carrier frequency of some of the

mote platforms.

Once the adversary finds out which carrier frequency the motes are operating at, it can
figure out the hardware platform used. Knowing the hardware platform enables the adversary
to exploit the software vulnerabilities of the particular version of the software that runs on

that mote platform.
In addition, looking at the carrier frequency can help determine what sort of items are
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in operation and who might be using the network. For example, in the United States, the
300-420 MHz band is designated for government use. The 2400-2483.5 MHz bands are used
for Industrial, Scientific, and Medical bands(ISM); IEEE 802.11a, 802.11b, and 802.11g
Wireless LAN; and IEEE 802.15.4.

The attacker can combine the information from the carrier frequency with additional in-
formation, such as routing schemes or message size, to gain knowledge of the sensor network.
For example, using the carrier frequency information, an attacker could infer that the sensor
network is being used as a government network. Then by looking at the routing scheme, the

attacker can determine where the data is being transmitted to.

2.4.3 Message Rate

The rate at which messages are generated by motes in a sensor network can give away
information about the nature of the event they are monitoring. Sensor networks can use fixed-
rate or event-driven communication protocols. In both cases, an attacker can gain information

about the system by observing the message rate.

Since conserving battery power is an important consideration in sensor networks, event-
driven protocols are used to conserve the energy of the sensor nodes. Event-driven sensor
network applications are such that mote data transmission is triggered by specific events.
Using event-driven message generation is one way that information about the context of the
sensor network can be leaked. The rate at which these messages are generated can give an
adversary specific information about the regularity of certain events being monitored by the
sensor network. In specific applications, such as patient health monitoring, this could result

in compromise of individual privacy as well.

Sensor networks sometimes use fixed-rate intervals for communication, i.e. the messages
are sent periodically. For example, in some tracking schemes, as an object moves from one

location to another, the rate at which the motes generate their messages will decrease in one
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region and increase in another region. An adversary can observe the rate at which sensor
messages are being generated by the motes in its neighborhood, and then move toward the
sensor node that has a higher message generation rate. Moving towards the sensor node that
has a high message generation rate will lead the adversary to the source, i.e. the sensor node
closest to the geographic location of the object [29]. In this case the moving object can be

located by the attacker.

When monitoring a sensor node, an aattacker can examine the rate at which it receives
messages to determine its distance from the mote. An adversary with knowledge of the mes-
sage generation rate, for a particular application of sensor networks, can compare this with
the rate at which it receives messages. In many cases the message reception rate decreases
with increasing distance between the adversary and the mote reporting the information. This
allows the adversary to breach network confidentiality. For particular applications of sensor
networks, motes are attached to an object that is moving in the network. For example, in the
patient monitoring application, bodily sensors are used on a patient’s body to monitor vital
signs, such as, heart beat or temperature. In many designs within this context, the networked
motes send messages at a fixed rate. Therefore, an adversary can determine the distance

between this mote and itself and the location of the individual which has the motes attached.

To validate the idea about the message rate, we conducted an experiment using two Cross-
bow MICAz motes. The MICAz motes have a maximum data rate of 250kbps and a maxi-
mum range of about 100 meters. In our experiment, one of the motes acted as a transmitter
and another mote was used to intercept the transmitted messages. The motes were placed on
top of an empty parking garage that was 150 meters long and 20 meters wide. The transmit-
ting mote was placed at a variable distance away from the intercepting mote. The transmitting
mote sent a message every 8 seconds or 7.5 messages per minute. The message reception rate
was calculated at the intercepting mote at distances of 10 meters, 30 meters and 50 meters
allowing for a period of 5 minutes at each distance. The results of this experiment, as can

be seen in Figure 2.4, show that message reception rate falls with increasing distance [9].
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Figure 2.4. The message reception rate versus the distance of the receiver from a transmitting
mote.

Therefore, an adversary using a similar intercepting device can determine the radial distance

of a mote transmitting at a fixed rate.

2.4.4 Message Size

The size of messages being routed through a sensor network can give information about
the network topology as well as what the network is monitoring. For instance, protocols
where data gets concatenated or aggregated as it moves from a source mote to a sink mote
can provide transactional information for an adversary. A smart adversary can infer multiple
things from the changing size of data messages being transmitted through the sensor network.
In [30], protocol designs for automatically changing message size based on the amount of
data are suggested. In these protocols, the messages are routed with varying sizes in order
to decrease energy spent in communication. However, this results in compromise of context

information® since,

5Context information, as opposed to content information, refers the information that can be gathered from
the communication characteristics, such as traffic pattern. Content information is what one can learn from the
contents of a transmitted message.
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e An adversary can infer information about the type of data being communicated and as

a result what the network is monitoring.

e An adversary can infer information about the location of a central sink or fusion center

The first item is due to the nature of data being gathered by the network. If the amount of data
being collected is small (post-compression), and if the message size is small, due to protocol
design, the adversary could infer that the network is collecting slow-varying data (e.g. coarse
daily human temperature readings). On the other hand, if data size is large, then message size
is large, and the adversary could infer that the network is collecting fast-varying data (e.g.
acceleration) [28], [30]. This information can be used by an adversary to determine what is

being monitored by the network [28], [30].

The second item is a result of how the data aggregation process works. In-network aggre-
gation of data is an energy saving method in sensor networks [30]. Certain methods of data
aggregation could lead to leakage of context information in the sensor network. For example,
if the network employs shortest-path aggregation, motes furthest from a fusion center, or sink
mote, will rarely participate in aggregating data. However, motes closest to the fusion center
or the sink will almost always participate in data aggregation. If message size grows with the
amount of data aggregation at a mote, an adversary could gain information about the location
of the source motes, fusion centers, or network sinks based on the size of the messages gener-
ated around these motes. This could lead to potential security and confidentiality breaches in
the network. In particular applications of sensor networks, for instance in tracking, knowing
the location of an important mote in the network (e.g. the source mote) could be affected by

this security breach.
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2.5 Key Management Protocols

Nodes in a sensor network use either predistritbuted keys or use some form of keying
material to generate the keys dynamically. The cryptographic keys are sometimes group-
wise or pair-wise®. In addition, each node has to discover its neighbors with which it shares
a secret key. If two nodes do not share a secret key directly, then they have to find a path that
connect the two of them in a secure fashion. The goal of the key management protocol is to:
1) equipped the nodes with necessary cryptographic keys prior to the deployment, 2) revoke
keys if nodes leave the network, and 3) assign new keys to the nodes joining the network or

when some of the keys expire.

One way of categorizing the key management protocols in sensor networks is based on the
method used for distributing the keys and other cryptographic material prior to deployment

of the sensor nodes:

e Deterministic: In this case the processes that generate the key pools and the key chains

are deterministic.

e Probabilistic: The key chains are selected randomly from a given key pool and dis-

tributed among the nodes.

e Hybrid: This approach uses a combination of the probabilistic and deterministic solu-

tions to increase resilience and scalability.
In [31], the authors have a different classification of key management protocols:

e Single network-wide key
e Pairwise key establishment

e Trusted base station

6 Although there could be other options.
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e Public key schemes (elliptic curve cryptography)

e Key predistribution schemes, such as random key predistribution schemes

Regardless of the type of the key management protocol and the categorization, all key
management protocols must minimally incorporate authenticity, confidentiality, integrity,
scalability, and flexibility. Examples of key management protocols can be found in [32],
[33], [34], [35]. A comprehensive list of key management techniques and protocols can be

found in [31].

The problem with some of the probabilistic approaches such as [33] is that the scheme is
not resilient to physical capture attack. Since nodes share pair-wise keys, capturing a small
number of nodes is enough to break the protocol. This is due to the fact that in a probabilistic
approach, a random subset of nodes are given cryptographic keys prior to deployment. Once
deployed, every node tries to build a path from itself to every other node that is composed of
secure links, i.e. every node on the path shares a key with the nodes it communicates with.
The key pool initially used to predistribute the keys is such that with a very high probability,
every node can have a secure path to every other node. However, if a subset of the nodes
are physically compromised, depending on the ratio of the compromised nodes to the initial
node subset that has the cryptographic keys, the compromised nodes could end up possessing

a number of the keys, which results in the compromise of paths among nodes.

Most of the key management protocols are also not resilient to an attacker who listens
(eavesdrops) to the communication among nodes during the ’discovery’ process of the shared
keys. The attacker can use the information he has obtained to attack some of the nodes, and
break the key management protocol. This has been shown through simulation in [36]. A
possible solution is to use public key cryptography. Recently, a public cryptographic scheme,
TinyECC, has been developed and implemented in sensor networks at North Carolina State
University [37]. TinyECC is a software package providing Elliptic Curve Cryptography

(ECC) operations on TinyOS. In addition, in [38], the authors propose a routing-driven key
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management scheme using ECC, which only establishes shared keys for neighbor sensors that
communicate with each other. Both centralized and distributed key management schemes are
also proposed. Therefore, TinyECC is a promising technique for sensor networks which can

help with the problem of key distribution in sensor networks.

2.6 Sybil Attack

Sybil attack refers to the scenario when a malicious node pretends to have multiple iden-
tities. For example, the malicious node can claim false identities (fabricated identities), or
impersonate other legitimate nodes in the network (stolen identities). As the authors point

out in [39], the Sybil attack can affect a number of different protocols:

e Distributed Storage

Routing Protocols

Data Aggregation (used in query protocols)

Voting (used in many trust schemes)

Fair Resource Allocation

Misbehavior Detection

The proposed solutions to Sybil attack include: 1) radio resource testing which relies on
the assumption that each physical device has only one radio, 2) random key pre-distribution
which associates the identity of the node to the keys assigned to it and validate the keys to see
if the node is really who it claims to be, 3) registration of the node identities at a central base
station, 4) position verification which makes the assumption that the sensor network topology

is static.
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Each of these solutions has its own drawbacks. For example, there is no guarantee that
every physical device is going to have only one radio. In fact some of the MAC protocols
rely on each node having more than one radio. The key pre-distribution is challenging as
mentioned in the previous section. The problem with the last proposition is that there is
no guarantee that the network topology is static,and the nodes do not change their location.
Many sensor network deployment require mobile nodes. Therefore, this solution is likely to

fail in the case of dynamic topologies.

2.7 Attacks on Reputation-Assignment Schemes

Reputation or recommendation systems have proven useful as a self-policing mechanism
to address the threat of compromised entities. They operate by identifying selfish nodes,
and isolating them from the network. They help the users, i.e., the nodes in the network, to
decide which nodes they can trust and communicate with. Centralized reputations systems

were popularized by the internet. An example of this system is Ebay’s rating system.

Decentralized methods were then created for use in ad hoc networks [40]. The CORE
reputation system [41] and the CONFIDANT protocol [42] use a watchdog module at each
node to monitor the forwarding rate of the neighbors of the node. If the node does not forward
the message, its reputation is decreases, and this information is propagated throughout the
network. Each node also uses the second hand information from other nodes to find the
overall reputation of a node. Over time the bad behaving nodes are less trusted and will not
be used in forming reliable paths for routing purposes. These two protocols differ in how
they use the second hand information, how to punish bad behavior and how to instill trust
for the node which misbehave temporarily. A formal model for trust in dynamic networks is
introduced by Carbone et. al [43]. The most relevant work for sensor networks is presented
in [44]. The authors suggest a high level reputation system frame work for sensor networks.

However, they only suggest a watchdog mechanism to determine the reputation of each node.
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The purpose of the watchdog mechanism is to monitor the neighbors of a node, and determine
if any of the nodes deviate from their expected behavior. The authors in [44] state that there
is no unified way to design the watchdog mechanism, i.e. the mechanism to assign reputation

to each node has to be context dependent and varies based on the application at hand.

Distributed reputation systems face a great challenge since the main assumption behind
reputation systems in general is that the information available on an entity of the network is
correct. However, there are a number of problems that arise in the reputation-based systems.

The following is a short list of the security issues [45]:

Ballot stuffing

e Bad-mouthing

e Reputation transitivity: if a node can not directly observe another node and assign a
reputation, should it trust its neighbors and take their reputation for the unobserved
node into account, and how should it combine this second-hand information with its

own first-hand information.

e The Sybil attack

e Measuring the performance of the network: how should one assign a reputation value

to a node so as to get the desired outcome.

In addition to these difficulties, there are other problems that can arise within the rep-
utation system framework. For example, as mentioned earlier, in [42] the authors propose
using a watchdog mechanism that determines if nodes are forwarding their packets prop-
erly. Since the medium of transmission is wireless, all the nodes in the neighborhood of a
transmitting node can hear the communication. This overhearing property is used by the
watchdog mechanism to determine misbehavior. However, in a number of other applications

in sensor network, we can not utilize the overhearing property. For example, if the network
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Figure 2.5. The white nodes are sensor nodes, and the black circles are the aggregate nodes.

is used to monitor an event, such as a moving object, then the watchdog mechanism has to be
designed in a way to take into account the physical correlation among neighboring nodes’ sig-
nal strengths (observations) to detect misbehavior. Currently, there are no available analytical

models for signal strength correlation based on distance in sensor networks.

Given the security problems facing reputation systems along with the lack of analytical
models for designing watchdog mechanisms, the design of a reliable reputation system
for sensor networks has proven to be a very challenging problem. Future research needs
to focus on designing reputation-assignment mechanisms that are resilient to most of the
above security attacks. At the same time these mechanisms have to be simple enough to be

implemented on the limited memory of a sensor node.

2.8 Attacks on In-Network Processing

In-network processing, also called data aggregation, is a key feature of sensor networks.
Given the limited resources of the sensor nodes, it is nearly impossible for all the nodes
to send back their data to the base station. In addition, the rate of packet collision will
significantly increase if all the nodes report their observed data. Therefore, some of the

intermediate nodes fuse the data from their neighborhood, and send the aggregated data back
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to the base station. It is possible to have multiple levels of hierarchy among nodes, and in
each level one node fuses the data from the nodes at the level directly below it. An example

of the aggregation process is shown in Figure 2.5.

As one can immediately see, if a few nodes are compromised, they can inject faulty data
into the network. This will result in a corrupted aggregate. For example, assume that the
nodes are monitoring the temperature of the environment, and the fusion process is simply to
take the average of all the sensors’ readings. Now if one node is compromised and gives a
high or a low reading, it will affect the average and pull in one direction. Other, more funda-
mental, applications that use data aggregation are multi-object tracking [5] and directed dif-
fusion routing [46]. Here we will give an example of how a hierarchical multi-object tracking
can be affected by attacks on the aggregation. In hierarchical tracking, there are hierarchies
of nodes. At each level, a leader is selected and the nodes in the its neighborhood send their
observations to the leader. The leader uses an averaging scheme to fuse the observations. The
leader nodes, then, send their fused observations to the base station. Base station forms the
object’s track bases on the received aggregated data. However, if a fraction of the nodes are
compromised and send faulty observations to the leader nodes, the fused observation will be
skewed. As a result, the track formed by the base station is either wrong, or in some cases

non-existent in reality.

There have been a few solutions suggested in the literature to secure the in-network pro-
cessing [47]-[49]. Wagner [48] suggests using statistical properties, such as median, to re-
duce the effect of attacks on the aggregation process. Authors in [47] propose a solution
based on forming secure hierarchies of node clusters. Cryptographic keys are used at each
level of the hierarchy to establish secure communication among the nodes in a cluster. The
solution proposed in [49] also relies on cryptographic key establishment to ensure security of
the fused data. One possibility to secure in-network data aggregation is to use a reputation
system. A node’s data is only considered if the reputation is high enough and discarded oth-

erwise. However, using this solution requires having a robust and attack-resistant reputation
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system. A second possibility is to use robust statistical methods for estimation that are not as

prone to errors as averaging.

2.9 Attacks on Time Synchronization Protocols

Time synchronization protocols provide a mechanism for synchronizing the local clocks
of the nodes in a sensor network. There are several time synchronization protocols for the
internet, such as Network Time Protocol (NTP). However, given the non-determinism in
transmissions in sensor networks, NTP cannot be directly used in wireless sensor networks.
Time synchronization implementations have been developed specifically for sensor networks.
Three of the most prominent are Reference Broadcast Synchronization (RBS) [50] Timing-
sync Protocol for Sensor Networks (TPSN) [51], and Flooding Time Synchronization Pro-
tocol (FTSP) [52]. However, none of these protocols were designed with security as one
their goals. An adversary can easily attack any of these time synchronization protocols by
physically capturing a fraction of the nodes and have them inject faulty time synchronization
message updates. In effect, the nodes in the entire network will be out-of-sync with each

other.

Time-synchronization attacks have great effects on a set of sensor network applications
and services since they heavily rely on accurate time synchronization to perform their re-
spective functions. We will discuss the time synchronization attacks and some of the possible

countermeasures in great detail in Chapter 4.

2.10 Discussion

Sensor networks are a promising technology with many important applications, such as

environment monitoring, health care, surveillance. They are the way of the future, and it is
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envisioned that the senor networks will be used in critical infrastructure. The sensor motes
have limited communication and computation resources. The reason for these constraints is
that the driving force behind sensor network’s success is the small dimension, which facili-

tates non-intrusive deployment, and the cheap price of the hardware.

The protocols designed for sensor networks have to be simple and efficient both memory-
wise and energy-wise to accommodate the resource constraints of the sensor nodes. However,
given the unattended nature of sensor networks, they are vulnerable to a number of security
attacks which could substantially degrade the performance of the network. The goal of this
chapter is to give a comprehensive taxonomy of the security attacks on sensor networks and
their effect on the performance of the network. The taxonomy can be used as a reference

manual for anyone interested in deploying a sensor network.

For each set of possible security attacks, we outlined possible solutions that have been
suggested in the literature or should be considered. In addition, we discussed possible future

directions for extending research in the area of sensor network security.
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Chapter 3

Systematic Approach to Sensor Network

Security

As we saw in Chapter 2, there are numerous possibilities for attacks in sensor networks.
If we implement the countermeasures suggested for each of the proposed attacks, the secu-
rity overhead will overwhelm the available resources of the sensor network, and given the
memory and power constraints of the sensor motes, this will not offer a helpful solution. As a
result, it seems that attempting to create a secure sensor network appears to be an impossible

task!.

This is not a problem unique to sensor networks, but the problem is that deployments of
sensor networks have been used mainly for either: (1) scientific purposes, where an adver-
sary has little incentive to attack the sensors, or (2) military deployments, where very little
public data is available. As a result, most of the academic research for the security of sensor
networks has been done in abstract scenarios, where many assumptions are made and some

of which might not hold true in a real world application. For example, the type of threats

IThe contents of this chapter are based on [53].

41



the sensor network is exposed to and the architecture and resource constraints of the sensor

networks are some of these assumptions.

However, recently sensor networks have found their way into real commercial applica-
tions, such as, the process control systems or patient health monitoring, both of which will
be covered in later chapters in this dissertation. This offers us the opportunity to use concrete

practical scenarios and avoid making assumptions about abstract scenarios.

In this chapter we begin to address the problem of designing a systematic approach to the

sensor network security. The contributions of this chapter are:

1. Providing the background setting for the security of sensor networks in Supervisory
Control and Data Acquisition (SCADA) systems. We identify (1) the common ar-
chitecture and resource constraints of the sensor networks, and (2) the incentives an

attacker has to attack, and the methods he can use to perform his attacks.

2. Providing a holistic view of the security requirements and threat models of the sensor
networks. We express our holistic view with two considerations: (1) we focus on high-
level security goals (we argue that previous research has focused on low-level security
goals), and (2) we introduce a class of physical attacks. As seen from Chapter 2, most

of the previous research has focused on cyber-attacks.

3. Providing a ranking of threats and security mechanisms. While our rankings may not be
general enough, we believe our research is an important first step to better understand

the threats against a sensor network and to understand our priorities for protecting them.

4. Defining the high-level security goals of a sensor network. While terms like availability
and integrity tend to be understood informally, we provide a precise definition and

interpretation of these properties in sensor networks.

5. Identifying different ways that sensor measurements are reported back to the base sta-
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tion. We show how event-based sensor measurements can compromise confidentiality

of the network.

The rest of the chapter is organized as follows: In Section 3.1 we discuss the use of
sensor networks in SCADA systems and emphasize the importance of securing sensor net-
works. Section 3.2 outlines the security properties of the sensor network as seen from the
point of view of a network user. Section 3.3 describes the threat model. The goal is to provide
a general framework to analyze the threats, risks and attacks against the global security re-
quirements by determining the conditions necessary for an attack to succeed and its estimated
consequences. This framework gives us a way to identify and evaluate the things that can go
wrong in the network. In Section 3.4 we study various security design spaces to identify best
practices for the design and configuration of secure sensor network. Our aim is to help a

system designer decide how to best defend the deployed sensor network.

3.1 A Motivating Example: Supervisory Control and Data

Acquisition Systems

One of our main motivations is to understand the practical impact of security as sensor
networks start transitioning from idealized concepts to concrete practical applications. In this

section, we present one example of a commercial application of sensor networks.

Supervisory Control and Data Acquisition Systems (SCADA) refers to large scale, dis-
tributed measurement (and control) networks. They are used to monitor or to control chemical
or transport processes, municipal water supply systems, electric power generation, transmis-

sion and distribution, gas and oil pipelines, and other distributed processes.

A major drawback of typical SCADA systems is the cost of wiring devices together. Wire-

less sensor networking is a promising technology that can considerably improve the sensing
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capability of the SCADA system and significantly reduce the wiring costs. Motivated by
these incentives, a number of companies have teamed up to bring sensor networks in the field
of process control systems, and currently, there are two working groups to standardize their

communications [54], [55]. Figure 3.1(a) shows the integration of wireless sensor networks

with SCADA systems, and Figure 3.1(b) shows a typical SCADA layout.

The sensor networks used in SCADA systems have a number of general characteristics

that are different than the generic characteristics of sensor networks:

efficiency of the protocols is not as critical as in other applications of sensor networks.

There is an online trusted third party (monitoring station).

There is no aggregation: the controller collects all the data coming in from the sensors.

The battery life of the sensors is expected to last several years; therefore, the energy

Although there are some implementations of multi-hop routing, the majority of current

deployments use a single hop between the sensors and the gateway.
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e Sensors must be accessible and configurable by handheld devices used by network

operators.

While the deployment of sensor networks is beneficial for the operation of an industrial
control system, deploying wireless devices without security can be dangerous. For example,
and adversary may be able to send spoofed packets to a controller, causing it to give unde-
sired outcomes. Because many SCADA systems perform vital functions in national critical
infrastructures, such as electric power distribution, oil and gas refineries, and water treatment
and distribution, the disruption of control systems could have a significant impact on public
health, safety, and lead to large economic losses. Securing control systems in critical infras-
tructures is thus a national priority [56], [S7]. The main security requirements for the SCADA
systems are, in the order of importance, availability, integrity and confidentiality. We explore

this interpretation in the next section.

The security of SCADA systems will be used as our baseline motivation throughout this
chapter. Although our framework can be used for the security of general sensor networks, we
use the SCADA system as an example to justify some of our assumptions. This can facilitates
the comparison of our assumption and traditional assumptions made in the sensor network

literature.

3.2 Security Requirements

The goal of this section is to analyze global requirements, such as, confidentiality, avail-
ability, integrity, and privacy of the network, instead of focusing only on the requirements
for secure middleware (e.g., secure routing) as done in previous research. We classify the
goals of a sensor network into two classes: (1) gathering information from a set of sensors
in different locations, and (2) preventing the use of the resources of a sensor network by an

unauthorized party.
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Availability and integrity represent the goals of using a sensor network. Availability refers
to the ability to collect data at all times that the network is deployed and under operation. In-
tegrity refers to the confidence level of the network operator in the fact that the data collected

1s correct and has not been altered while in transit.

Confidentiality and privacy represent the protection against the possible side-effects of us-
ing a sensor network. As we discussed in detail in Chapter 2, an adversary can use the data
collected by the network to obtain information that should be secret. An example of this
breach of confidentiality due to side information is traffic analysis. This is what was referred

to as the context privacy.

Motivated by RFC 2828 [58], we define the security goals in a sensor network more

precisely.

1. We define Service Integrity as the trustworthiness of the information provided by the
sensor network. The quality of the received information allows the sensor network to
perform its intended function, which is the collection of accurate data from the sensors.
This collection of data is the main application-layer service. A violation of service in-
tegrity results in deception. Deception refers to a circumstance where an authorized
entity receives false information about the phenomenon being monitored, and it be-

lieves the faulty information to be true.

Service integrity depends on three factors:

e Measurement integrity: prevents the modification of the sensor measurements.
An attack against measurement integrity succeeds when sensor nodes report data
that is not representative of their intended environment. False readings can be
sent by: (1) a compromised node, (2) affecting the environment around the sensor
by the adversary, such as, placing a magnet on top of a magnetometer, or (3)

changing the location of the sensor node by the attacker.
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e Message integrity: prevents unauthorized modification of the data sent from the
sensor node, i.e., message tampering. Contrary to the measurement integrity,
which includes physical attacks, message integrity tries to prevent digital tam-
pering of the messages sent by the node. Besides preventing tampering, message
integrity should also provide: (1) Data liveness: and (2) Source authentication:.
Data liveliness is to prevent replay attacks by giving the recipient of the data an
indication of when the sensor reading was measured. Data liveness is usually
divided into weak liveness, which is when the receiver knows the ordering of
the sensor readings, but not the exact time), and strong liveness. Weak liveness
is usually achieved by adding a message counter that is incremented when each
message is transmitted between a sender and a receiver. Strong liveness can be
achieved by polling a sensor with a nonce, or by adding a time stamp. However,
one must be aware of time synchronization attacks [59], [60] and take precau-
tionary measures against it. Source authentication is to prevent spoofing attacks
by providing the recipient of the data with the evidence of the identity of the

message’s source.

e Processing integrity: This refers to how the gathered data by the sensor nodes is
fused before being sent to the main base station or base stations. It is important
that the aggregated data is processed in a way that the integrity of the data stays
intact. For example, if the sensor nodes are gathering temperature data, and a
subset of neighboring nodes average their temperature readings before sending it
back to the base station, then the average has to represent the true average of all

the sensor readings and not be corrupted.

2. Network Availability: the information collected by the sensors is accessible and use-
able upon demand by a legitimate user. A violation of network availability results in
denial of service: the prevention of authorized access to the sensor measurements. To

understand why industry practitioners consider that the availability of a sensor network
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is more important than its integrity, we define Service Availability as the union of Net-
work Availability and Service Integrity —that is, service availability ensures that the
measurements received are correct. service availability should be the top priority of
a sensor network, because we need to receive the ‘correct’ data. Just receiving data,
if it is not correct, is not useful for the network administrator. Because most of the
literature in sensor networks uses the term availability to refer to network availability,

in the remaining of this chapter we do the same.

3. Confidentiality: the information collected by sensor networks is only accessible to au-
thorized users and prevent unauthorized users from learning the information collected
by the sensors. Disclosure results in the violation of confidentiality. A typical way to
ensure confidentiality is by using encryption. However, due to the low-entropy of cer-
tain sensor measurement reports, confidentiality may be compromised by simple traffic

analysis, as explained in Chapter 2.

4. Privacy: the prevention of unauthorized users from learning sensitive personal infor-
mation by using the sensor network. Privacy can be considered a special case of con-
fidentiality when the data collected is personal (context privacy). Examples include,

surveillance camera networks, or sensors monitoring the vital signs of patients.

5. Access Control: the prevention of unauthorized access to the network. It prevents
outsiders (unauthenticated principals) from joining the network, while imposing and
enforcing proper restrictions on what insiders (authenticated principals) can do. A
security violation of access controls results in usurpation: the use of system services

or functions by an unauthorized entity.

Confidentiality, privacy, and integrity depend to a large extent on enforcing access con-
trol. Access control is, however, more general: its goal is to protect all the resources of the

network, including the misuse of the communication infrastructure. Consider for example
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the deployment of two sensor networks A and B within the same wireless range. Access
control in network A would prevent the user of network B from using network A to route its

packets. In this sense, access control will prevent free riders.

Although we consider privacy and access control implicitly, the main focus of our work

in this chapter is to study service integrity, availability and confidentiality.

3.2.1 High-Level vs. Low-Level Security Goals

All the security properties we have defined represent the general security requirements of
the end-user of a network. These can be considered as high-level security goals: the goals of

using a sensor network in the first place, without looking at the supporting services.

Other security goals, such as, secure routing, secure key distribution, and secure neighbor
discovery, can be considered as low-level security goals. We argue that most of the research
for the security of sensor networks has focused on the design of low-level mechanisms, such
as, secure routing protocols, to achieve these low-level security goals. However, there has
been very little research effort to try to understand how these low-level mechanisms relate to

the high-level security goals.

In this chapter, we attempt to understand this relationship by considering the ranking of
the most essential security mechanisms for achieving the high-level security goals. For ex-
ample, instead of designing a new secure routing algorithm, which is a mechanism intended
to provide availability, we ask how much do we gain in availability by using a given routing
protocol. To answer the question of how to select the appropriate security mechanisms re-
quires a threat model of the network. This is because an attacker with the ability to jam the

network will achieve a denial-of-service attack no matter which routing protocol is used.
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3.3 Threat Model

Achieving perfect security is impossible since an all powerful adversary defeat any se-
curity mechanism. In addition, defending against and responding to every possible attack
vector will prove to be prohibitively costly. Therefore, it is important to define what we are

secure against and what the threat model is.

The goal of defining a threat model is to formalize the perceived risk against the net-
work. In literature, risk is defined as the estimation of the likelihood of an attack and the
consequences of the attack. The threat model should describe the capabilities of an adversary

and identify the threats and attacks against the intended security requirements.

The types of threats in sensor networks may be different than the threats against tradi-
tional computer networks. For example, the Internet infrastructure, such as routers and DNS
servers, 1s in general well protected. Functionally important computers are kept in physically
secure areas, and there is a level of redundancy and diversity that allows the infrastructure to
survive several attacks. In contrast, in sensor networks, the infrastructure is the sensor nodes
themselves, and they are less protected than traditional infrastructure servers due to physical

vulnerabilities discussed earlier.

This perceived vulnerability of sensor nodes has been explored extensively in the research
literature. This has lead to the suggestion of a wide range of attacks, which was discussed in
Chapter 2. We build upon this previous work by studying the question of: which are the most
likely attacks that an adversary will follow to compromise our security properties. A very
common premise about the knowledge of the adversary is to assume it knows all the details
of the protocols we use. This assumption is made by popular adversary models, such as
the Dolev-Yao model [61], or Byzantine attackers [62]. For our purposes in this chapter, we
assume the adversary knows the topology, the identities of the nodes, and the types of sensors

we have. The only information the adversary does not have is the secret communication keys.
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3.3.1 Threat Taxonomy

In contrast to the classification presented in Chapter 2, here we categorize the attacks into

three main types, based on what the end-goal of the attacker is:

e QOutsider attacks: this type of attack does not require any knowledge of secret keys

being used by the network.

o Key-compromise attacks: these attacks help the attacker change type, i.e., go from
an outside attacker to an inside attacker, by compromising the secret keys used in the

network.

o Insider attacks: these attacks are the most complex type of attacks given the adversary

requires having access to the secret cryptographic keys.

In addition, each attack can be put into one of the two classes: 1) final attack, 2) inter-
mediate attack. Final attacks are the ones in which the attacker accomplishes its final goal,
meaning compromising of one or more of the high-level security requirements. Intermedi-
ate attacks, on the other hand, are attacks which facilitate carrying out other attacks. They
are used by the adversary as a stepping stone to accomplish his final goal and increase its

capabilities.

In order to assess the damage caused by each attack and identify the path of least resis-
tance for the attacker, we categorize each known attack (Chapter 2) in sensor networks into
one of the three types. Then, we use a threat ranking scheme to score each attack based on
the difficulty of being performed. Finally, we rank the impact of each attack on the main

security requirements, i.e. integrity, availability, and confidentiality.
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3.3.2 Outsider Attacks

In this section, we categorize some of the typical attacks considered in the literature in

terms of whether they are intermediate or final attacks.

Spoofing attack: In this attack, a system entity illegitimately assumes the identity of an

authorized system entity. Attack class: final.

Jamming attack: Jamming is the interference with the Radio Frequency (RF) used by the
nodes in a network. It makes use of the broadcast nature of the communication medium.

Attack class: final.

Replay attack: In the reply attack, the transmitted packet is maliciously or fraudulently

repeated or delayed by the adversary. Attack class: intermediate.

Wormbhole attack: in this attack the adversary uses his nodes to tunnel the messages to
another part of the network through a low latency link. The attacker can use laptops or
other wireless devices to send the packets on a low latency channel. Given wormhole is
an intermediate attack, and we are assuming that the attacker has no secret keys, its impact
depends on the final attack that is carried out by using wormhole. However, this attack could
potentially have a higher impact if the adversary is able to infer/distinguish the types of the
packets in transmission. By knowing the type of the packets, such as, data, acknowledge-
ment, time update, or advertisement, the adversary can tunnel the ‘control’ packets and cause
more damage to the underlying protocols. It is possible for an attacker to infer the type of the
packet in transmission by gathering information as a consequence of generation, transmis-
sion, and routing of data messages within the network, such as performing traffic analysis.
He can use the message generation rate, message size, and other peripheral information avail-

able to him through the broadcast medium to make the inference. Attack class: intermediate.

In addition, we introduce the following four outside-physical attacks.
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Destroying a node: if the sensor network lacks physical access security, it is relatively easy
for an attacker to walk up to a node and destroy it. This is an effective attack against avail-
ability. The main drawback of this attack from the adversary’s point of view is the risk of

apprehension. Attack class: final.

Environment tampering: The adversary in principle can compromise the integrity of the
sensor readings by tampering with the physical environment around sensors. For example,
he can place a magnet on top of a magnetometer, or temper with the temperature of the
environment around temperature sensors. This is an effective attack against service integrity.
The main drawback of this attack is the high risk of apprehension if the network is under

some kind of surveillance. Attack class: final.

Node displacement: The attacker can change the location of the sensor nodes. By placing
the sensor in an incorrect location, the measurements it is going to report to the base station
will be erroneous. Therefore, this is an effective attack against service integrity. Attack class:

final.

Install new sensors: Again, if the area where the sensor nodes are deployed is left unat-
tended, the adversary may be able to install its own sensors and monitor the physical event

that we monitor. This is an effective attack against confidentiality. Attack class: final.

3.3.3 Key-Compromise Attacks

In this section, we discuss the attacks which enable an adversary to go from an outside
attacker to an inside attacker. These attacks are intermediate attacks for availability and

service integrity, and final attacks for confidentiality.

Cryptanalysis: This attack refers to transforming encrypted data into plaintext without

having prior knowledge of the encryption parameters or processes. In the worst case, the
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attacker will obtain the secret keys of a set of devices, and is able to impersonate them.

Exploit: An exploit takes advantage of a software vulnerability to compromise a system. It
can be argued that the number of vulnerabilities in sensor networks should be smaller than
computers typically connected to the Internet because sensors provide less services. With
less functionality and less complex code there will be fewer software bugs. Additionally,
because of the resource constraints in sensor networks, programmers have to spend more

time per line of code.

Physical tampering: If an attacker has the necessary technical skills and equipment, he
could physically compromise the sensor nodes and download the data and other keying ma-
terial. Additionally, an attacker can succeed in performing a side-channel attack to analyze

the physical activities of the system to extract the cryptographic keys.

3.3.4 Insider Attacks

In this section, we describe the insider attacks which require having access to the secret

keys used in the network, and categorize them in terms of intermediate or final attacks.

Sybil: Sybil attack refers to the scenario where a malicious node pretends to have multiple
identities. For example, the malicious node can claim false identities (fabricated identities),
or impersonate other legitimate nodes in the network (stolen identities) [39], [63]. Attack

class: intermediate.

Replication: In this attack, the adversary attempts to add one or more nodes to the network

that use the same ID as another node in the network [64]. Attack class: intermediate.

Denial of service at the link layer or MAC layer: Examples of attack on the link layer

protocol are: 1) causing collision with packets in transmission, 2) exhaustion of the node’s
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battery due to repeated retransmission, 3) unfairness in using the wireless channel among

neighboring nodes [65]. Attack class: final.

Routing attacks: In these type of attacks, an attacker tries to create routing loops or advertise
false routes. The final objective is to degrade the availability of the system, or to receive more

traffic for cryptanalysis [66]. Attack class: final.

Time Synchronization attack: time synchronization protocols provide a mechanism for
synchronizing the local clocks of the nodes in a sensor network. As a result, when there is
an attack on these protocols, a fraction of the nodes in the entire network will be out-of-sync
with each other [60]. This in turn affects the sensor network applications that rely on tight
synchronization to perform correctly, such as, TDMA-based protocols or object tracking [59].

Attack class: final.

Slander attack: This attack is only possible if a distributed detection system is implemented,
and the sensor nodes can accuse each other of misbehavior. Slander attacks are very danger-
ous to distributed node revocation techniques [67]. Attack class: depends on the system. It

will not affect our high-level security properties unless we use a reputation scheme.

Wormbhole: 1) in-band wormhole attack, 2) out-of-band. An insider can use a wormhole
more effectively than an outsider since it can certainly identify different types of packets.
A distributed mechanism for detecting wormhole attack in sensor networks is given in [64].

Attack class: intermediate.

3.3.5 Security Metrics

Once the threat model and threat ranking are written, it is important to develop an objec-
tive function that captures the overall effect of various attacks on the security requirements,

1.e. integrity, availability, and confidentiality. In this section, we define a function that con-

55



Table 3.1. This table shows whether an attack requires technical knowledge of the sensor
network protocols to exploit the vulnerabilities. EXP refers to technical expertise/skills.

Attacks EXP Req. | No EXP Req.
Spoofing

Jamming

Destroying the node
Environment tampering
Node displacement
DoS at MAC layer
Routing

Time synchronization
Slander

Sybil

Cryptanalysis

Remote compromise
Replay

Wormhole

AENENENEN

NN SENENEN

Table 3.2. This table shows whether an attack needs special hardware or can use commodity
hardware, such as laptops, computers, or motes. HW refers to hardware in this table.

Attacks HW Req. | No HW Regq.
Spoofing v
Jamming v
Destroying the node
Environment tempering v
Node displacement
DoS at MAC layer
Routing

Time synchronization
Slander

Sybil

Cryptanalysis
Remote compromise
Replay

Wormhole v

SN NN

SNENEN
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Table 3.3. This table compares which attacks need physical access and which ones do not.
It has to be noted that although some attacks do not explicitly require physical access, the
attacker should have gained access to the sensor nodes prior to launching these attacks. We
denote these by prior physical access in the table. PA refers to physical access.

Attacks PA Req. | No PA Regq. | Prior PA
Spoofing v
Jamming v
Destroying the node
Environment tempering
Node displacement
DoS at MAC layer
Routing

Time synchronization v
Slander
Sybil
Cryptanalysis v
Remote compromise v
Replay v
Wormhole v v

SNENEN

ANENENENEN

sists of a weighted combination of three factors: impact on integrity, impact on availability,

and impact on confidentiality.

fla, B,7) = axa() + 0 xax() +7 xas(.)
ar(w,2') =35 [ | wi(t) — 2(t) ||* dt

ag(ngﬂf) =Ny X T

(3.1

asz(ns,s) =nz X s

where

e «(.) measures the amount of compromise in integrity. z;(t) is the true value of the
physical process we are monitoring by node ¢ at time ¢, and z/(¢) is the value the

attacker manages to send to the base station.
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e ay(.) measures the amount of compromise in availability, which is a function of how

many packets per second are intercepted and how long the attack continues 7'.

e a3(.) measures the amount of compromise in confidentiality. The arguments to the
function are the number of nodes compromised (n3) and the sensitivity of the data (s)

which is application-dependent.

Furthermore, («, 3,7) is a vector composed of weights of the security objectives. For
example, in our SCADA system scenario, we are more interested on compromising integrity
and availability. In the remaining of this section we analyze the security metrics and the
difficulty of launching attacks against integrity and availability. A similar analysis can be

performed for confidentiality.

We give an example of how to use this objective to formalize the damage caused by
a jamming attack on the SCADA sensor network. Jamming is an attack on availability as
opposed to integrity or confidentiality. Therefore, the objective function becomes f(3) =
B X ng X t. a and +y are equal to zero for and [ can be set to one to simplify the formula.
The number of nodes affected by the jamming attack are proportional to the area covered by

the jamming device, which depends on how powerful the radio of the device is. We assume

# of nodes

that the jamming radius is R, and the sensor deployment density is p = deployment area’

Using these values, the number of nodes affected by the jamming device are ny = p x TR
If the jamming is continued for ¢ seconds, and the average number of packets in transmission

in one unit of time are p, the total packets lost are p x ¢. Putting these values together,
f(B) = Bpm R*pt.

Another example is when the attacker tries to compromise the measurement integrity by
sending wrong sensor measurements to the controller. Assume that the attacker has com-
promised one node and that measurements are taken periodically at times t = kAt for k =
0,1,..., where At is a time interval. In this scenario, f(a) = >, || z(kAt) — 2/ (kAt) |2

In our SCADA system example, the sensor reading = might correspond to the fluid level in
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a tank. In this case, the attacker can modify the readings to be 2/ = x + £ where £ can be
a positive or a negative value. There is no restriction on how the attacker chooses £. How-
ever, if he wants to affect on the decision making process of the system, he has to choose &
intelligently so that the resulting «’ is a valid fluid level, although it is not the correct fluid

level.

3.3.6 Ranking

In this section, we present a ranking of various attacks in terms of their effect on availabil-
ity and measurement integrity. The ranking is based on the difficulty of performing the attack
versus the affect it has on the corresponding security objective. The effect of each attack is

captured by the attacker’s objective function defined in Equation 3.3.5.

These rankings are based on the assumption that there are no security mechanisms in
place. Therefore spoofing for example, is a very devastating attack, because an attacker can
impersonate any node and send arbitrary data. We also assume there is no physical security,

so launching one of our outside-physical attacks is assumed to be very easy for an attacker.

Having no security mechanisms in place for this analysis will give us a base line for
attack rankings which can be used to decide what security mechanisms are most effective in

preventing each attack.

In order to better quantify the feasibility of each attack, we define a threat ranking which
gives an overall score of how difficult it is to accomplish the attack. We make a number of

assumptions which are outlined below:

1. Intermediate attacks are more difficult to launch than similar final attacks.

2. Outsider attacks are easier to perform than insider attacks.
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3. For general insider attacks, the attacker has control of one node but does not spoof any

other node.

4. To launch a successful Sybil or Wormhole attack, the adversary has at least two identi-

ties.

5. Having at least two identities is more difficult to accomplish than a single identity.

In addition to the above assumptions, we consider the following points when quantifying

each attack:

o Cost of extra hardware

— Attack requires more than commodity hardware.
— No extra hardware required, i.e. the attack can be accomplished using PC, laptops

and sensor motes.

e Physical access: refers to physical proximity to the sensors and being able to touch

them.

e Required technical skill

— Brute-force attacks: (e.g. destroying a node, or jamming a network).

— Logical attacks: these attacks require the knowledge of the specific protocol being

used by the network.

* Automated attacks: the attack scripts can be acquired easily, such as, through

the Internet.

* Non-automated attacks: The attacker needs to invest more amount of time

and resources for these attacks.
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Figures 3.2 and 3.3 show a possible ranking of the service-integrity attacks. Our attack
ranking has a partial ordering because we strongly believe that some attacks are not compa-
rable. For example, an environment tampering attack may be very easy to perform in some
cases, but if a sensor is installed in a pipe or a water tank, the attack may be more difficult to

launch than physically compromising a node to send fake data.

To have a better intuition of which attacks should be the first priority of the network user,
we have used an arbitrary representation of the partial order into a total order in Figure 3.4.

We have performed a similar analysis for availability, which is shown in Figures 3.5, 3.6, and

3.7.

A
Level of e i—: E— \
I3 \ Replication -
DIffICU|ty for \ Synchronization

\

the Attacker AN !

Environment Moving \\ Node s
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Figure 3.2. This figure shows a partial order for the difficulty of performing each attack.
These attacks are concerned with data integrity. False AL refers to false application-layer
packets, and assumes a successful message insertion, message tampering, or spoofing attack.

3.4 The Design Space

The majority of research in the security of sensor networks has focused on implement-
ing security mechanisms with the assumption of severe resource constraints and no online
trusted third party. While this scenario covers a large class of practical sensor networks, it is
important to realize that these are not the only sensor networks available. Sensor networks

have been used for a wide variety of applications and systems with vastly varying require-
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Figure 3.3. Level of deception, or compromise in the data integrity, when each attack in this
figure is carried out.
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Figure 3.4. A 2-D graph of the difficulty of each attack versus its consequence on the data
integrity. We can see that the false-application later message attack is relatively easy to carry
out and has a high impact on the integrity.
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Figure 3.5. Partial order for the difficulty of performing DoS attacks. DoS attacks impact the
availability of the network. False control messages refer to attacks where the adversary can

fake, spoof or tamper
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Figure 3.6. The consequences of carrying out DoS attacks on the network availability.
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Figure 3.7. A 2-D graph that illustrates the difficulty of carrying out each attack and its
corresponding impact on the availability of the network. The figure indicates that if there
is no physical security, there is no point in adding, for example, a secure routing protocol,
because the adversary will destroy the nodes.

ments and characteristics. In a recent study [68], the authors show the diversity of sensor
networks in terms of deployment, cost, size, resources, energy, heterogeneity of the sensor

nodes, infrastructure, size, lifetime, and other considerations.

We favor considering a more diverse design space due to the following:

e There is no global definition of what a sensor network is, meaning, each sensor network

deployment will have its own goals, requirements, and constraints.

e The traditional assumptions about sensor networks might change radically as sensor

networks start being deployed in practical commercial applications.

e The security advantages that we obtain by investing in a more expensive infrastructure

might outweigh the costs.

e Attempting to add too many security countermeasures to a resource constraint sensor

network will overwhelm the network and make the troubleshooting more complex.

We now discuss the advantages and disadvantages of some security mechanisms. The
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appropriate security mechanisms have to be chosen based on the importance of each security
requirement and the ease of lunching various attacks to compromise each security objective.
This means that one must secure the path of least resistance in the network first. This path
can be found by considering the figures in Section 3.3.6. Each figure illustrates the ease,
or alternatively difficulty, of launching each attack versus the impact it has on the network
functionality. Therefore, in order to secure a sensor network, one has to start by using mech-
anisms that prevent attacks with less difficulty but more impact. Examples of this type of

attack are the replay attack or spoofing.

3.4.1 Types of Security Mechanisms

The basic security mechanisms can be divided into three parts: 1) prevention, 2) detection,

and 3) survivability. We explain each part in more details:

Prevention mechanisms typically rely on cryptographic algorithms implementing au-
thentication and access control. These mechanisms prevent the attacker from participating in

the communication and compromising integrity.

Detection relies on placing additional sensors for detecting unusual activities. We believe
detection is most useful if the sensor node that is compromised is able to report this action.
If the sensor node cannot report the compromise, distributed detection mechanisms have
been proposed, such as, watchdog monitoring, or distributed revocation. These distributed
protocols open a new class of problems, such as, slander attacks where compromised nodes

can accuse good nodes of malicious behavior.

Survivability is the ability of the network to remain in operation despite attacks on the

system.

In the next section we are going to discuss key management in more detail since it is the
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essential building block for most solutions. Then we will continue with the details of each of

the security mechanisms discussed above.

3.4.2 Key Management

There are three types of key agreement schemes: schemes with an online trusted server,
public-key schemes, and key pre-distribution schemes. In order to better understand each

scheme, we outline the advantages and disadvantages of each scheme in what follows.

Key Pre-distribution Schemes [32]-[34], [69]:

e Advantages: Key pre-distribution is based solely on symmetric cryptography. Further-
more, it does not rely on an online trusted third party (the trusted party is only used for

the offline pre-distribution of keys).

e Disadvantages: It is difficult to guarantee end-to-end security among nodes. Further-
more, since there are repeated keys among several nodes, an adversary that compro-
mises a few nodes can compromise the confidentiality and message integrity of a larger
part of the network, and not only of the nodes it has just compromised (in its sim-
plest case, key predistribution will deploy a single key for the whole network, and the

compromise of the key will affect communications between all nodes.)
Online Trusted Server Schemes [67]:

e Advantages: Online trusted server schemes rely solely on symmetric cryptography:
each node shares a unique secret key with an online key distribution center. It is more
resilient to node compromise than key pre-distribution, since the compromise of n

nodes compromises the security of only these n nodes.

e Disadvantages: The network relies on the availability and integrity of the trusted server.

If the trusted server is made unavailable, the sensor network would not be able to oper-
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ate securely. Furthermore, if an adversary compromises the trusted server, the security
of the sensor network is compromised (notice however that the same problem would
occur if the offline trusted party for key pre-distribution schemes or the certificate au-

thority for public-key schemes is compromised).

Public-key Schemes [34]:

e Advantages: Public-key schemes do not rely on an online trusted third party although
the trusted third party can function as an offline certificate authority. This schemes are
more resilient to node compromise when compared to key pre-distribution schemes.
Furthermore, the public key of the device binds its identity to the network. This is
useful for authenticated one-to-many communications, such as, broadcast. Even with
some compromised nodes in the network, a one-to-many message signed by the source
of the message can authenticate its origin. Protocols like £ TESLA [4] can achieve this
property with symmetric-key primitives, but they incur in authentication delays and

require tight time-synchronization.

e Disadvantages: Public-key schemes are based on asymmetric-key algorithms, and al-
though they are now assumed to be feasible in most sensor network infrastructures [70],
[71] their use would still deplete the battery of sensor nodes faster than symmetric- key
operations. Asymmetric cryptography, however, is typically used only to establish
symmetric session keys, thus the influence to the lifetime of the network might not be
significant to the new generation of sensor nodes [72]. In particular, the use of elliptic
curve cryptography (ECC) and hardware support can help improve the efficiency of

asymmetric algorithms.

The key management protocol provides the nodes in the sensor network with the follow-

ing cryptographic keys:

1. Network key shared by all authorized entities,
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2. End-to-end keys shared only between principals communicating at the application

layer of the network, and

3. Pairwise link-layer keys shared between neighboring nodes at the link-layer of the

network.

Key pre-distribution schemes have been studied extensively in the research literature,
mostly motivated by the seminal paper of Eschenauer and Gligor [33]. In sensor networks,
the availability of a trusted server in many practical scenarios has motivated a number of stan-
dards, such as, the ZigBee alliance [73], ISA SP100 [55] and WirelessHart [54], to propose
the use of an online trusted network managers for secure networks. The use of public key
cryptography is also being supported by the standards associations and several other compa-

nies, such as, NTRU’s Aerolink [74].

3.4.3 Confidentiality Mechanisms

Encryption is the primary way of preserving the confidentiality of the data packets in a
network. However, one has to choose an encryption technology that is resilient to chosen-
plaintext attacks (semantic security) since it is infeasible for a computationally-bounded ad-
versary to derive any significant information about a message when he is only given its ci-
phertext. A few points to consider when deciding on what encryption mechanism to use

are:

e A single network key is not resilient to insider attacks.

e A countermeasure for insider attacks on confidentiality is to use pairwise link-layer
keys. If the adversary compromises the key of one node, it can only eavesdrop on

communications passing through this node.
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e A stronger guarantee is to use end-to-end encryption. If end-to-end encryption is the
only encryption method used, any information below the application layer is disclosed
(routing information, link layer addresses etc.). Therefore, it might be necessary to use
end-to-end encryption with pairwise link-layer keys, or a single network key used at
the link layer. End-to-end encryption might limit the use of distributed protocols, such
as aggregation schemes [5], [46]. This essentially becomes a question of the tradeoff

between confidentiality and energy efficiency.

Decryption of the message is not the only way in which an outsider can infer the con-
tents of the message. Monitoring of the environment can be polled-based, periodic, or
event driven, as mentioned in Chapter 2. A typical event-driven monitoring application uses
alarms. A sensor will only send a report if an event is detected. Therefore, an eavesdropper
can identify that an event has happened if he observes the sensor node sending a packet. In
addition, sensor nodes typically send health reports, such as, battery status or wireless link
connectivity, back to the base station. Therefore, a possible countermeasure to mitigate these
attacks is to randomize the time in which sensor nodes contact the base station. In order for
this measure to be successful, we have to ensure that the eavesdropper cannot distinguish
between encrypted health reports and encrypted alarms. Finally, an adversary might be able
to place its own sensors for monitoring the environment. This is not a technical attack, but it
shows the importance of protecting the physical deployment area of the sensor network. A

possible mechanism to detect and deter this attack is to use surveillance cameras.

3.4.4 Service Integrity Mechanisms

The typical way to provide end-to-end data integrity, data liveness, and data origin authen-
tication is to include a message integrity code (MIC), also known as message authentication

code (MAC), in the packets sent by each party. The MIC should include,
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e The identities of the communicating parties at the application layer for data origin

authentication

e The sensor reading for data integrity

e A counter for weak liveness, a time-stamp for strong liveness, or a nonce for strong
liveness if the data is polled and the requesting party sends the nonce in the request.
For polled messages, the nonce would provide the stronger guarantee of data liveness,

since the time stamp depends on accurate time synchronization.

Similar to the confidentiality, a network key for MIC gets broken when an adversary compro-
mises a single key. Therefore, using the end-to-end key guarantees that the message can not
be tampered with even if the attacker has compromised the keys of other nodes in the network.
This solution comes at the cost of limiting the use of distributed aggregation algorithms. The
use of pairwise-link layer keys will also limit the effect of insider attacks when attacking the
time-synchronization protocol. As a result, we can use the time stamps for determining the

data liveness.

Measurement integrity can be protected to some extent by tamper-resistant or tamper-
detection hardware. This increases the effort the adversary needs to put in to compromise
the sensor node. The node might also include external sensors to detect when it is being
moved to another location. Finally, a way to prevent or detect ‘environment attacks’, such as,
placing a magnet on top of a magnetometer, is to attempt to protect the physical area of the

sensor node by using surveillance cameras.

Other possibility for detecting and surviving a measurement integrity attack is to use
robust statistics [48], and of particular importance to SCADA systems, the use of robust con-
trol [75]. By identifying outliers and anomalies in the messages received, the measurement
integrity attack can be limited. Robust statistics and robust control come at a cost: even if

there is no attack, they might discard true anomalous information.
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3.4.5 Availability Mechanisms

The data packets transmitted throughout the network can be divided into control packets
and application packets. Application packets are packets whose payload contains data sent
by the application layer of the network, such as sensor readings. Up to this point, our focus
has been on protecting the integrity and confidentiality of application packets. On the other
hand, there are packets whose payload contains data used to maintain the network services.
These include: routing discovery packets, routing maintenance packets, time synchronization
packets, etc. All of these control packets are of fundamental importance for availability of

the network.

Contrary to confidentiality and integrity, we cannot assume end-to-end security in net-
work availability because the network is a distributed entity. Therefore, we can only use a
network key or a pairwise link-layer key. The same principles of service integrity and service
confidentiality apply to control packets. To provide a secure communication infrastructure,
control packets need to have authentication and replay protection. Therefore, these packets
need to use message integrity codes. Also, to prevent an outsider from identifying the type
of control packets being transmitted, we should have these packets encrypted. Without any
key, an outsider can attempt to perform jamming or physical destruction of the sensing nodes.
Other outsider attacks, such as replay, spoofing, and even a wormhole will have much limited

effect if the the adversary cannot identify control packets and their payloads.

The design space for jamming and its countermeasures is highly situation dependent.
Military sensor networks might have a very large design space for countermeasures, such as:
(1) prevention: implementation of advanced waveforms using spread spectrum techniques for
low probability of detection, and low probability of intercept. (2) Survivability: dynamic fre-
quency reallocation, and raising the transmit power. However, commercial sensor networks
cannot have the same flexibility in their design space because they have to conform to several

norms. For example, in the U.S., commercial wireless systems have to be approved by the
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federal communications commission (FCC). The use of frequency hopping spread spectrum
might make jamming more difficult to the adversary, but it will not prevent the jamming at-
tack all together. If the adversary has physical access to the sensor network it can also destroy
the nodes. One way to discourage an adversary from performing jamming is to increase the

physical security defenses to the sensor network deployment field.

The availability of the network can be compromised if the attacker is able to gain access
to the keying materials. To prevent an adversary from compromising the operation of all the
network by capturing a single key, pairwise link-layer keys among neighboring nodes must
be used. Under these circumstances an adversary becomes a Byzantine attacker who can
try to disrupt the network operation by ‘confusing’ peer devices. Therefore, the resiliency
of the network management protocols will rely on the redundancy of resources. Another
area that has attracted a lot of attention is the security of the routing protocols. Disrupting
the functionality of the routing protocols compromises the availability of the network and
services running on the network. Attacks against routing protocols include attempts to create
routing loops and black holes. We can identify two possible countermeasures: (1) measuring
the link quality based on the number of dropped packets, and (2) using a routing protocol that
builds path diversity. If a message sent along one path is not acknowledged by the recipient,
then the protocol should use alternative path via a different neighbor. This could also mean
using multi-path routing protocols that send the data along different paths and take advantage

of the redundancy in the received data.

3.5 Discussion

In this chapter, we presented the first steps towards a holistic and systematic view of
the security of sensor networks. We believe this research direction will provide a better
understanding of the security issues and will help the network designer decide on the most

effective security mechanisms under resource constraints. However, there are many research
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challenges that remain, such as, developing a systematic analysis of the threat model and its
relation to the security countermeasures, the precise definitions of security metrics, and the

detailed study of real world deployment scenarios.
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Part 2

Protocol Security
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Chapter 4

Time Synchronization Security

Time synchronization protocols provide a mechanism for synchronizing the local clocks
of the nodes in a sensor network. There are several time synchronization protocols for the
internet, such as Network Time Protocol (NTP). However, given the non-determinism in
transmissions in sensor networks, NTP cannot be directly used in wireless sensor networks.
Time synchronization implementations have been developed specifically for sensor networks.
Three of the most prominent are Reference Broadcast Synchronization (RBS) [2] Timing-
sync Protocol for Sensor Networks (TPSN) [51], and Flooding Time Synchronization Proto-
col (FTSP) [52]. However, none of these protocols were designed with security as one the

goals'?.

In this chapter we focus on insider attacks on time synchronization protocols. We as-
sume that the adversary physically captures a node and gains access to the cryptographic
keys on the captured node. This will enable him to participate in the authenticated commu-
nication with other sensor nodes without being recognized as an attacker. In the context of

time synchronization attacks, the adversary compromises a node and injects erroneous time

!Permission to use parts of these works for the purposes of this dissertation have been granted by the IEEE
and/or the appropriate copyright holder(s).
2The contents of this chapter are based on [59], [60].
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synchronization information in the network. We look at the affect of this type of attack on
various applications. In addition, we present the result of our testbed implementation of the

attacks and countermeasures.

The rest of the chapter is organized as follows. Section 4.1 discusses the clock model and
the communication model used in our discussions of time synchronization protocols. Section
4.2 gives the details of the operation of the three main time synchronization protocols in
sensor networks. Section 4.3 discusses the attacks on each group, followed by the effects of
the attacks on various applications that use time synchronization in Section 4.4. Section 4.5
discusses our proposed countermeasures for the attacks. Finally, Section 4.6 discusses our

experiments on implementing the attacks and some countermeasures for the FTSP protocol.

4.1 System Model

In this section, we define the problem of secure time synchronization and discuss the
clock model, communication model, trust assumptions, threat and attacker models, and secu-

rity goals we wish to accomplish.

4.1.1 Clock Model

Every sensor node has a notion of time that is based on the oscillation of a quartz crystal.
The sensor clock has a counter that is incremented at rate f, where f is the frequency of the
oscillation. The counter counts time steps, and the length of these time steps is defined by the
system designer. The clock estimates the real time 7'(t), where,

t
() = k /t w(7)dr + T(to) @.1)
0
w() is the frequency of the crystal oscillation and & is a constant [76]. Ideally this frequency

should be 1, i.e. ‘fl—f = 1. However, in reality the frequency of a clock fluctuates over time due
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to changes in temperature, pressure, and voltage. This will result in a frequency different than
1. This difference is termed clock drift. There are a number of ways to model the clock drift.
In addition to frequency fluctuation in one clock, the crystals of different clocks oscillate at

different rates. This difference causes what is called the offset between two clocks [76].

4.1.2 Communication Model

In order to perform time synchronization, the sensor nodes send time synchronization
messages to each other. The messages are sent through wireless channel. We assume that
the wireless links are symmetric, meaning if node A hears node B, then node B also can
communicate with node A. However, it is worth mentioning that in reality the wireless links
are not always symmetric; in fact, it has been shown through experiments that the wireless

channel is asymmetric.

4.1.3 Adversary Model

In sensor networks there are one or more base stations, which are sinks and aggregation
points for the information gathered by the nodes. Since base stations are often connected to
a larger and less resource-constrained network, we assume a base station is trustworthy as
long as it is available. Beside the base stations, we do not place any trust requirements on the
sensor nodes because they are vulnerable to physical capture.

While it is possible that the adversary has access to sensor nodes very identical to the ones
deployed or has more powerful nodes such as laptops, here we only consider a mote-class

adversary.

An outsider attacker has no special access to the sensor network, such as passive eaves-

dropping, but an insider attacker has access to the encryption keys or other code used by the
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network. We consider only an insider attacker. We assume that the adversary has been able
to capture and corrupt a fraction of the total nodes in the network. The adversary, therefore,
has access to the secret keys for authorized communication with other nodes. The goal of
the adversary in our setting is to inject false time synchronization information in the network,

without being detected by the honest nodes.

4.2 Time Synchronization Protocols for Sensor Networks

Sensor networks are used for monitoring different real world phenomena. Since the ex-
isting time synchronization protocols do not fit the special needs of sensor network, a number
of clock synchronization protocols have been developed to meet the memory and energy con-
straint of these networks. There are three main ways to synchronize nodes together. In the
first approach an intermediate node is used to synchronize the clocks of two nodes together,
such as Reference Broadcast Synchronization [2]. The second approach assumes that the
clock drift and offsets are linear, and nodes perform pair-wise synchronization to find their
respective drift and offset, such as TPSN [51]. In the third approach, one node declares itself
the leader, and all the other nodes in the network synchronize their clocks to the leader, such
as Flooding Time Synchronization Protocol [52]. In the following sections, we review these
three approaches to the problem of time synchronization in sensor networks. For a compre-
hensive survey of clock synchronization protocols for sensor networks we refer the reader

to [77].

4.2.1 Reference Broadcast Synchronization (RBS)

In RBS a reference message is broadcast to two receivers and the receivers synchronize
their respective local clocks to each other, Figure 4.1. Each receiver records its local time

when it gets the reference message. Then the two receivers exchange their local times. It is
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Figure 4.1. RBS does not synchronize the receivers to the sender. Instead it synchronizes the
receivers to each other. Figure courtesy of [2].

possible to increase the precision of the estimated time by broadcasting m reference messages

instead of one, as follows [2]:

1. A transmitter broadcasts m reference messages.

2. Each of the n receivers record the time they received the reference messages based on

their respective local times.

3. The receivers exchange their local times.

4. Each receiver can calculate its phase offset as the LS linear regression of the phase
offsets implied by each reference message observed by the receivers as follows: Each
node finds the time difference between itself and a neighbor for each reference broad-
cast message. Then the node finds the least-squares (LS) error fit for these points. The
node can then find the offset and skew of its clock from the slope and intercepts point

of the line.

The advantage of RBS is that it eliminates the non-determinism on the transmitter side.
RBS does not use a multi-hop scheme to synchronize all the nodes to the same global clock.
For the multihop case, the nodes that fall within the overlapping region of two reference
transmitters perform clock conversion, to go from one clock estimate in one region to the
other region. By doing the clock conversion, it is possible to find the time difference between

events that happen at different parts of the network.
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Figure 4.2. An example of TPSN

4.2.2 Time-Sync Protocol for Sensor Networks (TPSN)

TPSN initially creates a spanning tree of the sensor network. The tree starts at the root of
the network, which is generally a base station, and each node establishes its level based on
the ’level-discovery’ message that it receives. While the tree is being built, the nodes perform
pairwise synchronization along the edges of the tree. Each node exchanges synchronization
messages with its parent in the spanning tree. By comparing the reception time of the packets
with the time of transmission, which is placed on the packet by the parent, the node can
find and correct for its own phase offset. We give an example to clarify this scheme. Let us
assume there are two nodes, N; and N,, where NV, is the parent of N, Figure 4.2. When N,
wants to synchronize its clock, it sends a synchronization pulse to N, along with the value

17, the time the packet is transmitted from N,.

When N; receives this packet, it sends back an acknowledgement packet with times 75,
reception time, and 73, retransmission time. N, receives this ACK packet at T, and using the

four time values it can find the clocks drift and propagation delay, using the equations [51]

_ (=T +(Tu=T3))
d — 2 1 5 4 3 .

TPSN is a sender-initiated time-synchronization protocol, and the sender synchronizes to
the receiver’s clock. TPSN has a better performance than RBS by time stamping the messages
at the MAC layer of the radio stack. It also uses a two way message exchange instead of a

one way exchange as in RBS [51]. However, TPSN does not account for clock drift. It also
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does not efficiently handle dynamic topology changes because it has to compute the spanning

tree of the network every time a change happens.

4.2.3 Flooding Time Synchronization Protocol (FTSP)

In FTSP, a root node broadcasts its local time and any nodes that receive that time syn-
chronize their clocks to that time. The broadcasted synchronization messages consist of three
relevant fields: rootID, seqNum, and sendingTime (the global time of the sender at the trans-
mission time). Upon receiving a message, a node calculates the offset of its global time from
the global time of the sender embedded in the message [52]. The receiving node calculates
its clock skew using linear regression on a set of these offsets versus the time of reception of
the messages.

Given the limited computational and memory resources of a sensor node, it can only keep
a small number of reference points. Therefore, the linear regression is performed only on a
small subset of the received nodes. Since this regression requires that set of updates, how-
ever, a node cannot calculate its clock skew until it receives a full of reference messages.
Therefore, there is a non-negligible initiation period for the network.

FTSP also provides multi-hop time synchronization in the following manner: Whenever a
node receives a message from the root node, it updates its global time. In addition, it broad-
casts its own global time to its neighbors. All nodes act in a similar manner, receiving updates
and broadcasting their own global time to their neighbors. To avoid using redundant messages
in the linear regression described above, each node retains the highest sequence number it has
received and the rootID of the last received message used. A synchronization message is only
used in the regression if the seqNum field of the message (the sequence number of the flood
associated with that message) is greater than the highest sequence number received thus far
and the rootID of the new message (the origin of the flood associated with that message) is

less than or equal to the last received rootID. FTSP is more robust against node failures and
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topology changes than TPSN since no topology is maintained and the algorithm can adapt
to the failure of a root node. If a node does not hear a time synchronization message for a
ROOT_TIMEOUT period, it declares itself to be the new root. To make sure there is only one
root in the network, if a root hears a time synchronization message from another root with

lower ID than itself, it gives up its root status.

4.3 Attacks on Time Synchronization Protocols

In this section, we discuss different attacks on the time-synchronization protocols ex-
plained above. We discuss possible attacks on RBS, TSPN, and FTSP in each subsection.
All the attacks on time synchronization protocols have one main goal, to somehow convince
some nodes that their neighbors’ clocks are at a different time than they actually are. Since
global time synchronization is build upon synchronization at the neighborhood level, this will
disrupt the mechanisms by which the protocols above maintain global time in the network or
allow events at distant points in the network to be given to be give time-stamps which reflect

the actual difference between their times of occurrence.

4.3.1 Attacks on RBS

As mentioned above, in RBS a reference message is broadcast by the base station. Two
nodes that receive this message exchange their local time for clock synchronization. How-
ever, if a node is compromised, it can send a falsified synchronization message to its neighbor
during this exchange period. The effect is that the honest node will calculate an incorrect
phase offset and skew. In the field of Robust Estimation, the breakdown point of an estimator
is defined as the smallest fraction of contamination in data that can cause the estimator to take
on values arbitrarily away from the real value. It is known that the average and LS estimators

have a very low breakdown point. For example, the breakdown point for the LS estimator
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is % Therefore, as n gets larger, the breakdown point gets closer to 0, meaning that a very
small fraction of contaminated data can cause the estimation to get far from the real value.
If the number of nodes is large in a sensor network, even one compromised sensor node can
cause the time synchronization estimates to get far from the true global time.

It is also possible to attack the multi-hop version of RBS. As mentioned before, RBS does not
keep a global time; instead, it tries to find the time difference between the occurrences of two
events at different parts of the network. Since the nodes on the boundary of the overlapping
regions perform clock conversion, a compromised node placed in any of the overlapping re-
gions can affect multiple regions by giving an erroneous value in the clock conversion. Once
the adversary sends a miscalculated clock conversion, this error will be propagated as it is

sent throughout the network.

4.3.2 Attacks on TPSN

TPSN creates a spanning tree of the network at the initial phase of level-discovery and
then performs pair-wise clock synchronization. As mentioned above, TPSN is a sender-based
synchronization protocol, so the adversary can only affect the protocol through manipulat-
ing its children in the spanning tree. That is, the adversary will not be able to cause any
disruption by initiating a time-synchronization request since only the parent node will reply.
However, the compromised node can effect its children by sending incorrect time stamps for
the reception time and the transmit time of the time-synchronization request. The adversary
can propagate this de-synchronization down the spanning tree toward the leaves on its own
branch. Therefore, the closer the compromised node is to the root, the more effect it has on
time synchronization in the network, and the larger a region it can contaminate. Alternatively,
the adversary can place more compromised nodes at different branches of the tree, and affect
a wider region of the network.

The compromised node can also lie about its level in the tree, meaning it can claim a lower
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level than its real level. By doing so, it can convince the other nodes at its level to request
time-synchronization updates from the compromised node. In addition, the compromised
node can avoid participating in the tree building phase, and by doing so cut off a number of
nodes that would have been its children from the root. If those nodes cannot find any other
node as their parent, they will not be able to synchronize to the rest of the network. The

effects of this attack would be greatest in a sparse network topology.

4.3.3 Attacks on FTSP

The major innovations of FTSP, in terms of multi-hop synchronization, over RBS are that
the root is chosen dynamically and any node may claim to be the root if it has not heard time
updates for a preset interval. One possible attack on this protocol is for the compromised
node to claim to be the root node with ID 0 and begin at a higher sequence number than the
actual root node so all the updates originating at the actual root node will be ignored. This can
be easily done since the protocol allows any node to elect itself root to handle the situation
where nodes have not heard from the root node for a long period. Once a compromised node
becomes the root, it can give false updates to its neighbors, which will in turn propagate
that false time to their neighbors and so on. Every node that accepts the false updates will
calculate a false offset and skew for its clock. A more comprehensive treatment of attacks on

FTSP along with testbed implementation of the attacks is presented in Section 4.6.

4.4 Effects of Time Synchronization Attacks on Sensor Net-

work Applications

To motivate our discussion of time-synchronization attacks, we describe here in detail the
effects of time synchronization attacks on a set of sensor network applications and services

that are dependant on time synchronization.
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In many application areas, time synchronization allows engineers to design simpler and
more elegant algorithms. If security is a high priority, however, the simplest countermea-
sure against an attack on time synchronization is to build the algorithm such that it does not
rely on a time-synchronization service whenever possible.

That said, for certain classes of applications under certain conditions, algorithms cannot pro-
vide correct results without an accurate and reliable time-synchronization service. Rather
than try to describe those conditions, we have tried to select a representative set of applica-
tions that rely on a time synchronization service and demonstrate the effects on them of a
time synchronization attack. While we believe these algorithms to be representative of the

set of algorithms relying on time synchronization, the set is not exhaustive.

4.4.1 Shooter Localization

The shooter localization algorithm designed by Vanderbilt University [3] has three key

stages:

e Detection: To find the location of the sound of the muzzle blast, the nodes report the
time of arrival (TOA) of the sound on three audio frequencies. The sound is processed

to determine whether it will be reported to the base station. The report contains an age

field.

e Routing-Integrated Time Synchronization: In this step, the Directed Flooding Frame-
work is used. As the message is routed toward the base station, the routing nodes
update the age field by adding the elapsed time between reception and retransmission
of the packet. MAC layer time stamping is used, as in FTSP, to update the age field

precisely. This age field is used at the base station to find the exact time of the shot [3].

e Sensor Fusion: Once the muzzle blast TOA data is submitted to the base station, a
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Figure 4.3. Consistency function to determine the time and location of the sound from a
gunshot [3]
sensor fusion algorithm is used to estimate the shooter location and the trajectory of

the projectile.

The fusion algorithm searches for the maximum of a consistency function, which corresponds
to the location of the muzzle blast. The consistency function is defined on four-dimensional
space-time space as follows: let (z,y, z) be the shooter position and let shot time be ¢. The
theoretical time of arrival of the shot at the sensor that recorded the ith measurement is ¢; and

is calculated as follows [3]:

Ve —z:)?+ (y—ui)?+ (2 — z)?

ti(x,y, 2, t) =t + 4.2)

Where v is the speed of sound, and (z;, y;, z;) is the coordinates of the sensor which is making
the 7th measurement. If the sensors were in a line with the shot, then the real shot time and
the estimated time should be equal. However, in reality this does not happen. As a result, the

considered measurements are those that satisfy:

where ¢, is the actual time of arrival of the shot at sensor i, 7 = 571 + 79 + 73 is the uncertainty
value, d; is the maximum localization error, 7 is the maximum time synchronization error,
and 73 is the maximum allowed signal detection uncertainty. It is usually assumed that the

uncertainty value is dominated by the localization error and not the other two terms. There-
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fore, from the above definition the value of the consistency function is defined as the number
of observations that support the claim that the shot was taken from location (z, y, z) at time
t with uncertainty 7, where it is assumed that an upper bound is known for 7 based on the

localization, time synchronization and the signal detection algorithms :

CT (.T, Y, z, t) = Counti:17...,N(|ti (.CE, Y, z, t) - tz| S 7_) (44)

The maximum of this consistency function gives the location and time of the shot, as shown
in Figure 4.3. The maximum number of observations if found by using a sliding window
on the time line, and counting the number of sensor observations at each step of sliding the

window. The size of the sliding window is on the order of milliseconds.

However, if the time synchronization protocol has been attacked by compromised nodes,
the consistency function can be affected. The maximum time synchronization error might
become comparable to the localization error. This might change the shape of the consistency
function and, consequently, change the value and location of the local maximum. This would
yield an incorrect estimate of the location and time of the shot. For example, if the consistency
function is as in Figure 4.3, there are three local maxima in the consistency function, meaning
there were three time slots where the count was high. If, due to a time synchronization attack,
some of the nodes that reported time ¢; for the first shot report a shot at ¢;+A, and A is greater
than the width of the sliding window, the first maximum will be pushed down and the location
and time of the shot will incorrectly be estimated at another peak in the consistency function.
This means that the location of the shooter will be reported in a different location than its true
position or not reported at all if the shot time falls in a portion of the consistency function
that is not a local maxima. However, this requires that the nodes in the neighborhood of the
shooter all be desynchronized by the same amount A, and the value of A is on average as
large as the time slots used by the administrator to count the report. Also, if the clocks of

the sensor nodes in a neighborhood are out of sync with each other, they send their reports
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at different times (absolute time). When the base station processes the received reports, the
counts could potentially fall in different time slots, and instead of having a maximum in one
time slot, there is no maximum. As a result, the location of the shooter can not be determined.
In short, the amount by which the localization is going to be thrown off is proportional to the

ratio of the dysynchronization error A to the uncertainty 7.

4.4.2 TDMA-based Channel Sharing

In TDMA-based channel sharing protocols, time is divided into intervals and each node is
assigned a schedule in which to transmit and receive messages. In this section, we are going
to discuss two different protocols that use TDMA-based approaches. The first is the flexible

power scheduling [78] and the second is PEDAMACS [79].

Flexible Power Scheduling

The goal of this protocol is to reserve time slots for transmission and reception of data
messages on each node so that the nodes can go to sleep during the idle slots. This saves
power because nodes do not have to be listening to transmissions the entire time. We give an
outline of the protocol below:

Time is broken into cycles and each cycle consists of m time slots. During each slot the node

has one of the following six states [78]:

Transmit (T): The node may transmit a message to its parent.

Receive (R): The node may receive a message from its child.

Advertisement (A): The parent node broadcasts an advertisement to find an available

reservation slot from the child

Transmit Pending (TP): The node sends a reservation request to its parent.
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e Receive Pending (RP): The node receives a reservation request from its child.

e [dle (I): The node powers down during this period if this slot in its schedule is unoccu-

pied.

The algorithm proceeds as follows: When a node is in an A slot, its parent advertises for
a reservation slot and marks the corresponding slot in its own schedule as RP. If a child
node hears this advertisement, but still has not met its demand, it marks the corresponding
slot in its schedule as TP, and sends a reservation request when the time slot arrives. To
initialize the algorithm, the base station picks a reservation slot at random and sends out
an advertisement for it. It then waits for a reply during the following cycle. When a new
node joins the network, it sets all slots in its schedule to I and then listens for one cycle for
an advertisement. In order to keep the time synchronized, once a node selects a parent, it
periodically synchronizes its time to the parent. This is similar to TPSN in the sense that the
child synchronizes its clock to the parent in a spanning tree of the network.

We can summarize the FPS algorithm’s main steps during each cycle in the following [78]:
After initialization, each node picks an advertisement slot A randomly from the idle slots.
Then it picks a reservation slot (RP) at random from the idle slots.

If supply > demand,

e Turn off the radio during the idle slots

e Schedule an advertisement during an A slot

Otherwise,

e Leave the radio on and listen for advertisement Schedule a reservation request during

a TP slot
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For each time slot, the node checks its power schedule, and performs an action according
to its schedule. For example, if the slot is marked T, it transmits a message. At the end of the
cycle, the node clears the current slot and the previous RP from the schedule.

If the compromised node is a parent, it can send wrong time synchronization messages, and
that will cause the schedule of the child to be inconsistent with the parent’s schedule, i.e. the
time slots corresponding to the same action in the two schedules will not be aligned in time.
Since the parent can send wrong messages to different children, the time slots in multiple
nodes will conflict with each other, and as a result, there will be more collisions due to
transmission at overlapping time slots. Even though the protocol does not need a fine-grained
time synchronization protocol to work, when the error in local clocks gets accumulated over

time due to an attack, it can affect and degrade the performance of FPS protocol.

PEDAMACS

PEDAMACS is a TDMA-based MAC protocol used in sensor networks. It assumes that
the base station is attached to a reliable and infinite power supply and is able to reach all the

nodes in the network. The protocol consists of three phases [79]:

e Topology discovery

e Topology collection

e Scheduling

The network uses three different ranges for communication, where the longest range is
used by the base station to reach all the nodes in one hop. The second range is used to
determine the interference with other nodes, and the last level is for a node to reach its one
hop neighbors. Topology discovery is done using Carrier Sense Multiple Access (CSMA).
In the topology collection phase, the base station gathers information about the nodes in the

network and builds a tree of the shortest paths. Next, the base station creates a transmission

90



schedule based on its knowledge of the network topology and broadcasts it to all the nodes.
This schedule is structured such that nodes which do not interfere with each other during
transmission may transmit in the same time slot. The base station periodically broadcasts the
current time to all the nodes in the network to facilitate this scheduling. A guard interval on
the time slots is used to compensate for clock drift between updates to the current time [79].
A compromised node might spoof the base station and broadcast an alternate time to its
neighbors or it might attempt to jam the network to prevent the time updates from being
received. If the induced difference in time between two nodes that are trying to transmit on
adjacent slots is greater than the guard interval, packet loss may occur due to contention in
the channel.

Since the base station can, by definition, communicate directly with every other node without
routing packets through intermediary nodes, the base station can simply use an authenticated
broadcast protocol to prevent a compromised node from injecting false packets. We see no

defense to a jamming attack.

Estimation

To illustrate the effects of corrupted time synchronization on estimating state based on
sensor readings from a sensor network, we give a simple example using the Kalman filter.
The Kalman filter estimates the state of a discrete-time controlled process that is governed by

a linear stochastic difference equation [80]:

T = Axp_1 + Bug_1 + wi_1 re R 4.5)

given the measurement z;, € R, where

2L = ka + Vg (46)

where u(.) is the input to the system. The random variables w and v represent process and
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Figure 4.4. The y axis shows the norm of the difference between the results from the Kalman
filter before and after de-synchronization. The x axis is the time of the corresponding obser-
vation.

measurement noise and are assumed to be independent random variables with normal distri-

bution,

p(w) ~ N(0,Q) p(v) ~ N(0, R)

The Kalman filter estimates the state at every time step. We simulated the movement
of an object using Equation 4.6, where the state is position and velocity of the object in two
dimensions. We then used the Kalman filter to estimate the position and velocity of the object
before and after modifying the time of some of the position observations, as might occur in an
attack on the time synchronization in the sensor network. The norm of the error is shown in
Figure 4.4. The de-synchronization is at time 10. From the figure, we can clearly see that the
norm of the error grows as time goes on, meaning the estimate of the location of the object is
far from its true location. If the purpose of the sensor network is tracking unknown objects

passing through an area, the network administrator cannot pinpoint the location of the object.

Authenticated Broadcast(y/Tesla)

WTESLA is an authenticated broadcast protocol for sensor networks that forms the basis

for some of countermeasures proposed here. It relies on an asymmetric mechanism to allow
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Figure 4.5. Example of T ESLA [4]

nodes receiving a broadcasted message to verify the authenticity of the message. That mech-
anism is based on the arrival time of the messages, so one of the requirements of yTESLA is
that the base station and the nodes have loose time synchronization.

Before beginning a broadcast that the nodes in the network may authenticate, the base station
must bootstrap the protocol. Each message is transmitted in a time slot, although more than
one message may be transmitted in one slot, and each time slot requires exactly one key. So
the base station must transmit to each of the other nodes, authenticated with a private key
shared only by the base station and that node, the length and starting time of the time slots. It
also transmits a private key K. To generate K, the base station first generates a single key
K, and keeps it private. It then generates enough additional keys from K, to transmit the

packets in a sequence of time slots.

For example, if only one packet can be transmitted for each time slot, the base station
would need | S| additional keys. To generate a key from K, the base station applies a public
one-way function F to K, once for each of the required keys. That is, K; = F'(K; 4+ 1). The
sequence of keys constitutes a one way key chain. K is last key in this sequence and is used
to authenticate the messages in the first time slot, with K; used for the 7th interval and so
on [4].

The nodes retain the packets they receive from the base station because they cannot authen-
ticate them immediately. K is kept secret until after the ith interval. That is, at the (i + k)th

interval, for some k transmitted during the bootstrap process, the base station reveals K.
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With that key, the nodes can authenticate all the messages received at interval 7 (and all the
messages in the previous time slots) [4].

To illustrate how the protocol works, consider Figure 4.5. P, through P; are the data packets,
and K through K, are the keys of the one way key chain. K is used to decrypt P, and P,
and K5 is used to decrypt P, and FPs.

It is easy to see that yTESLA is vulnerable to time synchronization attacks. Although the
protocol only requires loose clock synchronization, it does require that the network have a
synchronized time. That is, the nodes must be able to unambiguously determine in which
slot the messages occur. If a compromised node injects corrupted time updates that exceed
the time synchronization error bound, the honest nodes would not be able to decide to which
slot the messages or the keys belong. As a consequence, they would be unable to authenticate
messages from the base station. It is interesting to note the symbiotic relationship between
our countermeasures and 4 TESLA. On the one hand, our countermeasures rely on yTESLA
or some other authenticated broadcast scheme. But without our countermeasures or some
other scheme for securing time synchronization protocols, 4TESLA is not secure. This is
not to say that neither can function since they cannot function until the other has been estab-
lished. Rather, if our countermeasures maintain time synchronization, they can continue to

use 4 TESLA to do so. This is known as the boot strapping problem in the literature.

4.5 Countermeasures for Time Synchronization Attacks

We propose countermeasures for single hop networks and multi-hop networks separately.
Each time synchronization protocol facilitates single hop synchronization by having a node
periodically broadcast its local version of the global time and allowing the other nodes to
synchronize their clocks to that time. Since multihop time synchronization algorithms are all
extensions to that basic building block, our proposals for multihop networks are a superset of

our proposals for single hop networks.
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4.5.1 Countermeasures for Single Hop Networks

RBS is intended to be used in single-hop networks, although there is a multi-hop exten-
sion of the protocol. TPSN and FTSP can also be run in a single-hop network, however,
and reportedly perform better than RBS. Regardless of which of these protocols is used in
a single-hop network, however, the scheme we present is applicable since in the single-hop
scenario all three protocols behave similarly.

In single-hop networks, every node is within radio range of every other node. We consider
separately single-hop networks in which all the nodes are within range of a base station, a lo-
cus of trust, and those networks in which there is no such base station. The former is the case
in many small deployments or deployments that include a second tier of supernodes. Such
supernodes may maintain their time using GPS or by communication with another network
that has a reliable time synchronization service. For these networks, the central challenge for
time synchronization security is to prevent any node from spoofing the root node and sending
erroneous updates to the global time.

Such a network might employ a network-wide symmetric private key to encrypt and au-
thenticate messages from the root node, including time synchronization updates, to prevent
spoofing of the root node and falsification of the time updates. There exist implementations
of such a scheme for sensor networks, as mentioned above. An insider attack might occur,
however, if a node were physically compromised. An adversary would gain access to the
network-wide key and could falsify time synchronization updates. To detect the presence of
falsified time updates, the nodes could easily look for redundant sequence numbers in the
packets. Or, if the updates were expected to be sent at a regular, predefined period, the nodes
could detect injected packets by a change greater in the frequency of the time-synchronization
updates greater than would reasonably be expected shifting network conditions. If a node de-
tects the presence of falsified packets, it could rely on a private key shared only with the base

station to request and authenticate packets from the base station. However, such a scheme
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would require each node in the network to have a private key with the base station, a highly
inefficient proposition. Moreover, the radio traffic would increase linearly with the number
of nodes requesting authenticated time updates. For these reasons, we recommend an au-
thenticated broadcast scheme such as yTESLA as an effective means of maintaining time
synchronization in single-hop networks with a base station. The base station should encrypt
all time synchronization updates.

In single-hop networks that lack a base station or in which the base station fails, there is no
trustable source of global time. In that situation, the nodes can elect a root node against which
the other nodes can synchronize their clocks. FTSP provides one mechanism for electing a
root node, as discussed above. Upon election, the new root node can bootstrap a new key
chain for yTESLA using pair wise keys with the other nodes. However, we see no way to
prevent a corrupted node from being elected as the root node under the FTSP scheme. Is fact,
under the FTSP scheme, a corrupted node could become the root with certainty, as discussed
in the attack section. A corrupted root node could send erroneous reference broadcasts that
would cause the nodes to calculate an erroneous skew and offset. To prevent this, we propose
that, instead of allowing a single node to be the source of time synchronization updates, a
subset of the nodes act as the root on a rotating basis. In order to pick these subset of nodes,
one way is to have the base station pick the node IDs on random and broadcast them (us-
ing encryption and authentication). Although this is a centralized solution, it will prevent

problems associated with decentralized voting, such as ballot stuffing.

In addition, to prevent a corrupted node from impersonating other nodes, we recommend
that all the nodes share a private key with that subset of the nodes in the single-hop network
that may become a root. That is, if there are N nodes in the network and M < N nodes may
become a root node, there will be N x M private keys in the entire network. Those keys could
be used to bootstrap an authenticated broadcast scheme for each of the nodes in the rotation
of root nodes. Given the update messages include a sequence number, a replay of the old

messages from a valid root can not cause problems. Any corrupted nodes might continue to
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send erroneous updates under this scheme, but the effects on the nodes’ calculations of the
skew and offset would be reduced. For instance, if there are C corrupted nodes in the network
and every node has equal probability of being elected as a root node (a generous assumption,
based on the previous discussion of the FTSP root-election scheme), then the probability that
a corrupted node is elected as a root node is C'/N. Suppose the nodes use linear regression
with L data points to calculate the clock skew. Then without a root rotation scheme, with
probability %, all the data points would come from a corrupted node. Given LS regression is
not robust, it only takes one corrupted root node to completely corrupt the inferred data.

If we let M nodes be the root in a round robin fashion, then the probability of having at least

one corrupted node being the root is:

()05 .

(1)

If we use LS to find the slope and intersection of the regression line using & data points,

p=1-

we have:

_ 2@ =T —7)
b= = 7P (4.8)

a=79y—0bx

where ¥, 7 are averages. Now if one data point is corrupted, i.e. the value of one of the
x; (and as a result y;) is shifted by A. That will cause the averages to shift by %. We call
this shift in slope and y-axis intercept A, and A,. Therefore, if we have one compromised
node introducing corrupted data in the network, we have a change of A, in the clock skew.
A compromised node is selected with probability p, so the expected value of the change in

clock skew is E(b) = p x A,
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4.5.2 Countermeasures for Multi-Hop Networks

In multi-hop networks, at least one pair of nodes communicates with each other via a
third node that routes messages between them. As in single-hop networks, there may or
may not be a base station, a source of trustable time synchronization updates, although most
deployments do have such a base station. However, some of the nodes in the network may not
be in contact with the base station at all times. While there are various multi-hop schemes for
time synchronization, as discussed above, they are all essentially schemes for repeating the
synchronization scheme for single hop networks, estimation of a node’s clock skew and offset
by comparison with neighboring nodes, across larger networks. The difficulty in keeping
each of the multi-hop schemes secure is in preventing corrupted nodes from increasing the
synchronization error between the node with the reference clock and distant nodes. That
is, the difficulty is in enabling distant nodes to verify the time synchronization updates they
receive despite relying on nodes between the node with the reference clock and themselves
to actively maintain—not simply route— those updates.

For accurate time synchronization, the nodes must receive the global time of their single-hop
neighbors, not nodes that are more distant in the network. If a node computed the offset of its
global time from the global time it received from a distant neighbor, that offset would include
nondeterministic delays due to the time required to route the update message by intermediate
nodes. Therefore, an authenticated broadcast scheme as provided by 7' ESLA does not
suffice to securely and accurately synchronize the time of the network to the broadcasting
node. The root node could not maintain time synchronization by periodically flooding the

network with authenticated clock updates.

Clock skew and offset could be calculated in the same way as for updates from a neighbor-
ing node. Such updates would, however, provide a useful approximation on the clock skew
and offset for all the nodes in the network. Such updates might be sent an order of magnitude

less frequently than the updates from a node’s immediate neighbors. For each node, the error
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in both the skew and offset derived from these updates would be primarily determined by the
number of hops between the node and the base station, since there would be nondetermin-
istic delays for each hop. In the absence of a base station, the long term trends in the skew
calculated by a node might also serve as a useful approximation. So, our first proposal for
multi-hop networks is to use such an approximation to get an upper bound on the error that
can be induced by an adversary. If the node receives updates from its neighbors that yields
a skew and offset sufficiently far from the approximated skew and offset of the root node or
the long-term trends, it could ignore its neighbors and use that approximated skew and offset
instead. However, this solution will not work if the corrupted node pulls the time away from
the true time a little bit at a time, so that it is never too far off from the approximate bias and
skew. Currently, we do not have any solution to this type of attack.

As discussed above, FTSP and TPSN rely on updates from a single neighbor node to cal-
culate the offset and skew of its clock. One obvious means of increasing the reliability of
these synchronization schemes, then, is to introduce redundancy into the system. This is our
second proposal for multi-hop time synchronization protocols. In FTSP, it is especially easy
to introduce redundancy. Rather than relying on a single update from a single node for each
wave of updates from the nearest root node (i.e. for each seqNum), the nodes should record a
subset S of the updates from their neighbors. This would increase the storage space required
for the linear regression data points by a factor of S. In the current implementation of FTSP,
the regression table holds 8 data points of 8 bytes each, 4 for the offset and 4 for the arrival
time of that offset. If S were 5, for instance, this scheme would require accommodating 32
additional data points or 32 * (4 + 4) = 256 bytes. Even on a mote class node, as described
above, this is a reasonable additional memory requirement. Given this additional data, the
nodes could take the median of the updates for any sequence number instead of whichever
update is received first, which is the current scheme in FTSP. The nodes could initially have
a set of private keys for their neighbors to authenticate these updates and prevent a compro-

mised node from inserting false updates and corrupting that median. In addition, if a node
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A saw a trend in which the updates from a neighboring node B tended to deviate from the
other neighbors A by more than some threshold, node A could cease considering node B in
its calculation of its clock skew and offset.

In that situation, where a node has become skeptical of the updates it is receiving from its
neighbors, it may cease sending updates to its neighbors (FTSP) or children (TPSN). This is
our third proposal for increasing the security of multi-hop time synchronization protocols, a
policy of containment. Under this policy, corrupted nodes would be unable to de-synchronize
nodes beyond their immediate neighborhood. However, this policy requires that nodes have
multiple sources of time updates in case their source of updates ceases sending updates. In
tree-based schemes, such as TPSN, that means having a mechanism whereby the children of
nodes in the neighborhood of a corrupted node can find another parent outside the neighbor-
hood of any corrupted node. If the tree for routing time synchronization updates is distinct
from the tree for routing any other rout-ing tree used in the network, the tree already satisfies
this requirement. However, maintaining multiple trees has the cost of redundant state at each
node. In flooding-based schemes such as FTSP, this requirement is satisfied for free since
each node receives updates from multiple neighbors and the loss of updates from a single
neighbor can be ignored.

In multi-hop networks, if the base station fails or a node becomes disconnected from it, a new
root must be elected against which nodes can synchronize their clocks. The same problems
arise as discussed above in single hop networks-there is a risk that the newly elected root
node will be a corrupted node. To avoid that situation, we recommend the same root rotation
scheme as discussed above for single-hop networks.

Our final proposal for improving the security of multi-hop time synchronization is to make
the LS linear regression used by each node to calculate the skew of its clock more robust.
We propose using an algorithm similar to RANSAC [81], which would fit a model to a set of

points that contain outliers in the following steps:

1. Set N=1, go to the next step.
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2. Randomly select a subset of the data points of size m and build the initial model from

these points

3. Determine the set of data points that are within ¢ of the model and call this set M. This

set defines the inliers of the original data set.

4. If |M| is greater than a threshold T, we need to re-estimate the model using all the

points in M, and the algorithm terminates completely.
5. If | M| is less than T, select a new subset and repeat from the second step on.
6. N=N+1, go to step 1.

7. Select the largest M from the iterative process above, and the model is re-estimated

using all the data points in M.

In order to determine how many sample points m we need in each subset, we can use the
following formula, where p is the probability that at least one of the subsets does not contain
an outlier (usually taken to be 0.99), € is the acceptable proportion of outliers, and N is the

number of sub-sets:
__ log(1—p)
log(1 — (1 —¢€)™)

We explain p and € in our sensor network scenario. p is the probability that the attack is not

4.9

successful since if a subset does not contain outliers, the result of estimation is going to be
unaffected by the attack. This is the parameter that the network user has to set based on the
application at hand. If the application can not tolerate large errors in estimation, then p has
to be set high, otherwise, if the application can tolerate some level of error, p can be set to a
lower value. e is the fraction of sensors that are malicious. This is not a parameter that the
network user can set, but it is possible to use an estimated value of it. In our case, the outliers

are generated by an adversary (or a node with an especially erratic clock).

Before proceedings, we are going to perform a security analysis of the RANSAC method

in terms of upper bounding the attacker’s success probability as a function of number of
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compromised nodes. The attacker’s success probability is 1 — p, which we denote by s4. By

simplifying 4.9, we have:
sa=(1—(1—emN (4.10)

For a fixed fraction of compromised nodes (¢), (1 — (1 — €)™) is an increasing function in
m. For a fixed € and m (number of data points in a random subset), (1 — (1 —¢)™)V is a
decreasing function of N (the number of RANSAC iterations) and goes to zero as N — oc.
An example of the behavior of this function, as m and N change, is shown in the plot of
Figure 4.6. From this analysis we see that for a fixed m, (1 — (1 — €)™)" is upper bounded
by (1 — (1 —€)™)). Now we let ¢ = £ where k is the number of compromised nodes
and n is the total number of nodes in the sensor network. We also note that the maximum
value of m = n, meaning each subset consists of the data from all the nodes. Therefore,
(I-(1—=em)=(1—-(1-%m)<(1—(1—%)")). The last inequality follows from the
fact that (1 — (1 — £)™)) is increasing in m. Now to find the upper bound, we let n — oo

and find the limit of (1 — (1 — £))). From the standard calculus, we have that:

limp oo (1 — E)” =exp F 4.11)
n

Therefore, s4 = 1 — exp~* which gives an upper bound on the probability of success as a

function of total number of compromised nodes.

An alternative to both RANSAC and LS for linear regression that is more robust to outliers
is LMS. However, LMS is a complex method and it may not be possible to implement it
on a mote-class node. We have no such concerns about RANSAC, since it involves only a
moderate modification of the basic LS scheme.In the LMS method, we still find the residuals,
r, =Y, — Yi, as in the LS method, but instead of minimizing the sum of the squared of the
residues we do the following:

min med;r?
It is well known that LMS is more robust in the presence of outliers, so it is especially
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Figure 4.6. This plot shows how (1 — (1 — €)™)" behaves as m and N increase.

appropriate for this application of regression where data points from corrupted nodes appear

as outliers.

Finding the least median squares is a challenging optimization problem since we have to

optimize the following equation:

min med;r; = median{ (Y1 — (by + b1.X1))?, ..., (Y; — (bo + b:.X,)))?}

bo,b1

There are software packages that can perform this optimization, but it is not clear whether it

is possible to port the algorithms to a mote-class node.
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4.6 Implementation of Attacks and Countermeasures for

FTSP

In this section, we discuss the testbed implementation of attacks and countermeasures for
FTSP. We explain which of the attacks described in the previous section were successful in

desynchronizing the sensor nodes, and which countermeasures worked in reality.

4.6.1 Attack Implementation Results

As mentioned before, in FTSP the root node sends a time synchronization update once
every TIME_SYNCRATE seconds. As a result, other nodes in the network will receive these
update messages at the same rate of 1 message per TIME_SYNCRATE seconds. A possi-
ble attack scenario is that the compromised node would send time synchronization updates
more frequently than TIME_SYNCRATE so as to increase the possibility of affecting the
time of its neighboring nodes. At the same time, the compromised node must increase the
sequence number accordingly to convince its neighbors to consider the compromised node’s
update message in their regression table (only the highest segNum is considered in the FTSP
regression table). Otherwise, as Figure 4.7 shows, the compromised node (B) will not have
any affect on the time synchronization of its neighbors. The nodes in the neighborhood of A
and B will receive node A’s update before B, and since these updates have a higher sequence
number, node B’s updates are ignored. We implemented this attack on the sensor network
testbed, and the result of the attack was in fact successful. Due to the similarity of the plot to

Figure 4.9, we omit the plot of the results of TIME_SYNCRATE attack.

In FTSP only the root node is supposed to increase the value of the seqgNum field of the
time synchronization updates. This procedure is to facilitate the dynamic topology change for
FTSP. A nice by-product of the segNum is that it could potentially block some of the incorrect

time synchronization updates propagated by compromised nodes. Therefore, the next attack
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Figure 4.7. B is the compromised node and node A is a good node. Both nodes A and B have
the same TIME_SYNCRATE, so if node A sends its time updates first, node B’s updates will
not affect the time synchronization of other nodes due to the seqgNum.

scenario we tried on the testbed was to have the compromised node simultaneously falsify
the sendingTime and the seqgNum. This attack scenario was very successful and resulted in

crashing the root node and FTSP completely. The testbed we used, shown in Figure 4.8, has

25 TelosB motes.

In this attack scenario, we programmed the compromised node to add a ‘BAD_SEQNUM’
to the seqNum of its time synchronization updates. In addition, the compromised node altered
the value of sendingTime field when sending the time updates to its neighbors. From time
to = 0 to t; = 180 seconds, the motes were going through the process of root selection and
initial data gathering (8 data points) for performing the synchronization. At time 2 = 600
seconds, the compromised node was added to the experiment. The effect of this attack can
be clearly seen from Figure 4.9. The attack took effect at t3 = 630 seconds, as shown by the

blue points which present the global time estimated by the nodes.

4.6.2 Countermeasure Implementation Results

In this section we describe the results of implementing some of the proposed countermea-

sures on the sensor network testbed. The first countermeasure implemented on the testbed
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Figure 4.8. The testbed used in the experiments.
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Figure 4.9. Result of seqNum attack. The blue line is the result of the actual regression on
message updates, and the red line shows what the regression line should have looked like if
there was no attack.
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was to filter out bad data by collecting more data points from all the neighbors instead of
receiving the synchronization message from only one node, and then filtering extreme val-
ues. To do this, we expanded the data table from 8 entries to 32 entries. The synchronization
messages were collected from all neighboring nodes regardless of the message segNum. As

a result, the functionality of the seqNum field of FTSP was completely ignored.

The result of this experiment was surprising and revealed a feature of FTSP which is a
side effect of having sequence numbers for each new update message. Although it is claimed
in [82] that FTSP does not have any level of hierarchy, in reality it turns out that there is an
implicit hierarchy due to segNum, the local connection and the topology of the network. To
explain this point, assume that the root node 2 broadcasts an update message M, at some
global time ¢. The nodes which are closest (within the communication range) to R will
receive this update first and form the first level of hierarchy. This is due to the fact that in
FTSP each node is only allowed to accept the updates with the highest (i.e. most recent)
sequence number. We call this set of nodes L;. These nodes perform the regression step,
update their global time accordingly and broadcast their time update messages. The next set
of nodes that receives this broadcast is the one-hop neighbors of L; nodes, which we call L.
Continuing in this fashion, it is clear that after ¢ broadcasts of the time update message, there
are ¢ sets of nodes (L;), forming the hierarchy. Nodes in set L, are one level higher in the

hierarchy than nodes in L; ;.

Now when the segNum is not used, this hierarchy breaks down. In addition, the linear
relation assumed between the global time and the local time of the nodes, in FTSP, is de-
pendent on the fact that the updates are done in a short period of time where this linearity
assumption holds true. However, when we add many data points from multiple neighboring
nodes without using the sequence number of each data point in the regression table, the lin-
earity assumption does not hold true anymore. This is due to the fact that the assumption of
linearity of clock skew and offset in FTSP is based on a pair of nodes clock data and not a

group of nodes clock data. The clocks of every pair of nodes have a linear relation, but when
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Figure 4.10. New data structure could block incorrect seqNum.

we combine the clock data from multiple nodes, the linearity does not hold anymore. This
results in a very unstable linear regression, meaning the result of regression from one time
update to the next fluctuates considerably. Figure 4.11 shows an example where regression
is done on three sets of data, and as can be seen, each line has a different slope which results
in an unstable regression. If we use all of the data, the regression line will try to fit all of
the data, which will not yield a good estimate. This instability results in a significantly less
precise time synchronization. Therefore, although our first countermeasure did not aid in
preventing attacks, it revealed an important aspect of FT'SP not known before, and that is the
existence of implicit hierarchy in FTSP and the need for the sequence number as a mean of

preserving the linear regression relation and stability of the algorithm.

Securing seqNum Attack: Given the result of our previous experiment, we need to use
a countermeasure that will secure the sequence number functionality. Therefore, we created
a new data structure, shown in Figure 4.10, containing three important parts of the data: the
node ID for the incoming synchronization message (IncomingID), segNum corresponding to
each IncomingID, and a time out value for the corresponding node ID, called TIME_OUT.

The TinyOS code for this structure is,

structure{
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uintl6_t nodelD;
uint8_t seqgNum;
uint8_t timeOut;
uint8_t state;

}

Using this extended data structure, each node randomly chooses k£ nodes from its total of
n neighbors and records these data, instead of recording only one neighbor’s data points as
in the original FTSP. Then, from among the randomly chosen neighbors, the node chooses
the neighbor with the smallest segNum and runs linear regression on the updates received
from this node. This is different from the original FTSP where nodes choose the message
with the highest sequence number from among ‘all’ the neighboring nodes. We call this

countermeasure seqNum filter.

Given we run regression on the set of data points coming from the same node, the linear
assumption will hold and the regression is stable. In addition, we keep the seqgNum to pre-
serve the implicit hierarchy in FTSP. The TIME_OUT feature is used to support the dynamic
topology change that FTSP offers. For example, if one of the & neighbors of a node does not
broadcast a time update for a period of TIME_OUT seconds, then the node can remove this
neighbor from its regression table, and add a new neighbor in its place, which is randomly
chosen from among the remaining available neighbors of the nodes. The results of applying
the seqNum filter to FTSP is shown in Figures ??. The node ID of the compromised node is
34, shown in Figure 4.8, and it starts sending wrong time updates at ¢t = 1600 seconds (Figure
4.6.2). As seen from the plot, the attack clearly did not succeed in falsifying the global time

estimation.

An explanation regarding the number of compromised nodes is in order. If node A has
X compromised nodes and N good nodes as its neighbor, then we did not consider the case

where NV = (, because if node A has no good node as its neighbor, there is no way for node
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Figure 4.11. In the left diagram, the linear relation holds if the synchronization message is
received form a single node. In the right diagram, where there are more nodes, the regression
results lead to inconsistent data from different nodes, and the linear regression would be very
unstable.

A to have the correct time. Therefore, we only considered the case when N > 0 and X > 0.

Assume the table size of seqNum filter is &, then we have two cases,

e X < K: It means that the seqNum filter contains at least one good node with correct

data. Therefore, node A can work correctly and the seqNum attack cannot succeed.

e X > K: seqNum filter randomly chooses K nodes from X+N. The probability of

C(X,K)

choosing at least one good node from X+Nis 1 — (m

), which is the probability
that the seqNum filter can defend successfully. It should be noted that the sequence
number can not be zero, so a malicious node can not claim that its update has a seqNum

of zero to make sure its data is chosen.

The seqNum filter proved to be effective in mitigating the effect of attacks on the se-
quence number and sendingTime. Using a combination of random neighbor selection and
the seqNum helps make FTSP more robust to insider attacks while preserving the original

features of FT'SP, such as dynamic topology support.
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Figure 4.12. The seqNum filter used in combination with original FTSP. The attack started at
t=1600 second but was unsuccessful. There were 4 Compromised Nodes in this experiments.
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Figure 4.13. The seqNum filter used in combination with original FTSP. The attack was
started at t=1500 with 4 compromised nodes, but it was unsuccessful.
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4.7 Discussion

One of the fundamental tasks in sensor networks is the problem of time synchronization.
Given the unattended nature of sensor networks, physical capture and compromise of the
nodes is possible. Therefore, the attacker gains access to the network cryptographic keys
and can participate in the legitimate communication among nodes. Therefore, designing a
secure time synchronization protocol is crucial to maintaining the functionality of the sen-
sor networks. In this chapter, we discussed various attacks on three major classes of time
synchronization protocols. Moreover, we explained the effect of these attacks on upper layer
applications relying on tight time synchronization. Finally, some of the described attack sce-
narios for FTSP were carried out on a testbed of 25 TelosB motes. We explained the degree
to which each attack was successful in desynchronizing the network. Finally, some of our
proposed countermeasures were implemented on the testbed to validate their usefulness in
mitigating security attacks. We showed that adding the seqNum filter to the original FTSP

helps mitigate the effect of insider attacks on this protocol.

112



Chapter 5

Multiple Object Tracking

One of the fundamental applications of sensor networks is performing multiple object
tracking. In fact, the multi-target tracking is not a new problem inherent to sensor networks.
It has been a subject of interest for many years due to its application in military and civil-
ian areas. Examples include, ballistic missile defense, air defense, air traffic control, ocean
surveillance [83]. In general, the most difficult aspect of multi-object tracking involves the

problem of associating the observed sensor values with the appropriate object tracks'2.

In this chapter, we focus on the issue of robustness in the multitarget tracking in sensor
networks. Most of the tracking algorithms developed for sensor networks, and in general
networks, assume that the data gathered from the sensors is not faulty and is only tainted by
an ambient Gaussian noise. However, this assumption might not hold true. The sensor data
can be corrupted due to various causes, spanning from the result of an explicit attack to a
fault in the sensing unit hardware which is a likely scenario. An explicit attack in our context
refers to the possibility of a node compromise. Once a sensor node has been compromised,

it could be reprogrammed to report faulty or malicious observations.

!Permission to use parts of these works for the purposes of this dissertation have been granted by the IEEE
and/or the appropriate copyright holder(s).
2Part of the contents of this chapter are based on [84].
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From this point on, we collectively refer to malicious and faulty sensor observations as
anomalies. We consider anomalies different from other forms of interferences, such as noise,
clutters and jamming. Interferences are admitted in an operating network, and research has
been developed to cope with this issue. Also tracking systems based on sensors outputs take
into consideration the false alarms due to clutters, noise, and undetected targets. The signal
to noise ratio (SNR) measure the ability of the system to overcome unwanted signals. These
can be internal if it is noise inherently generated by the electronic device or external if the
noise is generated for example by the background scene surrounding the target. Also, clutters
have an external source. They are in fact any unwanted signal which are of no interest to the

sensor network user.

Anomalies due to sensor malfunctioning, failure, or malicious attacks are of different
nature. Currently, multitarget tracking algorithms do not take into account these possibilities.
However, these anomalies could impact the data association of the tracking algorithm and
result in formation of incorrect object tracks. The concept of anomalies in the context of
sensor networks and tracking is intimately connected to the problem of formulating secure

and robust hypotheses by the tracking algorithm.

In this chapter, we focus on two problems related to robust tracking: 1) Robust hypothesis
formation , and 2) Robust local aggregation. The goal of all the object tracking algorithms
is to associate the time-stamped sensor observations with a moving object. This is done by
either forming hypothesis about the object tracks and choosing the strongest hypothesis, or
through maximizing the posterior probability of a track given the observations. Either of
these methods rely on the assumption that the underlying time-stamped sensor observations
are not faulty, meaning the sensors are reporting the true value they sense, and the only source
of corruption is the White (Gaussian) noise. However, this assumption might not hold true if
some of the sensors have hardware failure or are compromised by an attacker. To alleviate
this problem, we propose a robust version of the multiple hypothesis tracking algorithm in

Section 5.2.
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Given the limited communication and computation power in sensor networks, many algo-
rithms, including some tracking algorithms, employ a local aggregation phase (Section 2.8)
to decrease the amount of data that needs to be communicated. Therefore, it is of great impor-
tance to ensure that the local aggregation process is robust to attacks, and mainly to insider
attacks (node compromise). Figure 5.1 shows an example of how the tracking algorithm can
be thrown off by faulty observations. We propose a reputation-based framework in Section

5.3 to tackle this issue.

The rest of the chapter is organized as follows: Section 5.1 gives some background infor-
mation on the problem of multi object tracking. Section 5.2 discusses the basics of multiple
hypothesis tracking, the sensor fault model, and the extended hypothesis formation which
includes the possibility of faulty sensors. Section 5.3 gives the background on reputation
systems, develops the reputation system at the local level for the tracking application, and

gives the simulation results of including the reputation system in the tracking algorithm.

5.1 Background Work

In general the tracking algorithms work as follows: when an object moves in the vicinity
of a proximity sensor, such as a Passive Infrared (PID), the sensor records a signal strength.

The standard analytical model for the recorded signal strength by sensor node s; is [5],

6 1
@ wi7 1f S’L X < RS
% I+7|lsi—=|l || || (51)

w;, if || s, —x ||> Ry,

where «, 3, and +y are internal parameters specific to the sensor hardware. The signal strength
z; is normalized so that w; has the standard Gaussian distribution. If z; is below a given thresh-
old, namely 7, the sensor can not differentiate the signal reading from noise, and therefore,

the collected signal is not used in the data fusion phase of the tracking algorithm.

These observations (signal strengths) are gathered by a central base station and combined

115



500 compromised nodes, 26 of them leaders
50 T T T T T T

451
40
i Y

30

251

20f &\b .
R

15F Q%. g

10+ : ..?,% ]
(B * 5
&
0 Il Il Il Il Il Il
0 5 10 15 20 25 45 50

Figure 5.1. The blue lines are the tracks formed at the base station. The red line is the actual
track of the moving object.
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to form object tracks using a data association algorithm. Several methods for data associ-
ation have been proposed in the literature and different methods are often discussed in the
estimation and tracking literature [85]—[87]. In general, multi target tracking deals with state
estimation of an unknown number of targets. Some methods are special cases which assume
that the number of targets is constant or known. The observations are considered to origi-
nate from targets if detected or from clutter. The clutter is a special model for the so-called
false alarms, whose statistical properties are different from the targets. In some applications
only one measurement is assumed from each target object, and in other applications several
measurements are available [88]. A general example of observation association with tracks

is shown in Figure 5.2 (courtesy of [5]).

0909 "By  mS
12/ e
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Figure 5.2. Each circle is a sensor observation and the number within each circle denotes the
time of the corresponding observation. b) shows a possible association of observations to two
tracks and one false alarm [5].

In this chapter we deal with two main approaches to multitarget tracking. The first is
Multi-Hypotheses Tracking (MHT) developed by Reid [83]. The second approach is the
work in [5] where the authors design a Monte Carlo Markov Chain Data Association (MCM-
CDA) algorithm. We use MHT in formulating our robust hypothesis tracking problem, and

MCMCDA in making the local aggregation process more robust.

MCMCDA is a hierarchical algorithm that consists of a data fusion component at the
node level and a data association component at the base station level. MCMCDA is capable
of tracking multiple objects without knowing the number of objects a priori. The number

of objects is estimated along with estimating the tracks. Once all the observations have
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been received from each of the sensor nodes that have readings, the data association phase
starts. In this phase, the goal is to divide the observations from the sensor nodes into non-
overlapping partitions, such that each observation belongs to only one partition. One of the
partitions holds the false alarm observations. In order to find the most likely partitioning of

the observed data, Y, the posterior of the track partition, w, is maximized, i.e.,

T
P(w|Y) oc [ T2 (1 = po)pi (1 = pa) Ny A P(Y|w)
t=1

where z; 1s the number of objects terminated at time t, a, is the number of new objects at time
t, d; is the number of detections, f; is the probability of false alarms, s is the false alarm
rate, ), is the birth rate of a new object, p, is the probability of an object disappearing, and

pq 1s the probability of detection.

This is accomplished by applying Markov Chain Monte Carlo (MCMC) to associate the
observed data to form tracks. The method in [?], [5] uses a sliding window of size w;, so as
to avoid explosion of the data space. At each time step, the Markov Chain is initialized with
the estimated track from the previous step. One of the components of MCMC is choosing a
proposal distribution. The authors in [5] consider five possibilities for the proposal distribu-
tion: 1)birth/death 2) split/merge 3) extension/reduction 4)track update and 5) track switch.
At every step of the MCMC, the proposal distribution is randomly chosen from a probability

distribution which is an input parameter to the MCMCDA algorithm.

In MHT the idea is to formulate hypotheses by associating new observations to an exist-
ing pool of rated hypotheses in all the possible ways and then calculate the new rating recur-
sively. To avoid redundancy, we postpone the complete treatment of the MHT algorithm to
Section 5.2. It is worth mentioning that MHT algorithm has been used in other applications
beside object tracking. For example, MHT is the building block of the Process Query System
(PQS) Engine [89]. PQS is a powerful software front-end to a data base or a real time sensing
infrastructure, that allows users to define processes at a high level of abstraction and submit

process definition as queries. PQS has proven to be very successful in many challenging ap-
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plications, such as, detection of cyber attacks, detection of attacks on cognitive radios, active
worm detection for network monitoring, visual tracking, plume detection and tracking, social

networks analysis [90]-[94].

In both of these approaches, the probability density of the state of a single target given
sequence of all its observations is performed through Kalman filtering (although this can be
generalized to other models). The major differences between the MCMCDA and MHT can be
summarized as follows. The MCMCDA hypothesis generation is based on both current and
past observations whereas the MHT algorithm uses recursive filtering techniques to estimate
the current state of each track as a function of the current observation being assigned to it and
the previous estimate. As a result, MCMCDA does not need to maintain multiple hypotheses,
but it needs to reconsider all the observations in order to compute a new hypothesis. MHT
updates the estimate of each track much more efficiently, but it needs to consider several pos-
sible associations of observations to existing tracks (hypotheses). This leads to a potentially
geometric growth of the hypotheses set. We can say that the time complexity of MCMCDA
corresponds to the space complexity of MHT. In MCMCDA the length of the random walk
through the hypothesis space affects the accuracy of the estimation process while in MHT the
accuracy depends on the ability to maintain all the relevant hypotheses of consistent tracks
that can be formed in memory. Therefore, MCMCDA performs considerably better when
the application at hand has to process the data online and does not have a large amount of

memory and computation power.

In this section, we focus on the MHT algorithms and expand its hypothesis space by in-
cluding the probability of faulty or malicious sensor behavior when associating observations

with tracks. The next section describes our analytical framework in detail.
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5.2 Multiple Hypothesis Tracking

In this section, we describe out approach to extending the hypothesis formation of the

MHT algorithm to make it more robust in the presence of anomalous sensor observations.

5.2.1 Detection Model

Let the area of surveillance be A which is covered by a total of n sensor nodes. We
define a new entity called ‘macro sensor’ which is a cluster of neighboring sensor nodes that
have a collective probability of detection p,;. Each macro sensor consists of 7,ste actual
physical sensor nodes. The probability p; depends on the fraction of the 17,5t s€nsors that

are functioning properly.

Figure 5.3. The red line is the object moving through the sensor network. Each macro sensor,
shown on the left grid, consists of a number of actual sensors as the blown up grid on the
right hand side of the figure shows.

5.2.2 State Space Model and Kalman Filter

Each moving target is represented by a state vector x € R? where d is the dimension of

the state variables. The discrete-time dynamics of the state vector evolve according to,

x(k+1) = dz(k) + Tw(k) (5.2)
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where,

® = The state transition matrix
[' = The disturbance matrix
w = White noise sequence of Gaussian random variables

with zero mean and covariance of ()
The equation for the measurements z is,

2(k) = Hx(k) + v(k) (5.3)

where

H = Measurement matrix
v = White noise sequence of Gaussian random variable

with zero mean and covariance R.

If the measurements can be uniquely associated with each target, then the conditional
probability distribution of the state variables of each target is multivariate Gaussian distribu-
tion given by the Kalman filter [80]. The Kalman filter estimates the state of a discrete-time
controlled process that governed by a linear stochastic difference equation. The mean z and

covariance P of this distribution evolve according to the time update equations,

2(K =1) = d2(k) 54

P(K +1) = ®P(k)®” + T Qr”
The conditional mean # and covariance P evolve according to the measurement update
equations,
T =1z(k)+ Klx(k) — Hz (k)]
P(k)=P — PHT(HPHT + R)"'HP (5.5)
K =PH"R™!
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5.2.3 Algorithmic Details

In this section, we describe the MHT algorithm as presented in [83]. The basic idea is to
generate a set of data association hypotheses that account for all the possible origins of every
single measurement received from sensors. These hypotheses are measurement oriented,

meaning every possible target is listed for every measurement.

Let the measurements in the data set k be denoted by Z(k) = {Z,(k),m =
1,2,...,My}. The total set of measurements up to the data set k is denoted by Z* =
{Z(1),Z(2),...,Z(k)}. The set of all hypotheses at the time of data set & which associate
the set Z* with targets or clutter is Q¥ = {QF i = 1,2,..., I, }. Q™ is the set of hypotheses

after the mth measurement of a given data set has been processed by the algorithm [83].

Once a new set of measurements Z(k + 1) is received, the algorithm forms a new set
of hypotheses "1 as follows: Q° is initialized by setting it equal to the set of hypotheses
from the previous step, i.e. (2. The new set of hypotheses, 2™ is formed in a repetitive
fashion from Q! and every measurement in Z,,,(k + 1). The hypotheses in this new set are
interpreted as the joint hypotheses that 7"~ is true and that measurement Z,,(k + 1) was
emitted from target j. If j = 0, then the measurement is a false alarm. If 5 has any other
value besides 0, then it is either the value from a previous known target, or it is one greater
than the current number of tentative targets. After the completion of this repetitive process,
the algorithm arrives at a new set of hypotheses denoted by QM*+1, which will be used as
the initial set of hypotheses for the next step of the algorithm when new observations from

Sensors come in.

Another important factor of the MHT algorithm is to determine the probability of each
hypothesis, i.e. how likely each new formed hypothesis is. To find the analytical formula for

this probability, let P¥ denote the probability of hypothesis 2F. Then, we have,

PF = P(QF|Z%) (5.6)
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Now let v, be the association hypothesis for the current data set, meaning, it denotes the
hypothetical assignment of each measurement in the data set Z (k) with a target. Using Bayes
formula, we get,
P vnlZ(k)) =
5.7

LP(Z (k)| by ) P | Q1) P(QET)

[

where the factor c is a normalizing factor. The first term on the right hand side is the likelihood

of the measurement Z (k) given the association hypothesis,

My,

P(Z(k)|QE en) = [ £0m) (5.8)

m=1
f(m) = % if the mth measurement is from a clutter or a new target (V is the volume of the
region of the sensor deployment), and f(m) = N(Z,, — HZ, B) if the measurement is from
a confirmed target or a tentative target whose existence is implied by Q’g“_l. The second term
in Equation 5.7 is the probability of the current data association hypothesis given the prior

hypothesis, and includes a number of useful information [83],

e The number of measurements associated with the prior targets Npr(h), the number of
measurements associated with false targets Npr(h), and the number of measurements

associated with new targets Ny7(h).

e Configuration of those measurements which are from previously known targets, those

which are from false targets, and the measurements that are from new targets.

e The source of each measurement that has been assigned to be from some previously

known target.

In addition, the hypothesis Q’;fl encapsulates the information for the number of previ-

ously known targets Nrgr(g), which includes both the number of tentative targets whose
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existence is implied by the prior hypothesis and the number of confirmed targets. However,

based on v, only Npr of these targets are detected by the sensor.

It is assumed that the number of previously known targets that are detected follows a bi-
nomial distribution, and the the number of false targets has a Poisson distribution. Moreover,
the number of new targets follows a Poisson distribution [83]. Given these assumption, we

arrive at,

P(NDT7 NFTa NNT|Q§71) =

(NTGT)PgDT(]_ _ PD)(NTGT*NDT) (5.9)

Npr

X FNDT (ﬁFTV)FNNT (ﬁNTV)

where we have the following definition for each parameter in the above formula,

Pp = Probability of detection

Brr = Density of the false targets

OByt = Density of previously unknown targets which
have been detected

F,,()\) = Poisson distribution for n events with rate \
My, = Npr + Npr + Nyt

where M, is the total number of measurements

The next step is to find the number of possible configurations for assigning Npr, Ngr,

and Ny7, so we have,

(Mk)<Mk_NDT) (M_k_NDT_NFT) (5 10)
Npr Ner Nyt '
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Therefore,

P(Configuration|Npr, Ner, Nn7) =
(5.11)

1
( My, )(]Mk—NDT) (]M—k—NDT—NFT)
Npr Npr NNnT

Once we have the number of configurations, we have to find the number of ways the Npr
measurements can be assigned to Ny targets for each given configuration. This value can

be found from #( Noar—Npm)i» 505

Nrar!
(Nrar — Npr)!

(5.12)

P(assignment|con figuration) =

Putting all of the equations together and simplifying gives us the key equation for the

probability of each hypothesis,

Pl = %PgDT(l — Pp)\Nrer — NDT)ﬂﬁiTﬂﬁ¥T

(5.13)

X[[Tn2] N(Z — Hz, B)|Fy ™!

This equation is used for the hypothesis generation process to find the probability of each
data association hypothesis in an interactive fashion. In the next section, we modify this

equation to incorporate additional parameters for anomalous observations.

It should be noted that by unfolding this equation and adding the birth and death events
for targets that appear and disappear from the sensed area one obtains the posterior density

used in the MCMCDA algorithm.

5.2.4 Extended MHT Algorithm

In this section, we present the extended MHT framework which shows how to incorporate

anomalies into the original MHT algorithm. First, we define our fault model and then present
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a new definition of the hypothesis space that accounts for observations generated by faulty

SENSsors.

5.2.5 Fault Model

We first need to define our notion of anomaly more precisely. We consider a proximity
sensor .S; in a sensor network that issues an observation z; according to Equation 5.1, repeated

here for convenience,

8 .
I e if | si —z [|[< R,

w;, if | si —x ||> Rs .

In a realistic scenario, we should expect the sensor to detect, miss a detection or report
a false target with probabilities p;, ¢; and r; respectively. In this point of view, detections,
misdetections and false reports are considered part of the ordinary behavior of operating

devices and are factored in the way hypotheses are built and rated in the MHT method.

Now we introduce a new factor that we call ‘anomaly’. The term anomaly refers to the
permanent condition of a sensing device that results from an unrecoverable damage or failure.
Once a sensor is broken, or compromised, it exhibits an anomalous behavior which consists
of detecting, miss a detection or reporting false targets with different probabilities ps, ¢, and
ro respectively. In addition, we assume that an individual sensor has a status that changes

according to a stochastic process (see next Section for details).

Since the condition of being anomalous is an ‘unrecoverable’ state of a sensor hypothesis,
valid tracks will have to satisfy a consistency property. What we mean by unrecoverable is
that when a sensor node is compromised or has hardware failures, it is not possible for it to
go back to a sate of being ‘good’ unless the failure is fixed, or the compromised node is taken
out of the network. Therefore, if a sensor is assumed to break at time ¢, observations reported
by it at successive instants of time must be treated accordingly, meaning they all have to be

considered faulty and can not be treated as ‘good’ data.
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In our enriched model, each sensor s € S has a status S(¢) € {o,b, f} (operating, just
broken, failed). The difference between b and f is that a sensor breaks at time step ¢, and
once it is broken, at any time step after that it has a status of f. Moreover, each observation

Z is issued by a specific sensor.

Table 5.1. Parameters used in the extended MHT framework

DT: detected targets | o: good sensor
FT: false detections | f: faulty sensor
NT: new targets m: faulty but not broken sensors

5.2.6 Extended Posterior Density

We process observations that come from individual sensors. Sensors have an operating
status that affects the probability that the measurement is valid or a false echo (clutter). Our
idea is to record the status of sensors during the hypothesis formation phase and to weight

the probability of each hypothesis accordingly.

In this section we intend to generalize formula 5.13 that refers to processing a single
measurement from what is called type II sensors. Let us focus on a specific sensor s. We

define the following stochastic process S(t;) about the status of s at time #:

(
o s is operating at time ¢y

f sfailed at time ¢’ < t;,_

b s was operating at time t’ < ¢,

| but broke at time ¢ € (ty_1, ty]

Moreover, each sensor produces two kinds of measurements: K = “valid measurement” of
targets already detected or of new targets, and K = “invalid measurement”, which are false
echos and clutter. The probability of event K" depends in our model on the status of the sensor

that has issued the measurement.
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Let Nyt and By, as in [83], be respectively the number of previously detected targets

and the average density of new targets in the sensed area V.

Following Reid’s approach we write the probability of an hypothesis using Bayes theorem
as

Py n| Z) ~ P(Z(R)I ) - P(nl€1) - P(Q7)
where the dependency on past data Z*~! has been dropped for brevity.

Now, we are processing directly one measurement at a time only, i.e. |Z(k)| = 1 and the
association hypothesis 1}, describes the following situation: Z(k) is either a valid or invalid
measurement. In case it is valid then it is either a new target or a previously detected target,

otherwise it is a false echo.

Assume that the possible association hypotheses are numbered from 0 to Npygr + 1. 1
defines Z (k) as a clutter; v;, with 1 < i < Npgp associates Z (k) with track i from Q’;_l.
Ynpor+1 defines Z(k) as a new target. Then the likelihood of the measurement given the

association hypothesis is as in [83]:

P(Z(k)1Qg™ i) ~

N(Z(k)—Hz;,B;) 1<i< Nrgr
1=0

<= <l=

1 = Npar +1

In fact, in the case 1 < i < Npgr, the density of Z (k) is Gaussian with mean Hx; and
covariance matrix B;, as guaranteed by the Kalman filter associated with track ¢; in the case
i = 0 (clutter) and ¢ = Ny (new target), the density of Z(k) is assumed to be uniform over

the sensed area V. The probability of the association hypothesis becomes
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P(wiIQ‘;‘l) ~ )

P(K; SO gy Sirey 1 <4 < Naar,

P(E; S()[0F ) i=0,

P(K; S@)’Q]gc_l)/gmﬁx}v%m i = Nrgr + 1.
This second factor includes the status of the sensor. In particular, in case 1 < 7 < Npgr
the probability that Z(k) is to be associated with an existing track i is proportional to the
probability that the measurement itself is valid and that it belongs to an existing target. In
case i = 0 the probability that Z (k) is to be associated with a clutter is equal to the probability
that the measurement is not valid. Finally, in case i = Npgr + 1 the probability that Z (k)

is to be associated with a new target is proportional to the probability that the measurement

itself is valid and that it does not belong to an existing target.

This approach can be implemented very easily. It is necessary to estimate
P(K[S(t))P(S(t)[€2~"). This can be accomplished by employing the negative expo-
nential distribution. Moreover, each time a sensor breaks its new status needs to be recorded

in the new hypothesis being formed.

Notice that the process for a sensor to fail permanently is irreversible and can be described
by the Probabilistic Deterministic Finite State Automaton (PDFA) in Figure 5.4. This means
that the status of a sensor transitions irreversibly from status o to status b and then to status f.

Consequently, the following is true:

P(S(t) =o|S(t) =0t <ty) = afty),
P(S(ty) =b|S(t) =0t <ty) = 1—alty),
P(S(t) = 0| S(t) Aot <ty) = 0,
P(S(ty) =b|S(t) £ot<ty) = 0,
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Figure 5.4. PDFA describing the transitions of sensors’ status

Our MHT-based approach will typically produce an intractable number of hypotheses,
which will limit the efficaciousness of our approach as a simple object tracking system. How-
ever our objective is to design effective diagnostic tests for sensor networks. One way to
assess the functionality of the sensors is to circulate a known number of test targets with an
accurate model of their kinematics and process the best hypotheses calculated by the tracking

system. This is similar to training the system.

The number and trajectories of the test targets should be planned so as to maximize cov-
erage of the deployment area. The processing of the hypotheses should then allow the esti-
mation of the number and identity of the faulty or compromised sensors. This approach is
particularly valuable in situations where it is impossible to verify the functionality of each
sensor by direct interaction or when the sensor has been compromised. It is a very difficult
task to determine when the sensor is being malicious. Our approach is essentially based on
quantifying the deviation of the sensor response from the expected position of the target up

to a reasonable statistical fluctuations caused by the white noise.

5.3 Reputation-Based Framework for Object Tracking

In this section, we focus on the problem of robust local data aggregation for hierarchical
tracking in sensor networks, and develop a reputation system to aid mitigate the effects of

contaminated sensor observations. We take the hierarchical multi-object tracking algorithm
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that was proposed by authors in [5] as the baseline algorithm and we develop our reputation
system for this tracking algorithm. The algorithm in [5] relies heavily on the local aggregation
process as the first phase of its tracking algorithm. We develop a reputation-based framework

for robust local data aggregation.

The concept of reputation has been used in many fields such as, economy, sociology, and
computer science. A reputation system consists of two parts: 1) an algorithm or mechanism
by which the entities in a system rank one another based on their opinions (observations of
actions), 2) a way by which these rankings are propagated from one time step to the next.
The ranking can be a number on a chosen scale, such as a one to ten scale. However, it is
generally easier to normalize these rankings to arrive at a value in the interval [0, 1] because
the ranking can then be translated into ‘the probability of collaboration in the future given the

past actions of an entity’.

Reputation systems have proven useful as a self-policing mechanism to address the threat
of compromised entities. They operate by identifying selfish nodes, and isolating them from
the network. It should be noted that the reputation systems are not the definite answer to the
problem of misbehavior. The reason is that an intelligent attacker can behave properly for a
period of time to build up a good reputation, then misbehave but only to the extent that does
not throw him outside of the ‘trusted’ entities. By doing so, the attacker can cause damage
to the system while remaining on the ‘good list’. Despite this shortcoming of the reputation

systems, they do prove useful in detecting some level of misbehavior by malicious entities.

Centralized reputations systems were popularized by the internet [95]-[97]. An example
of this system is Ebay’s rating system [96]. Decentralized methods were then created for use
in ad hoc networks [40]. The CORE reputation system [41] and the CONFIDANT protocol
[42] use a watchdog module at each node to monitor the forwarding rate of the neighbors
of the node. If the node does not forward the message, its reputation is decreases, and this

information is propagated throughout the network. Each node also uses the second hand
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information from other nodes to find the overall reputation of a node. Over time the bad
behaving nodes are less trusted and will not be used in forming reliable paths for routing
purposes. These two protocols differ in how they use the second hand information, how to
punish bad behavior and how to instill trust for the node which misbehave temporarily. A
formal model for trust in dynamic networks is introduced by Carbone et. al [43]. The most
relevant work to ours is presented in [44]. The authors suggest a high level reputation system
frame work for sensor networks. The main difference between our work and [44] is that the
authors only suggest a watchdog’ mechanism to determine the reputation of each node. They
state that there is no unifying way in which reputations can be assigned, i.e. the mechanism
to assign reputation has to be context dependent and varies based on the application at hand.
Our contribution is to develop the assignment mechanism for the specific case of multi-object

tracking application in sensor networks.

5.3.1 Problem Statement

We consider the problem of robust data aggregation at the local level for multi-object
tracking in sensor networks. We assume that the nodes are equipped with cryptographic keys

for secure communication [15].

Threat model: Our threat model is as follows: the adversary has physically captured a
subset of the nodes, and therefore has access to the network keys and can participate in
communication with other nodes without being detected. The objective of the adversary is to
use the compromised nodes to inject faulty data into the network, where the data refers to the
signal strength that each sensor detects(observation of the sensors). We look at the effect of

this type of attack on the multi-object tracking algorithm proposed in [5].

We consider ‘decentralized trust’ as opposed to ‘centralized trust’ [98], meaning there is
no global entity that assigns the reputation values, and all the nodes contact this central unit

to find the reputations of the other nodes. In contrast, the ’decentralized trust’ refers to the
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situation where each node is responsible for determining the reputations itself. In addition, we
deal with ’reactive’ reputation computation [98], meaning the nodes compute the reputation

only when they become leaders, as will be explained in the later sections.

Figure 5.5. The red node in the middle of the figure is a supernode which can communicate
with all the regular node within its communication range (the large circle). When an object
passes through the sensor field, the regular nodes close to the track of the moving object pick
up a signal. The sensing range of the regular nodes is shown with the small circles.

5.3.2 Hierarchical Multi-object Tracking

We base the design of our reputation system on the multi-object tracking application
in [5]. Therefore, we briefly describe the basic operations of this multi-object tracking algo-

rithm.

The sensor network is comprised of N, nodes. A few of these nodes are called supern-
odes since they have more communication and computation power. We refer to the rest of
the nodes as regular nodes. These sensors are distributed throughout the region R € R? A
single supernode, denoted by .S;, governs a given area A; C R and can communicate with all
regular nodes in A; as well as the neighboring supernodes. Regular nodes, denoted by s;; can
communicate with other regular nodes within a range of 2R, ,where R; is the sensing range

of a node, Figure 5.5.
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When a moving object crosses the sensor field, the sensor nodes that are close to the
object track get triggered, i.e. each sensor node records a signal strength which is called the
observation of that node. For example, if a node is equipped with passive infrared sensor and
an object gets close to the node, the object blocks the infrared port, and as a result the node

records a signal strength, or ’senses the object’.

The observations from different nodes are combined to form object tracks using a dis-

tributed tracking algorithm. The way the tracking algorithm works is to keep a state variable
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Figure 5.6. Partitioning the observations of the sensors over time into object tracks. This
figure is taken from [5].

for each object it is tracking. The track for the object is formed by finding the most likely path
given the observations®. The tracking algorithm developed in [5] is a hierarchical algorithm
that consists of a data fusion component at the node level(local) and a data association com-
ponent at the supernode level(global). This algorithm is capable of tracking multiple objects
without knowing the number of objects a priori. The number of objects is estimated along

with estimating the tracks.

Our reputation mechanism is specifically designed to deal with the local data fusion.
We describe these two steps of the tracking algorithm [5] in more detail in the following

subsections. From this point on, we refer to regular nodes simply as nodes.

3This is accomplished using a Bayesian inference framework and maximizing the posterior probability esti-
mation of the track given the observations. The general approach to finding the posterior probability estimation
is using Markov Chain Monte Carlo (MCMC).
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Data Fusion

The data fusion component takes care of aggregating each of the observations by nodes
in a local area into a single, fused observation that can be used by the data association com-
ponent at the supernode level. We denote the location of the i-th node by s; and the recorded

signal strength by z;. The sensor model used is:

8 .
T e T wi, it s; —x ||< R
2 = I+y|s;—z|] || || (5.14)

w;, if || s; —x ||> R,
where «, (3, and +y are internal parameters specific to the sensor hardware, and x is the position
of the object with respect to a given Cartesian coordinate system. The signal strength z; is
normalized so that w; has the standard Gaussian distribution, w; ~ N(0,1). If z; is below
a given threshold, namely 7, the sensor can not differentiate the reading from noise, and

therefore, the reading is not used in the data fusion.

Each sensor looks at the incoming signal strength readings from its neighbors. If the num-
ber of incoming readings is below some threshold, the sensor does not have enough neighbors
to validate its own reading. Thus its reading will not be incorporated in the data fusion out-
come. For example, in [5], the authors suggest that each node has at least 4 neighbors. If
the sensor has enough incoming readings, it will compare its reading to that of its neighbors’
to determine if it has the highest signal strength [5]. The sensor that has the highest signal
strength, declares itself the leader and fuses its observation with those of its neighbors. Given
that sensor s;o is the leader, i.e. z;, is larger than all incoming readings z;1, 22, ..., Zik, the

position of the object is determined as follows:

Zk g
j=1 ijSij

(5.15)
k )
Zj:l Zij

Sobj =

The logic behind this equation is as follows: the higher the signal strength recorded by
a node, the closer the object is to that node. Therefore, if we take the weighted average of

the position of all the nodes that have sensed a moving object, we will get an estimate of

135



the position of the object. The wights used are the signal strength observed by each node.
This value is sent to the governing supernode. Each supernode collects the estimated object
positions from the leaders in its governing region in order to perform the data association

phase.

Data Association

Once the supernode has received the fused observations from each of the local areas in its
region, data association is performed. The goal is to associate the fused data points to form
a track, as shown in Figure 5.6. The details of the data association step are beyond the scope

of this discussion, and we refer the reader to [5] for the details.

Each supernode maintains its own set of tracks through performing the data association
process. Thus, a single object can have multiple tracks maintained by different supernodes.
These multiple tracks from different supernodes are combined at the main supernode, i.e. the
base station, using another iteration of the data association algorithm. The motivation for our
work is the following: if the compromised nodes inject faulty observations into the network,
the local fused data will become contaminated. Therefore, when the supernodes use these
contaminated fused data, the tracks they form will be faulty. As a result, there is a need have
a mechanism in place that is able to filter out the bad data, which will help the track formation

process.

5.3.3 Reputation System

As authors in [44] have pointed out, the main challenge in designing a reputation system is
to develop the mechanism by which the reputation is assigned for the particular application at
hand. Our main contribution in this section is to develop a reputation assignment mechanism

to specifically address the data fusion phase of the tracking algorithm.
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When a malicious node injects faulty observations into the network, it can throw off the
value of the fused data calculated through Equation 5.15. This will affect the accuracy of the
tracks that are formed as well as the number of the estimated tracks. By assigning reputations
to nodes over time, we are able to weight their observations by the corresponding reputation.
This approach will result in minimizing the effect of faulty observations on the data fusion

by suppressing the readings from the malicious nodes.

Our reputation assignment scheme attempts to give reputations to nodes at a local level
and does not attempt to solve the problem of secure leader selection. As mentioned in 5.3.2,
the node that claims to have the highest signal strength becomes the leader. In order to assure
that a compromised node does not become the leader, we have to develop a secure leader
election protocol, and have methods in place at the supernodes to determine the compromised
nodes and filter out their data. Secure leader election is outside the scope of our work, but it
is worth noting that there are standard distributed coin-flipping algorithms in the literature,

using cryptographic commitments.

In our scheme, every time a node becomes the leader, it updates the reputation of its own
neighbors, and keeps a table of the reputations values. There is no sharing of the reputation
tables among nodes, i.e. no use of the second hand information. At each time step, the
nodes which have readings will receive an instantaneous reputation rating. For each node,
the instantaneous rating is combined with its ratings from the previous time steps to form an
overall reputation for the node. Observations from a node are then weighted by this overall

reputation when data fusion is done.

Reputation Assignment Mechanism

During a single time step,t, the leader of a local neighborhood assigns reputations to those

nodes it receives readings from. We call this the instantaneous reputation. To determine what

137



the reputation of each node is, the leader uses a method similar to RANSAC(Random Sample

Consensus) [99].

RANSAC relies on random sampling selection to search for the best model to fit a set of
points that is known to contain outliers. In effect, RANSAC can be considered to seek the
best model that maximizes the number of inlier data. The following is the set of steps taken

by the RANSAC algorithm to find the best model parameters:

1. Randomly select a subset of the data points of size m and build the initial model from

these points.

2. Determine the set of data points that are within e of the model and call this set M. This

set defines the inliers of the original data set.

3. If | M| is greater than a threshold T, we need to re-estimate the model using all the

points in M, and the algorithm terminates.
4. If | M| is less than T, select a new subset and repeat 2.

5. After N trials the largest M is selected, and the model is re-estimated using all the data

points in M.

In order to use RANSAC, we need to determine the number of points in the small subsets,

the number of iterations, and the threshold used to identify a point that fits well.

Following the RANSAC approach, our scheme chooses subsets of neighboring nodes at
random. These subsets are then used to find the estimate of the object location using Equation
5.17. The size of each subset and the number of subsets required to get a good estimate can
be found using the following formula [99]:

_ log(1—p)
log (1= (1—¢€))’

(5.16)

where NV is the number of subsets, s is the number of samples in each subset, and ¢ is the

percentage of contamination. p is the probability of having at least one subset free of outlier
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data. This probability is usually set to 0.99, meaning with probability 0.99 there are no
outliers in the data sample. The justification for the above equation can be found in [99]. In
our problem, we need to ensure that at least half of the chosen subsets are free of outliers, so
as to get a good overall estimate. This is due to the fact that the median is used as the best
estimate. Therefore, we need to have (1 — €)® < 0.5, or € < O'Sﬁ.

The reason for using the above scheme is to find the best possible estimate of the position of
the object given the observed data. Since there is no model to fit the data to, as RANSAC
suggests, we need to find a "best guess’ for the object location as a reference point in order to

later assign the reputation to each node.

Equation 5.15 is used on each selected subset to find one value for the fused observation.
We call this value S}used to refer to the fused value for the i*" subset. The only difference in
calculating S}used is that we use the overall reputation for each node as the weighting factor
in the summation, i.e.:

k t—1
Zj:l ZijSijli

k _1
23:1 Zijli;

) (5.17)

Sobj =

where [;; is the overall reputation of node j from neighbor ¢. Once the estimated object loca-
tions are determined from all the subsets, the median of those estimates is calculated. Namely
we find the median of S}used, where i € {1,..., N}, and N is calculated from Equation 5.16.
We use the median as opposed to mean since it has been shown analytically [48], [100] that
the median is a robust estimator with a breakdown point of 50% in contrast to the mean which

has a breakdown point of zero.

The median, m, and the corresponding subset of nodes that give the value m are assumed
truthful. We call this subset Sj.s. Siust 1S Used as a starting point for determining the
reputations of the remaining nodes. If multiple subsets of nodes result in the same value of the

median, we choose the subset of nodes with the lowest variance as the starting point. There

4The breakdown point of an estimator refers to how resistent the estimator is to the percentage of outliers
and contaminated samples. The higher this point is, the more robust the estimator will be.
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are two counters, (ozz-j, @j), which are updated for the instantaneous reputation. Positive
reputation is kept by «;; and negative reputation is kept by 3;;. The nodes in Sy, receive an
instantaneous reputation of (1,0) since we assume they are truthful. The leader node, which
will be passing the fused signal to the supernode, also receives a (1,0) reputation since the

data it has will be used in tracking calculations.

To determine the reputation of the remaining nodes in the neighborhood, we pick one
node,s;;, at a time and add it to the subset Sy,,s:. Then the weighted sum of this node along
with the nodes in Sy, 1s found using 5.17. We call the result of this calculation 77;;. This
new estimate, 77,5, is compared with the median m and the reputation for the node s;; is

assigned as follows:

(1,0), if [mi; —m| =0
(i, Biy) = § (FZa=l o) if iy — m| < T (5.18)
(O, 1), if ’m” — m] > T,

where 7' is a threshold to determine how far 12;; can be pulled away from the median m,
while node s;; still gets a positive rating. Note that when |1;; — m| < T, the node does
not get a positive rating of 1. Instead, it gets a fraction proportional to how close it is to the
median. The reason for this assignment is that a node that has a closer value to the median
should be rated higher than a node that gives an estimate further away from the median. The
threshold value 7" has to be adjusted so that it does not assign low rating to nodes that have a
noisy observation within the reasonable bounds. At the same time, it can not be too large to
allow the compromised nodes to inject faulty readings. The nodes whose estimate 17;; falls

outside the threshold get a negative instantaneous reputation.

It is important to give a little analytical justification for the procedure described above and
Equation 5.18. First, we need to define the concept of W-estimators. W-estimators are robust

location estimators which are closely related to the well-known M-estimators [101]. Robust
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estimators, such as W- and M-estimators, try to minimize some function of the data. However,
the numerical values of some robust estimators can only be obtained after an iterative process
due to lack of any closed forms for the solution to these estimators. Usually one has to choose
a starting value 'y and use the iterative process to arrive at new estimates, ['*. A W-estimator
starts with I'y equal to the median of the observations. Then the iteration process consists of

only one step, and the final value of the estimate is given by,

w(u;).y;
PILICIET, (5.19)
> w(ug)
where y; is the ith observation, y; — I'y is the residual, u; = yC;UFO 18 the relative deviation, o
is the standard deviation of the residuals, ¢ is some constant to be chosen, and w(u) is a sym-

metric weighting function conventionally taken to give the value 1 at © = 0 and decreasing

as |u| gets larger [101].

Now we can map the W-estimator defined above to the reputation assignment Equation
5.18. In our framework, the starting value I'y (median of the observations) is m (the median

of the fused observations from the randomly chosen subsets). By looking at Equation 5.18

more carefully, we observe that u; = m and w(u;) = w By our definition,
w(u;) = 1 at u; = 0, is symmetric, and is decreasing as |u;| becomes larger (up to the

point that the deviation is outside the threshold region). Therefore, we can see that the value
of the instantaneous positive reputation c; is essentially I'* (the new location estimation).
Given W-estimators are robust estimators, our reputation assignment mechanism is robust
to outliers. It also demonstrates that Equation ?? is based on concrete analytical foundation

rather than an ad-hoc method.

5.3.4 Reputation Fusion

The instantaneous reputations for the nodes, calculated in the previous section, are ag-

gregated over time to calculate cumulative positive and negative reputation ratings which we
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represent by (rfj, sﬁj). Old reputation values may not be as relevant for the cumulative rat-
ings, as a node may change behavior over time. Thus, to determine the cumulative ratings,
we use a discounting factor, A, that guarantees the old reputations will be gradually forgotten.

The ratings are determined by the following equation:

t _ yt—1 y
i = A+ g

” (5.20)
. t—1
sij = Asy; -+ Bij,

Using the cumulative ratings the overall reputation, /;;, of a node at time ¢ is calculated.
The overall reputation varies in the range [0, 1] where 0 represents the most untruthful and
1 represents the most truthful. In order to determine where a node’s overall reputation falls
on this scale, we use the Beta distribution. We consider the sequence of observations as a
sample from a binomial distribution, i.e. a sequence of independent coin tosses, with a bias
parameter P. To make the statement clear, the head corresponds to an honest node and the
tail corresponds to a compromised node, and the bias is the overall rating of the node. We
can then estimate the rating of a node using Bayesian parameter estimation of the binomial
distribution. If we use a Beta distribution as the prior distribution, the formula for calculating
the posterior parameter estimate actually coincides with the maximum likelihood estimate.
The fact that the posterior probability of binary events is most accurately represented by the
Beta distribution, has been shown mathematically in [102]. The Beta distribution is a two
parameter distribution whose parameters are denoted by a and b. The parameter a measures
the number of successes (rfj) and b measures the number of failures (sfj). The bias esti-

mate of the underlying binomial distribution, P, is given by the mode (average) of the Beta

a—1

distribution, i.e. P = P B

The Beta distribution is well suited for our purposes since at each time step a node is
either truthful or is lying, which is a binary event. The overall reputation is modeled as the

expected value of the Beta distribution [102]:

It Tij " Sij (5.21)



This give us a reputation ranging from [—1, 1]; therefore, we need to rescale this interval to
the interval [0, 1]. This overall reputation is used in the next time step as a weighting factor

in (5.17) for calculating the median.

Two comments are in order regarding our reputation system. We are not considering
second hand information, i.e. the information coming from the neighbors, since that will
give the compromised nodes a window of opportunity to attack and degrade the reputation
of their neighbors. The use of second hand information is useful if each node has a scheme
for filtering out badmouthing. This in turn will add to the overhead incurred by the reputa-
tion system. Therefore, we chose not to add the second hand information in the reputation
updating formula. Secondly, the reputations are stored locally at each leader node. Every
time a node becomes the leader, it will update its reputation table. This scheme avoids having
to broadcast the reputation tables of each node to its neighbors. We speculate that the local
reputations will converge to the true reputation values over time. This is due to the fact that
over time almost all the nodes will become leaders. The validation of this speculation is the

focus of our future work.

5.3.5 Simulation Results

To provide empirical evidence on the performance of our reputation system, we per-
formed a number of simulations. Again, in this work we do not consider secure leader elec-
tion. Therefore, in the simulations we do not allow for the compromised nodes to claim to
be leaders. In our settings, the surveillance region is a square grid of size 50max50m. There
is one node placed at each corner of each square. Therefore, there is a total of 2500 nodes in
the simulation grid. The number of objects we want to track is n;. The sensing range of the
sensors, 7, is set to 1.5m. This sensing range has been shown to be optimal in terms of low

estimation errors for different speeds of the moving targets [5]. We are simulating real sen-

143



sors in our experiments, therefore, the sensor readings are noisy, and the noise is represented

by a Gaussian standard distribution with mean of zero and variance of one.

The metric used to quantify the performance of the multi-object tracking algorithm is
the average error in the number of tracks estimated by the algorithm compared to the actual

number of tracks, e, where [5]:
1 & .
EK:WU)Z:l‘Kw_Kw‘

In our simulations we look at multiple scenarios. In the first scenario we keep the number
of tracks,n;, constant and change the number of compromised nodes from 250 to 1000. The
results are shown in Figures 5.8 and 5.9 for differing values of n,;. In our second scenario,
we fix the number of compromised nodes and vary the sensing radius, R, from 1.5m to 3m
as shown in Figures 5.10 and 5.11. In these scenarios we use a threshold value, 7" = 0.4, and

s = 3, where s is the number of nodes in each subset.

We can see from Figure 5.7 that the reputation framework gets rid of many of the spuri-
ous estimated tracks and decreases the size of the ones that remain. In addition, the estimated
tracks associate with the ground truth are more accurate and more closely follow the actual
movement of the object. In our simulations, we did not allow for the compromised nodes to
become leaders. As we discussed in the previous section, filtering out the compromised lead-
ers requires either a secure leader election process, or a centralized scheme at the supernodes

to keep reputations for the leader nodes.

5.4 Discussion

In this chapter we looked at the problem of robust tracking for sensor networks, at both
local and global level. We extended the multiple hypothesis tracking algorithm framework
to explicitly take the possibility of anomalous sensor observation into account. Next, we de-

veloped a reputation system based on the ideas of robust statistical estimation to deal with
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anomalous observations at the local level. The reputation system helps filter out the anoma-
lous sensor observations before they are fed into the higher level tracking algorithm. This

mitigates the effect of bad observations on the overall tracking performance.

As part of the future work, we need to run simulations on our extended MHT algorithm
to verify its effectiveness as a function of: number of compromised to number of not com-
promised sensors ratio, number of test target to number of sensors ratio, measurement noise,

and the kinematics noise.
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We can also integrate the reputation system and the extended MHT algorithm to design a

complete robust tracking algorithm for sensor networks.
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Application Security
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Chapter 6

Sensor Networks in SCADA Systems

The Supervisory Control and Data Acquisition System (SCADA) refers to a large-scale,
distributed measurement (and control) system. SCADA systems are used to monitor or to
control chemical or transport processes, in municipal water supply systems, to control electric
power generation, transmission and distribution, gas and oil pipelines, and other distributed
processes. For example, the remote communications capability is quite advanced in SCADA
systems, where fiber-optic cabling, satellite communications, bridges, and routers are rou-
tinely used for backup, redundancy, and capturing data from hundreds of remote terminal
units and PLCs scattered all over the world to a desired central location. In one location, a
manufacturer can capture 10,000 miles of pipeline system process data and distribute it daily

to pipeline managers and corporate management'?.

To be very careful about the terminology, SCADA is not correct, but is the commonly
used term for control systems. SCADA system monitors and controls a geographically dis-

persed process like and oil pipeline, which Distributed Control System (DCS) monitors and

!Permission to use parts of these works for the purposes of this dissertation have been granted by the IEEE
and/or the appropriate copyright holder(s).
2Part of the contents of this chapter are based on [103].
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controls a local process such as an oil refinery. Given many components and applications of

SCADA and DCS are similar or identical, we use the term SCADA throughout this chapter.

A major drawback of typical SCADA systems is their inflexible, static, and often central-
ized architecture, accompanied by expensive cost of wiring devices together. Wireless sensor
networking is a promising technology that can significantly improve the sensing capability of

the SCADA system and significantly reduce the wiring costs.

SCADA systems are now leading the way for better control and monitoring of remote
processes and plants through the use of new cost-effective hardware and software. Recently, a
number of companies, prominently Dust Networks and Emerson Process Management, have
teamed up to bring sensor networks in the field of process control systems. Their solutions
offer a reliable, robust and secure sensor network that could interoperate with the existing

wired and wireless devices of the SCADA systems.

The reason for the push to go wireless is twofold. First, using the wireless sensors enables
the companies to gather more data from their deployment fields. In the past, a lot of remote
locations were hard to gather information from since running wires for long distances is
not always feasible. Wireless sensors give the industry an opportunity to gather more data
regarding their processes, which in turn makes the system more efficient. Second, wireless
sensors are an economically appealing solution since they eliminate the cost of running wires

to all the field devices and decrease the installation costs.

However, SCADA wireless networks without security can be dangerous. Without user
or device authentication, an adversary can send false data sensor data to the controller of a
system from a neighboring area. The controller will then take an incorrect action, leading to

diverse consequences, such as overflow of water tanks, or chip manufacturing errors.

In this chapter, we focus on the problem of intrusion detection and key management in
SCADA systems. The rest of the chapter is organized as follows. Section 6.1 gives some

background information on the typical architecture of SCADA systems and the integration
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of sensor networks into these systems. Section 6.2 gives the motivation for developing the
IDS and key management protocol. Section 6.3 describes the WirelessHART standard which
will be used as the baseline for our proposals. Section 6.4 describes our model-based IDS,
secure rekeying, and secure software update protocol. Finally, Section 6.5 discusses the

future research direction.

6.1 SCADA Architecture

The general composition of the SCADA system includes: input and output signal hard-
ware, controllers (intelligent electronic devices), Human Machine Interface (HMI), networks,
communication, database and software. The bulk of the data acquisition comes from the Re-
mote Terminal Units (RTUs). The RTU consists of Intelligent Field Devices (IFD), for exam-
ple the controller devices or wireless devices. In the sensor network deployment, the wireless
devices are sensor motes. Figures 3.1 (a,b) show the integration of wireless sensor networks
with SCADA systems. The data collected by the IFD is then compiled and formatted in such
a way that a control room operator using the HMI can make appropriate supervisory control
decisions. The other devices in the field are gateways which are the access point of the the

RTU with the process automation network.

The communication between the control devices and data acquisition devices generally
follows a master-slave protocol, meaning, the slave devices only respond when being polled
by the master device. However, in the case of an unusual event, the notification by exception

1s also allowed.

The SCADA system have a number of characteristics which distinguish them form the
typical I'T system. For example, availability and real-time response take precedence over con-
fidentiality of the data, and the system has a long life time requirement. These characteristics

result in different prioritization of the security requirements in SCADA networks, meaning
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the security properties, in the order of decreasing importance, are: 1)Availability, 2) Integrity,

3) Confidentiality, 4) Privacy.

Given these requirements, the main goal of the attacker is then to compromise the avail-

ability and integrity of the gathered data.

6.2 Motivation

The security of SCADA systems is crucial given the criticality of their application. A
successful cyber attack on the SCADA and other control system could result in massive
cost and potential loss of life. Security studies from the U.S. Department of Energy (DOE)
and commercial security consultants, including KEMA, have demonstrated the cyber vul-
nerabilities of control systems. More than 60 identified (though not publicly documented)
real-world cases have occurred where electronic means have impacted the control systems’
reliable operations. Control systems have been designed with specific reliability and avail-
ability requirements but not specific cyber security requirements. Adapting cyber security to

these requirements is another challenge, and one we must meet.

If malicious actors could access these systems, they would have access to operational data
critical to the operation of the system. Also, a knowledgeable attacker could modify the data
used for operational decisions, the programs that control critical industry equipment, or the

data reported to control centers. The impact could be destructive.

Such attacks could exceed equipment design and safety limits and potentially result in
damage, premature system shutdown, and interference with safety system operations. Or
they could immobilize control equipment. Consequences could include endangerment of
public health and safety, environmental damage, or significant financial impacts due to loss
of power production, transmission, or distribution. The following is a list of the general

attacks possible on these systems [?], [104], [105]: 1)Gain access to the SCADA system, 2)
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Identify the devices on the network, 3)Disrupt the master-slave communication, 4) Disable
the slave, 5) Read and write data to the slave, 6) Program the slave, 7) Compromise the slave,

8) Disable the master, 9) Write data to the master,and 10) Compromise the master.

Control systems are susceptible to attack because they weren’t designed to meet cyber
threats. As control systems move from traditional closed networks into highly interconnected
heterogeneous networks, containing both standardized and legacy technology, the threat en-
vironment has changed. In light of these heterogeneous networks, we cannot directly apply
security technologies designed for common business IT systems to control systems and still
provide adequate protection. Designers of control systems did not design them with oper-
ational requirements for reliability and availability. Hence, the integration of security into
those systems must account for these requirements, which can differ drastically from those

of business IT systems.

Sensor networks in SCADA systems are an emerging area, and there has been very little
research done in the area of security of sensor networks used in SCADA systems. In the
remaining parts of this chapter, we attempt to design 1) a model-based intrusion detection
system, and 2) a key management and secure software update for sensor networks deployed
in SCADA system. We use the WirelessHART [54] as the basis for our IDS. The details of

this standard are given in the next section.

6.3 Background

In this section, we discuss the details of the WirelessHART standard, as well as describing

some essential information on intrusion detection systems.
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6.3.1 WirelessHART

WirelessHART is the first open and interoperable wireless communication standard de-
signed to address the critical needs of the process industry for reliable, robust and secure
wireless communication in real world industrial plant applications. The WirelessHART pro-
tocol operates according to the master-slave method. Any communication activity is initiated
by the master, which is either a control station or an operating device. The slaves never send
without being requested to do so, except for ’notification by exception” in case of an emer-
gency event. The slaves respond only when they have received a command message from the

master unit.

WirelessHART uses a wireless mesh network, meaning all the field devices can perform
routing. In addition, the redundant paths make the network reliable since the messages can
route around obstacles and hot spots. Other desirable features of WirelessHART include [54]:

e Compatibility with the existing wired devices

e Frequency hopping for added reliability and minimizing interference

e Multiple transmit power levels, which can be configured by the network user

e Clear channel assessment

e Multiple message modes, such as event notification, block data transfer, and acyclic

request-response

e Security through using the AES-128 ciphers and keys

Figure 6.1 shows how various nodes running WirelessHART communicate with each
other and the gatewaynetwork manager. The network manager resides on the gateways and
is in charge of coordinating the communication schedules, key management, and monitoring

the physical health reports.
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Figure 6.1. Node-to-node and node-to-gateway communication.
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6.4 Proposed Solutions

In the following subsections, we discuss two solutions for increasing the security of sen-
sor networks uses in the SCADA systems: 1) A model-based intrusion detection system, and

2) Key management and secure software update protocol.

6.4.1 Multi-Layer Model-Based IDS
Generally IDS consists of the following components [106]:

Sensors: to detect events

Analysis center: analyzes the data gathered by the sensors

Databases: helps the analysis and response systems

e Response center: formulates an appropriate response to an event

In the literature, intrusions have been categorized into two types®*:

e Signature-based detection: in this scenario, the system looks for the known attack pat-

terns and tries to match the so called signature of the attack to identify these intrusions.

e Anomaly detection: in this type of intrusion detection, the normal user behavior is de-
fined and the system looks for any significant deviation from these established normal

uses.

An intrusion detection model consists of two components: the feature space, also known
as attributes, and the modeling algorithm which uses the features to identify the intrusions.
The most important task in building an intrusion detection system is defining a feature space

that can accurately represent the normal and anomalous behaviors of a user.

3For a more comprehensive taxonomy of the intrusion detection systems, we refer the reader to [106].
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Our solution focuses on the second type of an IDS, meaning the anomaly detection which
is based on defining model of normal system behavior. Our IDS defines normal behavior at
different layers of the network stack, as will be explained in detail in the following subsec-

tions.

6.4.2 Assumptions

The communication between the sensor nodes and the network manager is over a wire-
less medium, and we therefore adopt the Dolev-Yao attacker model, where an attacker can

eavesdrop, intercept, modify, or inject messages into the wireless communication [61].

Moreover, we assume that an attacker is not bound to the computation power of a node
but can use more powerful devices. The attacker can also get physical access to a node and

learn all the secrets stored in the compromised node.

We also assume that the network manager is a well-protected unit, and is not susceptible
to intrusion or denial-of-service attacks. In addition, the network manager is a powerful
device and does not have the same restrictions as the nodes in terms of CPU power, memory

size, or transmitting power.

6.4.3 Problem Definition

Our IDS consists of two components: a central IDS, and multiple IDSs distributed in the
field among the sensor nodes, which we call field IDS. The main IDS resides on the network
manager and is responsible for monitoring all the packets that arrive from the sensors and
are destined for the masters. In addition, this central IDS monitors the traffic from other
connected networks, such as the Internet; however, the focus of this chapter is on the sensor
network portion of the system. We emphasize that our work does not focus on designing

rules for intrusions from the Internet since the traffic from the Internet requires a separate set
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of rules for intrusion detection. The rules we develop here are specifically for sensor network
traffic and are not suitable for Internet traffic. The field IDSs are deployed using *supernodes’,
which are sensor nodes with higher communication and computation power and have tamper-
resistant hardware. The reason for choosing supernodes instead of regular sensor nodes for a

field IDS is that supernodes are harder to attack and to extract the cryptographic keys from.

The field IDSs are responsible for passively monitoring the communication of the sensor
nodes in their neighborhoods to collect trace data. They periodically send monitoring mes-
sages to the central IDS, where the messages contain information on the traffic patterns of

sensor nodes in their vicinity.

We chose this hybrid IDS architecture mainly because of the characteristics of the
SCADA system. Fully-distributed IDSs have been proposed in wireless sensor networks,
such as [107]. However, if each node were to run an IDS, it would have had to spend more
energy monitoring its neighbors and drawing inferences based on its observation. It is also
much more complicated trying to arrive at a global decision when using a fully distributed
IDS system. The nodes have to pass information among themselves to arrive at a consensus.
The fully distributed scheme is also more vulnerable to attacks since the software is running
on the nodes that are not tamper resistant. As mentioned in Section ??, it is fairly easy to
compromise a subset of the nodes physically and subvert their operation. This will nullify

the whole point of using an IDS to monitor the behavior of the sensor nodes.

Operation of the central and field IDS consists of three phases:

e Data gathering: The field IDS listens in the promiscuous mode to the sensor traffic in
its neighborhood and gathers information. The sensors send physical health monitor-
ing reports periodically, for example every 15 minutes. Then, the field IDS extracts
relevant information, such as the packet fields from these reports. In addition to the
information gathered by the field IDS, the central IDS gathers trace data from the in-

coming packets (from the gateways) and the field IDSs. This provides the overall IDS
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Figure 6.2. The IDS layout.

with more information given that the central IDS has a global view of the network.

This information is used in the next phase.

For analysis purposes we have several fields in the physical health reports. The reports
contain information about at most N neighbors that have been heard in the last 15
minutes. This includes neighbors that are part of normal scheduled communication,
and neighbors that are overheard during the infrequent "hello world’ broadcasts that
every node makes. The information about each neighbor includes the number of TX
attempts, number of ACKs received, number of RXed packets, and number of bad CRC

and bad MIC packets received.

e Conformity check: Both IDS modules use the extracted data from phase 1 to perform

analysis and check for conformity of the node behavior to the normal behavior.

e [nference: After the analysis is done, the result is sent to the inference unit for deciding

whether a detected anomaly is a transient network failure or a malicious attack. For
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this phase to make accurate inferences, the IDS must keep a ’state’ or history for each
node it is monitoring to ensure that the system is capable of distinguishing occasional

network failures from real attacks, at some confidence level.

Figure 6.2 shows the schematics of our proposed IDS.

The IDS also needs to monitor for lying nodes. Given that the sensor nodes are unat-
tended in the field, it is conceivable that some of the nodes could be physically compromised.
An attacker who has access to a node can send wrong/bad observations to the data-gathering
station. Therefore, it is important that the IDS checks for invalid or anomalous observa-
tions. This can be achieved by comparing the data gathered from clusters of sensor nodes
in the same physical neighborhood. The network manager has a global view of the network
topology, and therefore is capable of partitioning the sensor observations into neighborhood

clusters.

Our IDS monitors the network at various levels: the physical layer, link layer, traffic
pattern, and communication datagram. In the following subsections, we will explain each of
these in more detail, but first we state our assumptions regarding the communication among

different IDS components.

We assume that the communication between the central IDS and the field IDS is encrypted
using an end-to-end network key to ensure confidentiality and integrity of the messages. In
addition, the packets transmitted among sensor nodes have their payload encrypted and have a
message integrity code (MIC) on their headers. However, the packet header is not encrypted
so that the field IDS can listen to the sensor node communication in promiscuous mode.
Moreover, we assume that there is a mechanism in place for authenticating the field IDSs to

the network administrator if there is the need to do so, such as using a digital signature.
Physical Layer:

The sensor nodes generally transmit at a pre-configured power level. In some scenarios,
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the nodes can adjust their transmission power to different prescribed levels, but the levels
are still known to every node and the administrator since it is a configuration parameter.
Therefore, the IDS can have a rule that would monitor for normal levels of transmission
power, and if an attacker attempts to jam the network, the IDS would raise a flag. Jamming
is the interference with the Radio Frequency (RF) used by the nodes in a network. It makes

use of the broadcast nature of the communication medium.
Data-Link Layer:

The data-link layer and the routing layer specifications of WirelessHART standard have
been based on the Time Synchronized Mesh Protocol (TSMP) from the Dust Networks [108].
In TSMP, the devices use designated timeslots and frequency hopping for communication.
Therefore, the IDS has to monitor the nodes for adhering to the correct frequency sequence
and timeslots at all times. Otherwise, a compromised node can cause numerous collisions
at the MAC layer by transmitting at a wrong frequency or in a wrong time-slot. Therefore,
there should be a mechanism by which the field IDS keeps track of transmission schedule of

different nodes.

It is also possible that the attacker would change the sender field of a packet to match
the time-slot it is sending the packet in. This strategy will make the attack undetectable to
the monitoring system. However, it will require the attacker to have access to all the keying

material so that he can encrypt the packets with the correct link and end to end keys.
Routing:

Given availability is the most critical requirement of a SCADA system, the routing pro-
tocol needs to ensure that the packets sent by sensor nodes arrive at the master station con-
sistently and at all times. In order to guarantee this availability, WirelessHART standard
suggests using fully mesh routing. Fully redundant routing requires both spatial diversity and
temporal diversity. TSMP covers spatial diversity by enabling each node to discover multiple

possible parent nodes and then establish links with two or more, and the temporal diversity
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is handled by retry and failover mechanisms. Figure 6.3 shows an example of mesh routing
topology.

Each node in the TSMP implementation maintains its own neighbor list. This neighbor
list consists of parent nodes and child nodes. A node may have as many parents as required,
i.e. this is a configurable parameter. As mentioned before, the node message transmissions
occurs in one time-slot and on one frequency (TDMA and frequency hoping). In each times-
lot a message is sent, and the sending node switches to receiving mode and waits for an
acknowledgement (ACK). Should an ACK not arrive within the time-slot, the sending node
will retry in the next available slot. This will generally be to an alternate parent and will

always be on a different frequency [108].

TSMP makes use of NACK packets as well which are messages indicating the expected
packet was not properly received by the neighbor node. If a NACK is received by a node,
then the sending node will retry on the next available slot. NACKs are generated due to a
number of reasons: invalid checksum (FCS), invalid message integrity code (MIC), or a full

message queue by the receiving node.

Each TSMP node keeps track of the missing ACKs and NACKSs. In the event that there
are a number of transmissions without acknowledgement, the sender node will consider the

path invalid and initiate communication with the next available node on its neighbor list.

Traffic Characteristic:
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To issue a live incident response, the IDS must collect and analyze volatile and nonvolatile
network traffic data, in addition to the previously mentioned factors. For our purposes, traf-
fic characteristics consist of two components: traffic load and traffic pattern. Traffic load
is concerned with the amount of information being passed around in the network. In the
WirelessHART specifications, for example, the maximum payload of the packet is 127 bytes.
In addition to the packet size, the load is concerned with periodicity of the transmission of
packets. The sensors send their monitored data periodically to the master (i.e., network man-
ager), for example, every 30 seconds. Moreover, the ’physical health reports’, which carry
the statistical information of the wireless channel, are sent once every 15 minutes from each
node. Therefore, the traffic load can be approximated fairly accurately. If the IDS observes
a much higher/lower traffic load than expected, or if the packets are larger than 127 bytes, it

could raise a flag for suspicious activity.

Traffic pattern refers to the communication pattern among the nodes in the network. For
example, based on the discussion of the SCADA system layout, we can identify the following
patterns: 1) Master to slave, 2) Network manager to field devices, 3) HMI to masters, and 4)

Node-to-node communication at the network level, to route packets to the master.

The IDS can monitor the traffic for legitimate patterns. If at any point it observes unusual
traffic, such as node to node at the sensing level (and not the network level), it can raise a flag

or can monitor the activity of the node more closely.
Communication Datagram:

The communication datagram specifications in WirelessHART give the details of the re-
quired fields in a communication packet. It specifies the format of each field, and the valid

range of values for each field. WirelessHART datagram specifications include [54]:

e Command priority: the IDS needs to monitor that the sensors do not send low-priority

messages as high priority.
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Figure 6.4. Packet format defined by WirelessHART ??.

e Data type: the data is command, process data, alarm or normal.

e Packet type: acknowledgement packets that include timing information to synchronize

the TDMA (time-division multiple access) operations.

e Bandwidth request: this is used to provide elasticity of event traffic and ad hoc re-

quest/response maintenance messages.

Figure 6.4 shows a generic communication packet format supported by WirelessHART

specifications.
Policy Rules for Attack Detection

We outline our IDS policies, discuss which attacks they are targeted for, and which IDS
(central or field) implements these policies. We assume that there is an access control list at
the network manager, and the nodes have unique link keys, so that there is no need to define

policies for the Sybil and cloning (replication) attacks.

Policy rule 1: Monitor packet count for each node in terms of the byte size of each packet
and frequency of transmission. As pointed out in the previous section, the communication
datagram is well defined with respect to the packet size and number of bytes. In addition, the
slaves, i.e., sensor nodes, report to the master station in preconfigured intervals, for example
every 30 seconds. This rule is applied at the field IDS and the central IDS and prevents the
compromised nodes from sending too much or too little traffic. Especially if a compromised
node tries to cause collision by sending a lot of traffic, the IDS is able to monitor the node’s

activity level, and raise a flag if necessary.
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Policy rule 2: Monitor physical health reports in order to determine if they are transmitted
in the preconfigured intervals. For example, the current implementation has the nodes send
a physical health report once every 15 minutes. This rule is implemented at the field as well
as the central IDS, and helps prevent nodes from injecting too much (or too little) traffic into

the network.

Policy rule 3: Monitor the request/reply traffic between the slave (sensor nodes) and the
master station. The normal traffic pattern, as mentioned earlier, is a request from the master
followed by the reply from the nodes, and in few cases a ’notification by exception’. There-
fore, the IDS keeps track of how many requests/replies it sees in a given interval, which is
a known number, and how many ’notification by exception’ packets. The request, reply and
notification by exception packets are set with a flag in the packet header. If the requests are
coming from any device other than the master (or in some cases a handheld device), then the
IDS should raise a flag. Also, if a node sends too many exceptions, the IDS should notify the

system engineer. This policy can be applied at both the field and central IDSs.

Policy rule 4: Monitor the individual datagram fields. The WirelessHART specifications
give guidelines on the valid entries of each packet field. Therefore, the IDS must monitor
the contents of each received packet to ensure valid entries for each item. For example,
even though there is a field for sending control messages* to the sensor nodes, it is not used
by any currently deployed implementation. Therefore, the IDS should flag any packet that
has the control option set. This rule must be implemented at the central IDS because the
communication datagrams are encrypted, and the field IDS is not able to decrypt the contents
of the packet in order to examine the packet fields. This rule protects against attacks in which

the compromised node sends packets with invalid fields or contents.

Policy rule 5: Monitor the layer at which the communication among nodes is performed.

As explained earlier, the communication among the sensor nodes is at the network layer in

4Control in this context means using the sensors as actuators to adjust a valve for example.
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order to perform routing, and not at any other layer. This means that the sensors do not di-
rectly exchange information with each other, but rather use their neighbors for the purpose
of routing their packets to the master. If a node attempts to communicate at any other layer
with its neighbors, then the IDS should raise a flag to notify the system. This rule is imple-
mented at the field IDS since the central IDS cannot monitor the local communication of the
sensor nodes because of the communication range limits. However, the central IDS may cor-
relate messages of this type from the field IDS components and infer the extent of unallowed

communication.

Policy rule 6: Monitor the power level of the node communications. Since there are pre-
configured levels of transmission power for the deployed nodes, the IDS can monitor for any
deviation from the accepted levels. This rule is implemented at the field IDS and is designed
to guard against a jamming attack. Again, the central IDS can use correlation to infer the
extent of the jamming. Even though jamming is hard to defend against, it is useful for the

network personnel to know when their system is under a jamming attack.

Policy rule 7: Monitor frequency/channel hopping sequence. Based on the WirelessHART
protocol, the sensor nodes agree on the frequency hopping sequence for the time slots in
which they communicate with each other. Therefore, the IDS needs to monitor the nodes
to ensure that they follow the agreed-upon sequence and do not deviate, which will result in

high number of packet collisions. This rule must be implemented at the field IDS level.

Policy rule 8: Monitor the MAC layer authentication at the field IDS. If a packet fails the
authentication, it may be due to an attacker injecting bad packets into the network. Therefore,

the IDS can signal a possible intrusion.
Table 6.1 summarizes rules used for each layer and threat.

For the lying nodes, the solution is to keep a history for all the reporting nodes at the
network manager. If there is a spike in the reported values, look at the neighbors’ values, and

flag if it is an anomaly. An example of this work is [8] where the authors use a reputation
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Table 6.1. Policy rules for each layer and threat. NA refers to Not Applicable.

Threat 1 | Threat 2 | Threat 3 Threat 4 Threat 5 Threat 6

Physical layer | Rule 6 NA NA NA NA NA
Data link layer | NA Rule 5 Rule 1,2 Rule 7,8 Rule 8 NA
Network layer | Rule 1 Rule 3,8 | Rule 1,2,3 | Rule 2,4, 5 | Rule 4,5,8 | Rule 3

system to track the nodes behavior over time. The anomalies and node misbehavior are

determined locally by comparing the values reported by neighboring nodes.

Adding the IDS into the network requires very little overhead. As discussed earlier, the
health reports are configured to be sent by the sensor nodes in the current implementations.
Therefore, the only overhead is adding the extra supernodes that could be used for the field

IDSs.
Intrusion Response Mechanism:

After detecting an intrusion or misbehavior, it is essential that the system takes appropri-
ate action to stop the attack. Passive responses are typical in the IDS, such as logging of the
information, and real-time notification. However, for the IDS to be effective, especially in
the context of SCADA applications, we must have an active response system. Given the lack
of physical security in wireless sensor networks, it is essential that the IDS has an effective

active countermeasure.

The type of intrusion response depends on the level of confidence in the intrusion, and the
risk that the attack (or intrusion) carries. Defining the threat level of each attack is dependent
on the type of the SCADA network application (e.g., oil and gas, electric power), and can be
identified by a ’threat score’. Determining the threat score is beyond this work. We assume
that the risk analysis is done and the threat scores are loaded into the IDS by the network

administrator.
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Based on the threat score and the confidence in the intrusion detection’, some of the
possible responses are: 1)Remove the compromised nodes from the network, 2)Rekey the

network to secure the communication channels, and 3) Reauthenticate the nodes.

When the IDS suspects that an outsider has picked up the frequency hopping schedule
of the nodes and is jamming a portion of the network, the central IDS can send a request to
the nodes, possibly via the network manager, to change their frequency hopping sequence.
This will prevent the attacker from continuing to jam the network by using the old frequency

hopping sequence.

6.4.4 Key Management and Secure Software Update

Sensor motes used in the current SCADA environments are preloaded with unique link
keys during the manufacturing phase, and an access list is provided to the network manager
prior to deployment which contains the link keys along with the node ID [54]. Given the
initial key establishment is performed prior to deployment, it is not considered a problem in
these networks. However, to avoid using the same key for a long period of time, generating
new keys is a necessity. In fact rekeying is suggested as part of the new standard proposed
for wireless SCADA environments [54] which we described in Section 6.3.1. In this section,
we describe our protocol for rekeying and secure software update. The rekeying protocol
provides both backward and forward secrecy. Forward secrecy guarantees that a passive
adversary who knows a contiguous subset of old group keys cannot discover future group
keys. On the other hand, backward Secrecy guarantees that a passive adversary who knows a

contiguous subset of group keys cannot discover the old group keys.

There has been extensive research on secure communication and key management in
wireless sensor networks, a complete survey of which could be found in [31]. Beaver et

al. [109] present a model of a SCADA network and discuss relevant key management proper-

5For example, with x% confidence, nodes X, Y, and Z are compromised.
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ties for such a network. There are, however, a number of prerequisites and assumptions that
must hold in order for this key management scheme to be effective. For example, a long-term
key is stored in these devices and used to generate new keys. However, it is not clear how the

long-term key is protected against node compromise in these papers.

TinySec [15] offers efficient link-layer authentication and encryption for wireless sensor
networks. It can be used with a network-wide key that is loaded in the nodes prior to the
deployment. TinySec can also be used with group keys or pairwise keys. However, the
process of key distribution is not described in this work. In addition, TinySec offers no

replay protection.

MiniSec [110] is a secure network layer that provides data secrecy, authentication, and
replay protection. However, the security in MiniSec comes from using encryption keys stored

on the nodes. The process of key establishment in this protocol is not revealed.

TinyPK [111], in contrast to the previous approaches, uses public key cryptography to
secure sensor networks. This approach allows authentication and key agreement between a
sensor network and a third party as well as between two sensor networks. However, this work

does not discuss any rekeying between sensor nodes and the network manager.

SPINS [4] is a suite of security protocols that contains two components: SNEP and
uTesla. SNEP provides data confidentiality, authentication, and freshness. pTesla provides
authenticated broadcast for wireless sensor networks. The security of the protocol relies on a
master key that is shared with the base station. Every other cryptographic key that is needed

is derived from this master key.

Deluge [112] provides over-the-air programming for TinyOS without any guarantees on
the security of the reprogramming. Dutta et al. [113] present a secure extension to Deluge
using digital signatures and hashes to verify authentication, integrity, and freshness. On the

down side, this approach does not provide confidentiality and relies on lower-level encryption
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mechanism, such as TinySec. In addition, the software binary is not kept secret, since any

device in the network can access it.

6.4.5 Assumptions

We make a number of assumptions when designing our key management and secure

software update schemes which are listed below:

The network manager has a public and private key pair, and the public key of the

network manager is preloaded onto the sensor motes.

Shared unique symmetric keys (link keys) between each node and the network manager
are pre-installed in the nodes and the network manager. The link key is actually split

into two keys, where one is used for authentication and the other for encryption.

A global key (network key) is preloaded in the nodes and the network manager.

Different types of sensor nodes are deployed in the network. Therefore, they require
different types of software to operate. In order to update these heterogeneous softwares,
we use the multicast approach. This requires having a way to establish a group for the

subset of nodes that need software updating.

When a new node joins the network, it uses a unique link key to authenticate itself to
the network manager. The link key is also used for encryption and providing integrity

of the communication.

A network-wide key is used to prevent outsiders from injecting packets into the net-
work. The network key also provides link level (per-hop) message authentication. The
message authentication code (MAC) is verified and recalculated on each node prior to

forwarding it to the next node.
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e Each node contains a counter, which is used for generating random numbers. The ran-
dom number is generated through a pseudo-random generator constructed as follows.
Each node is preloaded with a random key generated with strong randomness prior to
deployment. This key is kept secret and used together with the function F', which takes
as input the counter. random_number = Fj.,(counter) The counter is incremented
after every use. The F' function can be implemented as a hash-keyed MAC (HMAC).
The generated random number is used in the key management, as a nuance, to prevent

replay attacks.

e Communication between a node and the network manager is used for establishing and
distributing keys, as well as reading sensor data and sending control requests. The

network manager communicates with groups of nodes for remote software updates.

e We assume that mesh routing is used in the wireless sensor network in the same
manner suggested in WirelessHART [54] and Time Synchronized Mesh Protocol
(TSMP) [108]). Mesh routing provides robustness and reliability for the data com-

munication.

6.4.6 Problem Definition

We formulate a definition of the problem and the security requirements for a complete
solution. A secure and efficient way to establish and regenerate cryptographic keys in wireless
SCADA is needed. Moreover, a secure way to update the software on nodes in the wireless

SCADA is needed.

Security Requirements

The security requirements that we are concerned with when designing the key manage-

ment and secure software update protocol are: 1) Data confidentiality, 2) Data integrity, 3)
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Data authentication, and 4) Data freshness. Data authentication can be achieved using a
MAUC, calculated using a shared symmetric key, on the communicated data. This works well
for communication between two devices. However, when several devices are involved, any
device knowing the MAC key can impersonate the sender and forge messages to the receivers.
Therefore, for multicasting of software updates, an asymmetric authentication approach is
necessary. Data freshness provides protection against replay attacks. This means that during
the key establishment phase the protocol must ensure that the messages are fresh. Finally,
we have to define a secure channel: a channel that provides data confidentiality, integrity,

authentication, and freshness.

6.4.7 Design Goals

Here we outline our design goals for the key management and software update proto-
col. These goals are based on the security requirements that we highlighted in the previous

section:

1. If an attacker compromises a node, the attack should not spread to other nodes. There-
fore, a global key can not be used for authentication or encryption. Instead, there has
to be a pair-wise link keys among nodes and the network manager. An attacker who
compromises a node should not be able to masquerade as another node nor decrypt

communication that is meant for other nodes.

2. The key establishment should be immune to man-in-the-middle attacks. This includes
both the initial key establishment and the subsequent rekeying. This property ensures
that an attacker cannot sit in the middle and establish keys with the nodes and the

network manager, pretending to be the other.

3. Data between a node and the network manager should be sent over a secure channel,

as defined earlier. Each node needs to establish link keys with the network manager.
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4. Rekeying should provide backward secrecy and forward secrecy.

5. Software updates should be sent over a secure channel to a group of nodes. The nodes
should verify that the software is fresh and comes from a trusted source. In addition,

an attacker should be prevented from gaining access to the proprietary software binary.

6. Network manager authentication by the nodes is necessary. This is achieved by using
individual link keys between the nodes and the network manager. For software binaries,
this is achieved by generating signatures on the network manager and having the nodes

verify the signature.

7. There is a need for both device-level and link-level authentication as well as data au-
thentication. A network-wide key is used for link-level authentication. This is used
for calculating a MAC on a per-hop basis. Device authentication is achieved using the
individual link keys that are stored in the motes. Additionally, these keys are used for

end-to-end data authentication.

6.4.8 Key Management

In this section, we describe the details of our key management scheme for the link and
group key establishment. The link keys are used to provide confidentiality and authentication
on the data traffic. The group keys are used in multicasting for providing confidentiality of
the software binaries. Finally, public key cryptography is used to verify the integrity and

authenticity of the binaries.

In order to better understand the protocols in this section, the notation used in the proto-

cols is outlined in Table 6.2.
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Table 6.2. Notation used in the key management and secure software update protocols

A B Nodes A and B

NM Network Manager

Ny Nonce generated by A

PKn Public key of the network man-
ager

SKnu Secret key of the network man-
ager

Knaral Symmetric key shared between
Aand NM

Knnra Symmetric key (rekeyed) shared
between A and N M

h(z,y) One-way hash function h with
input x and y

Ex(M) Encryption of message M using
the key K

MACK(M) Message authentication calcula-

tion of message M using the key
K

Link Key Establishment

Here we describe the rekeying of a symmetric key between the network manager and a
sensor mote. This procedure is shown pictorially in Figure 6.5. A node initiates the rekeying
with the network manager by sending a rekeying request with a random number encrypted
using the public key of the network manager. This is called message I in the figure. The
rekeying by the node can be done on daily or hourly basis depending on the perceived threat
to the system. In order to provide forward secrecy against a passive attacker, we encrypting
the random number with the public key. A passive attacker will not be able to decrypt the
random number and calculate the following link keys even if he can get access to the current

link key through brute force methods.

It should be noted that all messages contain a MAC, which is calculated using the payload
and the current link key. This provision prevents an attacker from injecting a random number
encrypted with the public key of the network manager to initiate the rekeying procedure in

an impersonation attack. This attack will only succeed if the attacker possesses the current
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link key for that particular node. In addition, MAC prevents an attacker from modifying the

contents of a message6.

The new link key is derived through a one-way hash from the current link key and the
random number to provide backward secrecy. An active attacker that records messages and
compromises a key K at some point in time cannot decrypt messages that were encrypted
with earlier keys (K-1, K-2, .. K-N). Moreover, an attacker cannot reconstruct earlier keys
since a one-way hash function is used to generate the new keys. This rekeying protocol is
based on Cebolla [114]. The rekeying process is as follows: during the rekeying phase, each
side has a set of old and new link keys. The node first decrypts with the old key and switches
if decryption fails. The network manager tries to decrypt with the new key first and switches

if decryption fails.

If the network manager did not receive the rekeying request, it continues to use the old
key to encrypt messages. Also, if there are any old messages that have been delayed due
to communication delays, the messages are encrypted with the old key, which is shown by
message 2a in the figure. If the network manager received the rekeying request, it sends the
new message encrypted with the new key, i.e. message 2b. The node tries to decrypt using
the old key first. If the decryption is successful, then it continues using the old key until
decryption fails. If decryption fails, the node tries to decrypt with the new key and if the
MAC is verified successfully, the node deletes the old key and use the new key. If the node
received a message encrypted with the old key, the node continues to use the old key when
replying to the network manager, as shown by message 3a. If the node is using the new key,
the next message is encrypted with the new key. The network manager first tries to decrypt
the received message with the new key. If it is successful, it deletes the old key. If it fails, the
network manager uses the old key to decrypt the message and tries to decrypt using the new

key on the following messages again until it succeeds.

6Each message looks like payload, M ACk (payload).
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Instead of deleting the old key instantly after receiving a message encrypted with the
new key, a time window can be used during which both keys are active. The size of the
time window depends on the protocol being used and on the wireless medium characteristics,
such as average delay on a link. This allows delayed old messages to be received properly to

a certain point.
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Figure 6.5. Between network manager and node.

Group Key Establishment

Here, we describe the details of the group key establishment process. The network man-

ager uses the individually established link keys to distribute the group key. This protocol
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is loosely based on a protocol for secure multicasting of software updates in future vehi-
cles [115]. The details of establishing and distributing a shared group key is shown in Fig-
ure 6.6. First, the network manager generates the group key, which we call K 45. The group
key along with a nonce Ny, is then distributed to each of the individual nodes. The nodes
respond to the network manager when they receive the group key. To verify the group key,
the nodes calculate an HMAC on their identity and the received nonce using the group key as

the key. The network manager can then verify that the nodes possess the group key.

Secure Software Updates

Secure software updating is based on establishing a way for secure multicasting. Given
different subsets of nodes need different types of software, each group must have its own
group key. The network manager can then use the group key to send software updates for
a particular group. Our protocols is based on an extension of the secure deluge network
programming for sensor nodes [113] by encrypting the packets with the established group

key.

The scenario is shown in Figure 6.7. First, the the network manager splits the new soft-

ware binary into data fragments, which we denote D1 to DN. Then, the fragments are hashed
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in reversed order. We denote the hashed fragments by HN to H1. Each hashed fragment is
then stored together with the following fragment, resulting in a hash chain. Next, the hash of
the first data fragment H1 together with X is signed by the network manager such that a node
possessing the public key of the network manager can verify the authenticity and integrity
of the first hash. X contains information about the software name, version, and the number
of fragments (of the binary). The first packet contains the first hashed fragment; therefore, a
node can verify all the future fragments by verifying the hash in each fragment (hash chain).
This process enables a node to verify that the received software binary has not been modified

by an attacker while in transition, and the binary does in fact come form the network manager.

The fragments H1 to HN contain a hash of the data fragment along with a random nonce,
called N, which is selected by the network manager, i.e. H1 = h(NN, D1). This nonce
helps prevent precomputing a pre-image collision [116] by randomizing the hash function.
In addition, each data packet includes a header consisting of the software name, version, and

the packet number in chain.

To provide confidentiality for the software updates, each packet is encrypted with the
group key. This prevents any node that does not possess the group key from decrypting the

packets.

The encryption mode used here is CBC (cipher-block chaining), which has been imple-
mented in TinySec [15]. In CBC each block of plaintext is XORed with the previous cipher-
text block before being encrypted. This causes each ciphertext block to be dependent on all
plaintext blocks that come before it. For example, in Figure 6.7, the ciphertext C1 is calcu-
lated from the plaintext D1 and H2 together with the previous ciphertext CO. Other encryption
modes have been suggested, such as OCB (Offset CodeBook) [117] used in MiniSec [110],
counter-mode [118] used in ZigBee [119], and SNEP [4]. OCB provides authenticated en-

cryption. However, in our scenario we do not need use this method since the hash chain
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and signature provides authenticity. In addition, given counter-mode requires synchronized

counters, it is not suitable for our multicasting scenario.

We argue that we do not need replay attacks for our software update scenario. This is due
to the fact that each packet contains a hash of the following packet, and the motes can verify
the order of the packets. If a packet is replayed at a later time, the packet number in the chain
and the hash will not match, and the packet is discarded. If a packet is lost and an attacker
replays that packet, this would help the distribution of the software instead of interrupting it.
If an attacker tries to replay the entire software update process at a later time, the software

version number in the replayed packets will be lower than the currently installed software in
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the nodes, and the nodes will simply ignore those packets.
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6.4.9 Implementation Issues

In this section we discuss the feasibility of implementing the key management protocol

we described in Section 6.4.8.

The maximum payload of the data packets is large enough. Therefore, the exchange of the
nonce and keys in the rekeying protocol. Establishing a new key through traditional means,
such as performing a Diffie Hillman key exchange, is computationally expensive. In addition,
using such a key exchange methods is really not necessary since the nodes and the network

manager share an initial secret.

The overhead for the secure software update is also practical for implementation given
we use a hash chain and a digital signature on the first hash only. This reduces the number
of public key operations to one per binary instead of one per packet. In addition, it provides
authenticity and integrity of the entire software binary. This approach, to receive-verify-store
on a packet basis instead of receive-store-verify of the entire binary, is efficient and well suited
for wireless sensor networks since packets can easily be lost. Retransmitting the entire binary,
as opposed to the missing portion, is very costly in sensor networks. This approach has been
implemented and run on TinyOS in [113]. It is delay tolerant since there is no dependence on
time synchronization. Moreover, incremental verification of received messages is achieved
since each message contains a hash of the following message. To make this method suitable
for multicasting in wireless SCADA, we extend their protocol by encrypting the packets with
a temporary group key such that only the intended receivers can decrypt it. This prevents an
attacker and nodes that are not intended to receive the software from passively eavesdropping

on the communication and getting access to the new software binary.
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Computational Overhead

It is important to ensure that the proposed key management protocol does not impose
a great amount of computational overhead. To that end, we not that the rekeying protocol
requires one public key encryption on the node to encrypt the random number and one hash
operation to generate the new key. The group key establishment requires one symmetric key

decryption and one MAC calculation on the node.

The software update process requires one public key operation to verify the signature for
the first packet. It also took one symmetric key operation and one hash for each subsequent
packet. According to TinyECC implementations on a Imote2 sensor node, a 128-bit ECC
(Elliptic Curve Cryptography) signature verification takes approximately three seconds [120].
Given software updates are infrequent and require only one signature verification for the
entire process, three seconds is a reasonable time delay for implementation. In addition,
the cost of symmetric key and hash operations is negligible in comparison to public key
operations which makes the the group key establishment very efficient. Finally, the rekeying
and software update process require one public key operation each which as we pointed out

earlier is reasonably efficient.

Memory Overhead

Given the memory constraints of sensor nodes, it is crucial that any proposed key man-
agement protocol does not A node needs to store two symmetric keys (one key for the link
to the network manager, and one network-wide key for calculating the link-layer MAC). A
node also needs to temporarily store a second link key to the network manager during the
rekeying phase and a group key during the software update procedure. Assuming we use
128-bit symmetric keys, the total storage needed is 64 bytes for the four keys. In addition,
the node needs to store the network manager’s public key. Using 128-bit ECC, the size of

this key is 16 bytes. Thus, the total key storage needed is 80 bytes.
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6.4.10 Analysis of Security Properties of the Key Management Protocol

The link key rekeying process provides backward and forward secrecy. On the contrary,
the group key distribution does not provide backward secrecy. There is a trade-off between
security and efficiency of the rekeying protocol. In this work, we have chosen an efficient
method for distributing a key generated in the network manager over a method to synchro-
nize and generate the same key on a number of nodes. Keeping the nodes in the group
synchronized is computationally expensive. For example, MiniSec [110] avoids counter syn-
chronization for broadcast communication since it is too expensive for many receivers. If a
node is physically compromised, the link key can be extracted and used to decrypt earlier
recorded messages to get the group key. The attacker can then use the group key to decrypt
the distributed software binary. However, if an attacker has physical access to a node, he
has already gained access to the software running on the mote. Therefore, providing back-
ward secrecy for the group key by using a different protocol is too costly without having any

benefits for additional security.

However, we can achieve a certain level of backward secrecy using the current protocols;
the link key can be rekeyed immediately after the group key has been established. If an
attacker compromises a node physically after the group key has been deleted, the attacker
is prevented from reconstructing the group key from the current link key and previously
recorded messages. This provides a certain level of backward secrecy. However, there is
still a time window where both link keys as well as the group key are stored on the node. If
the attacker compromises the node during this time, he can access the software on the node,
decrypt the software binary using the stored group key, and reconstruct the group key from

the old link key and recorded messages.

If the private key of the network manager is compromised, an attacker can impersonate
the network manager. To reduce the risk of successful cryptanalysis of the private key, the

private/public key pair of the network manager can be rekeyed.
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6.5 Discussion

Wireless sensor networks are becoming more prevalent in process control system appli-
cations, such as SCADA systems. Given the impact of attacks on the SCADA system on
the nation and overall economy, it is crucial that the integration of sensor networks into the
existing SCADA infrastructure does not increase the security threat of these systems. In this
chapter, we focused on two problems: 1) intrusion detection, and 2) key management and

secure software update.

We proposed a multi layer model-based intrusion detection system for SCADA applica-
tions. Our proposed solution is a combination of central and distributed IDS agents that work
together to detect anomalous behavior among sensor nodes. We described normal behavior at
various levels of network stack, such as the physical layer, link layer, and routing layer. Our
solution also suggests possible responses to detected intrusions based on the intrusion threat

level.

We also proposed a link-layer rekeying protocol and methods for secure software up-
date. An issue that requires further consideration is rekeying of the network-wide key in a
synchronized and secure manner. The rekeying procedure must also be efficient and prevent
compromised nodes from getting the new network key. A protocol for rekeying of the pri-
vate/public key pair of the network manager must also be designed. An initial approach is to
sign the new public key with the old private key such that nodes can verify the authenticity
of the new public key (P K y,s2) using the old public key (PKnj1). Once the new key is
verified, the old key can be deleted. The protocol must be efficient and ensure that all parties

have received the new public key.

Part of the future research includes implementing our proposed solutions (model-based
IDS, key management protocol, and secure software updates) on a SCADA test-bed. Given
the difficulty and cost of building a real SCADA test-bed, we plan to build a simulation test-

bed. The initial steps toward developing this test-bed have been taken, and the development
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process is underway. For further information on the design of the SCADA test-bed and the

current status of the implementation, the reader is referred to [121].
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Chapter 7

Health-care System

The new health care solutions utilize ad-hoc networking principles and wireless commu-
nication technology of sensor networks to provide continuous and non-intrusive health mon-
itoring regardless of a patient’s or a care-giver’s location and activity. In addition, sensors
are used in the hospital setting to allow doctors, nurses and other care-givers to continuously
monitor the vital signs and status of their patients. Given the time critical nature of health
care interventions, Wireless Sensor Networks (WSN) in medical applications must have well-
defined reliability and trustworthiness metrics. There are a number of issues regarding the
laws and policies surrounding privacy of health care information, including: data access and
storage, data mining, and conflicting regulatory framework. More details can be found in [6].
However, the main focus of the research presented in this chapter is to develop tools to defend
the health care system against malicious intrusions, such as the insertion of malicious data,
which would result in compromising the integrity of the entire system and the privacy of its
users. In fact, an important aspect of preserving integrity relates to the system itself rather

than only to data items'2.

!Permission to use parts of these works for the purposes of this dissertation have been granted by the IEEE
and/or the appropriate copyright holder(s).
2Part of the contents of this chapter are based on [122].
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The design requirements for a medical sensor network depend greatly on the specific
application and deployment environment. In [123] the authors identify several characteris-
tics that are shared by almost all medical sensor networks. These include: wearable sensor
platforms, reliable communications, multiple receivers, device mobility, device lifetime and

security.

Sensor networks pose unique challenges in terms of designing security mechanisms,
specifically because of power, computation and communication constraints of the individ-
ual sensors. As a result, security techniques used in traditional networks cannot be applied
directly to the sensor networks paradigm. Moreover, given the unattended nature of the sen-
sor network and the broadcast communication medium, the security threat is much higher
than in traditional networks. There are many research efforts in securing wireless networks
for health care systems. However, many of these efforts do not consider the issue of data
integrity and system robustness. For example, [124] examines the utility of physiological
parameters for generating cryptographic parameters in order to secure the communication in
a wearable body area sensor network. Our approach is fundamentally different from previ-
ous research in that it focuses on designing Intrusion Detection System (IDS) and Integrity

Monitoring System (IMS) specifically for WSN in health care system.

The main contributions of this chapter are: characterizing the types of data alteration,
proposing metrics for determining the severity of attacks on the data integrity and reliability,

and proposing architectures for an IDS and an IMS.

The rest of this chapter is organized as follows. Section 7.1 gives the background infor-
mation on sensor networks in health care systems. Section 7.2 describes the design issues
of IDS and IMS for WSN health care systems. Section 7.3 describes the components of our
proposed solution, and Section 7.4 explains the details of the integrated IDS and IMS sys-
tem designed to protect the integrity and privacy of the health care sensor network. Section

7.5 discusses how to build the correlation model for the sensor data gathered through exper-
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Figure 7.1. A typical architecture for WSN in health care applications, such as at-home
patient monitoring [6].
iments. Finally, Section 7.6 discusses the future directions for research in sensor networks

used for health care applications.

7.1 WSN in Health Care Systems

The general architecture of the WSN in health care applications is shown in Figure 7.1.
The bodily sensors are deployed at the site where the patient is being monitored. These
sensors monitor the vitals signs, and send their collected data to a PC or PDA. The PC (PDA)
forwards the collected data to the health care provider sites, such as hospitals, through a

network (typically Internet).

In the rest of this section, we briefly review some of the existing health care applications

that use WSN.
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CodeBlue [125] developed at Harvard University is a WSN deployed in emergency medi-
cal care and response. The system uses sensors for monitoring vital signs, PDAs, and PCs for
monitoring and responding to the patients needs. The goal of CodeBlue is to efficiently trans-
fer data so that the health care professionals and first respondents can diagnose and allocate

resources for the patient.

Scalable Medical Alert and Response Technology (SMART) [126] is developed by
Brigham and Women’s Hospital. SMART is a WSN system for tracking and monitoring
patients at home, and continues the service through transfer, triage, hospitals or other health
care facilities. Patients, doctors, nurses, and equipments are located by the SMART system

on demand through the use of a location-aware service.

MobiHealth [127] provides value-added services based on the 2.5G and 3G technolo-
gies. The system integrates sensors and actuators to monitor vital signs and transmits these
readings to the health care provider, such as a hospital. The readings are in the form of au-
dio and video feeds. These services are used for disease prevention and diagnostics, remote

assistance, para-health services, physical state monitoring, and clinical research.

Other examples of WSN in health care applications include, CustoMed [128] and the

deployed system proposed in [129].

7.2 Intrusion Detection System for Health Care WSN

The goal of this work is to ensure system robustness, which we define it to be: assuring
that the system is performing well (availability, reliability and accountability), and all of the

system components, including any software and/or hardware, are not faulty.

Traditionally, cryptography has been used as the first line of defense to ensure data in-
tegrity. However, cryptographic schemes works under the assumption that an attacker is not

able to gain access to hardware. This assumption fails in the sensor network paradigm since
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these networks are generally deployed and left unattended. If an adversary captures a sensor,
he can easily extract the cryptographic primitives and keys as well as exploit the shortcom-
ings of the software implementation [130]. Once the adversary has the cryptographic key,
he is able to access the sensory data in order to modify or to exploit it. This motivates the
need for an IDS, i.e. an application-level module that is able to detect and to take the right

countermeasures against attacks.

Generally, data can be altered or corrupted in two ways:

e Maliciously: when an attacker, who has accessed the cryptographic keys, modifies the

information in the system.

e Incidentally: when a hardware malfunction result in incorrect data.

Regardless of the cause of the corruption, the IDS must be able to detect abnormal data.
A distinct characteristics of wireless sensor networks in health care applications is that the
entire system is composed of completely orthogonal entities (that have dynamic behavior
over time): sensor nodes, people and the network used to transmit data. We must consider
each of these components, their behavior, and the possible threats posed by each of them in

order to best design techniques to ensure integrity and reliability of the entire system.

7.3 Proposed Components

In this section we discuss the four main components of our system and conclude with

ways to integrate them.

7.3.1 Data Classification

An intrusion detection system (IDS) is used to detect malicious behaviors that can disrupts

the functionality and security of a system, such as a computer network. The IDS achieves this

189



task by categorizing the data into good and bad or malicious data. This characterization of
the data is an essential parameter in designing a successful IDS. Once the models for accept-
able and unacceptable traffic have been built, the incoming observations will be compared
to these models and classified as acceptable or anomalous. When suspicious observations
are detected, an alert is triggered. For example, in the context of health care applications,
the detection of anomalous data should prevent drug delivering actuators from engaging and
request prompt investigation by a member of the medical staff. Possible models to classify

the incoming data are:

Value range: For each sensor output the highest and the lowest possible values are registered
and if the incoming data are outside this range, the data is considered malicious. This very
simple model protects the system against naive attackers that do not have any knowledge of

the meaning of the data they are corrupting.

System dynamics: Values of each observation usually follow certain patterns. Therefore,
some behaviors in time can not be possible. For example, a person’s heart beats 70 times in a
minute, and that is the pattern one expects to see when monitoring a patient. Therefore, if we
observe a sporadic pattern of heart beat that does not follow the pattern we are used to, this
might raise a flag in the system. The model of how each observation value evolves in time
can be built by considering the spatial and temporal behavior of the monitored object using
the gathered data. It is worth mentioning that depending on the application of the health care
system, the model of acceptable behavior in time might change. For example, if the system
is monitoring a cardiovascular patient, then a sporadic heart beat might signal a heart attack
instead of a malicious attack. Therefore, the model for behavior in time is dependent on its

application.

Correlation model: Observations from different sensors are not completely independent of
one another. For example, heart rate and activity level of a person are highly correlated. We

need to model this correlation among various observed signals so that the system is capable of
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determining unacceptable correlations and triggering an alert if an anomaly is detected. These
types of models are the most effective to defend the network against the most skilled attacker.
H/she can modify the range in a way that models based on behaviors do not trigger any
alerts. This is a less probable that an attacker has the knowledge and the power to modify all
the sensor readings to maintain their correlations acceptable. The implementation challenge
here is to identify the interdependence among sensor readings. This requires support from

medical doctors that know how sensory observations correlate.

7.3.2 System Criticality Metric

WSN for health care applications can be categorized according to their criticality. This
does not depend on the network itself, but exclusively on how the network is used. For
example, the use of sensors to monitor leisure physical activities is less critical than the use
of sensor devices for heart rate monitoring of patients in a cardiovascular center. In the latter
case, threats to integrity and reliability of the system translate into serious consequences to

the patient’s health. If sensors are connected to actuators, the result can be quite harmful.

Some of the dimensions that must be considered are: threat to the life or health of a
person, loss of an individual’s reputation, financial hardship, number of people involved, and
the consequences of an action. The complete analysis of all the characteristics of the system

implementation will require a long time and a great deal of effort.

7.3.3 Relevance of Observations

Depending on the application at hand, the observations have high, moderate, or low rel-
evance to the outcomes of the system. This relevance is closely related to the sensitivity of
each observation. Sensitivity, in our context, is defined as the magnitude of the change to the

status of the system given the added observation.
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While criticality is a characteristic of the entire application, observation relevance is a

conditional characteristics, i.e. characteristic of each output given the particular application.

7.3.4 Robust Inference

The robust inference engine comprises the final component of an IDS. The task of this
engine is to make recommendations to the system administrator and actuators so that these
entities are capable of making proper decisions. Once the traffic anomalies are detected and
identified as malicious tampering or hardware malfunction, the robust inference engine uses

these results to provide suggestions to the system.

7.4 The Integrated System

In order to implement our described system, we need algorithms that are capable of track-
ing anomalies and intrusions based on streams of observations. Each possible scenario is a
complex processes that can be detected and tracked. The large volume of data collected by
WSN is a combination of informative data and background noise from the environment or
sensor hardware. Powerful correlation engines must be used to detect activities given noisy

observations.

In order to describe the correlation engines, we must first describe activities to be de-
tected through Hidden Discrete Event System Models (HDESM). HDESM are discrete event
dynamical system models whose underlying internal state space is not directly observable.
The distribution of an observation of a HDESM is typically given by a probability distribu-
tion conditioned on the hidden state of the system. Two computational problems arise in
this framework. The first problem is determining the most likely process-to-observation as-

sociation, called the Discrete Source Separation Problem. The second problem is concerned
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with determining the “best” assignment of events to process instances given a sequence of

observations and an HDESM process.

Our challenge is to find solutions to the above mentioned problems. These problems are
not solved by traditional information retrieval and database query approaches. In our system
design, we plan to use the Markov Chain Monte Carlo Data Association (MCMCDA) [5]
(mentioned in Chapter 5) method and the Process Query System (PQS) Engine [89]. PQS
is used to detect processes using the data observations. These powerful tracking techniques
compute rated hypothesis of consistent tracks given the observed data. These algorithms have

proven to be very successful and robust in many challenging applications [90]-[92], [131].

The MCMCDA methodology is an efficient real-time algorithm that solves the data as-
sociation problem and is capable of initiating and terminating a varying number of tracks.
MCMCDA is suitable for sensor networks since it operates with no or incomplete classifi-
cation information. Process Query System is a powerful software front-end to a database
or a real time sensing infrastructure, that allows users to define processes at a high level of
abstraction and submit process definition as queries. Missed detection and disambiguation
of multiple processes are handled within the PQS kernel. The system uses a library of hid-
den state sequence estimation algorithms, such as Viterbi-type algorithm for Hidden Markov

Models, and Kalman-type algorithms to evaluate state sequences.

The MCMCDA hypothesis generation is based on both current and past observations
whereas PQS is a Multiple Hypothesis Testing (MHT) type of tracker that uses recursive
filtering techniques to estimate the current state of each track as a function of the current
observation being assigned to it, and the previous estimate. As a consequence, MCMCDA
does not need to maintain multiple hypotheses, but it needs to reconsider all the observations
in order to compute a new hypothesis. PQS, on the other hand, updates the estimate of each
track much more efficiently. However, PQS needs to consider several possible associations

of observations to existing tracks which could lead to a potentially geometric growth of the
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hypotheses set. Given these differences, a future research direction is to compare the two

protocols in terms of their applicability to the health care systems.

7.5 Experiments: Data Modeling

In this section, we describe the initial steps taken toward developing models for health
care applications. The data we use in this section were collected (and provided to us) through
the experiments performed by researchers at UC Berkeley, Vanderbilt, Cornell, and UT Dallas

under ‘The TRUST Home Medical Sensing Testbed’ project.

In these experiments, patients’ movement data was collected using a number of bod-
ily sensors (tmote sky motes [132]) equipped with a custom sensor board developed at UC
Berkeley. The sensorboard is composed of a 3-axis accelerometer and two 2-axis gyroscopes
which together provide three orthogonal gyroscope measurements, shown in Figure 7.2.
These sensors have been used in conjunction with a secondary network of Stargate boards
to capture data from the worn devices over a larger area. In addition, these boards captured

images of the patients to aid in the system development.

Accelerometer

Figure 7.2. Motion sensorboard and tmote sky with sensing axis labeled courtesy of ‘The
TRUST Home Medical Sensing Testbed’ project.

The data we use in our modeling was collected by the following procedure. Five motes
were attached to the body of the patient: 1)Left Wrist, 2)Right Wrist, 3)Waist, 4)Left Ankle,

and 5)Right Ankle. The data was collected from the patients performing a number of activi-
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ties: left hand rising, right hand rising, both hands rising, left leg rising, right leg rising, both
legs rising, drinking water, sit to stand and stand to sit, walking, going up and downstairs,

and planting. An example of the parsed data is shown in Figure 7.3.

In order to model the correlation among the various parameters for each activity, we use
Auto-regression (AR) with a sliding window. AR is a procedure used in time series analysis
in which a multi-dimensional vector is transformed into a number of coefficients to make the
analysis much easier. AR is used to capture the evolution and interdependencies among time

series.

An AR model describes the evolution of a set of k variables measured over the same
sample period, i.e. t = 1,...,7, as a linear function of only their past evolution. The
variables are collected in a £ x 1 vector y;, which has as the ith element y; ;, where ¢t is the
time of observation of the variable y;. A p-th order AR, denoted AR(p), has the following

form:

Y =c+ Ay +Asypo + -+ Apyp—p + & (7.1)

where cis a k x 1 vector of constants (intercept), A; is a k X k matrix forevery i =1,...,p
and e; is a k x 1 vector of errors. Intuitively what this procedure does is to decompose a
complex signal into smaller signals that can be monitored easily over time. In this case, we
find the coefficients A; and use a sliding window? to monitor the changes in these coefficients
over time, i.e. we track Al If there is a sudden change in any of these coefficients over time,
then the monitoring program will raise a flag. Coefficients A; give the correlation among

different signals.

For our set of data p = 5. We used Matlab to find the autoregression coefficients for each
time step, and used a sliding window of size ¢ = 30. In order to track the behavior of the

Ay’s over time, we use the largest eigenvalue of the matrix*. Figure 7.4 shows the result of

3The sliding window moves one time step at a time.
41t should be noted that we can use other matrix norms as well.
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Figure 7.3. In this figure the patient was rising his right hand repetitively.

196




Autore

gression Coefficients

2 T T T T T
H<H ! ;.'“.m."m'.w-.-"'-.. .”... ©40,° 0000, 00, o0, o o', S eostens®™” i
'ee%%e® ®0e%00s0ger *° '-...... ol *anpestess®, o eappnyets” 0000000
0 ! ! ! ! ! ! ! ! ! !
0 20 40 60 80 100 120 140 160 180 200
1 T T T T T T T T T T
4—1<N 05 . .'. ..". “...“.‘ e s '““-. . . :..- - otee® .“. T |
0 ! ! ! ! ! ! ! ! ! .
0 20 40 60 80 100 120 140 160 180 200
1 T T T T T T T T T T
4_;<00 05k i
0 ! ! ! ! ! ! ! ! ! TR
0 20 40 60 80 100 120 140 160 180 200
1 T T T T T T T T T T
H{# o5k i
0 ! ! ! ! ! ! ! ! ! B
0 20 40 60 80 100 120 140 160 180 200
1 T T T T T T T T T T
- L0
< 0.5 B
0 ! ! ! ! ! ! ! ! ! I
0 20 40 60 80 100 120 140 160 180 200
Time (1)

Figure 7.4. Tracking the largest eigenvalue of the autoregression coefficients, A;, over time

using a sliding window of size 30.

tracking the largest eigenvalues of each autoregression coefficient. As can be seen from the

plots, the largest eigenvalues of each coefficient remains within a bounded value over time.

This can be used as the model of data correlation that we feed into the PQS module. If the

largest eigenvalue of the coefficient matrices spikes at a give time step, it could signal an

anomaly.

197




7.6 Discussion

WSN for health care systems transmit a large volume of data collected from several bodily
sensors. Given that the information regarding the health of an individual is highly sensitive
and critical, it must be kept private and secure. Consequently, it is important to equip the
system with mechanisms that would prevent unauthorized agents from acquiring or tampering

sensitive data that is transmitted over the network and stored in dedicated repositories.

In this chapter, we proposed security solutions that included developing intrusion detec-
tion and integrity monitoring systems by defining the relevant metrics and describing the
components of the system. Next, we described using a sliding window autoregressive pa-
rameter estimation to model the correlation among the data gathered from the bodily sensors.
The largest eigenvalues of the coefficient matrices can be used to detect anomalies. Finally,
we discussed MCMCDA and PQS algorithms, which are the two possibilities for developing
an Intrusion Detection System to track anomalies and intrusions (using the autoregressive

model).

This work is an ongoing research project. As part of the future work, MCMCDA and
PQS must be compared in terms of their speed of convergence and accuracy of the generated
hypotheses. This comparison will aid in determining which algorithm is a better fit for the
health care system application. In addition, there is a need to define a state space model
based on the real health care data, which is available to us from a test-bed, that can be used

by MCMCDA and PQS.
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Analytical Tools for Security
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Chapter 8

Game Theory

As it has become clear throughout this dissertation, sensor networks are vulnerable to
physical node compromise. This problem can not be resolved by solely using cryptographic
methods. Therefore, it is important to employ other methods that help determine compro-

mised nodes and avoid using them for performing distributed tasks in sensor networks'.

A reputation based data forwarding mechanism is one of the powerful non-cryptographic
methods. This method has been used in wireless ad-hoc networks, and as shown in Chapter
5 it can be used in sensor networks. It has to be noted that in our context reputation and trust
are used synonymously. Therefore, from this point on, we use the term trust to refer to how

much confidence a node has in another node to perform the required operations correctly.

A trust mechanism is defined by two essential components: a trust metric (value) and
a trust threshold [44], [134]-[137]. Trust metrics may be abstracted in a manner that can
be implemented on computers, making them of interest for the study and engineering of
distributed systems. A cutoff value called ’trust threshold’ is used by the nodes to decide
whether they will have future interactions with another node or not. This threshold is related

to the maximum number of times that a node can perform its task incorrectly before other

IThe contents of this chapter are based on [133].
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nodes consider it to be untrustworthy. For example, how many times a node does not forward

a data packet that is sent to it.

Analytical models to evaluate the performance of sensor networks have been scarce due to
the distributed and dynamic nature of such networks. Game theory is conceptually a powerful
tool that allows us to make predictions on how strategic players would behave, when all
strategies interact with each other to dictate the final outcome. Therefore, game theory offers
a suite of tools that may be used effectively in modeling the interaction among independent
nodes in a sensor network. In particular, the repeated game framework allows the modeling of
a game among independent nodes that over time. The repeated game framework has already
been used extensively in analyzing the power control and medium access control (MAC) in
wireless ad-hoc networks [138], [139]. However, this framework has not been adopted for
the analysis of trust systems in wireless sensor networks. In this chapter, we define a repeated
game that models the trust system in sensor network and solve the game to arrive at strategies

that can be used in a sensor network application.

The rest of the chapter is organized as follows. Section 8.1 gives the background on
trust systems used in wireless sensor networks. Section 8.2 describes the details of the trust
game, such as the game parameters and utility functions. Section 8.3 discusses how the game
evolves over time and various stages of the repeated game. Section ?? describes the process
of Bayesian learning by the players in the game. Section 8.5 gives proofs of our theorems

pertaining to the trust game in sensor networks.

8.1 Trust Systems in Wireless Sensor Networks

There have been a few trust mechanisms that have been proposed for use in wireless ad-
hoc and sensor networks, such as [44], [136]. In a trust system a node, called the trustor

node, observes the communication of a neighbor node, called the trustee node, after it has
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passed a data packet to the trustee node. It is conventional to assume that a node can overhear
communications of its neighbor nodes using the promiscuous mode of operation. In fact,
the promiscuous mode of operation is used in many in routing protocols that have been de-
veloped for wireless ad hoc and sensor networks, such as, Dynamic Source Routing (DSR)
protocol [140]%. The trustor node observes if the trustee node correctly relays the data packet
towards the final destination. If the data is correctly forwarded, then the interaction between
the node and its neighbor is considered to be successful, otherwise it is considered unsuc-

cessful.

8.2 General Trust Game in Sensor Networks

In order to model the interactions between a network of trustor nodes and a trustee
node, we adopt the framework of the Iterated Heterogenous Trust Game (IHTG) proposed
by Buskens in [141]. Buskens uses IHTG to model human interactions in social networks.
The analysis in [141] can be carried over to the realm of sensor networks. However, fun-
damental changes have to be made to the IHTG to model the concepts of trust systems for
sensor networks. For example, we need to include information asymmetries and Bayesian-
learning into the IHTG framework. In the following sections we present our extended IHTG

model, suitable for sensor networks, along with the solution concepts pertinent to this game.

8.2.1 General Games

The essential elements defining any game are: 1)a set of players, 2)the set of actions
for each player, 3)a utility function defined over the product set of all the action sets of all
players, 4) the information known by any player prior to choosing an action, and 5) the set of

rules for playing the game. It is also important to define the duration of the game, meaning if

2These observations could be done at the data packet level or at the message level, but we do not make any
distinction between these two cases in our analysis.
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the game is a one shot, a finitely repeated, or an infinitely repeated game. In order to be able
to make any statement regarding the game, we need to have a valid solution concept. Valid
solution concepts for the game are equilibria, or system fixed points, in which the system is
in a state of balance between opposing forces or actions. In most cases, the solution concepts
are equilibria that define the best response strategies for every player in the game. In other
words, equilibria are strategies such that no player receives a higher utility by unilaterally

deviating and using another strategy [142].

8.2.2 Trust Game Overview

In this section, we are going to describe the repeated game model that we use in our trust
game. This game is described by I'(Fg, 7, w,d,B). The repeated game is composed of a
single stage game, called . The game is shown pictorially in Figure 8.1. The figure shows

the game in both the extensive and normal forms.

In order to proceed with modeling the game, we make a set of assumptions that are

outlined below:

We examine a subnetwork of the complete sensor network

e This subnetwork is composed of n trustor sensor nodes and one trustee sensor node.

e The n trustor sensor nodes form a network and establish trust relationships among

themselves prior to the start of the game.

e The set of trustor nodes do not have an assessment of the trustworthiness of the trustee

node at the start of the game.

e The trustor nodes forward data packets to the trustee and observe whether or not the

trustee forwards the packet correctly.

e The trustor nodes always have a packet to forward.
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Figure 8.1. One Stage of the Trust Game vr; R; > F;, 7 = 1 for the trustor and : = 2 for the
trustee, P, > S, © € (0, 1]

e The stage game ~ is played repeatedly between one of the n trustor nodes and the

trustee node to form the the repeated game I'. Each stage game represents the opportu-

nity of a trustor sensor node to pass a data packet to the trustee.

The set of actions for each player in the stage game +y is shown in Figure 8.1. The action
set of the trustor node consists of C; and Dy, where C'; corresponds to the trustor node for-
warding a packet to the trustee node, and D; corresponds to the trustor node not forwarding
the packet. The action set of the trustee node includes two options, Cy and D,. Cy corre-
sponds to forwarding the packet passed by the trustor node correctly, and D5 corresponds to

not forwarding the data packet correctly.

8.2.3 Game Parameters

We denote parameters associated with the i trustor node with the index i1 and param-
eters associated with the trustee node with the index 2. We use the index 7 to represent the
index of the current stage game in [ starting from stage game 0. This can also be thought of
as a time index in the game. We use the index ¢ to represent the number of observations made

by a trustor node of the trustee node’s actions over time. We use i1t to denote the *" trustor
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node’s value for £. With these notations, the parameters of the repeated game I' are defined

as follows:

e [y is the cumulative distribution function (CDF) of the random variable O, i.e.
Fo(z) = Pr(0 < x). Fg has full support on (0, 1]. Probability density function (PDF)
of the random variable © is uniform on (0, 1]. The meaning of © will be explained

when we discuss the utilities and payoffs of the game.

e We denote the relative importance of each of the n trustor nodes in the sensor network
by m = {m1, s, ..., Tn }°. T increases the probability that more important trustor nodes

in the network will play v with the trustee node.

e (0 < ¢; < 1is the dropout rate of sensor ¢. This rate is dependent on the rate of energy
dissipation for the sensor. ¢; is the probability that trustor node ¢ stops interacting with
the trustee node in the current stage of the repeated game. However, this does not mean

that the trustor ¢ is not going to interact with the trustee again at some time in the future.

e w is the discount factor, with 0 < w < 1, which is the time-based utility payoff prefer-

ences of the n trustor nodes and the trustee node.

e A represents an (n X n) matrix of the probabilities of the information recall (history)
given that trustor node ¢ tries to communicate this history of the game to trustor node
J. The entry a;; of the matrix represents this probability and has the property that

OSCLZ'J‘ S 1.

As noted earlier, the trusters in our game are sensor nodes. A convenient way to represent
this network of trustor sensor nodes is to use a graph G = (V; E') where V is the set of
vertices (trustor sensor nodes) and F' the set of edges (communication links among sensors).
Note that we have assumed a connected graph with bi-directional links, i.e. there exists an

edge in F between vertices (sensor nodes) ¢ and j only if they can communicate with each

3We must have that Y- m; = 1.
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other directly. Therefore the adjacency matrix of this graph, denoted by M, is symmetric,
meaning:

1 if(t,7) e FE
0 otherwise

The assumption of bi-directional links might not hold true in a real wireless network. How-

ever, we use this to simplify the analysis of the game.

We define a second matrix B which is defined as the Hadamard product between the
adjacency matrix, M, and the matrix of probabilities of information recall between each pair
of these sensor nodes, A:

bij = (A eM);; = a;;m;; (8.2)

B will be used to define typical game play and what occurs between successive stages of the

game 7.

8.2.4 Utility Functions and Payoffs

In this section, we define the utility and payoff functions of both players, which are the
network of trusters and the trustee. Let u;; represent the utility for trustor node ¢ an us
represent the utility for the trustee node. In each stage game, v indexed by 7, we have
uin (C1,Ca) = Ry, uin(Ch, Do) = Si, uin (D, C) = Pi, uin(Dy, D2) = Py, up(Ch,Cy) =
Ry, us(Ch, Dy) = Ry + 0, us(D1,Cy) = P, us(Dq,Dy) = P». This can be seen from
Figure 8.1. Without loss of generality, we can assume that all of these utilities are bounded
in[—1,1], Ry > Pi, Ry > P, and P, > S;. These assumptions are can be justified through

the following observations,

e Ry > P since the trustor node associates a higher utility with a successful packet

delivery, as opposed to no delivery at all.

e Ry > P, since we assume that the trustee node wants to ingratiate itself with the
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network of trustor nodes. Therefore, the trustee values receiving a data packet from a

trustor node more than not receiving a data packet at all.

e P, > 5, since the trustor node associates a higher utility with not forwarding a packet
than forwarding a packet and then having the trustee node not forward the packet on-

wards correctly.

The random variable © in this game represents the value of a data packet for a stage v of
I'. It is assumed that the sensor nodes can correctly assess the value of the data packets they
forward to the trustee. Therefore, a realization 6 of © during each stage of the game, 7, is
interpreted as the added incentive for the trustee node to fault on forwarding a data packet
correctly. The value of 6 can vary throughout the game from data packet to data packet. There
is a probability density function associated with ©, which is assumed to have a full support

on the interval (0, 1]. To simplify our analysis we assume © is uniform on (0, 1].

During each single stage game -y, only one trustor and the trustee play against each other.
If a trustor is not involved in a transaction at a given time, it receives a payoff of 0. Payoffs are
discounted exponentially with the discount factor w, where 0 < w < 1, for the trustee node
and all of the trustor nodes. In the repeated game, I', each player tries to maximize its own
utility; meaning, the trustor nodes try to maximize u;; = Zio w™u;1- and the trustee node
tries to maximize uy = Yy - w’us,. The exponential discounting indicates that a higher

value is placed on the current payoffs as opposed to the future payoffs.

8.3 Evolution of the Game

As noted earlier in the chapter, the repeated game I' is an infinitely repeated game con-
sisting of an infinite number of single stage games ~y. The trustor nodes sequentially play ~
with the trustee node. The trustor nodes play the single stage games v with the trustee node

until they drop out of the game at a rate ¢;, defined previously.
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8.3.1 Threshold Dependent Actions

In any stage game, v, a realization 6 of the random variable O is generated. As noted
earlier, # models the added incentive that the trustee node will fault on forwarding a data
packet that could be passed to it by a trustor in that stage. Let us assume that the trustee node
has a set threshold value ¥;5. It should be noted that the trustee sets a value for ¥;5 € [0, 1]
for its use in playing a game with trustor node :. This value is not changed throughout the
game. The value of ¥, in this game, is similarto the concept of a type of player as found
in [142]. In any subgame of -, where a packet is passed to the trustee node by the trustor
node 7, a value of the realization 6 that falls above this threshold causes the trustee node to
play the action of incorrectly forwarding the trustor’s packet. On the contrary, the values of #

below this threshold result in the trustee node forwarding the data packet correctly.

Each trustor node, 7 € n, uses a trust threshold ¥;1; to determine whether or not to forward
a packet to the trustee node. It should be noted that we use the notation 71t to represent an
index which keeps track of the number of times a particular trustor node 7 has forwarded a
data packet to the trustee node. If the realization of © in the stage game falls below this trust
threshold, the trustor node ¢ forwards the data packet to the trustee node. On the other hand,
if realization 6 is larger than v;;, the trustor node ¢ will not forward the data packet to the

trustee node.

8.3.2 Stage Game Transitions

After a single stage of the game is over, there is a possible transfer of the game from the
trustor node that just played in v to another of the n trustor nodes. This transfer of control
probability is governed by the probability of a trustor dropping out of the game, §; and the
relative importance of the trustor nodes ;. In the next round of the game, the chosen trustor

node plays a stage of the trust game with the trustee node. In the context of sensor networks,
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this means that the trustor node has the opportunity to pass a data packet to the trustee node

in a given round of the repeated game I'.

The game transition from trustor node : to trustor node j happens with a certain probabil-

ity that is given by the transfer matrix II, as defined below:

1— 51 + 517’(’1 5171'2

527T1

5n7Tl

OnTn1 1—20,+ 0,7

51 Tn

5n—17rn

(8.3)

The rows of this matrix indicate the current trustor node playing v and the columns indicate

the player chosen to play the next round ~.

Due to the recall limitations of the trustor nodes, the probability with which a trustor

node ¢ will actually pass history information to another trustor node j (when it drops out of

the current game ) is given by the transition matrix T:

1— 51 + (5171'1 517T2512

dam1bay

57177-1 bnl

5n7rn— 1 bn,n—l

51 71—nbln

5n—lﬂ-nbn—l,n

1 -0, + 6pmn

(8.4)

Each entry ¢;; is the probability that the former iteration of the game, ~, was played with

trustor node ¢ and that the game iteration proceeds with trustor node j and the trustee at the

next stage. When this handoff happens, the past history of the game that trustor node ¢ has is

passed from trustor node ¢ to trustor node j. The matrix T is not a stochastic transition matrix

since the transitions in which information is not communicated between two consecutive

trustor nodes are not included in T.
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8.3.3 Information Recall

In T', the trustee is assumed to have perfect memory and perfect recall. The trustor nodes,
however, have perfect memory in the game but they do not necessarily have perfect recall
during transitions between the trustor nodes, which could occur when one trustor node drops
out of the game and another trustor node transitions into play. We assume that only at the
moment that one trustor drops out and another trustor enters the game, can myopic history
information of the game be communicated between the old and the new trustor nodes and that
all of the information is accurate. In this game, we consider the communicated myopic history
information to include only the history of played actions in the game by the trustee. However,
any information statistics that are calculated by any trustor node (e.g. learned or estimated
probabilities of successful forwarding of data packets by a trustee) is not considered a part
of the game history that is communicated during trustor node transitions. Such statistics,
which are calculated locally by each trustor node, remain in the memory of the trustor nodes
throughout the game. This is essential, since the trustee node is assumed to use different
thresholds ¥;, against different trustor nodes . As we will see later, when a trustor node ties
to estimate the value for 1J;, being used by the trustee when it plays ~ with the trustee, history

of the trustee’s defection against another trustor is not important.

8.3.4 Information Learning

We define the two different models for the additional information that the trustor nodes
and the trustee node use during the play of the game. First is the symmetric case, in which
both the trustee and the trustor node know the same information. The second scenario is
the asymmetric case, in which the trustee node has more information that the trustor nodes.
The first case helps develop a set of best-response strategies against trustee node that is just
as powerful (in terms of information known) as the trustor nodes. The second case, on the

other hand, forms the basis for examining a powerful opponent model, such as those devel-
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oped when designing security mechanisms for sensor networks [8]. It is worth noting that
we assume that the adversary has different behaviors when playing against different trustor
nodes. This assumption allows us to model a more powerful adversary; one that can change

its behavior depending on the trustor node which it is playing against in the network.
The information held by each player of the game can be broken down into two categories:

Symmetric Information: In the symmetric information case, we assume that both the value
of 6 in each stage game v and the overall distribution of © (the added incentive) is known by
the trustor nodes. The trustor nodes know the values of the thresholds v;5 Vi of the trustee
node, and the trustee node can determine the threshold ;;; V¢ of the trustor nodes. For this
scenario, we will see that the solution does not depend on the learning process (or trust value

calculation) used by the sensor nodes.

Asymmetric Information: In the asymmetric scenario, the trustee and trustor do not have
the same amount of information. The intention is to model the situation in which the trustee
node playing against the network of sensors, which trust each other, has more information
than the network. Even though the trustee has more information than the trustor node, both
players know the distribution of © and can observe the realization of . However, the trustor
nodes do not know the thresholds ;5 Vi of the trustee node. On the other hand, the trustee
node can determine the threshold vJ;;; V7 of the trustor nodes. Therefore, the trustor nodes
need a learning process to estimate the probability of cooperation by the trustee. Later on in

the chapter we explain how this is the same as learning 1,5 for each of the trustor nodes.

8.4 Learning in The Game

As mentioned earlier, the random variable O is uniformly distributed in the interval (0, 1].
We can model the actions of the trustee node in a stage game  can be modeled as Bernoulli

trials. Let p represent the fixed probability that the trustee node forwards the received packet
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correctly when it plays with a trustor node 7, so 1 — p is the probability that the trustee node
forwards the received packet incorrectly. Note that by the assumptions and definitions we

have 192‘2 =Pp.

Every trustor node, using a trust system, tries to estimate the value of p using Bayesian
parameter estimation [102] when it plays against the trustee node. This is very similar to the
reputation system described in Chapter 5. The fact that the posterior probability of binary
events is most accurately represented by the Beta distribution, has been derived in [102] and
discussed in Chapter 5. To estimate p, each trustor node uses Beta(x;1¢, ¥i1¢), which has two
parameters x;1; and y;;;. The parameter x;;; represents the total number of trustor node
observations of successful packet forwarding by the trustee node at time ¢. The parameter
yi1¢ represents the total number of observations of unsuccessful events. Estimating p by the
trustor node ¢ leads to the estimation of the trustee’s thresholds ;5 since ¥;5 = p. Some of

the properties of the Beta distribution that we use are listed below:

f(p) f(pla ) Beta(a ﬁ) ] uz 11((11 u))BB 11du
(

f(p) = Fple, B) = fatdhpe=' (1 — p)°~!

[(s) = (s = 1)! s
Pl )= S et 1 -t

E(p) = 345

Var(p) = Wgw“)

The above equations represent the probability density function, the cumulative distribu-

tive function, the expected value, and the variance of the Beta distribution witha = 1, 3 = 1.

Using the 8.5, we calculate the probability of a successful event when trustor z plays with
the trustee after having ¢ total observation. Having this probability distribution can give some

useful information such as the point estimate of parameter p.
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We know,

f(@ir@sy =z + 1p) = p

pzi1t+a—1(1fp)yi1t+ﬁ—1

f®lzine, yine, o, B) = T T (1w ATy (8.6)

= Beta(rat + o, yiar + B)

This results in,

Pr(ziigs1) = e + Lz, i, o, f) = fol [(@ie1y) = wae + 1p) f(pl2ire, yire, o, B)dp =

L .
f() pBeta(xm + o, Y + 6)dp = %

— Tilt — Tilt
Ti1t—>00.Yilt =>00 ™ gy tyiny t

Pr(zaus1) = i + Uz, v, o, B)
(8.7)

Note that as the number of samples or observations, ¢, goes to oo, the prior o and (3 become
less influential in predicting the probability of successful interaction. It is well-known that
this method of Bayesian prediction for the probability of success of the next observation
converges to the maximum likelihood estimate (point estimate) when the prior is uniform,

ie.a=1,0=1.

For our scenario, we use the mean of the posterior of Beta distribution to calculate a point

estimate, p;y;, of the parameter p:

Tix + o muta rpt+ 1
Ty + Y +a+ B ilt+a+ t+2

piu =E(p) = (8.8)

This is the Bayesian estimator that the trustor node 7 uses to determine an estimate of p = ;5.
Therefore, all the information that is needed to find the estimate, such as, the number of direct
observations of the trustee which trustor node 7, have to be kept in the memory of the trustor
node. However, this information does not introduce a great amount of computational and
memory overhead since all the trustor needs is the sufficient statistics, i.e. the number of
successful and unsuccessful interactions with the trustee. The estimator described above is

also consistent, and the proof can be bound in [143].
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8.5 Solution of The Game

When analyzing the repeated game I', we are interested in finding the trigger strategies
for the game. A trigger strategy is one in which a player cooperates as long as the opponent is
cooperating. However, as soon as the opponent defects, the player becomes non-cooperative.
Trigger strategies come in many forms, such as, the famous Tit for Tat [144]. In our trust
game, we analyze grim triggers in which a trigger occurs after one defection by the opponent.
With the trigger strategy, once the trustee does not cooperate, i.e. does not forward the data
packet correctly, the trustor node stops playing with the trustee node in the current stage
of the game. In the remaining stages of the game I', the sequence of trustor nodes playing
v against the trustee node will not trust the trustee node as long as the history information
(including the defection of the trustee node) is passed on to the next trustor node as the game
continues. It has to be noted that due to the information recall assumptions (information
transition probability), it is possible that the history information of the game is not passed to
the next trustor playing the game. This will cause the trustor node that enters the game to
pass a data packet to the trustee node as long as 6 < 1;1;. There are two scenarios in which
a trustor node 7 entering the stage game will not forward a data packet to the trustee in the

single stage game 7,

1. If the information history of the game (passed to the trustor node) indicates that the

trustee has defected.

2. If the value of 6 < 19,1, for the current trustor (the incentive of the trustee to defect is

lower than the trustor’s threshold).

Therefore, our goal is to define the trigger strategies of I' in the best way possible so that the

trustor nodes can set the value of 1;;; in a way to foster cooperation as the game transitions.
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8.5.1 Main Theorems

In this section, we prove prove theorems for the symmetric and asymmetric information
cases for the game I'(Fp,w, d, 7, B). As will become evident, the proofs for the symmetric
information scenario are stronger than those for the asymmetric information scenario due to
the the learning process. Our proofs use the weak convergence properties of the estimator we
defined in the previous section. It should be noted that the proofs for the theorems presented
in this section use similar approaches the the work done by Buskens in the area of social
networks [141]. Now we proceed with the theorems for our trust game played by the nodes

in a sensor network.

Theorem 1. If a vector of trigger strategies is a subgame-perfect equilibrium in

['(Fo,w, 0,7, B), ;1 = U2 Vi and V't for the symmetric information game.

Proof. In T, a trustor node ¢ will forward a data packet to the trustee (play C) if < ¢y,

and the trustee node will only forward the packet onward correctly (play C5) if 6 < ¥;5.

(a) First we assume 1;1; < v;» for at least one trustor node i. Then, trustor node ¢ does

not maximize its payoff because:

e U,y > 0 > v;1; occurs with positive probability since the distribution of # has full

support on (0,1].

e The region v;» > 6 > 1,1, will be a region where trustor node 7 plays Dy, but the trustee
node is willing to play C5. Using Figure 8.1, and that R, > P, we see that these set
of strategies correspond to a suboptimal payoffs for the trustor node. Therefore, trustor

node ¢ has an incentive to increase its threshold value J;;.

e For any other region besides ;5 > 6 > 1,14, the trustor optimizes its payoff with the

thresholds ¥;1;.
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(b) Now assume ;;; > 15 for at least one trustor node 7. Then, trustor node 7 does not

maximize its payoff because:

e ¥, < 6 < 9;1; occurs with positive probability since the distribution of 6 has full

support on (0,1].

e The region ¥;, < 6 < ¥J;; will be a region where trustor node ¢ plays D;, but the
trustee node is willing to play Cs. Using Figure 8.1, and the fact that S; < R;, we
see that these set of strategies correspond to a suboptimal payoffs for the trustor node.

Therefore, the trustor node ¢ has an incentive to increase its threshold value ;,.

e For any other region besides ;5 < 6 < 1,14, the trustor optimizes its payoff with the

thresholds ¥;1;.

From (a) and (b) we see that having ;5 = 1,1, is the optimal strategy for both the trustor
node ¢ and the trustee. This holds for all trustor nodes 7 and for all stages ¢ of playing the

game [". O]

In the symmetric information game, the thresholds ¥;;; and ;5 of the trustor and trustee
are equal, since both players know each other’s threshold choices prior to playing the repeated

game [".

Theorem 2. The trust game of I'(Fo,w,d, w,B) has the following property: At least one
subgame-perfect equilibrium exists for the trigger strategies, ¥;1; = Vo = 0 Vi and Vt in

both the symmetric and asymmetric information cases.

Proof. In a one shot game, the optimal strategy for the trustor nodes is not to trust the trustee,
and for the trustee is to defect if trust is placed. Using the idea of backward induction [142],
the one shot sub-game perfect Nash equilibrium also constitutes an equilibrium of the set of
repeated game equilibria. This proves the statement, ¥;1; = ¥;2 = ¥J; = 0 for all trustor nodes
i. ]
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Theorem 2 states that there is a trivial equilibrium in the repeated game I' in which all
trustor nodes always play D; (not placing trust) and the trustee node plays D, (defect) in

every single stage v of the game.

Before proceeding with the next lemma, we need to define the following matrix which

simplifies the proofs:

T II-T
> = (8.9)
0 II

This block matrix represents the probability of various events happening when the game
transitions from one trustor node to another trustor node in the game. Intuitively, each block

of the matrix X has the following meaning,

e 3;;: represents the probability that play of the game transitions from a trustor node
that has the myopic history of the trustee’s defect in the past to a new trustor node and

that this information is passed along to the next trustor node.

e 3i;5: represents the probability that play of the game goes from a trustor node that has
the myopic history of the trustee’s defect in the past to a new trustor node and that this

information is not passed along to the next trustor node.

e 3l,;: this probability is zero since play of the game never goes from a trustor node that
has myopic history of the trustee’s defect in the past to a new trustor node and that the

new trustor node receives myopic history about the trustee’s defect in the past.

e 3.,55: represents the probability that play of the game goes from a trustor node that does
not have myopic history of the trustee’s defect in the past to a new trustor node and that

this information is passed along to the next trustor node.

Now we are ready to state our next lemma.
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Lemma 3. The infinite sum of an exponentially time discounted square matrix A, with entries
la; ;| < 1, eigenvalues 0 < |\;| < 1, and discount factor w € (0, 1), starting from 7 = 1 is

(I — wA)™' — L To be concrete:

00 0o 00
E wTA’T' _ E wT+1AT+1 — U)A E TTAT
T=1 7=0 7=0

Proof. Let wA be any square matrix. The sequence {S,, },,>0 defined by Sy = I, S; = I+ wA,
and with S,, = I+ wA + ... + (wA)" for n > 2 is the geometric series generated by wA. The

series converges if the sequence {S,, },,>¢ converges:

[e.e]

> (wA)" = lim 8,
n—oo
n=0
We first note that the eigenvalues of wA are less than one since [A\;| < 1 and w € (0,1).
From the properties of matrices, the geometric series converges if and only if |)\;] < 1 for
each eigenvalue of A. This condition holds true for this matrix of interest to us. Therefore,

lim,, ., wA™ = 0. We also have I — wA is invertible since it is square and 0 < |\;| holds for

A.Next, S, =>"_(wA)" and Soo = > 77 ((wA)" = (I — wA)™* O

Next theorem is concerned with subgame-perfect equilibrium of the trust game.

Theorem 4. In the symmetric information game, defined by I'(Fo,w, d, w,B) and the tran-
sition matrix T, the vector of threshold trigger strategies ¥, = U;14, is a subgame-perfect
equilibrium if and only if ;5 = Vi1, < (Ry — Py)e;(I — wT)™' —I)Fo(V2) Vi and Vt in the

case of having. e; is the i'" unit vector of length n and I is an identity matrix of size n.

Proof. This proof of this theorem follows directly from a similar statement in [141]. Given
the parameters of our game are minor alterations to the parameters of [141], we refer the

interested reader to see the details of the proof in Buskens. L
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Lemma 5. For any € and for a large enough number of observations t by the trustor node 1,

Tiltto _ Tyt

TnittatB — it s such that Ipite — Vio| < €in

the value of p = U9, pit = E(p) =

probability or in expectation.

Proof. As mentioned in the previous section, the estimator p;1; is a consistent estimator for
the parameter p = ;5 of the Bernoulli distribution [143]). Therefore, for any ¢, we have
limy o Pr(|pi:—Ui2| < €) = 1; resulting in, p;; Pr p. This analysis shows that for the large
enough number of observations ¢ by the trustor node and a given €, we have Pr(|pj; — ;0] <

€) = 1. O

Theorem 6. In the asymmetric information trust game defined by I'(Fg,w, 0, 7, B), transi-
tion matrix T, and large number of observations t, the vector of threshold trigger strate-
gies is a subgame-perfect equilibrium if and only if ¥y ~ Uy, < e,((I — wT)™! —
I)(RoFo(Vi2)Fo(V,n,) — Po(Fo(Vi)Fo(¥,n,) + €1)) Vi. Again, e; is the it unit vector

of length n and I is an n X n identity matrix.

Proof. The PDF of the random variable © (added incentive of the trustee node to defect) is
given by fe(#), which has a full support on (0, 1] with © having no probability of taking on
the value 0 (by our assumptions). Therefore, the domain and range of this function is the
interval [0, 1]. This all implies that fe(6) takes its maximum value, fo(6)mqe in the interval
0, 1] by the extreme value theorem.

1

Let us choose ¢ << _
‘f(—)(e)maw (RQ+9+E(U2;D2|yt+1:yt+1))|

and suppose that ¢ (the number of
observations by a trustor node) is chosen such that |p;;; — ¥;2| < € holds Vi € n. We can see

that these choices of € and ¢ are possible due to lemma 5.

To proceed with the proof, we need to define the following constants, kK = fg (é)mwe and

€1 = f@(é)max(RZ + 0 + E(ug; Doy = ye + 1) )e.

The principle of optimality, discussed in [141] and [138], can be used to analyze repeated

games. This principle states that an optimal equilibrium path in a repeated game is one in
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which a one step deviation at any decision point of the game does not increase the long term
payoff for a player making that decision [145]. We will use the principle of optimality to
compare two cases: 1)the trustee node defects (does not forward the data packet) in a one
stage of the repeated game I, and as a result, could potentially be punished by the network
of trustor nodes, 2) the trustee node chooses to cooperate (correctly forward the data packet)

when the trustor node playing in that stage of the game forwards a data packet to the trustee.

To simplify notation, we define p which is a vector with entries p; =
(Ro(Fo(Ui2)Fo(pit)) + Po(1 — Fo(Us2)Fo(piit) — k) + €1). This quantity is the ex-
pected utility derived in a single stage game ~y of I' for the trustee. From the defini-
tion of the game, the payoff to the trustee node when the strategy profile (C;,C5) is
played is Ry. This event occurs with probability Fg(¥;2,pi1¢). This quantity is equal to
Pr(0 < 95V 0 < piy) = Pr(0 < U x Pr(0 < pay) = Fo(Vin)Fe(pi:) since the
two events are independent. When the strategy profile (C', D) is played, the payoff to
the trustee node is Rs + 6 + E(ug; Do|y;11 = y: + 1). The probability of this event is
Pr(¥; < 0 < pi) = Fo(¥a) — Fo(pi1:) The payoff to the trustee node when the strategy
profile (Dy,C5) or (Dq, D) is played is P,. The probability of this event happening is
1 — Fo(VinFo(pit)) — (Fo(Us2) — Fo(pii)). Using lemma 5, we can simplify the following

expression: (Fo (Vi) — Fo(pis) to [1* fo()dr < fo(0)maz|pie — Pia] < k.

The expected payoff for the trustee node p can be easily computed using the defined
probabilities and payoffs for the corresponding events. Next we need to compare the ex-
pected utility for the trustee node playing D at a single decision point, i.e. E(ug; Dy), with
the expected utility for the trustee node playing Cy, E(us; Cy) following a similar approach

as [141].

Playing strategy profile C', C5:
E(ug; Cy) = Ry + e,((I — wII)™' — I)u. After the strategy profile (C1, Cy) is played in the

current stage, the payoff to the trustee node is R,. The expected payoff of the trustee node
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for this scenario is,

E(u;;Co) = Ro+ >0 welll™p =
( 2) 2+ H (8.10)
Ry + ¢(I—wI)™ — Dy
Playing strategy profile C', D5:
E(ug; Do) = Ry + 0 + (I — wT) ™ = )Pl + (I — wII)™t — (I — wT) )p.
After the strategy profile (C'y, D>) is played in the current stage, the payoff to the trustee node

is Ry + 6. First, we need to find the following matrix:

-1

I-wlT —w(II-T)
I-wX) = (8.11)
0 I— wIl

Using the standard 2 X 2 matrix inversion equation, we get:

I—-wT)™ I—wID) ' —(I—wT)!
I—-wx) ! = ( = ) ( ) (8.12)
0 (I—wII)™!
If the trustee node defects in the current round, the trustor node will learn about this

defection. The block matrix (I —wX)~! will then be used to calculate the expected utility for

the trustee node in this setting. The expected utility becomes:

E(UQ,DQ) = RQ + 9 + Z:ozl WT[GQ Ol]ET[PZI ,u]/ =

Ry +6 LI —-wE) - D[P I —

20+ ¢ 0)((I—wn) ' —D[R1 g 13
Ry + 0+ ¢j(I—wT)™ =Pyl +€}(I— wID) ™ — (1 —wT) ) =

Ry + 0+ ¢(I - wT) ™ — D[Pl — ] + €}(1 - IT) ! — D

Now we examine the situations in which the trustee node has no incentive to have a one
step deviation from the equilibrium path of cooperation with the trustor nodes in the game
after at least ¢ observations of every trustor node. This is exactly what we need for the
principle of optimality: to compare the expected utility of the trustee node from defection in

one stage of the game with the expected utility of cooperation in all stages of the game. Using
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Equations 8.10 and 8.13, we derive the conditions for the cooperation to be more profitable

than defection in one step, meaning E(u;; Dy) < E(u;; Cy) has to hold:
Vi = (I —wT)™" —=T)[u— P1] > 0 (8.14)
Simplifying the above inequality leads to:

Dy = (1 — wT)~! — 1)

X (Ra(Fo (Vi) Fo(pit)) — Po(Fo (Vi) Fo(pit) + k) +€1) > 6

(8.15)

]

Note: the parameters x and €; can be made arbitrarily small for ¢ (number of observations

for a trustor node) large enough.

8.5.2 Thresholds in the Continuum Limit

Here we are interested in finding the continuum limit of the thresholds in Equation 8.15.
In order to proceed with our calculations, we have to make some simplifying assumptions,
the most important of which is that the network of sensor trustor nodes is homogenous. In

addition, we assume:

e The drop out rate J; is the same for every trustor node, i.e. §; = ¢ for Vi.

[y

e All trustor nodes have the same relative importance, meaning, 7; = =

e The probability of one trustor node transmitting history information to another trustor

is the same for all trustor nodes, i.e. b; ; = b.
With these set of simplifying assumptions, we can now state our main result concerning
the continuum limit of the trust threshold.

Theorem 7. The continuum threshold limit, i.e. as n — oo, for all trustor nodes in the

homogenous network, with 6; = 0, m; = % and b; j = b, is:
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e a) Symmetric information case:

w — wd + bwd
1 — (w—wd + bwd)

e b) Asymmetric information case.:

w — wd + bwd
1 — (w—wd + bwd)

Proof. Using the homogeneity assumptions,

Y (M=wT) ™t = 1)

_ d—o
T d2+(n—2)od—(n—1)0% 1

where,

—wia
n

0=

dzl—w+w5—%‘s

where o represents off-diagonal entries of the matrix ((I — wT)™*

diagonal entries of the matrix.

Taking the limit as n — oo of Equation 8.16, we get:

Yo (IT=wT)™! = 1)y

_ 1—w+wd -1
T (1—wHwd)2—bwd(1—w+wd)

_ w—wd+bwd
T 1—(w—wd+bwd)

(Ry — Py)Fo(V;2),

Ry(Fo(Vi2) Fo(pire)) — Po(Fo (Vi) Fo(pine) + k) + €1)

(8.16)

—I);; and d represents the

(8.17)

The threshold for the symmetric information scenario was previously derived, but we write it

out here for convenience:

Vio = Uiy < (Ry — Py)e;(1— wT) ™' — 1) Fo(Vs2) (8.18)

And the threshold for the asymmetric information scenario is (for ¢ large enough):

’191'115 = 6;((1 — wT)_l — I)

(8.19)

X (Ro(Fo(Vi2)Fo(pint)) — Po(Fo(Vi2)Fo(pin) + k) +€1) > 6
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Combining the results of 8.18 with 8.17, we arrive at the following expression for the sym-

metric information scenario:

w — wd + bwd
=9, <
Vi = Y < 1 — (w—wd + bwd)

(Ry — P2)Fg(Vi2) (8.20)

Similarly, combining Equations 8.19 and 8.17, gives us the following threshold expres-

sion for the asymmetric information scenario:

w — wo + bwd - -
Vi < 1= (@ — wd + bwd) (Ro(Fo(Vi2) Fo(pite)) — Po(Fo(Vi2) Fo(pit) + k) + €1)(8.21)

It should be note that the above thresholds hold true as n — oo. ]

8.6 Discussion

In this chapter, we used game theoretic concepts of trust systems to analyze the the prob-
lem of routing in sensor networks. We mapped the Iterated Heterogenous Trust Game (IHTG)
from [141] to an appropriate game for sensor networks. We defined solutions to the game
through the use of the trigger strategy concepts. In order to prove our results, we made some
simplifying assumptions; however, the general solution of the game illustrates how nodes in
a sensor network can set optimal trust thresholds by using Bayesian inference and parameter
estimation. This optimal threshold helps determine the players’s chances of cooperation in
the routing process, and in effect, making intelligent decisions regarding forwarding the data

packets to the opponent (or trustee).
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Chapter 9

Conclusions and Future Directions

We begin this chapter with a high level summary of the major themes and contributions
of this dissertation. However, there remains a great deal of questions for future research.
In the second section of this chapter, we describe some of the possible directions for future

research.

9.1 Summary and Contributions

Sensor networks have found their way into many critical applications, such as health
care, surveillance, and process control systems. Therefore, it is important that security issues
pertaining to these networks be analyzed. In this dissertation we explored four related themes

with respect to sensor networks security:

e We developed a taxonomy of security attacks and existing countermeasures for sensor
networks. Although this taxonomy serves as a reference for security attacks, it points
out a lack of a holistic view of the overall security requirements and threat models
in sensor networks. Without these notions we cannot evaluate the tradeoffs between

resource constraints and security. We also explored the development of methodologies
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for evaluation and design of secure sensor network security by defining: (a) security
properties and security metrics to help us understand the value of each security solution,
(b) a realistic threat model to understand the practical nature of the adversary model
in sensor networks, (c) a security design space to identify best practices for the design
and configuration of secure sensor networks. This framework can be used to formally
define and analyze security attacks and the effectiveness of solutions for each attack
and to identify the path of least resistance for an attacker. By knowing the path of least
resistance, the network designer can develop techniques for allocating resources more

efficiently.

e Our second theme explored the issue of insider attacks on fundamental services and
applications in sensor networks. This type of attack has a more serious impact on
the network since the attacker is in possession of the cryptographic keys and can par-
ticipate in legitimate inter-node communication. We specifically considered the time
synchronization service and the object tracking algorithms. Time synchronization pro-
tocols provide a mechanism for synchronizing the local clocks of the nodes in a sensor
network. Many applications, such as networking protocols, rely heavily on accurate
timing to perform their tasks. We analyze attacks on different categories of time syn-
chronization protocols, show how these attacks affect different classes of protocols,
and propose solutions for each attack. We also implement our attacks and counter-
measure for one class of time synchronization protocols to validate our analysis. We
also analyze the effect of insider attack on multiple object tracking by focusing on a
hierarchical target tracking algorithm specifically designed for sensor networks. We
develop a hierarchical reputation system framework that helps detect node misbehav-
ior and isolate malicious entities. We evaluate our reputation system experimentally

and demonstrate how it improves object tracking in the presence of malicious nodes.

e The third theme in this dissertation deals with the security issues facing the applications
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that use sensor networks. We look at two specific that use sensor networks: health
care systems, and the process control systems. We develop an integrity monitoring
system for the health care application. Next, we develop two security solutions for
process control systems: 1) a model-based intrusion detection system, and 2) secure

key management and software update.

Finally, we use a game theoretic framework to analyze and build a distributed rep-
utation and trust mechanism for sensor networks. Game theory provides a way of
mathematically formalizing the decision-making process of policy establishment and
execution. Game theory has been studied and applied in many fields and applica-
tions. However, there has been very limited research in the area of sensor network
security. Game theory provides a natural framework for dealing with adversarial situ-
ations. Therefore, the object of our research is to analyze the available game theoretic
approaches for reputation systems and apply those to field of sensor networks. We de-
veloped a trust game for wireless sensor networks in which a set of nodes play against
an outside node. The solution to our trust game gives a procedure for dynamically up-
dating the trust value of each node after interacting with the outside node. In addition,
the solution to the game results in threshold values that the nodes can use to decide

whether they should interact with the outside node or not.

The taxonomy of security attacks in sensor networks, along with some of the counter-

measures, was discussed in detail in Chapter 2. Chapter 3 dealt with developing a system-

atic approach to sensor network security. Instead of categorizing attacks, we classified and

ranked the severity of each attack based on the security objective (confidentiality, integrity,

availability) it is targeting. Chapters 4 and 5 dealt with the problem of insider attack on some

fundamental services in sensor network, i.e. time synchronization and multi-object tracking.

In Chapter 4 we discussed the impact of attacks on time synchronization protocols on the

applications that rely on correct time for their function. Then we discussed various ways in
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which different classes of time synchronization protocols in sensor networks can be attacked.
Finally, we carried out experiments on a real sensor network test-bed to show the affect of an
insider attack on the Flooding Time Synchronization Protocol. We also proposed a new struc-
ture to filter out the bad time synchronization updates, and showed through our experiments

that the new structure helps alleviate the problem of bad time synchronization updates.

Chapters 6 and 7 discussed the third theme of security of sensor network applications.
We discussed two important applications of sensor networks: 1) health care systems, and 2)
process control systems. Chapter 6 discussed the design of a model-based intrusion detection
system for the SCADA systems. The contribution of this chapter is to design a model-based
intrusion detection system for the SCADA systems. In this chapter, we also proposed a key
management and secure software update protocol for wireless SCADA systems. In Chap-
ter 7, we described our integrity-monitoring system for the sensor networks in health care
applications. Given the importance of the health care applications, and the risks involved,
it is important to ensure that the data collected from sensor nodes are correct, and have not
been corrupted by a malicious agent or a hardware malfunction. We developed the first steps
toward building a correlation model for the data collected by various bodily sensors. We
used auto-regression methods for time-series to analyze the the data and arrive at a set of
coefficients that can be monitored over time for fault detection. Finally, in Chapter 8, we de-
fined a repeated game that modeled the trust system in sensor network and proved theorems
pertaining to the solution of the game. Even though game theory has been used extensively
in economics to model the situations in which opposing sides with conflicting interests play
against each other, there has been very little work in applying game theory to the security
in sensor networks. Our contribution is to define a repeated trust game in which each agent
dynamically updates its belief (trust value) of the actions of the opposite side and makes

decisions regarding whether to continue the play or not based on these trust values.
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9.2 Future Research Directions

In the last section we outlined the contributions of this dissertation in the area of sensor
network security. The dissertation is composed of four related themes: 1) security paradigm,
2) protocol security, 3) application security, and 4) analytical tools for security. In the fol-
lowing section, we discuss some of the possible future research directions for each of these

themes.

9.2.1 Security Paradigm

In Chapter 3, we took the first steps toward developing a holistic approach to sensor
network security. These steps included the ranking of the attacks using several metrics. As
discussed, these attack orderings can be useful to determine the path of least resistance for
an attacker. As part of the future work, one needs to further develop the metrics that get
used for attack ranking. In addition, the attack ranking along with the type of the attack (i.e.
intermediate or final) can be used to develop an attack tree/graph. The cost metric for each
attack can be used as the weight of the edges of the graph. Standard graph search algorithms

can then be used to find the path of least resistance for an attacker in a given scenario.

9.2.2 Protocol Security

We discussed security of the tracking and time synchronization protocols in this disserta-
tion. As part of the future work, one needs to look at combining robust estimation methods
with robust hypothesis formation methods to arrive at a more secure object tracking protocol.
As for the time synchronization protocols, there are several possibilities for attacking these
protocols, as discussed in Chapter 4. Therefore, one future direction is to develop secure and
robust time synchronization protocols. In addition, one has to run experiments with attacking

the existing time synchronization protocols to determine the extent of the damage caused by
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each attack. The result of the experiments can clarify what has to be fixed and which counter-
measures have to be added to the time synchronization protocols to make them more secure

and resilient to insider attacks.

9.2.3 Application Security

We discussed two applications of sensor networks: 1) process control systems, and 2)
patient monitoring for health care purposes. In addition to these two, there are many other
applications of sensor networks. As part of the future research, each application of sensor
networks has to be analyzed carefully in terms of security and privacy concerns. Appropriate
security mechanisms, such as the ones discussed in Chapter 3, have to be incorporated in
each application to ensure proper functionality and integrity of the data. In addition, privacy
concerns have to be taken into account when sensors are used in public places, or when they

are used in applications that can give out personal information.

9.2.4 Analytical Tools for Security

We used game theory to model a routing game between sensor nodes and an outsider
node, which we think of as the adversary. Similar game theoretic formulations can be used
to model other security scenarios. For example, one can formulate a game in which the
adversary is trying to maximize the damage incurred on the tracking algorithm. The damage
is measures in terms of how far the estimated track is from the ground truth. On the other
hand, the network is trying to minimize the damage by using a robust estimation method.
By solving this game, one can find the optimal parameters that the network has to use for its

estimation.
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